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Abstract In recent years, there has been an extensive deployment of the Internet of Things (IoT) across various vertical industries.
However, this progress comes with the challenges of accommodating billions of IoT devices, leading to significant issues in power consump-
tion, spectrum allocation, and device costs. Ambient IoT, empowered by energy harvesting and low-power communication techniques
such as backscatter communications, stands out as a promising technology supporting massive net-zero connections. Notably, both 3GPP
and IEEE 802.11 have initiated standardization research in this area, through which ambient IoT devices have been well identified with
their advantages in terms of low power consumption and low cost. Despite these benefits, ambient IoT still faces challenges in integrating
with existing legitimate communication networks, particularly regarding the spectrum issue and the ambient signal utilization issue.
Fortunately, symbiotic radio (SR) offers a promising solution by introducing cooperation between the legitimate transmission and the
IoT transmission. In this article, we provide a comprehensive tutorial on SR-enabled future ambient IoT. Specifically, we first present the
fundamentals of ambient IoT and then introduce SR within this context, as well as highlighting its advantages in ambient IoT. Following
that, we focus on addressing three important issues for SR in ambient IoT: cooperative modulation design, multiple access design, and
resource allocation from the perspective of communication design. Moreover, we highlight future research directions in this emerging
field.
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1 Introduction

1.1 Background

The Internet of Things (IoT) has played a pivotal role in enhancing people’s lives and empowering various vertical
industry applications [1-3]. In recent years, the 3rd Generation Partnership Project (3GPP) has developed a series
of TIoT technologies to support massive IoT connections, including LTE-machine-to-machine (LTE-M), narrow band
IoT (NB-IoT), and reduced capability UE (RedCap) [4,5]. However, the emergence of new application scenarios
such as smart cities and smart warehousing is driving a rapid increase in the number of low-power IoT nodes, which
poses significant challenges to existing battery-powered IoT solutions in supporting massive connectivity. Relying
on batteries to power billions of IoT devices is unsustainable since recharging and replacing batteries would incur
considerable labor costs, and in some cases such as smart grid and smart coal mine, it may be infeasible to use
batteries due to safety risks. Therefore, there is an urgent need to develop innovative battery-free IoT technologies
that can facilitate massive IoT connectivity with ultra-low power consumption, all at an exceptionally low cost.
Ambient IoT, also known as passive IoT, leverages low-power communication techniques, particularly backscatter
communication, together with energy harvesting techniques to facilitate massive ubiquitous IoT connections [6-8].
Ambient IoT devices harvest energy from environmental sources, including solar, kinetic, and radio frequency
(RF) sources, and then employ backscatter communications to transmit information. Owing to the utilization of
backscatter communication, as opposed to power-intensive active transmissions, the power consumption can be
remarkably reduced, often on the order of just one microwatt. Hence, ambient IoT devices can operate without
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Figure 1 (Color online) Timeline of ambient IoT standardization.

batteries or possess limited energy storage capacities, which therefore enables net-zero connectivity. On the other
hand, this transition also significantly reduces the cost of IoT devices, where prices may plummet from several
dollars to just a few cents. Furthermore, the physical size can be significantly minimized due to their relatively
simpler internal composition, making them highly conducive to ubiquitous deployment.

Owing to these advantages, ambient IoT has recently attracted significant attention from both industrial and
standardization groups. Specifically, the timeline of ambient IoT standardization is depicted in Figure 1. In 2022,
OPPO published the first white paper on ambient IoT [9]. In the same year, 3GPP initiated standardization
research on this topic [10-12]. In Release 18, the 3GPP technical specification group (TSG) radio access network
(RAN) defined the deployment scenarios and design targets regarding power consumption, coverage, latency, and
connection density for ambient IoT [10]. Furthermore, in Release 19, the 3GPP system architecture working group
1 (SA1) identified over thirty use cases and highlighted potential new service requirements and key performance
indicators (KPIs) [11], while TSG RAN further investigated solutions for ambient IoT in detail [12], such as physical
layer design, and the coexistence of ambient IoT and NR. In addition, the IEEE 802.11 working group also initiated
the study of ambient power communication (AMP) recently [13]. In 2022, the technical interest group (TIG)
was formed to discuss the requirements of AMP. In 2024, a task group named bp was approved to discuss and
make the standardization of AMP in WiFi communications. In 2025, ITU-T Study Group 20 (SG20) approved
the “Requirements and Capabilities of Ambient Power-enabled Internet of Things” standardization project, which
represents the first ambient IoT standard project within the ITU framework and the first international standard
dedicated to establishing a unified service and technical architecture for ambient IoT systems [14].

While the advantages of ambient IoT devices have been well identified regarding low power consumption and low
cost, supporting massive ambient IoT connections with limited spectrum remains challenging. For 5.5G networks,
both academia and industry widely agree that ambient IoT will adopt unmodulated signals as carriers due to
their simplicity. However, for future ambient IoT systems, utilizing ambient signals that are widely present in the
environment as carriers will be more suitable, as this approach can leverage spectrum sharing to reduce spectrum
requirements. Nevertheless, since ambient signals are typically unknown and uncontrollable, the backscatter link
is susceptible to interference from ambient transmissions, which may significantly affect its achievable performance
and reliability [15,16]. Therefore, how to deeply integrate ambient IoT into the existing legitimate communication
networks still remains a significant challenge. In recent years, symbiotic radio (SR) communication technology has
attracted much research and development attention as a novel backscatter communication paradigm [17-20], offering
the potential to overcome the limitations of traditional approaches and provide new momentum for the development
of ambient IoT systems. To elaborate, SR introduces cooperation between the legitimate active transmission and
the ToT transmission, i.e., cooperative transmission at the transmitters and the joint detection at the receivers,
which guarantees the reliability of the ambient IoT transmission.
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Table 1 List of existing magazine/tutorial/survey papers on ambient IoT and SR, respectively.

Categories Ref. Year of publication = Main contributions

(6] 2024 Summarize the 3GPP standardization progress on ambient IoT, including the device
types, usage scenarios, and design requirements.

[7] 2024 Comprehensively survey the 3GPP standardization discussions on ambient IoT and
provide field test experiments of ambient IoT systems.

(8] 2024 Briefly summarize the 3GPP discussions on ambient IoT, focusing on
the transmission protocols and signaling procedures.

Ambient IoT (23] 2025 Provide the timely update of ambient IoT research in 3GPP and outline the design

challenges and design directions in the future.

[24] 2025 Briefly discuss the potential of multiple access, cognitive radio,
full duplex, and SR in ambient IoT.

[25] 2025 Summarize the connectivity topologies of ambient IoT and discuss the deployment

considerations on system performance and feasibility.

Provide a review on large intelligent reflecting surface/antennas (LISA),
[17] 2019 covering the backscattering principles, backscattering communications, and SR,
followed by an overview on LSIA-aided wireless networks.
Systematically review SR, focusing on addressing three issues: enhancing the
[18] 2020 backscattering link via active load; introducing joint detection; capturing
desired RF signal using the RIS.
Discuss the potential of introducing RIS into SR, and briefly overview
state-of-the-art transceiver design of RIS-based SR.
Provide a comprehensive survey on backscatter communications assisted by RIS,
where RIS is configured as an information transmitter.
Provide a comprehensive literature review on SR and its
[27] 2023 design methodologies on signal
processing and transmission design.
Briefly summarize the recent progress of RIS-based SR,
focusing on the transmission design issues.

Symbiotic radio (21] 2021

[26] 2022

(28] 2025

1.2 Contributions and organization

Owing to the tremendous opportunities for SR-enabled future ambient [oT, a series of studies, such as magazines [6,
21-25], tutorials [17,18], and survey papers [7,8,26,27], have been paid attention to ambient IoT and SR, respectively,
which are summarized in Table 1 [6-8,17,18,21,23-28]. However, the above studies usually focus either on the vision
of ambient IoT or the SR technology; there remains a notable gap in the literature regarding a structured tutorial
on how SR can effectively empower ambient IoT systems. Motivated by this gap, we provide a comprehensive
tutorial on SR-empowered ambient IoT, systematically addressing key challenges and highlighting opportunities in
this emerging field. To be specific, we not only provide the fundamentals of ambient IoT and SR, but also offer a
comprehensive survey of the existing studies, along with system design guidelines and design insights in a tutorial
manner to inspire future work.

As shown in Figure 2, the rest of this article is organized as follows. Section 2 presents the fundamentals of
ambient IoT. Section 3 identifies the critical challenges associated with ambient IoT, and then introduces SR to
cope with these challenges. Then, Section 4 addresses the cooperative modulation design issue for backscatter device
(BD)-based SR and reconfigurable intelligent surface (RIS)-based SR scenarios. Section 5 presents the solutions
of multiple access design for supporting massive IoT connections. Section 6 overviews state-of-the-art studies on
resource allocation for different optimization objectives, such as power minimization, rate maximization, bit-error-
rate (BER) minimization, and energy efficiency maximization. Finally, Section 7 highlights the future directions,
followed by the conclusions in Section 8.

2 Fundamentals of ambient IoT

This section presents the fundamentals of ambient IoT by introducing two key enabling technologies: backscatter
communication and energy harvesting. Specifically, backscatter communication enables ultra-low-power data trans-
mission by passively reflecting incident RF signals, while energy harvesting provides the necessary power supply to
sustain the operation of IoT devices. Together, they enable battery-free devices to achieve sustainable operation.
For clarity, the main abbreviations used throughout this article are summarized in Table 2. In the following, we
first introduce these two techniques, and then present the classification of ambient IoT devices based on their power
consumption and communication capabilities, and finally introduce the application scenarios.
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Figure 2 (Color online) Organization of this article.

2.1 Backscatter communication

Backscatter communication is a low-cost, low-power communication technique that operates by backscattering
incident RF signals, making it particularly suitable for ambient IoT applications. In this subsection, we introduce
the basic operating principles, various classification approaches, link budget analysis, and power consumption
analysis of backscatter communication systems.

2.1.1 Basic principle of backscatter communication

Typical backscatter communication systems consist of three nodes: the RF emitter, the IoT device, and the IoT
receiver. The RF emitter generates the RF signal carrier to the IoT device, and then the IoT device transmits
information to the IoT receiver by passively reflecting the incident RF signal with different reflection coefficients [29].
An ToT receiver can decode the information according to the power variations of the received signal. It is worth
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Table 2 List of abbreviations.

Abbreviation Description Abbreviation Description
3GPP 3rd Generation Partnership Project 5G Fifth-generation
6G Sixth-generation Al Artificial intelligence
AMP Ambient power communication AoA Angle-of-arrival
AoD Angle-of-departure APSK Amplitude and phase shift keying
ASK Amplitude-shift keying BER Bit-error-rate
BD Backscatter device BPSK Binary phase shift keying
BS Base station CDMA Code division multiple access
CSI Channel state information DC Direct current
DRL Deep reinforcement learning EE Energy efficiency
eVTOL Electric vertical takeoff and landing vehicles FDMA Frequency division multiple access
IoT Internet of Things ISAC Integrated sensing and communication
KPI Key performance indicator LAE Low-altitude economy
LAV Low-altitude vehicles LDMA Location division multiple access
LTE-M LTE-machine-to-machine MIMO Multiple-input and multiple-output
MISO Multiple-input single-output ML Maximum likelihood
M-MAC Multiplicative multiple access channel NB-IoT Narrow band IoT
NOMA Non-orthogonal multiple access OFDM Orthogonal frequency-division multiplexing
OOK On-off keying PSK Phase shift keying
QAM Quadrature amplitude modulation RAN Radio access network
RedCap Reduced capability UE RF Radio frequency
RFID Radio frequency identification RIS Reconfigurable intelligent surface
RP RIS partitioning RPSS RIS phase-shift splitting
RSMA Rate splitting multiple access SA Selective access
SDMA Space division multiple access SINR Signal-to-interference-plus-noise ratio
SR Symbiotic radio STAR Simultaneous transmitting and reflecting
STBC Space-time block coding TDMA Time division multiple access
TIG Technical interest group TSG Technical specification group

noting that there is a certain loss inherent in backscatter modulation, typically around —6 dB, and advanced
techniques such as metamaterials can be used to generate lossless reflections [26]. Backscatter communication
distinguishes itself from traditional wireless communication technologies by obviating the need for costly and power-
intensive components such as digital-to-analog converters and power amplifiers. Additionally, it can operate within
the spectrum allocated for other communication systems. Consequently, backscatter communication is highly
energy-efficient and spectrum-efficient [30].

2.1.2  Classifications

Monostatic/bistatic backscatter communication: As depicted in Figure 3, backscatter communications can
be categorized into monostatic [31] and bistatic configurations [32]. In the monostatic setup, the RF emitter and
IoT receiver are co-located, whereas in the bistatic configuration, they are spatially separated. The monostatic
configuration has a limited communication range due to round-trip path loss [33]. In contrast, the bistatic configu-
ration offers an extended coverage area by deploying the RF emitter near the IoT device, and meanwhile, the IoT
device can harvest energy more efficiently [32,34].

Unmodulated /ambient signal-enabled backscatter communications: Another way to categorize backscat-
ter communications is based on the type of RF emitter. RF emitters can be dedicated RF sources generating un-
modulated single-frequency carriers and ambient RF sources like cellular base stations, WiFi access points, TV/FM
towers, and radars. In general, WiFi and Bluetooth signals are appropriate RF sources for indoor applications,
while LTE, TV/FM, and radar signals are suitable for outdoor applications.

2.1.3  Link budget analysis

The critical interconnection between the RF emitter, the IoT device, and the IoT receiver depends on two vital
links: the forward link from the RF emitter to the IoT device and the backward link from the IoT device to the
IoT receiver [35]. The overall link from the RF emitter to the IoT device and further to the ToT receiver is called
the backscattering link. The two major considerations in ambient IoT design are the forward and backscattering
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Figure 3 (Color online) Backscatter communication configurations. (a) Monostatic configuration: the RF emitter and receiver are co-located,
sharing the hardware for signal transmission and backscatter reception; (b) bistatic configuration: the RF emitter and receiver are spatially
separated to enable flexible deployment.

Table 3 Summary of different backscatter communications.

Ref. Power consumption (LW) Range from IoT device to receiver (m) Throughput Modulation scheme
[38] 0.79 2.5 10 kbps On off keying
[39] 33 54 300 kbps On off keying

Binary phase modulation at basic

(40] 153 97.5 13.63 Mbps timing unit level

link budgets, which represent the received power levels over these links, as shown in Figure 3.

The forward link budget: It is vital in determining whether the RF signal can adequately activate the IoT
device. Typically, the activation threshold for an IoT device stands at —20 dBm. With this threshold, the range
between the RF emitter and the ToT device is confined to less than 10 m [36].

The backscattering link budget: It is instrumental in determining whether the IoT information can be
successfully detected. The achievable communication range in the backscattering link depends on the power levels
derived from the link budget, which are influenced by the double path loss of the forward and backward links.
Specifically, when the RF emitter is positioned one meter away from the IoT device, the distance separating the IoT
device and the 10T receiver can exceed 50 m. However, when the RF emitter is situated 10 m away, the transmission
distance reduces significantly to only a few meters [36].

2.1.4  Power consumption

Power consumption is the pivotal determinant in the practical realization of ambient IoT. Thankfully, significant ad-
vances in backscatter communication have yielded a substantial reduction in power consumption. Radio frequency
identification (RFID) technology emerges as a mature player in backscatter communications with unmodulated sig-
nals, achieving a mere 1 tW power consumption. For ambient backscatter communications, the power consumption
comparison is presented in [37]. Table 3 summarizes the performance characteristics of representative backscatter
communication systems with different ambient signal sources. In particular, a system reliant on TV signals requires
an exceptionally low power input of just 0.79 uW to sustain data transmission at 10 kbps [38]. A WiFi-based
system achieves data rates of 300 kbps with a communication range of 54 m, consuming 33 W [39]. LTE-based
systems boast the highest throughput, reaching 13.63 Mbps, at the cost of relatively higher power consumption,
amounting to 153 uW [40]. The feasibility of achieving ultra-low power consumption in backscatter communication
positions it as an ideal fit for ambient IoT. Nevertheless, even this minimal power consumption requires a reliable
energy source, which is provided by energy harvesting techniques as discussed next.

2.2 Energy harvesting
While backscatter communication enables data transmission, energy harvesting serves as the essential technology

for sustaining energy supply in ambient IoT devices. We discuss the fundamental principles and energy storage
considerations in this subsection.
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Table 4 Comparison of three types of ambient IoT devices.

Device 1 Device 2a Device 2b
Power consumption (LW) ~4-11 ~245 ~520-720
Energy storage Low Modest High
Signal amplification No Yes Yes
Signal generation No No Yes
Receiver sensitivity (dBm) —40 —40 or —50 —80 or —90
Operating range Small (10-15 m) Mid (15-25 m) Large (40-50 m)

2.2.1 Basic principle of energy harvesting

Energy harvesting aims to extract energy from electromagnetic waves and convert RF energy into direct current (DC)
to power IoT devices [41]. Various energy sources are available for harvesting, including solar, wind, thermal, kinetic,
and RF energy, each suitable for different IoT applications in various environments [42,43]. Among these, RF sources
are particularly attractive because RF energy shows greater stability across both space and time. Additionally, RF
energy harvesting allows for joint design and optimization with backscatter communication components when both
functions use the same RF signals.

The energy harvesting system consists of three key components: the energy transducer, the rectifier, and the DC-
DC converter [44]. The energy transducer converts ambient RF signals into electrical energy, producing alternating
current and unstable DC output. Since this output is irregular and unsuitable for direct use, the rectifier converts
the alternating current into direct current for better stability. The DC-DC converter then transforms the unstable
DC into a reliable and stable power source. Recent advances in energy harvesting have shown promising results,
with experimental studies demonstrating that energy harvesters can generate up to 65 uW of DC power in typical
outdoor environments [45]. This highlights the significant potential of energy harvesting for enabling ambient IoT
systems.

2.2.2  Energy storage

The energy storage component serves to stabilize and deliver harvested energy in a controlled manner. It can also
collect and store energy from multiple sources, including those with low power output. Typically, this component
is implemented as a capacitor or supercapacitor rather than a conventional battery. Capacitors store energy in the
electric field between their plates, but they have limited energy retention time and storage capacity. In recent years,
supercapacitors have gained attention due to their superior characteristics, including fast charging and discharging,
temperature stability, and higher power density compared to regular capacitors [46,47]. It should be noted that
energy storage components are not always necessary, particularly for IoT devices with strict size constraints or those
with relatively stable and sufficient energy sources.

2.3 Ambient IoT devices

Depending on the power consumption level and the signal amplification/generation ability, ambient IoT devices can
be categorized into three distinct types [12], which are summarized in Table 4.

e Device 1: The targeted power consumption for Device 1 falls within the range of several microwatts, typically
from 4 to 11 uW. These devices have small energy storage capabilities and possess no inherent signal generation or
amplification capabilities due to the power limitation. The communication range is limited to within 10-15 m.

e Device 2a: Device 2a features a modest energy storage capacity, enabling backscatter communication with
signal amplification. These devices aim for a few hundred microwatts power consumption, typically about 245 pW.
Device 2a exhibits a broader communication range, extending to 15-25 m.

e Device 2b: Device 2b boasts a relatively substantial energy storage capacity, affording it autonomous signal
generation capabilities for transmission. Such devices target power consumption levels within the range of 520 to
720 uW. Device 2b excels in terms of communication range, spanning 40-50 m, and the receiver sensitivity can be
as low as —90 dBm.

As shown in Figure 4, the ambient IoT Device 1 comprises the energy harvesting element, energy storage element,
sensor, signal processing element, backscatter modulation element, and clock generator. The ambient IoT device
harvests energy from the incident signal with the energy harvesting element and then stores the collected energy
in the energy storage element. Once the collected energy exceeds a threshold, other elements are activated. The
sensor gathers environmental information and sends it to the signal processing element for further processing. The
signal processing element outputs control signals and delivers them to the backscatter modulation element. The
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Figure 4 (Color online) Ambient IoT device structures and their operating ranges. Device 1 operates in the short range (10-15 m) using pure
passive backscatter communication. Device 2a works in the medium range (15-25 m) by employing amplified backscatter communication, where
a reflection amplifier enhances the reradiated signal. Device 2b supports long-range (40-50 m) transmission through active radio generation.

backscatter modulation element then adjusts the load impedance according to the control signal to realize data
transmission. For Device 2a, the reflection amplifier is integrated to amplify the backscatter signal. Furthermore,
for Device 2b, the backscatter modulation element is replaced by a signal generation element including digital to
analog converter, low pass filter, mixer, for independent signal generation. In this article, we mainly focus on
Type 1 and Type 2a ambient IoT devices that employ backscatter communication, as they capture the essential
characteristics of ambient IoT. In contrast, Type 2b devices are relatively close to conventional active IoT devices
and are therefore not the main focus of this article.

2.4 Application scenarios

Ambient IoT technology has diverse applications across multiple domains, including smart grid, indoor positioning,
smart laundry, and smart museums, as illustrated in Figure 5. These applications are also key use cases outlined in
the Release 19 standardization technical report [11], demonstrating the broad potential of ambient IoT technology.

24.1 Smart grid

Smart grids are essential for integrating variable renewable energy sources, demanding advanced monitoring sys-
tems to ensure their stable and efficient operation [48]. Without proper monitoring, electrical faults can lead to
significant energy losses, power outages, equipment damage, and potentially severe consequences, including fires and
injuries. IoT provides essential support for real-time grid monitoring by deploying sensors across critical infrastruc-
ture including transmission towers, power lines, and distribution equipment [49]. These sensors collect important
parameters, including current, voltage, temperature, humidity, and mechanical stress.

While smart grid data collection typically has less stringent latency requirements, it necessitates the efficient
connection of a vast number of sensors across extensive networks. Many of these sensors are located in remote
or difficult-to-reach areas, where physical maintenance or replacement can be prohibitively costly. This challenge
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Figure 5 (Color online) Applications of ambient IoT, including smart laundry, smart grid, smart museum, and indoor positioning in car
parking and shopping malls.

underscores the need for ambient IoT solutions, which can harvest energy from the environment, eliminating re-
liance on batteries and enabling sustainable, long-term monitoring capabilities essential for modern smart grid
management. Specifically, in transmission line monitoring, which often involves long distances, Types 2a and 2b
ambient IoT devices are particularly well-suited. Meanwhile, substation monitoring applications can effectively
accommodate all three types of devices.

2.4.2  Indoor positioning

Indoor positioning plays a crucial role in our daily lives. Consider a scenario in which a user visits a shopping
center. Without accurate indoor positioning systems, navigating to stores, restaurants, parking locations, and
specific items within stores becomes challenging. Ambient IoT presents a promising solution for achieving indoor
positioning by deploying numerous IoT devices throughout the shopping center, such as on walls, elevators, and
poles in underground parking areas, all of which have predetermined locations [50].

A user can download an IoT navigation app that enables the phone to emit triggering RF signals to activate
these IoT devices. In response, the devices send back their IDs and IoT signals. The phone can then determine its
location based on the echo signals and the known positions of the IoT devices. Given the sizable nature of shopping
centers, which can span up to 1000 m2, Type 1 IoT devices are well-suited for ground-level positioning, as they
can leverage multiple RF sources for energy harvesting. Meanwhile, Devices 2a and 2b are more appropriate for
underground parking scenarios, where signal propagation is blocked due to obstacles. This approach allows users
to efficiently locate stores and parking areas through seamless IoT connections, significantly enhancing the overall
user experience.

2.4.3  Smart laundry

Washing machines have significantly liberated individuals from the burdens of laundry chores, and smart laundry
systems aim to enhance this convenience by automatically selecting the appropriate washing mode [51]. In a smart
laundry setup, clothes are connected to ambient IoT devices integrated with IoT sensors. These devices gather
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detailed information about the garments, including their color, fabric, shape, and material, as well as environmental
parameters like temperature and humidity.

To enable this functionality, collaboration among ambient IoT devices, fifth-generation (5G) networks, and the
IoT platform is essential. Specifically, the 5G network activates the ambient IoT devices attached to the clothing to
collect their information. This data is then relayed to the IoT platform application, which analyzes the reports and
determines the optimal washing mode and settings. The application subsequently communicates this information
to the washing machine, initiating its operation. This process not only saves water and electricity but also helps
protect the quality of the garments. Given the spatial constraints typically found in laundry areas, Type 1 IoT
devices offer a cost-effective solution for reporting garment information in smart laundry applications.

2.4.4  Smart museums

Ambient IoT technology serves a unique role in museum environments by providing precise environmental monitoring
and enriching visitor interactions [52,53]. Museum artifacts require careful environmental control due to their
sensitivity to temperature, lighting, and humidity variations. Ambient IoT devices enable museum staff to maintain
optimal preservation conditions through continuous monitoring and automated control systems.

These devices also enhance visitor experiences by providing location-based services and detailed exhibition in-
formation when positioned strategically near displays. Given the short communication distances between devices
and visitor mobile devices, all three types of ambient IoT devices (Type 1, Type 2a, and Type 2b) are applicable
for museum deployments. Additionally, they enable comprehensive visitor behavior analysis, allowing curators to
understand traffic patterns and exhibit engagement levels. Museum implementations typically accommodate device
densities up to 10000 devices per square kilometer across service areas extending up to 20000 m?, while maintaining
positioning accuracy within several meters for reliable indoor navigation services.

3 Symbiotic radios for ambient IoT

To support massive loT connections, spectrum scarcity and ambient signal utilization are identified as two major
challenges faced by ambient IoT systems. In this section, we first demonstrate these challenges and then introduce
SR into ambient IoT for addressing these challenges.

3.1 Critical challenges of ambient IoT

3.1.1 Spectrum scarcity challenge

Facilitating massive IoT device deployment requires addressing fundamental spectrum limitations. Currently, the
available spectrum for existing IoT technologies remains severely constrained. Licensed cellular spectrum hosts
representative IoT technologies such as LTE-M and NB-IoT, with LTE-M typically allocated 1.4 MHz bandwidth
and NB-IoT operating within 180 kHz [54,55]. Unlicensed bands accommodate several IoT technologies, including
Bluetooth, Zigbee, LoRaWAN, and Sigfox [56]. Bluetooth operates in the 2.4 GHz band with 1 MHz bandwidth,
while Zigbee devices often share the same band, with variants operating at 868-868.6 MHz or 902-928 MHz. Lo-
RaWAN and Sigfox utilize sub-GHz bands for wide coverage, with LoRaWAN operating within 125 kHz bandwidth
and Sigfox employing an ultra-narrow 100 Hz bandwidth. Consequently, the spectrum available for IoT transmission
is extremely limited.

The spectrum scarcity problem intensifies with the exponential growth of IoT devices. A European Union report
indicates that approximately 76 GHz of dedicated spectrum is required to support massive IoT connections [57]. This
makes it impossible to accommodate all ambient IoT devices through dedicated spectrum allocation alone. In 5.5G
networks, ambient [oT can serve as a complementary solution to existing IoT technologies by leveraging unmodulated
signals as carriers, which require minimal spectrum resources during this transitional phase. This approach enables
ambient IoT to coexist with conventional cellular and IoT technologies without demanding additional spectrum
allocation, making it an attractive solution for spectrum-constrained environments.

3.1.2  Ambient signal utilization challenges

As an alternative approach, ambient IoT technology can exploit ambient signals for IoT transmissions, eliminating
the need for dedicated spectrum. Spectrum sharing between ambient communication systems and ambient ToT
can significantly reduce spectrum requirements. However, utilizing ambient signals introduces new challenges that
become increasingly important in the transition from 5.5G to sixth generation (6G) networks.
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RF source selection: The primary challenge involves selecting appropriate RF sources from the complex
electromagnetic environment. The environment contains diverse ambient RF sources, each with varying power
densities and temporal characteristics. Dynamic measurements show that downtown areas exhibit high power levels
in cellular bands such as GSM/LTE 850 and LTE 700, while urban areas peak in the digital TV band [58].

Several factors complicate optimal RF source selection. First, ambient RF power levels vary significantly across
locations and time periods. Urban environments can experience RF power fluctuations up to 33 dB throughout
the day, making reliable energy harvesting and communication challenging [59]. Second, different ambient signals
exhibit distinct propagation characteristics. Cellular signals provide good coverage but may have limited power
density, while broadcast signals like digital TV offer higher power levels with more restricted coverage areas. Third,
ambient signal utilization must comply with existing spectrum regulations and licensing agreements, which may
limit the types of signals that can be effectively exploited for ambient IoT applications. The lack of coordination
between ambient and IoT transmissions further complicates identifying optimal RF sources for energy harvesting,
as the band of the sources may not align with receiver operating frequency bands.

Interference management: The second major challenge is interference management. The broadcast nature
of ambient RF signals introduces strong interference for IoT transmissions, and inadequate interference manage-
ment can severely degrade ambient IoT system performance. Several approaches have been proposed to address
interference issues. Specifically, in [60], the receiver is equipped with multiple antennas to mitigate the direct link
interference, and the error floor problem is addressed accordingly. In [61], the direct-link interference is canceled out
by exploiting the repeating structure of the ambient orthogonal frequency-division multiplexing (OFDM) signals
due to the use of cyclic prefix.

Looking toward 6G and beyond, developing innovative ambient IoT solutions based on ambient signals becomes
crucial for effectively addressing these challenges and realizing the full potential of ambient IoT technology.

3.2 Introducing symbiotic radios into ambient IoT

SR has recently been proposed as a spectrum- and energy-efficient technology. In this subsection, we briefly
introduce the concept of SR and how it can be utilized in ambient IoT to address the aforementioned challenges.
The system architectures for SR-enabled ambient IoT are also provided to show how ambient IoT can be integrated
with cellular networks to achieve mutual benefits.

3.2.1 Basics of SR and its advantages for ambient IoT

SR leverages ambient RF signals to support ambient IoT transmission. Unlike the mutual interference between am-
bient and IoT transmissions in conventional approaches, SR establishes a mutually beneficial relationship through
collaborative transmission and joint decoding® [18]. Specifically, in SR-enabled ambient IoT, the ambient RF
emitter can be a base station (BS), and ambient IoT devices rely on the cellular signal for energy harvesting and
information transmission. The cellular user jointly decodes the information from the BS and the IoT devices. In this
way, the backscattering links from IoT devices can be regarded as multipath components of cellular transmission,
enhancing its communication performance. IoT transmission, in turn, gains access to highly reliable transmis-
sion opportunities without needing a dedicated spectrum. Therefore, the cellular and IoT transmissions form a
mutualistic relationship in SR-enabled ambient IoT.

As illustrated in Figure 6, the SR system exhibits characteristics where ambient and IoT systems benefit from
mutual resource interaction, which is analogous to the mutualistic symbiosis observed between crocodiles and plover
birds in nature.

The cooperative nature of SR directly addresses the two major challenges faced by ambient IoT. For the RF source
selection challenge, the joint design between the ambient transmitter and IoT devices eliminates the uncertainty in
RF source selection. Unlike conventional ambient backscatter where IoT devices must passively adapt to unknown
and variable ambient signals, SR enables the ambient transmitter (e.g., base station) to serve as a controllable
and reliable RF source. The IoT devices no longer need to search for appropriate RF sources from the complex
electromagnetic environment, as the cooperative ambient transmitter naturally provides optimal carrier signals for
both energy harvesting and information transmission. For the interference management challenge, the joint detection
approach fundamentally changes how interference is handled. Instead of treating ambient signals as interference
that degrades IoT transmission, SR views the backscattered signals as beneficial multipath components of the
ambient transmission. The maximum likelihood joint receiver simultaneously decodes both signals, transforming

1) Depending on the symbol duration relationship of cellular and IoT transmissions, SR can be categorized into commensal SR and parasitic
SR. In this paper, we primarily focus on commensal SR since IoT transmissions generally have lower data rates than cellular transmissions and
mutual benefits can be realized in commensal SR systems.
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Figure 6 (Color online) Analogy between biological symbiosis and symbiotic radio. In biological symbiosis, the crocodile and plover mutually
benefit through food exchange and protection; similarly, in symbiotic radio, the ambient system provides energy and carrier signals to the IoT
system, which in turn enhances the ambient transmission via backscattered multipath components.

the interference into beneficial signals. In general, SR is a promising technique to address the challenges faced by
ambient IoT.

3.2.2  System architecture

Figure 7 illustrates the system architectures for SR-enabled ambient IoT, where the BS acts as the IoT information
receiver. The BS-centric case can be subdivided into four topologies as follows [10].

e Monostatic topology (Topology 1): The BS powers and communicates directly with the ambient ToT device in
a bidirectional manner. This topology is well-suited for Type 2b IoT devices, given the typical placement of BS at
a considerable distance from the IoT devices.

e Bistatic topology (Topology 2): The user provides the carrier signal and energy to the IoT device for trans-
mission to the BS. This topology is suitable for Type 2b IoT devices, primarily due to the limited energy supply
from the user and the substantial distance between the IoT device and BS.

e Intermediate node-aided topology (Topology 3): Ambient IoT devices indirectly communicate with the BS
through an intermediary node, such as a relay or repeater. Energy harvesting in this topology follows the path of
BS-intermediate node-device, rendering it suitable for Type 2a and Type 2b IoT devices.

o Assisting node-aided topology (Topology 4): An assisting node is deployed to enhance links between the user
and the ambient IoT device. Alternatively, it can enhance link quality between the IoT device and the BS. The
assisting node can manifest as a relay, repeater, RIS, etc. The presence of the assisting node renders this topology
suitable for all types of IoT devices.

It should be noted that the topologies for the user-centric case can be similarly described, except that the roles
of the BS and the user are interchanged. BS-centric systems are commonly applied in outdoor contexts such as
bridge monitoring, while the user-centric case is predominantly employed in indoor environments, exemplified by
industrial IoT and smart healthcare.

4 Cooperative modulation design for symbiotic radios in ambient IoT

Although SR offers a promising solution for realizing the vision of ambient IoT in the future, there is still a key
problem that needs to be addressed, i.e., the modulation design of IoT devices. Traditionally, the IoT devices
adopt the classical modulation schemes for information transmission, such as the simple on-off keying (OOK) [32]
and binary phase shift keying (BPSK) modulation schemes [62]. However, in SR, the IoT transmission is closely
coupled with the ambient transmission. Therefore, the conventional OOK and PSK schemes used for IoT devices
may not be optimal for SR, which, however, should be cooperatively designed with the ambient transmission. This
is referred to as cooperative modulation design in this section. In the following, we present a tutorial on cooperative
modulation design for BD-based SR and RIS-based SR scenarios, respectively. The potential research directions in
this field are also highlighted.
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Figure 7 (Color online) System architectures of symbiotic radio in ambient IoT. Four representative architectures are illustrated: (a) monostatic
topology, (b) bistatic topology, (c) intermediate node-aided topology, and (d) assisting node-aided topology. Different device types (1, 2a, 2b)
enable flexible connectivity and energy-information interaction.

4.1 Cooperative modulation design for BD-based SR

In this subsection, the signal model of BD-based SR is presented. Then, the signal detection method is introduced,
based on which the design methodology of cooperative modulation design is developed.

4.1.1  Signal model, signal detection, and coupling relationship

Define the channel response of the direct link between the BS and the user by hy € C, the channel response of the
BS-BD link by g; € C, and the channel response of the BD-user link by g2 € C, respectively. For ease of analysis,
we assume the ambient signal and the IoT signal have the same symbol duration [63]. The ambient signal is denoted
by s(n) € Fs, where the F, represents its constellation set. For the ToT transmission, the IoT signal is defined by
¢(n) € Fe, where F, accounts for the constellation set of the IoT transmission. The received signal in the n-th time
slot at the user is given by

y(n) = Vpehas(n) + /pegagrs(n)l(c(n)) + z(n), (1)

where p; denotes the transmit power, and z(n) denotes the additive white Gaussian noise. I'(¢(n)) = {c¢(n) denotes
the reflection coefficient of the BD?), where ¢ € [0,1] denotes the reflection efficiency. In practice, the reflection
coefficient can be adjusted by tuning the load impedance [31,64,65].

From (1), it is observed that SR can be modeled as a multiplicative multiple access channel (M-MAC), where
the ambient and IoT signals are multiplied over the backscattering link. This M-MAC is a new type of multiple
access channel, where the ambient signal satisfies the average power constraint while the IoT signal satisfies the
peak amplitude constraint.

In SR, the user is designed to jointly recover both the ambient signal and the IoT signal. When the ambient
signal and IoT signals are transmitted with equal probability, the maximum likelihood (ML) detection would be
the optimal detector, given by

{5(n),é(n)} = arg  min [y(n) = v/Pehas(n) — V/pegrgzs(n)T(c(n)) . (2)

s(n)EFs,c(n)eF.

In (2), we can observe that the detections of the ambient signal s(n) and the IoT signal ¢(n) are coupled
together [66,67]. If the ambient signal can be decoded accurately, the detection performance of the IoT signal

2) For analytical tractability, we assume continuous reflection coefficients. In practice, IoT devices have limited tunable loads [32], resulting
in discrete values that may impact performance.
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would be better. Similarly, if the IoT signal can be accurately decoded, the decoding performance of the ambient
signal can be enhanced as well. This is the intuitive explanation of the coupling relationship between these two
transmissions. Particularly, an important detection ambiguity problem is revealed in the absence of the direct
link [68]. Specifically, when hy = 0, the ML detector is simplified to

~ ~ . 2
(.} =arg | min - [y(n) = VAicargastne(n)]®. ®)

In this scenario, if there exists an optimal estimator {§;(n),¢1(n)} and another estimator {§2(n),éa(n)} that
meets the condition §1(n)é(n) = §3(n)éz(n), then the estimator {82(n),é2(n)} is also the optimal one, thereby
leading to detection ambiguity caused by the signal multiplication. In scenarios where the direct link is weaker than
the reflecting link, e.g., 10 dB, the impact of the detection ambiguity problem will be more pronounced, which can
be solved from the signal modulation design perspective, as provided below.

In addition to the ML detector, there are also other detectors developed to recover the ambient signal and
the ToT signal. For example, considering the high decoding complexity of the ML detector, i.e., Q(|Fs||Fe|), the
linear detector and the SIC-based detectors are proposed [66], which treat the signals from the direct link and the
backscattering link as two independent data streams, as in classical multiple-input and multiple-output (MIMO)
communication. On the other hand, when channel state information (CSI) is not available, the unsupervised
learning-based clustering method is conceived to decode the IoT signal [69]. Furthermore, when the IoT signal
has a longer symbol duration than the ambient signal, which corresponds to the low-rate IoT communications, the
symbol duration ratio of these two signals has an important impact on the BER performance, which is analyzed
in [67]. It proves that there indeed exists a minimum symbol duration ratio such that the ambient transmission
can be enhanced as compared to the case without IoT transmission, which depends on the channel strength ratio
of the direct link to the backscattering link.

4.1.2  Cooperative constellation optimization

The detection ambiguity problem mentioned in Subsection 4.1.1, in fact, arises from the coupling relationship
between the ambient and IoT transmissions. To address this issue and enhance the overall performance of the SR
system, we pay attention to the composite signal rather than the individual detections of the ambient signal and
IoT signal, where the composite signal x(n) is defined as

z(n) = ha(n) + Cg1g2s(n)c(n). (4)

From (4), we see that the composite signal 2(n) € F,, is composed of both the ambient signal and the ToT signal,
where F, represents the finite constellation set of the composite signal, given the channel responses.
Based on the composite signal z(n), a new detector can be developed with two steps, given as follows:

Step 1: &(n) = aurggg(g;ienfz ly(n) — \/731:55(””27 (5)
Step 2 : {3(n),é(n)} < 2(n). (6)

The first step is to recover the composite signal from the received signal, and the second step is to map the
decoded composite signal into the ambient signal and the IoT signal. From the two steps, we see that the detection
performance of the composite signal dominates the detection performance of the ambient and IoT ones. That is to
say, if we want to enhance the overall performance of SR, we need to maximize the detection performance of the
composite signal. As the minimum Euclidean distance (MED) of the composite signal has a dominant impact [70,71],
our objective is to maximize the MED of the composite signal by optimizing the IoT signal constellations, given
the ambient signal constellations and the modulation order of the IoT signal. The above process can be formulated
as the following optimization problem:

P1: max  Duyin (7a)
cm€Qe,Ym

st |Fe| = M., (7h)

lem] < 1,¥m =1,...,|M,], (7c)

where D, denotes the MED of the composite signal, defined as

Din = min{|hd(si — Sj) + nggl(sicm — Sjck)|2},VSi # Sj O Cmy 75 Ck, (8)
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Figure 8 (Color online) Illustration of cooperative constellation design. If the IoT signal adopts the conventional BPSK modulation design,
the detection ambiguity problem arises due to the overlapping constellations of the composite signal. In contrast, if the IoT signal constellation
is cooperatively designed with the ambient signal, the detecion ambiguity problem can be easily addressed.

and M. denotes the modulation order of the IoT signal. In P1, we omit the time index n for brevity.

P1 is a non-convex problem with respect to the constellation set of the IoT transmission. To solve this problem,
the authors in [63,72] develop an algorithm based on the semi-definite relaxation and difference-of-convex techniques.
This design methodology can facilitate analyzing the detection performance of the ambient and IoT transmissions
using the pairwise error probability. Note that the above design methodology also applies to the different IoT
devices presented in Section 2.3 with different amplitude constraints. For example, for the Device 2a, the amplitude
constraint (7c) should be changed, while the equivalent D,,;, should be modeled again due to the amplification
noise introduced by the Device 2a.

Next, we present an example of cooperative modulation design by solving P1 to facilitate understanding. Take a
blocked direct link as an example. As shown in Figure 8, when the ambient signal adopts 16 quadrature amplitude
modulation (QAM) modulation with a modulation order My = 16, if the ToT signal adopts the conventional BPSK
modulation, the constellations of the received noise-free signals are overlapped due to the multiplication relationship.
This is known as the detection ambiguity. However, if adopting the proposed cooperative constellation optimization
design, the optimal constellation of the IoT signal is designed such that the constellations of the composite signal
at the receiver are separated to the greatest extent possible.

In summary, the cooperative modulation design methodology is not limited to the classical regular formats of
constellations, such as amplitude shift keying (ASK), phase shift keying (PSK), and amplitude and phase shift keying
(APSK) [73]. On the contrary, it aims to find the optimal constellation locations via optimization [74], which is
suitable for both even and odd modulation orders. It should be noted that the proposed cooperative modulation
design methodology can be extended to other complicated scenarios, e.g., multiple IoT devices transmission. More
details can be found in [63,72].

While the above cooperative constellation optimization provides design flexibility, practical low-complexity mod-
ulation schemes are also important for resource-constrained IoT devices. It is demonstrated that the phase design
of M-ASK and M-PSK modulation significantly impacts whether mutual benefits can be achieved, with low-order
ASK outperforming low-order PSK in certain channel conditions [75]. This highlights the importance of careful
modulation design for realizing the mutualistic relationship in SR.
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Table 5 Comparison of cooperative modulation design for ambient IoT.

Ref. Design scheme Design flexibility Optimization parameters Optimization methods
(84, 85] RIS partitioning Fixed structure Reflection coefficients and Geometrical analysis
surface partitioning strategy
[68] Phase shifts Fixed structure Reflection coefficients Geometrical analysis
splitting
[86] Star-QAM Limited flexibility via Radii of rings Exhaustive search
adjusting the phase
range
[87] APSK Limited flexibility via Radii/phase offset of all rings Exhaustive search
adjusting the phase and number of constellation
range points on each ring
(88, 89] Spatial modula- Limited flexibility via Antenna indices of in-phase Closed-form solution
tion adjusting the antenna and orthogonal phase groups
indices
[63,72] Cooperative Flexible structure via Constellation locations Non-convex  optimization
constellation constellation optimiza- methods
optimization tion
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Figure 9 (Color online) System model of RIS-based SR. The benefits of introducing RIS are two-fold [21,26]. First, the RIS can help enhance

the backscattering link by passive beamforming. Second, the RIS can capture the desired ambient signal by passive beamforming.

4.2 Cooperative modulation design for RIS-based SR

According to the link budget analyzed in Subsection 2.1.3, the backscattering link undergoes double fading, which
results in a weak backscattering link. Besides, IoT devices are often deployed with a single antenna, which severely
limits their own transmission performance and the assistance to the ambient transmission. Recently, the emergence
of RIS has provided a solution for enhancing both the ambient and IoT transmissions by passive beamforming [21,26,
76]. Specifically, RIS is a meta-surface that consists of massive artificial electromagnetic unit cells [77-79]. The phase
shifts of these unit cells can be flexibly controlled to reconfigure the wireless propagation environments [17,80-83]. In
particular, when the RIS is introduced into SR, more advanced modulation schemes can be developed by exploiting
the multiple reflecting elements. In this subsection, we first introduce the dual role of RIS in SR. Then, we overview
the existing RIS modulation schemes for SR and point out their advantages and disadvantages, which are also
summarized in Table 5 [63,68,72,84-89].

4.2.1 Dual role of RIS in SR

Interestingly, RIS and backscatter communication share the same reflection principle under the guidance of trans-
mission line theory. Motivated by this, RIS can be introduced into SR as a BD. As shown in Figure 9, RIS can not
only enhance the reflecting link but also capture the desired ambient signal via passive beamforming. In RIS-based
SR, the RIS plays the dual role of helper and information transmitter, described as follows.
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e Ambient helper: the RIS is designed to assist the ambient transmission by passive beamforming, which has
been extensively studied in the existing research on RIS-aided wireless communications [17].

e IoT transmitter: RIS can deliver the IoT information by periodically changing its phase shifts [90]. This
process is similar to the idea of backscatter modulation [26].

Take the RIS-empowered single-input-single-output (SISO) SR system as an example, which consists of one
single-antenna BS, one RIS with IV reflecting elements, and one single-antenna user. Then, the received signal at
the user can be modeled as

y(n) = Vpehas(n) + oo f " ®(c(n))gs(n) + z(n), 9)

where g € CV*! and f € CV*! denote the channel responses of the BS-RIS link and the RIS-user link, respectively.
®(c(n)) € CV*N denotes the phase shifts of the RIS in the n-th time slot, which is a function of the RIS signal
¢(n), depending on the specific modulation schemes adopted. In practice, for the varactor-based RIS, the biasing
voltage can be adjusted to change the phase shifts [91-93].

4.2.2 RIS modulation design for SR

In the subsequent, we elaborate on various modulation schemes for cooperative modulation design to achieve the
dual role of the ambient helper and the IoT transmitter in RIS-empowered SR.

RIS partitioning (RP) based modulation design: In the RIS partitioning scheme, the RIS is partitioned
into two sub-surfaces for assisting the ambient transmission and transmitting the IoT signal, which are named as
the assistance sub-surface and the transmission sub-surface, respectively. In this case, the phase-shift matrix of the
RIS, ®(c(n)) € CN*N is given by

(}1 0N1><N2

®(c(n)) = blkdiag(®1, c(n)®s) = Onnns c(n) s

: (10)

where &, € CN1*N1 and &, € CV2*N2 denote the assistance and transmission beamforming matrices of assistance
and transmission sub-surfaces, respectively, with N7 and Ny being their dimensions. Taking BPSK as an example,
if the transmitted signal ¢(n) = 1, the RIS sets its phase-shift matrix as blkdiag(®1, ®2). Conversely, the RIS sets
its phase shifts as blkdiag(®1, —®3) if the transmitted signal is ¢(n) = —1.

With this scheme, the received signal model at the receiver can be rewritten as

y(n) = /prhas(n) + v/pefi @1g15(n) + \/bifs Pagas(n)c(n) +2(n), (11)
Direct link Reflecting link from Reflecting link from
assistance sub-surface transmission sub-surface

where f; € CN1*! and g, € CV1*! denote channel responses associated the assistance sub-surface; fo € CV2*1 and
go € CV2>X1 denote channel responses associated the transmission sub-surface.

In this scheme, the phase shift design of the assistance and transmission sub-surfaces, as well as the RIS par-
titioning strategy, have an important impact on the BER performance of RIS-based SR. From the perspective of
ambient transmission, it is anticipated that more reflection elements could be assigned to the assistance sub-surface.
In this way, the performance of ambient transmission can be significantly enhanced. However, in this case, fewer
reflecting elements are left for the transmission sub-surface, which degrades the transmission performance of the IoT
transmission. As such, an assistance-transmission tradeoff is observed in terms of the RIS partitioning strategy [84],
which is challenging to characterize due to the coupling relationship between the ambient transmission and IoT
transmission. Therefore, the idea of composite signal-based cooperative modulation proposed in Subsection 4.1.2
can be utilized herein. More detailed results can be found in [84].

RIS phase-shift splitting (RPSS) based modulation design: In addition to partitioning the RIS into two
sub-surfaces for assistance and transmission, there is a general method that splits the phase shifts into two parts for
assistance and transmission, respectively. This is termed the RPSS scheme [68]. To distinguish the RPSS scheme
from the RP scheme, let ©(c(n)) € CN*¥ denote the phase shift matrix of the RIS. To be specific, the mapping
relationship between the phase-shift matrix @(c(n)) and the transmitted signal ¢(n) is given by

O(c(n)) = O1 + ¢(n)O,, (12)

where ®; € CN*¥ and @, € CN*¥ denote the assistance beamforming matrix and the transmission beamforming
matrix of the RPSS scheme, respectively. Similarly, taking BPSK as an example, the RIS sets its phase shift matrix
as ©; + O3 and ©®; — O3, when the transmitted signal ¢(n) =1 and ¢(n) = —1, respectively.
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Then, the received signal at the user can be written as

y(n) = /pthas(n) + Vi fi®1gs(n) + Vi f®ags(n)c(n) +z(n), (13)
N——— ——
Direct link Reflecting link via Reflecting link via

assistance beamforming matrix  transmission beamforming matrix

where the received signal is composed of three parts, i.e., the direct link signal, the reflecting link signal via the
assistance beamforming matrix, and the reflecting link signal via the transmission beamforming matrix.

In the RPSS scheme, the design of ®; and @45 has an important impact on the BER performance. Particularly,
the phase shifts of RIS should satisfy the modulus constraints due to the passive reflection nature, whose reflection
amplitude should be less than or equal to unity, given by

|01k +c(n)for| <1,Vk=1,...,N,c(n) € Fs, (14)

where 01 ;, and 03 ; denote the k-th element of ®; and 3, respectively.

Under the modulus constraint (14), there also exists an assistance-transmission tradeoff regarding the design of
®; and ©,. For example, if 6, ;, = 1, we have 65 ;, = 0, Vk. In this case, the performance of the ambient transmission
can be enhanced, but the IoT transmission cannot be realized. In contrast, if >, = 1, the beamforming gain for IoT
transmission is maximized while the assistance to the ambient transmission is limited. Therefore, ®; and @ should
be carefully designed to balance the performance between the ambient transmission and the IoT transmission. In
addition, the proposed RPSS scheme could also solve the detection ambiguity problem in the absence of a direct
link. The rationale behind the RPSS scheme is to create a virtual direct link using the assistance beamforming
matrix @;. Note that the RP and RPSS schemes are different ways to shift the PSK modulation constellations
¢(n), and thus the constellation structures are still fixed as regular formats.

RIS spatial modulation (SM) design: Spatial modulation aims to embed the IoT information over the
transmission entities, such as the antenna/reflecting element indices. In [94], quadrature reflection modulation is
proposed by partitioning the reflecting elements of the RIS into two groups with in-phase and orthogonal phases.
The phase shifts of the in-phase group are set to ¢, = e/4(ha)=14(fk0x) Vi € N;. While the phase shifts of the
orthogonal-phase group are set to ¢y = /3 74(ha)=12(fk9x) "k € Ng. Here, N7 and Ng denote the index sets of
these two groups, respectively. With the above phase shift design, the received signal model is given by

y(n) = /Bihas(n) + b Y |frgrls(n) +voe Y |frgrle’Es(n) +2(n). (15)

keNT kENG

In-phase Orthogonal phase

The IoT information is embedded in the indices of reflecting elements of the in-phase and orthogonal-phase
groups. Denote by N; and Ng the number of reflecting elements of the in-phase and orthogonal-phase groups
satisfying Ny + Ng = N. There are ( JJ\X ) combinations of selecting N; out of N reflecting elements. Therefore,

b= Llog2 ( J]\y, )J information bits can be delivered for the IoT device. At the receiver, the ambient signal and the

IoT device information can be jointly recovered using the ML detector, given by

{3(n), N7} =arg min, y(n) = /brhas(n) = /Be Y |frgls(n) = vbr D |frgule’Zs(n)| . (16)

(n) keNT keENg

Furthermore, the authors in [88] propose the number modulation. Similarly, this scheme partitions the RIS
into the in-phase and orthogonal-phase groups with Ny and Ng reflecting elements, respectively. The idea is to
change the number of reflecting elements in the in-phase group and the orthogonal-phase group. And the receiver
is designed to decode the ambient signal and the number of reflecting elements of these two groups. As there are
N partitions of the in-phase and the orthogonal phase, the number of information bits that can be delivered is
|logy(N)|. Besides, in [86], the receive spatial modulation scheme is proposed to convey information from IoT
devices over the index of receiver antennas. This is achieved by adjusting the phase shifts of the RIS such that the
energy of the received antenna with the specific index can be maximized. Suppose the number of receive antennas
is N,; then the number of information bits that can be delivered is |log,(N,)].

Star-QAM modulation: Star-QAM is a multi-ring-based constellation architecture. In [86], ambient and IoT
signal constellations are cooperatively designed such that the multiplication of the ambient signal and IoT signal
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from the backscattering link is a form of star-QAM. In this scheme, the received signal model is represented as

N
y(n) = \/Bihas(n) + Vb Y _ frgre’?s(n)e(n) + z(n), (17)

k=1

where ¢(n)e?s Vk =1,..., N denotes the phase shift of the k-th element.

Given a two-ring star-QAM constellation format, two kinds of mapping schemes for ambient and IoT signals are
proposed [86].

e Scheme I: The ambient signal s(n) adopts the PSK modulation, while the phase of the ToT signal ¢(n) is limited
to a certain range.

e Scheme II: The phase of the ambient signal s(n) is confined within a certain range, while the phase of the IoT
signal ¢(n) adopts the PSK design.

Particularly, these two schemes exhibit different BER performance for ambient and IoT transmissions, which
can be traded off according to the BER requirements. For both design schemes, the ratio of the radii of the two-
ring star-QAM is an important parameter affecting the detection performance, which is optimized via exhaustive
search [86]. Note that star-QAM requires the same number of constellations on each ring, which still lacks design
flexibility.

APSK-based RIS modulation design: APSK is composed of multiple concentric rings, each of which com-
prises uniformly spaced constellations, thereby carrying both the amplitude and phase information. Besides, there
exists a phase offset between different rings. Thus, star-QAM can be regarded as a special case of APSK constel-
lations. In [87], the APSK modulation design is conceived for SR, where the IoT devices adjust their reflection
coefficients such that the backscattering link signal constitutes a form of APSK. In the APSK-based modulation
design scheme, the received signal at the user is given by

No
y(n) = yFihas(n) + VB S fegne??*s(n) + =(n), (1)
k=1

where Ny and ¢y can be adjusted to form APSK constellations of the IoT signal. Z]k\f:ol frgre?¥?s can be seen as
the equivalent ToT signal, where Ny € [0, N] is adjusted to modulate the amplitude information and ¢y, € [0, 27) is
varied to modulate the phase information, respectively. In this scheme, Ny out of N reflecting elements are turned
on, while the rest are turned off. At the receiver, the ML detection method is utilized, which is given by

2

No
{No, ¢, 8(n)} = arg min( | y(n) — \/pthas(n) — \/p_tz frgre’? s(n)| (19)
0:;Pk,S(N k—1

where { Ny, ¢ } denotes the information of the IoT signal, and s(n) denotes the information of ambient transmission.

In particular, given the number of total constellation points, there are many parameters to optimize for achieving
an APSK constellation, i.e., the number of rings, the number of points on each ring, the phase offset between
adjacent rings, and the radii of all rings, which renders a challenging problem to solve. In [87], an exhaustive search
method is used for finding these optimal parameters, which would be time-consuming when the constellation size
is large.

4.3 Discussions and outlooks

In this subsection, we outline several potential extensions along the direction of cooperative modulation design and
also point out their corresponding solutions.

4.3.1 Adaptive cooperative modulation design

The above cooperative modulation design schemes fix the modulation order of the IoT and ambient signals. However,
due to the dynamic features of wireless channels, fixing the modulation orders would sacrifice the spectrum efficiency,
especially when the channels are experiencing deep fading [95]. Adaptive modulation serves as an effective solution
to cope with this issue [96,97], which can dynamically select the modulation order of the ambient and IoT signals
according to the channel statistics while at the same time satisfying their BER requirements. For example, the lower-
order modulation schemes are used when the channel condition is bad, while higher-order modulation is preferred
when the channel condition is favorable. However, introducing adaptive cooperative modulation design into SR
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is difficult due to the coupling relationship between the ambient and IoT transmissions. Moreover, the adaptive
modulation design requires a dedicated CSI feedback link, which inevitably increases the overhead. Therefore,
developing adaptive cooperative modulation design schemes with limited CSI feedback is of great interest [98].

4.3.2  Robust cooperative modulation design

The above cooperative modulation design schemes assume perfect CSI is available at the receiver, which, however,
is difficult to obtain in practice. In fact, CSI errors always exist due to the quantization errors and outdated
CSI feedback [99,100]. Thus, the cooperative modulation design schemes based on the estimated CSI cannot be
matched with the real CSI, thereby resulting in severe performance loss, especially when the CSI errors are large.
To address this issue, it is important to develop robust cooperative modulation design schemes that are adaptive
to different CSI errors. To do so, the CSI error modeling, BER performance analysis under imperfect CSI, and
robust modulation design bring new challenges to be solved when considering the coupling relationship between the
ambient transmission and the IoT transmission. In this case, the idea of the classical robust beamforming design
method can be utilized to guide the robust cooperative modulation design [101].

4.3.3  Statistical cooperative modulation design

The proposed cooperative modulation design schemes rely on the instantaneous CSI. For slow-varying channels
with long channel coherence time, the proposed cooperative modulation design scheme can be applied. However,
when channels experience fast fading with short channel coherence time, the proposed design scheme may not be an
optimal choice. In this case, cooperative modulation design should be designed based on the statistical CSI, such
as the path loss and angle-of-arrival/departure (AoA/AoD) information [102,103], which vary much more slowly
than the instantaneous CSI. This would not only avoid frequently adjusting the modulation schemes of IoT devices
but also reduce the computational complexity for the optimization of cooperative modulation design. In this case,
analyzing the BER performance of ambient and IoT transmissions using the statistical CSI is difficult, and the
statistical cooperative modulation design leads to a statistical optimization problem that is hard to solve.

4.3.4  Cooperative modulation design without CST

The above design schemes assume full or partial CSI is available, e.g., perfect CSI, statistical CSI, and imperfect
CSI. This is possible for the Device 2b defined in Subsection 2.3. However, obtaining CSI is difficult for IoT Device
1 with low power. Therefore, how to develop cooperative modulation design schemes in the absence of CSI is of
particular interest. In this case, space-time block coding (STBC) offers a promising solution to obtain transmit
diversity when the CSI is unknown at the transmitter [104-106]. Therefore, introducing STBC into the cooperative
modulation design of SR is practically appealing. In this scenario, signal detection methods need to be utilized at
the receivers for obtaining the diversity gain brought by the multiple antennas at the IoT devices [107]. Moreover,
differential modulation is another modulation design method that eliminates the need for CSI at the receiver by
detecting the relative signal strength in adjacent time slots [65,108].

4.3.5 Cooperative modulation design with different types of RISs

With the advances in meta-materials, more and more variants of RISs have emerged to complement the drawbacks
of the passive RIS, as shown in Figure 10 [109,110]. Specifically, in terms of the signal amplification capability, RIS
can be categorized into passive RIS and active RIS [109,111,112]. The latter can amplify the incident signal with
the use of a reflection amplifier, thereby supporting higher-order modulation of the IoT transmission [113]. With
the active RIS, the RIS can be fabricated in a smaller size, which is suitable for space-limited scenarios, such as the
facade of the family wall. However, the active RIS also introduces amplifying noise, which would unintentionally
degrade the transmission performance. Thus, the phase shifts and amplitudes of active RIS should be carefully
designed. In addition, active RIS leads to more power consumption due to the signal amplification. Therefore,
hybrid active and passive RISs can be considered to balance between the cost and performance [114].

Besides, the simultaneous transmitting and reflecting (STAR) RIS offers another solution when the user and IoT
receiver are located on different sides of the RIS [115-117]. The STAR RIS can allow the signal to be refracted
and reflected at the surface, which significantly enhances the coverage of the RIS [110]. However, the coupled
relationship between the reflection coefficient and refraction coefficient poses significant challenges for the joint
optimization of phase shifts and cooperative modulation design.
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Figure 10 (Color online) Other RISs-empowered SR systems. (a) Active RIS can enhance the reflecting link by amplifying the incident signal
with the help of a reflection amplifier [109]; (b) STAR RIS can help enhance the coverage of RIS by enabling both reflecting and refracting the
signals [110].

4.3.6 Achievable rate analysis with discrete inputs

The cooperative modulation design schemes discussed above primarily aim to minimize the BER by maximizing the
MED of the composite signal constellation. Under this framework, the achievable data rates for the ambient and IoT
transmissions are inherently fixed by the chosen modulation orders, yielding log, (M;) and log, (M..) bits per symbol,
respectively. To explore the theoretical performance limits beyond these fixed-rate designs, it is necessary to analyze
the fundamental capacity of the underlying M-MAC with discrete inputs. FExisting information theory studies
have investigated the capacity-achieving signal distributions for the M-MAC, revealing that the optimal IoT signal
distribution takes the form of concentric circles with discrete amplitude levels [118-120]. However, deriving a closed-
form expression for the achievable rate under strictly constrained discrete constellations remains mathematically
intractable, primarily due to the coupling between the ambient and IoT signals introduced by the multiplicative
channel model. Although the M-MAC differs structurally from additive channels, the mutual information bounding
techniques established for discrete-input Gaussian channels [121,122] may offer useful analytical tools adaptable
to this multiplicative setting. Therefore, a critical future direction is to shift the design objective from BER
minimization to rate maximization, by establishing tight lower bounds for the mutual information of the M-MAC
and directly optimizing the modulation design to maximize the achievable sum rate. This rate-driven framework
would reveal more fundamental performance limits of SR systems and lay the groundwork for adaptive modulation
and coding schemes guided by rigorous capacity analysis.

5 Multiple access design for symbiotic radios in ambient IoT

Multiple access design plays a crucial role in supporting large-scale ambient IoT deployments, enabling numerous
devices to efficiently share communication resources while maintaining reliable communication [123]. In this section,
we first analyze the protocol of energy harvesting and information transmission, and then present various feasible
multiple access schemes, followed by discussions on future extensions.

5.1 Energy harvesting and information transmission protocol

Since ambient IoT systems combine energy harvesting and data transmission, the design of multiple access schemes
must consider the impact of energy harvesting. As illustrated in Figure 11, the frame structure of an ambient IoT
device consists of a frame duration 7', where 7 is allocated for energy harvesting and the remaining time is used for
information transmission. Ambient IoT devices first harvest energy and only proceed with information transmission
after collecting sufficient energy.

The fundamental tradeoff between energy harvesting and information transmission in SR-based ambient IoT
systems has been revealed in [124]. Specifically, as 7 gradually increases from zero, more devices can harvest
sufficient energy to support subsequent information transmission, leading to a gradual increase in IoT transmission
throughput. However, as 7 continues to increase, the available time for information transmission decreases, causing
the throughput to decline accordingly. Therefore, there exists an optimal value of 7 that maximizes the IoT
transmission throughput.
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Ref. Access scheme Design objective Advantages Disadvantages
[125] TDMA Maximize energy efficiency e Simple implementation e Limited adaptability to dy-
e Collision-free transmission namic device changes
e Scalability issues
[126] FDMA Jointly maximize ambient e Parallel transmission capabil- e Require ambient IoT devices
system revenue and IoT sys- ity equipped with band operation
tem utility capability
e Low spectrum efficiency
[127,128] CDMA Maximize the minimum e No coordination required be- e Requires strict time synchro-
SINR tween devices nization
e Suitable for IoT devices with e Performance degradation un-
limited transceiver capabilities der imperfect synchronization
[129,130] NOMA Maximize the sum rate of e Improved spectral efficiency e Complex power control mech-
IoT devices e Utilizes channel gain differ- anisms
ences effectively e Implementation complexity
[22,131,132] SDMA Maximize achievable rates e Interference mitigation capa- e Requires perfect CSI
and energy efficiency bility e High computational complex-
through joint beamforming e Enhanced energy harvesting ity
design through beamforming
[133] SA Maximize throughput by se- e Simple implementation e Only one device transmits at

lecting optimal device based
on channel conditions

e Significant complexity reduc-
tion

a time
e Potential underutilization of

available devices

5.2 Multiple access design schemes

When multiple IoT devices simultaneously harvest sufficient energy, various multiple access schemes can be em-
ployed, as summarized in Table 6 [22,125-133].

Time division multiple access (TDMA) scheme: TDMA is a simple but effective scheme for ambient IoT,
where each IoT device is assigned a dedicated time interval for transmitting its information in a sequential manner.
In [125], the energy efficiency of the proposed TDMA-based ambient IoT systems is maximized by jointly designing
the transmit power of the base station, reflection coefficients, and time slot durations of ambient IoT devices.
However, the dynamic nature of ambient IoT devices, characterized by varying quantities and communication
requirements, poses challenges for TDMA-based schemes since their adaptability to such changes may be limited.
As the number of IoT devices increases, time slot management becomes more complex and may fail to operate
efficiently.

Frequency division multiple access (FDMA) scheme: FDMA is widely used to serve multiple IoT devices
in the bistatic configuration, where each IoT device is allocated a distinct frequency band for data transmission [126].
To address potential interference from multiple RF emitters, time-division multiplexing can be implemented, acti-
vating only one RF emitter at a time to mitigate interference between neighboring cells. Moreover, incorporating
guard intervals is crucial to prevent inter-band interference, which results in low spectrum efficiency. Furthermore,
the constraints imposed by hardware complexity and ultra-low power consumption on ambient IoT devices must be
considered. These limitations may restrict their ability to operate across various frequency bands, which requires
careful consideration in the implementation of FDMA-based schemes for ambient ToT.

Code division multiple access (CDMA) scheme: In the CDMA scheme, each IoT device independently
chooses a random spreading code and multiplies it with its information. Due to the individual and random nature
of code selection, coordination among IoT devices is unnecessary, making CDMA particularly suitable for devices
with limited transceiver capabilities. Studies have demonstrated that the asymptotic IoT signal-to-interference-
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plus-noise ratio (SINR) is independent of the specific codes chosen, and parameter design can be based solely on
statistical channel information, thereby reducing the parameter update frequency [127,128]. However, CDMA-based
schemes require strict time synchronization among multiple IoT devices, which is difficult to guarantee for ambient
IoT devices. Therefore, developing methods for implementing CDMA with multiple ambient IoT devices under
imperfect synchronization requires further investigation.

Non-orthogonal multiple access (NOMA) scheme: Novel NOMA schemes have also been proposed for
multiple access in ambient IoT systems. In [129], multiple IoT devices are separated into two groups according
to the channel feedback, and the IoT receiver pairs the IoT devices randomly selected from these two groups to
implement NOMA. This approach capitalizes on the doubly near-far effect, where significant differences in channel
gains between the near-IoT device and far-IoT device prove beneficial for NOMA implementation. Moreover,
symbiotic NOMA communication paradigms have been proposed, where NOMA is used for both downlink cellular
transmission and uplink ToT transmission [130]. The joint waveform design and multiuser blind detection algorithms
have been developed for uplink symbiotic NOMA systems to mitigate the interference caused by power imbalance
between direct and backscatter links [134]. Nevertheless, it should be noted that NOMA may introduce complex
power control mechanisms, potentially increasing energy consumption for certain ambient IoT devices, especially in
high-interference environments.

Space division multiple access (SDMA) scheme: SDMA leverages multiple antennas to serve multiple IoT
devices and is often integrated with other multiple access schemes [22,131,132]. By equipping multiple antennas at
the RF emitter, the RF signal can be directed to IoT devices through transmit beamforming, while simultaneously
enhancing the energy harvested by IoT devices. IoT receivers equipped with multiple antennas can employ receive
beamforming to distinguish between the direct link and the backscattering link signals. Through coordinated
beamforming design, interference among IoT devices can be reduced.

Research has shown that the achievable rates of both ambient and IoT systems increase with the number of am-
bient IoT devices [22]. Secure transmission strategies have also been proposed for SR-based ambient IoT systems,
where energy efficiency is maximized by jointly designing transmit and receive beamforming as well as reflection
coefficients of ToT devices [131]. However, beamforming design typically requires perfect CSI from all ToT de-
vices. Since ambient IoT devices may have difficulty transmitting numerous pilots for accurate channel estimation,
developing robust beamforming designs based on imperfect CSI emerges as a promising research direction.

Selective access (SA) scheme: Rather than enabling simultaneous access to the network for all ambient IoT
devices, selective access (SA) is an alternative scheme that involves selecting a specific IoT device for information
transmission while others remain inactive [133]. Due to the double fading effect, it is probable that an ambient IoT
device with significantly stronger backscattering link channel strength than the average exists, and such a device
is chosen to transmit information. When the optimal IoT device is unavailable, a general order selection may be
applied, selecting the kth best IoT device instead. This implementation of selection diversity, a technique effective
at combating channel fading in conventional communication systems, is even more effective in ambient IoT networks
characterized by double fading attenuation. The SA scheme also provides a substantial reduction in computational
complexity at the IoT receiver compared to simultaneous access schemes.

5.3 Discussions and outlooks

In addition to the above multiple access design schemes, there are other potential access design schemes for SR [7,24],
such as the location division multiple access (LDMA) scheme [135,136] and the rate splitting multiple access (RSMA)
scheme [137,138]. For example, with the increase in antenna aperture and frequency, the near field effect becomes
more pronounced and the near field region extends further than in 5G networks. In SR-empowered ambient IoT, the
IoT devices are naturally deployed near the receiver and fall into the near field region. In this case, more IoT devices
can be supported within the near field region in the distance domain. Moreover, with the large antenna surface,
the spatial non-stationary property arises across the whole antenna array [139]. This motivates low-complexity
signal detection methods for joint detection of the ambient and IoT signal by exploiting the spatial non-stationary
property. Moreover, RSMA is another way to achieve non-orthogonal multi-user transmission, which divides the
transmitted information into a common part and a private part. Similarly, the concept of RSMA can be exploited
for SR-enabled ambient IoT, which partitions the IoT device information into two parts, i.e., common parts and
private parts. This leads to the joint precoding of the ambient signal as well as both the common and private parts
of IoT devices at the transmitter, which is worthy of future investigation.

When the number of IoT devices scales to massive levels, the feedback and scheduling overhead becomes a critical
concern for multiple access schemes like SDMA and NOMA. Fortunately, the energy harvesting protocol provides
a natural filtering mechanism where only devices with sufficient harvested energy can transmit at any given time.
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This significantly reduces the number of active devices requiring coordination and scheduling, thereby alleviating the
overhead burden. Nevertheless, developing more scalable and efficient multiple access schemes tailored for massive
ambient IoT deployments remains an important research direction.

6 Resource allocation for symbiotic radios in ambient IoT

Resource allocation in wireless communication systems is of significant importance in improving the transmission
performance. However, SR involves the multi-domain resource sharing between the ambient transmission and the
IoT transmission, which is more complicated to optimize. The resources in SR include, but are not limited to,
the transmit power at the BS, the reflection coefficient of the BD, active beamforming at the BS, the passive
beamforming of RIS, and the time allocation of multi-BD. How to cooperatively allocate these resources is crucial
and necessary. Next, we provide an overview of the existing resource allocation studies from the perspectives of
four optimization objectives, i.e., power minimization, rate maximization, BER minimization, and energy efficiency
maximization.

6.1 Power minimization

Transmit power is a key measure for achieving sustainable green development of wireless communication. In the SR
system, we consider that the BS is equipped with multiple antennas with the active transmit beamforming denoted
by w; the reflection coefficient matrix of the multi-antenna IoT device is denoted by ®. Mathematically, the general
form of the power minimization problem [19] can be formulated as

P2: mi(g Tr(ww'™) (20a)
s.t. Re(w,®) > rs, (20b)

Re(w, ®) > re, (20¢)

|0k <1,VE=1,...,N, (20d)

where

o Ri(w,®) > r; denotes the minimum rate requirement of the ambient transmission, which is a function of
active transmit beamforming w of the BS and the passive beamforming ® of the IoT device;

e R.(w,®) > r. denotes the minimum rate requirement of the IoT transmission, which is also a function of w
and P;

o |0i] < 1,Vk = 1,..., N denotes the modulus constraint of the reflection coefficient of IoT devices. When
N =1, this degrades to the BD-based SR system.

The transmit power minimization problem P2 aims to minimize the transmit power at the BS by jointly opti-
mizing the transmit beamforming and the passive beamforming (reflection coefficient for the BD) of the IoT device,
subject to the rate requirements of both the ambient transmission and the IoT transmission. In [19], the power
minimization problem is studied by optimizing the transmit beamforming. Then, the authors in [140] extend the
design in [19] into a finite block length scenario and investigate the power minimization problem and the energy
efficiency maximization problem. In [141], the power minimization problem for the full-duplex SR system is con-
sidered, where the full-duplex IoT device can absorb part of the incident signal for decoding the common message
and reflect the rest for modulation. From an energy harvesting perspective, the authors in [142] formulate the
power minimization problem by jointly optimizing the transmit power at the BS, the time for energy harvesting,
IoT transmission and the ambient transmission as well as other transmission parameters.

For RIS-aided SR systems, the authors in [143-145] study the power minimization problem in multiple-input
single-output (MISO), broadcasting MISO, and MIMO scenarios, respectively, where the joint active and passive
beamforming are iteratively optimized. It is shown that with the introduction of the RIS, the transmit power
can be significantly reduced. This is attributed to the joint active and passive beamforming gain. Furthermore,
the authors in [116] consider the power minimization problem for the STAR-RIS aided SR system under both
the broadcasting scenario and the unicasting scenario, which jointly optimizes the transmit beamforming and the
reflection and refraction coefficients of the STAR-RIS. In [146], the authors extend the idea of full-duplex BD design
into the RIS-enabled SR scenario. It is shown that the proposed full-duplex backscatter scheme can help reduce
the transmit power than the half-duplex one.
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6.2 Rate maximization

The transmission rate is a key performance metric for evaluating the user experience. In SR, the rate maximization
task is aimed at maximizing the weighted sum rate of the ambient transmission and the IoT transmission, subject
to the transmit power constraint and the phase-shift constraints, by jointly optimizing the active and passive
beamforming. The general mathematical model of the rate maximization problem is formulated as follows:

P3: max p1Rs(w, ®) + paRe(w, P) (21a)
st. Tr(ww™) < Py, (21b)
04 <1,¥k=1,...,N, (21c)

where Tr(wwH) < P denotes the transmit power constraint of the BS, P; o denotes the maximum transmit power,
p1 and py denote two weighted parameters.

According to the above optimization problem, the authors in [19] aim to maximize the weighted sum rate by
optimizing the transmit beamforming at the BS and propose a low-complexity beamforming structure to facilitate
the optimization process. It also reveals a fundamental tradeoff between the transmission rates of the ambient trans-
mission and the IoT transmission. Then, in [147], the rate maximization problem is studied under the commensal,
parasitic, and competitive scenarios, respectively. For the multi-lToT-devices scenario, the authors in [148] study
the ambient transmission rate maximization problem, which derives the asymptotic behavior when the number of
IoT devices goes to infinity. Furthermore, in [119], the authors investigate the channel capacity of the RIS-aided
SR system, which aims to jointly optimize the signal distributions of both the ambient transmission and the IoT
transmission as well as the RIS beamforming, such that the weighted sum rate can be maximized. The authors
in [149] consider the multiple RISs-aided multi-user downlink SR, scenario, where the weighted sum rate of the
ambient transmission and the IoT transmission is formulated considering the ideal, continuous, and discrete phase
shift models. Simulation results show that the proposed multi-RIS-aided multi-user SR model can not only en-
able the IoT transmission efficiently, but also enhance the ambient transmission. Similarly, a corresponding uplink
multi-RIS-aided multi-user SR scenario is investigated in [150], where both the perfect and imperfect CSI scenarios
are considered. It shows that when the CSI errors are small, the performance loss due to the imperfect CSI can be
tolerated.

In [151], the secure transmission problem in an RIS-aided Millimeter wave SR system is investigated, where
the RIS is exploited to assist the secure transmission of the ambient system while delivering its information to
the IoT receiver. Specifically, the authors maximize the minimum secrecy rate of all users by jointly designing
the hybrid precoders at the BS and passive beamforming at the RIS. In addition, the rate maximization problem
for the ToT transmission is studied in [152] for a millimeter wave SR system, subject to the rate requirement of
the ambient transmission, where the hybrid precoder and RIS beamforming are jointly optimized. In [153], the
weighted sum rate of the MIMO SR system is maximized by optimizing the transmit precoder. In [154], the RIS-
aided MIMO SR system is considered, where the overall rate of the RIS-aided SR system is maximized by jointly
optimizing the transmission covariance matrix, the reflection pattern, and the corresponding pattern activation
probability. In [113], the ambient transmission rate maximization problem is studied by jointly optimizing the
transmit beamforming and the active RIS beamforming, subject to the SINR constraint of the IoT transmission.
Considering the hardware impairments, the weighted sum rate maximization problem is studied in [155].

6.3 BER minimization

BER is an important performance indicator of a communication system. Let Ps(w,®) and P.(w,®) denote the
BER performance of the ambient transmission and the IoT transmission, respectively. In SR, the BER minimization
task aims to minimize the weighted BER of the ambient and IoT transmission by jointly optimizing the active
beamforming and the passive beamforming, subject to the BER requirement of the ambient transmission, the BER
coupling relationship, and the phase shift constraints. Mathematically, the general form of the BER minimization
problem [63,156] can be formulated as follows:

P4: mig p1Ps(w, ®) + pa Pe(w, ®) (22a)
w,

s.t. Ps(w,®) < Ps g, (22b)

PS(wa (I)) = f(PC(wv ‘I?)), (22C)

0k <1,Vk=1,...,N, (22d)
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where

e P, (w,®) < P, denotes the BER requirement of the ambient transmission, which should be less than the
target threshold Ps . This constraint is used to guarantee the performance of the ambient transmission;

e Pi(w,®) = f(P.(w,®)) characterizes the coupling relationship between the BER performance of the ambient
transmission and the IoT transmission [66].

Based on the above optimization problem, the authors in [157] consider an unmanned aerial vehicle (UAV)-enabled
RIS SR system, where the UAV communicates with the BS with the aid of multiple RISs, and simultaneously,
the RISs transmit their information to the BS. The weighted BER minimization problem and the BER fairness
optimization problem among the multiple RISs are studied, respectively, by jointly optimizing the UAV trajectories,
RIS phase shifts, and RIS scheduling strategies. It shows that the BER performance can be improved by utilizing
the mobility of the UAV. In [158], the BER minimization problem for the ambient transmission is formulated
by exploiting the coupling relationship between the ambient transmission and the IoT transmission. A two-step
optimization algorithm is developed, which first enhances the reflecting link and then tunes the phase offset between
the direct link channel and the reflecting link channel. In [68,84], a composite signal-based BER minimization
problem is formulated to minimize the overall BER of the ambient transmission and the IoT transmission by jointly
optimizing the RIS phase shifts and the RIS partitioning strategy, where the composite signal is composed of the
ambient signal and the IoT signal. It has been proven that there exists an optimal RIS surface partitioning strategy
that can achieve the best tradeoff between the performance of the ambient transmission and the IoT transmission.
While in [87], the BER minimization problem for both the active and passive RIS-based SR system is studied,
where an APSK constellation design method is utilized.

6.4 Energy efficiency maximization
Energy efficiency (EE) is a performance measure that jointly considers the impact of power consumption and the

achievable rates. In SR, the EE maximization problem can be formulated to maximize the energy efficiency, subject
to the transmit power constraint and the phase-shift constraints of the IoT devices, described as follows:

les(w7 (I>) + pch(’LU, (I>)

P5: min EFE = 23
sz)l,l‘g Pris + Prx + H’UJH2 ( a)
st. Tr(ww') < P, (23Db)
k] <1,Vk=1,...,N, (23c)

where

e E'F denotes the energy efficiency of the SR system, which is defined as the ratio of the total transmission rate
and the total power consumption;

e Pris and Ppy denote the constant circuit power of the IoT device and the dissipated hardware power at the
BS, respectively.

Based on the above optimization model, the authors in [131] consider the secure SR transmission scenario with
multiple IoT devices, which aims to maximize the secure EE, subject to the minimum transmission rate of the IoT
transmissions. In [125], the EE maximization problem is studied for the multi-BD SR scenario by jointly optimizing
the transmit power and the time allocations of multiple BDs in a TDMA manner.

For the RIS-aided SR system, the authors in [159] study the EE maximization problem for RIS-aided SR systems
by considering the finite blocklength scenario. Then, a deep reinforcement learning (DRL) based framework is
utilized to solve this problem. Simulation results show that the EE can be enhanced by jointly optimizing the
transmit power and the passive beamforming. While the authors in [160] consider the RIS-aided multi-IoT devices
SR system by jointly optimizing the active and passive beamforming as well as the reflection coefficients of the IoT
devices. In [161], the multi-RIS-aided SR system is investigated, where the EE is maximized by jointly optimizing
the power allocation of multiple users and the passive beamforming of the RIS. It is shown that more users can be
supported when the RIS replaces the BD in the SR network. In [162], the energy efficiency tradeoff between the
ambient transmission and the IoT transmission is studied for an RIS-aided SR system, and the Pareto boundary
of the EE region is characterized by jointly optimizing the active beamforming, the passive beamforming, and
the power allocation. The asymptotic closed-forms of the EE are also analyzed to draw insights into the tradeoff
between the EE of the ambient transmission and the IoT transmission.
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6.5 Discussions and outlooks

The resource allocation design scheme of SR relies on the accurate CSI to reap the performance gain. Moreover, the
optimization results relying on the perfect instantaneous CSI can offer a performance upper bound. However, it is
hard to obtain the CSI in practice [163]. Therefore, the resource allocation based on statistical CSI and imperfect
CSI is of practical interest. On the one hand, the statistical CSI, such as the AoA and AoD parameters, varies
much slowly as compared to the instantaneous CSI. In [164], by exploiting the correlations between the reflecting
links and the direct link, the transmit beamforming is designed with the AoA and angular spreads of the direct
link, instead of the instantaneous CSI of the reflecting links. In this way, the channel feedback overhead can be
significantly reduced. On the other hand, the obtained CSI may not be perfect due to the quantization noise
and limited feedback [99]. Therefore, the robust beamforming design is necessary to combat the randomness of
channels. In [144], robust cooperative beamforming design is investigated by using the bounded CSI error model.
More robust beamforming design schemes that consider the full/partial CSI errors of the reflecting links [165] are
worthy of future investigation.

Beyond the CSl-related challenges, two other important considerations in resource allocation need attention.
First, addressing the rate limitation of backscatter communication is crucial when IoT devices have higher data rate
requirements. In such cases, hybrid active and passive communication (HAPC) modes can be introduced to balance
the trade-off between transmission rate and power consumption, enabling IoT devices to adaptively select between
active and backscatter transmissions based on their data rate requirements and energy constraints [166]. The joint
optimization of mode selection, power allocation, and beamforming for HAPC-enabled SR systems represents a
promising research direction. Second, the impact of packet length on resource allocation design requires careful
consideration. Most existing studies assume long-packet transmissions, but IoT devices often transmit short packets
with distinct characteristics such as finite blocklength constraints and error probability requirements [167]. Joint
optimization of blocklength, and reflection coefficient is necessary to ensure the mutualistic relationship in short-
packet scenarios, highlighting the need for resource allocation schemes tailored to short-packet IoT communications.

7 Future research directions

To make SR-enabled ambient IoT a reality, there is still a long journey ahead. In this section, we identify several
future directions for this field.

7.1 Integrated sensing and communications

Integrated sensing and communication (ISAC) has been identified as a key enabling technology for 6G networks,
which provides simultaneous precise sensing and ubiquitous communication services [168-171]. Integrating ISAC
into SR presents a promising paradigm with many opportunities for smart cities and smart homes. In this paradigm,
the receiver can not only decode both the ambient and IoT signals, but also sense the position, velocity, AoA/AoDs,
and velocity of the ToT devices [172-176]. However, joint design of communication and sensing in the context of SR
presents unique challenges due to the intricate coupling between the sensing parameters and IoT signals. Therefore,
this direction necessitates further investigations on parameter estimation algorithms, signal detection methods, and
waveform design of both the ambient signal and the IoT signal.

7.2 Integrated with artificial intelligence

Integrated artificial intelligence (AI) and communication has been identified as one of the six usage scenarios in
6G networks [177-179]. Particularly, with the emergence of large language models, AT becomes more powerful in
addressing the complicated tasks in wireless communications [180,181]. The integration of AI and SR presents
promising opportunities; for example, the DRL algorithm is developed for solving the user association problem
in the SR network [182]. In addition, the large-scale SR network consists of extremely high-dimensional complex
optimization problems. Conventionally, convex optimization-based approaches tend to be less effective in tackling
these issues, as they typically necessitate the collection of global CSI. Al-based methods are powerful in addressing
these problems with historical CSI [183,184]. On the other hand, the semantic communication enabled by deep
learning provides an effective means to improve the transmission efficiency for the ambient transmission in SR [185—
187], while the IoT device can adopt the conventional bit-based communication due to the low-cost feature of the
IoT devices. This leads to a hybrid semantic-based and conventional bit-based communication paradigm, which is
worthy of future investigation.
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7.3 Low altitude economy

Low-altitude economy (LAE) has been receiving considerable interest recently by exploiting the low-altitude vehicles
(LAV) in the sky [188,189], such as the UAVs for parcel delivery and surveillance, electric vertical takeoff and landing
vehicles (eVTOL) for sky transportation. A key problem from the perspective of communication is the identification
of multiple UAVs in the sky. Fortunately, SR-enabled ambient IoT offers a promising solution to equip the UAVs
with a low-cost BD [176]. This helps to identify the UAVs by exploiting the backscattered signals, where the ToT
signal consists of the ID information of the UAV. However, joint detection of the UAV signal and the BD signal in
the mobile scenario constitutes significant challenges for the joint communication and identification of UAVs, which
requires advanced signal processing algorithm design.

7.4 Security issues

The reflection of the IoT devices may increase the risk of information leakage for the ambient transmission [190],
especially when malicious eavesdroppers are present. The physical layer technologies, such as the beamforming
design, can be utilized to suppress the signal at the receiver [191]. However, the CSI relevant to the eavesdropper is
hard to obtain for the legitimate transmission. SR enables an interesting solution, where the information transmitted
by the IoT device is treated as interference at the eavesdropper, while it is treated as useful multi-path for the
legitimate user [192,193]. Moreover, covert communication techniques have emerged as an important complement
to physical layer security in SR systems. Recent work has investigated RSMA-assisted covert communication for
ambient backscatter systems, demonstrating advantages over NOMA schemes in achieving higher covert rates while
managing the detection error probability [194]. Furthermore, the integration of absorptive RIS and fluid antenna
systems offers new opportunities for covert transmission, enabling beam-focusing capabilities that can effectively
evade eavesdropper detection [195]. Physical-layer authentication (PLA) has also been proposed as an effective
method to identify legitimate users and prevent illegal access in AmBC-aided NOMA symbiotic networks [196].
PLA schemes can be designed based on different multiplexing forms of authentication tags, providing a trade-off
between authentication robustness and communication covertness. However, the design of lightweight authentication
mechanisms suitable for zero-power or ultra-low-power IoT devices remains a challenging problem. In addition to
the physical layer technologies, the encryption-based design for ambient IoT is another promising direction to
pursue [197].

7.5 Implementation

SR-enabled ambient IoT is conceptually appealing, while its implementation faces many challenges, including syn-
chronization [198], channel estimation [199,200], especially for the low-cost IoT devices without signal processing
capability. The cooperative pilot design between the ambient transmission and the IoT transmission is necessary
to acquire the CSI. In addition, the backscattering link is much weaker than the direct link in general, which may
exceed the analog-to-digital converter (ADC) dynamic range of the receiver [201,202]. Thus, recovering the IoT
device signal in the presence of a strong direct link signal poses significant challenges in practice.

Protocol design for signaling and error control presents additional implementation challenges for SR-enabled
ambient IoT. Traditional communication systems rely on well-established signaling procedures for coordination be-
tween transmitters and receivers, including resource allocation requests, acknowledgments, and control information
exchange. However, designing such signaling mechanisms for SR systems is challenging due to the need for coordina-
tion between ambient transmitters and IoT devices with asymmetric capabilities. The ambient transmitter typically
has full communication capabilities, while IoT devices operate under strict power and complexity constraints. Error
control mechanisms, such as ARQ and HARQ, pose a particularly fundamental challenge for ambient ToT. Tradi-
tional ARQ/HARQ protocols require feedback signaling and retransmissions [203], which may consume excessive
energy for battery-free or battery-limited ambient IoT devices. Developing lightweight error control protocols that
balance reliability and energy efficiency represents an important research direction.

Beyond the protocol design challenges, channel coding for SR-enabled ambient IoT requires careful consideration.
While channel coding techniques have been extensively studied for general backscatter communication systems [65],
their application to SR systems remains relatively unexplored. The unique characteristics of SR, including the cou-
pling relationship between ambient and IoT transmissions and the mutualistic design objective, necessitate tailored
coding approaches. For instance, short block-length codes such as BCH codes [204], Reed-Solomon codes [205],
and polar codes [206] have shown promise in backscatter systems due to their ability to provide coding gains while
maintaining low encoding complexity suitable for resource-constrained IoT devices [65]. The integration of channel
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coding with the cooperative modulation design and joint detection mechanisms in SR presents interesting research
opportunities to enhance system reliability and extend communication range.

8 Conclusion

Ambient IoT has the potential to support massive net-zero connections, benefiting from the combination of backscat-
ter communication and energy harvesting techniques. This article has presented the supporting techniques of am-
bient IoT and identified the technical challenges faced by ambient IoT. Particular attention has been given to the
SR-enabled ambient IoT to address the spectrum and ambient signal utilization challenges. Then, a comprehensive
tutorial is presented focusing on addressing three important issues of SR, including cooperative modulation design,
multiple access design, and resource allocation. We believe the SR-enabled ambient IoT will play an indispensable
role in 6G, and we are envisioning an intelligent and sustainable society in the future via seamless IoT connections.
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