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The demand for securing sensitive data is increasing exponentially

in Internet of Things (IoT) devices. As a key component of se-

curity systems, random number generators (RNGs) are divided

into pseudo RNGs (PRNGs) and true RNGs (TRNGs). Although

PRNGs offer good statistical properties for highly secure systems,

the random numbers become predictable once the seed is exposed,

thereby reducing the level of security. Hardware TRNGs extract-

ing entropy from physical noise are reported across various cryp-

tographic applications. It can be categorized into jitter-based and

metastability-based designs. Although jitter-based TRNGs have

the advantages of design simplicity and a small area overhead,

which typically harvest entropy through timing jitter, they remain

vulnerable to power supply attacks, suffer from low speed, and

have high power consumption. On the other hand, metastability-

based TRNGs are prone to process variations, requiring complex

calibration circuits to suppress bias; furthermore, a complex post-

processing circuit is required to achieve sufficient randomness, in-

troducing significant area overhead.

To overcome the above-mentioned TRNGs limitation, we pro-

posed an area-efficient PVT-robust TRNG circuitry utilizing the

charge-trap programming (CTP) method to correct 0/1 bias,

where a StrongARM comparator is designed as the entropy source

(ES). When a comparator is used as an ES, its output 0/1 bias

must be canceled to a specific level. Conventional 0/1 bias can-

cellation methods, such as capacitor-based and binary-weighted

device-based 0/1 bias cancellation, are volatile and require gener-

ating multiple-bit codes to correct 0/1 bias, which leads to addi-

tional area overhead and power consumption [1, 2]. In contrast,

the CTP-based 0/1 bias cancellation method is demonstrated as

an excellent nonvolatile cancellation method for bias cancellation

without introducing additional area overhead and power consump-

tion [3]. To address the volatility, increased design complexity, and

additional power consumption associated with traditional 0/1 bias

cancellation methods, we propose a CTP-based ES architecture,

as shown in Figure 1(a). The proposed ES with minimum-sized

transistors consumes a much smaller area compared to the previ-

ous binary-weighted trimming ES design [1], which utilizes 8-bit

binary-weighted device arrays. In the proposed ES, the threshold

voltage (VTH) of M3 and M4 is adjusted using the CTP method

to achieve a low input voltage offset, which determines the ES off-

set [4]. SAE is the clock signal for the ES, while SAQ and SAQB

represent differential outputs. CH and CHB are the programming

enable signals, and HV CHB is used to control the ES inputs, de-

termining whether the ES operates in entropy sampling mode or

0/1 bias cancellation mode.

In 0/1 bias cancellation mode, charge trapping requires estab-

lishing a current path through the charge trap transistor (CTT).

This is achieved by setting the CH signal to 0.9 V, thereby en-

abling current flow, as shown in Figure 1(b). Simultaneously, the

HV CHB signal is set to 1.8 V to disable transistors M1 and M2.

An external programming voltage pulse is then applied to nodes

P1 or P2 via the HV CH switches according to the current 0/1

bias. Additionally, the body terminals of M3 and M4 are exter-

nally controllable, allowing support for light erase operations.

In entropy sampling mode, the CH and HV CHB signals are

set to 0 V, turning on both M1 and M2. The common-mode volt-

age VCOMP is then applied to the ES input, forcing the ES into

a metastable state. The result is sampled and output when the

SAE signal rises from 0 to 0.9 V, as shown in Figure 1(c).

After the 0/1 bias cancellation process, the comparator can gen-

erate random numbers with an approximately 50% 0/1 bias as an

ES for post-processing. Four trimmed ESs are combined through

an XOR chain-based post-processing circuit to eliminate statistical

deviations and correlations between raw bits, and von Neumann

post-processing (VN2) is applied to further remove residual bias,

as shown in Figure 1(d).

During the cancellation process, using a constant programming

voltage and duration often results in inefficient VTH increments,

requiring more programming iterations and potentially causing

bias reversal [5]. This makes it challenging to bring the bias within

the target range. To address this issue, we propose a CTP-based

dynamical 0/1 bias cancellation strategy that dynamically adjusts

the programming strength based on the 0/1 bias.

Based on the extent of the deviation between the probability of
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Figure 1 (Color online) (a) Proposed CTP-based ES; (b) 0/1 bias cancellation mode; (c) entropy sampling mode; (d) the overall architecture

of the proposed TRNG with XOR-chain-based post-processing circuit.

1 (p1) and the target value of 50%, we divide the calibration into

three ranges: a large deviation region where |p1 − 50%| > 30%, a

moderate deviation region where 10% < |p1 − 50%| 6 30%, and

a small deviation region where 5% < |p1 − 50%| 6 10%. When

the deviation exceeds 30%, indicating a significant mismatch in

the ES, a strong programming pulse is required to rapidly reduce

the bias. In this case, we apply a programming pulse of 2 V for

5 ms, which has been experimentally shown to rapidly reduce large

deviations. For the moderate deviation region, a 1.8 V pulse with

a duration of 3 ms is used. Finally, when the deviation approaches

the target (i.e., p1 is close to 50%), a high programming voltage

may cause bias reversal. Therefore, we reduce the programming

voltage to 1.6 V while keeping the duration at 1 ms, enabling the

0/1 bias of each ES to gradually converge toward the target range.

In addition, a light erase operation is introduced to accelerate

the 0/1 bias cancellation process. After programming, the VTH

of the CTT initially increases significantly, followed by a slight

relaxation phase before stabilizing. This transient behavior com-

plicates 0/1 bias correction and potentially introduces additional

0/1 bias. After applying a light erase operation, the relaxation

phase is skipped, which marginally lowers the VTH without fully

reverting it to the pre-programmed state, thereby allowing the

TRNG output to stabilize more rapidly and facilitating expedited

calibration based on output bias.

The above cancellation procedure is applied to a single ES. In

the proposed TRNG, four independent ES units are integrated,

and their outputs are combined through an XOR-chain circuit.

During operation, each ES must be sequentially canceled using the

CTP-based dynamic 0/1 bias cancellation method to ensure that

0/1 bias falls within the target range. After applying the XOR-

chain-based post-processing, the final TRNG output achieves a

near 50% 0/1 bias.

A 6.5375 Mb/s/µm2 PVT-robust TRNG with a CTP-based

dynamic 0/1 bias cancellation method is proposed. The ES with

a minimum-sized transistor achieves a low area overhead while

the bias is efficiently calibrated within the target range by dy-

namically adjusting the programming strength based on the 0/1

bias. Additionally, the calibration circuit is eliminated due to the

nonvolatile nature of CTP, further reducing the area overhead.

The four trimmed ESs are combined through an XOR chain-based

post-processing circuit to suppress statistical deviations and cor-

relations between raw bits. A light erase operation is proposed to

accelerate the 0/1 bias cancellation process by skipping the relax-

ation phase. The TRNG design is fabricated in 28-nm standard

CMOS technology. All test items of NIST SP 800-22 and 800-90B

are passed under four different supply voltage and temperature

conditions. The Shannon entropy and Min entropy consistently

exceed 0.999973909 and 0.983831 across ten chips, respectively.

By trimming bias, the proposed TRNG achieves the lowest area

overhead and the highlight area efficiency of 6.5375 Mb/s/µm2.

The throughput and energy efficiency are 250 Mb/s and

0.692 pJ/bit, respectively, making it suitable for area-constrained

IoT applications.
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