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Federated learning (FL) enables multiple parties to collaboratively
train high-performance models without sharing raw data, yet the
trained models are accessible to multiple participants, which in-
troduces significant risks of unauthorized redistribution and intel-
lectual property (IP) disputes. This risk has been further ampli-
fied by the rapid growth of large-scale models, where competitive
pressure and high training costs have driven model development
toward distributed and multi-party training architectures. In such
settings, model knowledge is inherently dispersed across partici-
pants, enabling malicious parties to re-deploy or reproduce simi-
lar models after training and thereby trigger ownership conflicts.
Model watermarking has therefore been widely recognized as an ef-
fective and practical solution for resolving model ownership ambi-
guity [1], since it embeds verifiable ownership evidence directly into
the model and allows copyright claims to be validated even after
deployment or leakage. Nevertheless, most existing watermarking
schemes [2, 3] are developed for centralized or server-coordinated
FL settings and implicitly assume the presence of a trusted au-
thority to manage watermark embedding and verification. This
assumption no longer holds in large-scale distributed training sce-
narios, where no single entity can be fully trusted to arbitrate
ownership claims. Under such conditions, existing approaches are
insufficient to prevent selfish participants from falsely asserting ex-
clusive ownership or reselling collaboratively trained models; we
refer to such behavior as a model exclusivity claim attack (MEA).
Moreover, current FL watermarking frameworks typically rely on
centralized control or trusted servers to distribute verification ma-
terial, and they lack effective mechanisms for decentralized co-
ownership verification and traitor tracing. Consequently, when the
server is absent or cannot be trusted, watermark generation, com-
mitment, and verification cannot be securely coordinated among
mutually distrustful clients, rendering these methods ineffective in
fully decentralized environments [4].

‘We propose TraceDFL, the first framework specifically designed
for decentralized federated learning (DFL) that simultaneously

supports model ownership verification and traitor tracing in a fully
serverless setting, where all participants are co-authors and can
independently verify ownership claims. TraceDFL addresses de-
centralized co-ownership verification by introducing a Verkle tree-
based white-box watermarking mechanism that constructs com-
pact, publicly verifiable ownership proofs with reduced verifica-
tion complexity, making large-scale DFL verification feasible for
resource-constrained participants. To complement this capability,
TraceDFL further designs a client-driven distributed backdoor wa-
termarking scheme that aligns naturally with decentralized train-
ing, enabling black-box ownership verification and effective traitor
tracing without centralized coordination. Together, these mecha-
nisms establish a unified and scalable IP protection framework for
DFL, with detailed theoretical and experimental analysis provided
in Appendixes D and E. TraceDFL is abstracted into four phases:
Gen(), Embed(), Verify(), and Trace(), with Figure 1 illustrating
the high-level execution process of TraceDFL.

Gen(). TraceDFL is initialized by a trusted authority (TA),
which is taken offline after setup. For each client u € U, the
generation procedure is defined as Gen(1*) — (Ty,Ky). TA
partitions a global trigger into client-specific sub-triggers {T.}
according to client identities, enabling distributed backdoor em-
bedding. In parallel, TA samples a secret matrix A, € RMXN
from a standard Gaussian distribution and derives the client iden-
tity key as K, = sign(A,w?) € {0,1}", where w? denotes the
selected embedding-layer weights.

Embed(). Given (Ty,Ku,Auy), each client v € U embeds
dual-layer watermarks during local training. For white-box em-
bedding, the client regularizes the selected layer weights w7 to-
ward its identity bits K, by minimizing a hinge-like loss Lk, (w7)
(defined in Appendix C) jointly with the main-task loss. For
black-box embedding, the client injects its local trigger set T,
into minibatches and optimizes the standard cross-entropy loss
Lr, =l(yr,, Wu(zT,)), so that the global model preserves clean
accuracy while exhibiting the target behavior on triggered in-
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Figure 1

puts after aggregation. After embedding, each client publishes an
identity commitment comyk, = Commit(Ky;7y) to the bulletin
board, enabling the construction of a Verkle tree root commit-
ment comyoot as the public identifier of the co-author set.

Verify(). Given a suspicious model W with the embedding-
layer weights w7, TraceDFL performs dual-layer ownership ver-
ification. For white-box verification, each client u € U extracts
an identity bitstring K, = sign(A,w?7). Instead of using Ham-
ming distance, which may yield ambiguous ties, we compute
a continuous identity matching rate by softening each bit with
pi = (1 + exp(—n(f{u,i - f)))71 and aggregating
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For black-box verification, client u queries Wym, with its trig-
ger set X, and computes the trigger-label matching rate 71 =
Pr(Predy,,,, (Xu) = Yu) by comparing predicted labels with the
expected backdoor labels. The suspicious model passes verifica-
tion only if 75 > ex and 71 > e7. Upon acceptance, each client
commits the extracted watermark comyg = Commit(f{u; Tu), Te-
trieves {comk, }veys from the bulletin board, and deterministi-
cally reconstructs the Verkle tree; co-ownership holds only if the
locally derived root commitment matches the published comroot .-

Trace(). To identify a malicious participant who leaked the
model, TraceDFL performs client-level traitor tracing using the
same identity-watermark scoring as in Verify(). Given a suspi-
cious model W, each client u € U extracts K, = sign(A,w?)
and computes its identity matching rate 75 using the bit-wise con-
fidence p; and the aggregation rule in (1). Each client publishes
Tf to the public bulletin board, and the authority collects 7 =

{7E} ey to output the most likely leaker as vy, = arg max K.
ue

The detailed algorithm and steps are provided in Appendix C.

Proof sketch. We prove TraceDFL from the following prop-
erties. Validity: Verify() accepts iff 7€ > ex, 71 > er, and
the reconstructed Verkle root matches the public comyoot. Fi-
delity: joint optimization of the main-task loss with watermark
losses preserves model utility under bounded poisoning and reg-
ularization. Robustness: watermark evidence remains verifi-
able after common model perturbations, otherwise a probabilistic
polynomial-time (PPT) adversary would break commitment secu-
rity. Unforgeability: forging a different identity key that passes
verification succeeds only with negligible probability under hiding
and binding commitments. Exclusivity: MEA fails since any
exclusive-ownership claim not in the Verkle-committed co-author
set requires forging membership or changing the public root. Full
proofs are provided in Appendix D.

Numerical results. We benchmark TraceDFL in a simulated
DFL setting across both IID and Non-IID data distributions, com-

(Color online) The illustration of TraceDFL.

paring against vanilla FedAvg (without watermarking) and rep-
resentative FL watermarking baselines such as FedIPR [2] and
FedTracker [3]. Results show that TraceDFL preserves main-
task utility with negligible accuracy loss (within about 1%) while
achieving reliable ownership verification and traitor tracing. More-
over, TraceDFL remains effective under common model modifica-
tion attacks (e.g., pruning, fine-tuning, and overwriting), main-
taining high watermark verifiability and leakage attribution accu-
racy. Scalability tests further indicate that Verkle-based verifica-
tion provides lower verification latency than Merkle-based designs,
enabling lightweight verification for larger client populations. Nu-
merical results are presented in Appendix E.

Conclusion and future work. This study proposes TraceDFL, a
decentralized IP protection framework for DFL that enables model
ownership verification and traitor tracing without relying on a
trusted server. TraceDFL combines a Verkle tree-based white-box
weight watermark verification mechanism to prevent model ex-
clusivity claim attacks with a distributed backdoor watermarking
strategy for efficient embedding and practical black-box verifica-
tion. Extensive experiments and formal analyses in Appendix C
validate its effectiveness in ownership confirmation, traitor trac-
ing, and robustness. Future work will explore removing or further
minimizing the trusted-authority bootstrap via fully decentralized
setup and on-chain commitment management, and strengthening
robustness against adaptive collusion and watermark-removal at-
tacks in large-scale, heterogeneous DFL deployments.
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