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Appendix A Preliminaries
Appendix A.1 Model Watermark

We abstract the federated model watermarking algorithm as a triple (Gen(), Embed(), Verify()). Gen(1*) — mk: Generates a
watermarking key mk that uniquely represents the client’s identity. Embed(w, mk) — Wym: Embeds the watermarking key mk into
the federated model w, producing the watermarked model Wym. Verify(w, Wwm, mk) — 0/1: Extracts the watermark information from
the suspicious model Wy, and compares it with mk. If the similarity falls below the predefined thresholds ex and er, the algorithm
outputs a verification result of 0 or 1. Below, we define several key concepts related to the federated model watermarking algorithm.

e Validity: A watermarking algorithm is considered validity if, when embedding a watermark using either black-box or white-box
methods, the extracted watermark mk from a suspicious model Wy, satisfies the following conditions:

< €K
<

d(mk, mk)

d(mk,mk) < er,
where d() denotes the similarity measurement function, and er, e are predefined accuracy thresholds for black-box and white-box
verification, respectively.

e Fidelity: A watermarking algorithm is considered fidelity if the classification accuracy of the watermarked model wqym is
equivalent to that of the original unwatermarked model w, i.e.,

P [NGw) = 3]
=~ 9clzer [N(x, Wauwm) = y].

where N() denotes the model inference API interface.

e Robustness: A federated model watermarking algorithm is considered robust if the extracted watermark can still successfully
verify model ownership after the watermarked model undergoes attacks such as fine-tuning, pruning, or overwriting. Formally,
let w/,,,, be the attacked version of the watermarked model w, the algorithm satisfies robustness if:

~ zl:E)I"D [N($7 W'/unn) = y] .

and Verify(mk,w,w,,,) = 1.

e Unforgeability: A watermarking algorithm is considered unforgeable if an adversary cannot claim ownership of a federated
model by arbitrarily generating a watermark key mk’ and embedding it into the model. Informally, if there exists a probabilistic
polynomial time (PPT) algorithm A that can win the following game with probability at most €, where ¢ is a negligible value,
then the watermarking algorithm satisfies unforgeability.

Pr [Verify(mk’,w7 Wiom) = 1} <€,
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e Security: A watermarking algorithm is considered secure if an adversary cannot obtain any meaningful information about the
embedded watermark key mk from the publicly available parameters of the algorithm or the watermarked model w,n, itself.

o Exclusivity: In the DFL framework, no single participant in the federated training process can unilaterally claim exclusive
ownership of the watermarked model Wq,,,. Formally, a watermarking algorithm satisfies exclusivity if, for any malicious internal
client executing a PPT algorithm .A, the probability of successfully claiming exclusive ownership of the model is at most a
negligible value e:

Pr [ Verify(mkmal, W, Wwm) = 1] <,

where mky,,) denotes the identity watermark of the malicious client.
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Fig. Al. The illustration of TraceDFL.

Appendix B Problem Formulation
Appendix B.1 Overview of TraceDFL

The main workflow of the TraceDFL framework is illustrated in Fig. Al. After local training, each client generates the identity
watermark and initializes the backdoor trigger set, embedding the watermark into the local model. TraceDFL enables model ownership
confirmation and traitor tracing through four key phases, watermark and key generation Gen(), embedding watermarks Embed(),
ownership confirmation Verify(), and traitor tracking Trace().

e Watermark and key generation Gen(). Each client u locally generates a unique identity watermark K, and receives a
backdoor trigger set T, distributed by the trusted authority.

e Embedding watermarks Embed(). Each client v embeds its identity watermark K, into the regularization layer of the
federated model using a weight-based embedding approach, and incorporates the trigger set T, via backdoor embedding to
generate a backdoored model.

e Ownership confirmation Verify(). During the verification phase, each client performs white-box verification by computing
the bitwise matching rate of the identity watermark and verifying the Verkle tree root commitment to confirm model ownership.
Additionally, black-box verification is conducted by inputting trigger samples and checking whether the model returns the
expected backdoor labels.

e Traitor tracking Trace(). Each client u computes the matching rate between the extracted watermark and its identity water-
mark, and publishes the result to the bulletin board. The trusted authority then traces the malicious forwarder by identifying
the client with the highest matching rate.

For clarity of scope, TraceDFL is formulated under the assumption that, in each training round, a subset of clients with stable
device-to-device (D2D) communication links is randomly selected to participate. These clients are assumed to remain online and
connected throughout the execution of the four phases, ensuring that the distributed backdoor trigger sets are consistently generated
for the actual participants. In practice, only a moderate number of clients are required per round, as long as the D2D connectivity
within the selected subset can support trigger distribution. While more realistic DFL scenarios may involve intermittent connectivity,
client drop-in/drop-out, or time-varying topologies, we defer the design of adaptive mechanisms (e.g., dynamic trigger reallocation or
topology-aware watermark embedding) to future work. This assumption of stable subsets allows us to focus on demonstrating the
feasibility and effectiveness of decentralized model ownership confirmation and traitor tracing.

It is worth noting that although the white-box watermark already provides both ownership confirmation and traitor tracing, its
verification requires parameter-level access, which is not always available in practice. The black-box watermark, by contrast, can be
verified through simple API queries, making it suitable for ownership confirmation in scenarios where only black-box access to the
suspicious model is possible. Therefore, TraceDFL incorporates both mechanisms: the white-box watermark serves as the primary
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means for traitor tracing, while the black-box watermark complements ownership verification under restricted-access settings. This dual
deployment strengthens the robustness of model ownership protection in decentralized federated learning. The important variables used
in the paper and their interpretations are listed in Table B1.

Table B1 Notations and Descriptions

Notations | Descriptions Notations | Descriptions
w Unwatermarked federated model Waum Watermarked federated model
Wowm Suspicious models with watermarks mk Watermark Key
. Preset minimum acceptable matching . Preset minimum acceptable matching
K rates for white-box watermarks T rates for black-box watermarks
Length of the identity watermark bit- Margln hypf)rparametcr in the hImgc—
N . . m like embedding loss for the local iden-
string for each client .
tity watermark
. . Activation threshold for matched wa-
Steepness parameter for estimating the .
n . . 13 termark bits and unmatched water-
confidence of bitwise matching. .
mark bits
D, Client u’s local dataset T, Client u’s local trigger set
K, Client u’s unique identity key comK,, Client identity key K,’s commitment
o ;I‘Vhe commitment of the global model Wi Xi Client s local model
a
rr Actual match rate of trigger sets K Actual match rate of identity keys
COMyoot Root commitment of the Verkle tree G Multiplicative cyclic group
Appendix B.2 Threat Model
In a DFL setting, we assume that |U/| = n clients collaboratively train a federated model, with each client sharing co-ownership

of the resulting model. Clients are assumed to be semi-honest, meaning they honestly participate in model training and watermark
embedding, but may also attempt to infer other clients’ private data or identity watermarks. Additionally, external adversaries may
compromise clients to launch attacks such as watermark overwriting or watermark removal.

To bootstrap the system, a trusted authority is introduced during initialization to generate watermark keys and construct the
Verkle tree root. In practice, such an authority may be instantiated by an independent and jointly recognized third-party (e.g.,
industry consortia or arbitration organizations). To further relax this trust assumption, blockchain infrastructures can be leveraged
as a decentralized alternative, whereby watermark key commitments are registered via smart contracts and the underlying consensus
protocol ensures immutability and auditability [25]. In addition, distributed key generation (DKG) techniques [27-29] allow multiple
clients to collaboratively derive the watermark keys without reliance on a single entity. We stress, however, that the concrete realization
of blockchain-based deployment or DKG protocols falls beyond the scope of this work; we only note that these well-established primitives
can be seamlessly integrated to alleviate the reliance on a single trusted authority in practice.

A particularly critical challenge arises from the mutual distrust among participants in DFL. Internal clients who obtain the identity
watermarks of others may remove them from the model and selfishly claim exclusive ownership, violating the co-authorship rights of
honest clients. We refer to this selfish behavior as a Model Exclusive Attack (MEA). In such attacks, a malicious client falsely claims the
model as solely its own and may resell it, resulting in model misuse. As described in Fig. A1, a selfish client could erase the watermarks
of others, submit only its watermark key mkp,), and pass the ownership verification algorithm Verify(), thereby falsely asserting sole
ownership of the model.

Therefore, a watermarking scheme suitable for DFL must be designed to accommodate the decentralized, independent, and mutually
untrusted nature of participating entities. It must ensure that each client can independently verify model ownership, while also preventing
any single party from exclusively claiming ownership of the collaboratively trained model.
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Fig. B1. 3-ary Verkle Tree Construction.
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Appendix C Implementation of TraceDFL

In this section, we comprehensively portray how to implement model confirmation and traitor tracing in the DFL architecture.
Concretely, the TraceDFL is defined formally as a tuple (Gen, Embed, Verify, Trace).

Appendix C.1 Watermark and Key Generation

For simplicity, we utilize a trusted authority to bootstrap the construction of watermark keys and Verkle tree roots. Once construction
is complete, the trusted authority is taken offline. The watermark and key generation process can be abstracted as Gen(l)‘) — (Tu, Ku),
where T, = {(x"lru’y”lru)v e ,(a:.’fu,y,’liu)} is a set of triggers based on a distributed backdoor, and K, = sign(A,w?) is the unique
key of client u. The detailed watermarks and keys generation are shown in Algorithm C1.

Inspired by distributed backdoor attacks [30], the trusted authority decomposes the trigger T into sub-triggers || and broadcasts
them to the corresponding clients after associating them with client IDs, each client u € U utilizes the local trigger T, to embed a
backdoor watermark to the local model during the training phase, and all local triggers are aggregated into global triggers T in the
aggregation phase. After trigger segmentation is complete, the trusted authority will go offline. Note that the trigger T can denote
regular white rectangular shapes, meaningful fonts, or logos, e.g., Google’s logos/fonts. In the implementation, we set the trigger T to
be a rectangular pattern of white pixels.

In the unique key K. of client u, the trusted authority randomly generates the key matrix A, € RM*N to satisfy the standard
Gaussian distribution, performs matrix multiplication between the secret matrix A, and the weights of the model layer to be embedded
w7, and obtains the unique bit string K,, € {0, l}N of the client u after the sign function sign(). In the implementation, we specify the
normalization layer of global model as the model layer to be embedded.

Algorithm C1 Watermark and Key Generation Gen()

Require: Embedding-layer weight size M of w”; local data {D1L}M

u=1"
Ensure: Distributed backdoor trigger set {Tu}z;l; client unique key set {Ku}i’f:r
: Initialize trigger T as a white rectangular patch on 10% of training samples X.
: for u =1 to U do
Generate local trigger set T, according to the location mapped from client ID wu;

1
2
3
4: A, =randn(M, N); // Gaussian sampling
5
6
7

; unique key length N; number of clients U.

K, = sign(Ay w"y);
: end for
: return {Tu}ile, {K.,

u=1"

Appendix C.2 Inner Weight-based Watermark Embedding and Verification

To embed identity information into the local model, each client u € U incorporates a weight watermark K,,, representing its identity,
into the parameters w? of the regularization layer. The weight regularization term is computed as follows:

Lk, (W) =Lk, (Ku, Ku)

ol (C1)
= Zmax(,u —t;e;,0).
i=1
where K, = wYA, = (e1, -+ ,en) € {0, I}N denotes the watermark extracted from the local update, K, = (t1,--- ,tn) € {0, l}N

represents the target watermark embedded into the local model by client u, and p is the hyperparameter of the hinge-like loss function.
We instantiate the embedding process of the weight watermark using a hinge-like loss function, iteratively minimizing the loss between
the target watermark K. and the extracted watermark K,. The hinge-like error emphasizes boundary separation characteristics,
making it particularly suitable for binary decision tasks (similar/dissimilar). It is widely used to optimize the embedding process of
weight watermarks [14,15].

In TraceDFL, a Verkle tree is constructed to enable each client v € U to publicly and independently verify model ownership (or
co-authorship) locally. The commitment representation of each client u’s unique identity K,, serves as a leaf node of the Verkle tree,
while the root hash of the tree represents the unique identifier of the federated model wy,m, collaboratively trained by the client set U.
During the verification phase, each client u downloads the identity commitments of other clients from a public bulletin board and locally
reconstructs the Verkle tree to verify the consistency of the root commitment. After receiving the set of public commitments {comi,, }ueu
from the bulletin board, each client u reconstructs the Verkle tree deterministically, the identity commitments are inserted into fixed leaf
positions, and all internal node commitments are recomputed by applying the vector-commitment aggregator to their children. Since
vector commitments are binding and deterministic, the root commitment comiggt computed locally by client © must match the globally
published comyoot if and only if all identity commitments are valid and untampered. Through this procedure, TraceDFL enables every
client to independently reproduce the Verkle commitment structure without needing a server or trusted intermediary. The information
published on the bulletin board, along with the unique identifier of the federated model wq,m,, is maintained by a trusted authority. In
the event of disputes over model ownership, clients can declare co-authorship to the trusted authority to prevent model misuse. As a
highly reliable authority, the trusted authority also enhances the credibility of ownership verification.

Each client v € U computes a commitment comk, = Commit(Ky;r) of its identity information K, and publishes the commitment
on a bulletin board, preserving the privacy of K,. Based on the commitments on the bulletin board, the trusted authority constructs
a Verkle tree and generates a root commitment comyoot, which represents the unique identifier of the federated model wy,ym,. The node
information in the Verkle tree captures the relationships between the identity information of the participating training clients. A Verkle
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Algorithm C2 Embedding Watermarks Embed()

171:1? learning rate .

Require: Local data {D,, }ZJ:l; distributed backdoor trigger sets {T“}ﬁle; unique identities {K, }
Ensure: Model with embedded watermark W, .

1: Construct a Verkle Tree:

2: for u =1 to U do

3: Compute commitment comk, = Commit(K,;r,) and publish comk, to the bulletin board;
4: The trusted authority constructs the Verkle tree for the set of local training clients.

5: end for

6: Local Training:

7: for u =1 to U do

8: Sample a mini-batch X, = {z.,..., 2%} and labels Y, = {y.,...,y} from D,;

9: if embed distributed backdoor watermarks then

10: Augment with triggers: X, = X, U {x.lru S ,a:?}u LY,=Y, U {y,lru Sy y%u }

11: end if

12: Compute cross-entropy loss L, on (Xu,Yw), L = Lmaster + L7145

13: Compute hinge-like loss Lk, using identity K., Le <= Lm + Lk, ;

14: Update local model: w,, = w, — AVLc(Wy);

15: Compute and broadcast model commitment: comuy, = Commit(w;ry);
16: end for

17: return wy,,.

tree is a vector-commitment-based authenticated data structure that generalizes Merkle trees by replacing hash nodes with polynomial
or Pedersen-style commitments. Each internal node commits to a large vector of child values, enabling shorter membership proofs: a
verifier only needs the commitment opening of the selected child rather than all sibling hashes. This reduces proof size from O(logn)
in Merkle trees to O(log;, n), making Verkle trees significantly more bandwidth-efficient for decentralized verification. Fig.B1 illustrates
the construction process of a 3-ary Verkle tree.

Unlike server-centric aggregation mechanisms, TraceDFL must achieve global model synchronization in a fully decentralized environ-
ment without relying on trusted coordinators. Inspired by VerifyDFL [31], once local training and watermark embedding are completed,
each client u computes a commitment comw,, to its updated local model w,, and posts this value to a publicly accessible bulletin board
together with its identifier. The bulletin board enforces accountability by binding each commitment to the client identity.

Due to the additive homomorphic property of the underlying vector commitment scheme [32], the commitments published by all
participants can be multiplicatively combined to obtain a commitment to the aggregated model, i.e.,

COMwg = H coOMw, = gZHGU Wu p3ueu T (C2)
ueU

where comw denotes the global model commitment and r,, is the client-specific randomness. Each client can independently retrieve all
commitments from the bulletin board, compute comw locally, and thus reach consensus on the global commitment without iterative
gossip communication. In the subsequent opening phase, every client reveals its randomness r,, which enables the group to jointly
reconstruct and verify the global model.

Remarks. Merkle-sign [25] incorporates Merkle-tree structures into federated watermarking to enable ownership verification among
multiple participants. While Merkle-Sign demonstrates how cryptographic primitives can strengthen model protection in FL, it funda-
mentally assumes a server-centric training architecture where the aggregator embeds and distributes watermarks, limiting its applica-
bility in decentralized settings. In addition, Merkle proofs grow logarithmically with the number of participants, creating scalability
bottlenecks. In contrast, TraceDFL adopts Verkle trees, where internal nodes commit to large vectors rather than pairwise hashes,
enabling shorter membership proofs and significantly reduced verification bandwidth. Each client locally reconstructs the Verkle tree
from publicly posted identity commitments and recomputes the root commitment. Because vector commitments are deterministic and
binding, any tampering or exclusion of other clients? identities results in a mismatched root, enabling clients to detect inconsistencies
without server involvement. Moreover, this authenticated structure fundamentally prevents MEA. A malicious client cannot remove
other participants? identities without breaking the Verkle-commitment binding, and honest clients can always open their Verkle-paths to
cryptographically prove inclusion in the collaboratively trained model. These membership proofs, requiring only O(log), n) commitment
openings, enable efficient and public co-authorship verification, ensuring that no participant can falsely claim sole ownership of the
global model.

Appendix C.3 Distributed Backdoor-Based Watermark Embedding and Verification

During the local training phase, each client © € U embeds the corresponding local trigger T, into its local model w, and computes
the cross-entropy loss L, .

Lr, =Uyr,, Wu(zT,))- (C3)
where [() is the cross-entropy loss function. This process adheres to the training protocol for distributed backdoor tasks [30], wherein

all participating clients strive to enhance the performance of the backdoor task without compromising the primary task’s efficacy.
Specifically, each client u € U trains its local model w, to maximize the probability of predicting the target label on data samples
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containing the trigger, while simultaneously maximizing the probability of predicting the true label on clean data samples.

w = argmax< Z Pr(wg(zl,) = vi,)

Wy, X
Zepg}earl

© Y Prweleh,) - yiTu>>.

iEDﬁOiSOH

where w; is the iteratively optimized local model, Pr() denotes the probability, ’D,Cllc‘"’Ln is the set of clean local data samples, and Dﬁmson
is the set of poisoned local data samples.

Appendix C.4 Ownership Confirmation and Traitor Tracking

When unauthorized forwarding, tampering, or forgery of federated learning-generated models occurs during data circulation or model
trading, TraceDFL conducts ownership verification and traitor tracing through a dual-layer watermarking design. The internal weight
watermark (white-box) enables fine-grained ownership confirmation and precise traitor identification when parameter-level access to the
suspicious model is available, while the distributed backdoor watermark (black-box) supports lightweight verification through inference-
only access in scenarios where only API-level interaction is possible. By integrating these two complementary mechanisms, TraceDFL
provides a unified protection framework that remains effective across diverse deployment environments. It ensures no malicious actor
can deploy models without authorisation, impersonate identities, or falsely claim exclusive ownership of collaboratively trained federated
models. The specific process of ownership verification and traitor tracing is illustrated in Fig. Al.

Appendix C.4.1 Ouwnership Confirmation

In TraceDFL, the trusted authority invokes the watermark verification algorithm Verify to extract the watermarks in the suspicious
model to confirm the ownership of the model. Each client u € U extracts the embedded identity watermark K. from a suspicious
model using a white-box approach. In TraceDFL, we discard the use of Hamming distance to evaluate the difference between the
extracted suspicious watermark K. and the target watermark K,. This decision is made because Hamming distance can produce
ambiguous results, where two different identity watermarks may have the same distance to the target watermark, i.e., hamd(Ku, Kl)
and hamd(Ku,Kz) , while K; #* Ko, leading to potential misidentification. We model the identity watermark matching problem,
assuming that the target watermark K, and the extracted watermark K,, are both bitstrings of length N. Let T be the probability of
each bit matching. For the i-th bit, we define the indicator function as follows:

1, ifKy; =Ky
X; = y 1 u,i u,iy (C5)
0, otherwise.

assuming that X; follows an independent distribution for each bit, the likelihood function of the entire extracted watermark can be
expressed as:

N
L) =[]0 -"Y =rma-n)N-m, (C6)
=1

where m = Ef\;l X represents the number of matching bits. Compute the log-likelihood:
log L(t) = mlog T + (N — m)log(l — 7). (C7)

take the derivative with respect to 7 and set 7 = 0 to obtain the maximum likelihood estimate 7 = % However, since 7 takes discrete

values, it cannot clearly distinguish the bit-wise differences between the suspicious watermark K. and the target watermark K,. In
TraceDFL, we precompute the confidence probability p; for each bit of the extracted identity watermark K.

1
i = s C8
T exp(n(Kus — 6) (%)

then, based on the maximum likelihood estimation, we compute a continuous estimate of the overall matching rate.

1
N 4

(3

K =

N
(pi - 1{Kui = 1} + (1= pi) - 1{K,,; = 0}). (C9)
=1

the above steps soften the judgment of each bit, obtaining continuous values and overcoming the discreteness issue of Hamming distance.

For black-box verification, the trigger samples X, are fed into the suspicious model Wy to obtain the predicted labels Y., and
the probability Pr(Yu = Y,) is evaluated to determine the trigger set matching rate 7. Importantly, when both the trigger set
matching rate 7.1 and the identity matching rate Tf are higher than the predefined thresholds er and ek, each client computes the
commitment comg of the extracted watermark K, and uploads it to the public bulletin board. Simultaneously, clients download

oot Of the newly

constructed Verkle tree, model ownership can be verified. The detailed calculation procedure is shown in Algorithm C3.

identity commitments from other clients v € U \ u to construct a Verkle tree. By comparing the root commitment com:
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Algorithm C3 Ownership Confirmation Verify()

Require: Trigger sets {T, = (X,‘,,Y“)}ile; suspicious model W, with embedding-layer weights w”; secret matrices {Au}z{le; client

identities {Ku}i’f:l; segmentation threshold £ and steepness 7; identity-match threshold eg; trigger-match threshold er; key length N.
Ensure: true if ownership holds; otherwise false.

1: for u=1to U do

2: Extract watermark bits: K, = sign(A,w7);

3 Compute bit-wise confidence scores {p;}¥_:

4: for i =1 to N do

5: pi = (1+exp(—n(Ku,: —€))

6: end for

7 Compute MLE-based identity match rate: 75 «+ L SN | (pZ Ky =1+ (1 —ps) - I{Ky, = 0});
8 Query suspicious model on triggers: Y, Predy ., (Xu); Compute trigger-label match rate: TF  Pr(Yu = Yu);
9:  if 7 > ex and 77 > er then

10: Compute and publish commitment: comg = Commit(Ku; Tw);

11: Download other clients’ commitments v € U \ {u} and reconstruct Verkle tree to obtain root com,,;
12: if com;oot # comyoor then

13: return false;

14: end if

15: end if

16: end for

17: return true.

Appendix C.4.2  Traitor Tracking

Consistent with the identity watermark extraction process in ownership verification, each client calculates the identity watermark
matching rate 7)€ and uploads it to the public bulletin board. To trace malicious clients within the FL group who unauthorizedly
forward or leak the model, the trusted authority collects the matching rates {Tf}lu\]:l from all clients, forming a vector 7. By sorting
this vector, the client with the highest identity watermark matching rate is identified, and its corresponding client-ID is returned.

In TraceDFL, each client embeds a unique identity watermark within the federated model. The distributed backdoor watermark is
interpreted using maximum-likelihood estimation, which models watermark matching as a continuous probability measure and enhances
the stability of traitor identification under black-box access. Meanwhile, the Verkle-based white-box verification anchors every client’s
identity through binding vector commitments, enabling cryptographically verifiable co-authorship and defending against MEA. In short,
these two mechanisms form a complete verification pipeline. The black-box watermarking provides practical detectability of model
leakage in untrusted environments, while the white-box commitment structure ensures authoritative ownership validation whenever
internal model information is available. This layered design ensures that ownership confirmation and traitor tracing remain reliable
across heterogeneous deployment conditions, and that no participant can erase, counterfeit, or monopolize model ownership during or
after federated training.

Algorithm C4 Traitor Tracking Trace()

u_. segmentation thresh-

Require: Suspicious model W, with embedding-layer weights w7; secret matrices { A, }¥/_,; client identities {K, }¥_;

old &; steepness 7n; key length N; target Verkle-tree root commitment comyeot-
Ensure: Malicious client identity vmai.
: for u =1toU do

Extract watermark bits: K, = sign(A,w?);
Compute bit-wise confidence scores {p;}I\: p; = (1 + exp(—n(Ky,; — 5)))_1;

Compute MLE-based identity match rate: 75 « L SN (p,; Ky =13+ (1 —p) - 1{Ku: = o});

1
2
3
4
5: Publish 7'5 to the bulletin board;
6: end for

7: Authority collects 7 = {rX}¥_, from the bulletin board;
8
9

u=

: Identify the most likely malicious client: vy, < arg {max w 5
ve{l,...,

: return vy,

Appendix D Theoretical Analysis

In this section, we theorize the security and effectiveness of TraceDFL at a high level, and we prove that TraceDFL satisfies the
following properties:

Validity. For black-box verification, TraceDFL computes the matching rate 71 between the model’s output labels Y. and the target
labels Y,. For white-box verification, it estimates the matching rate 7'15{ of the claimed identity watermark using maximum likelihood
estimation. Verify() outputs true if TE > e and qu( > ek, and the root commitment coml . = comroot of the reconstructed Verkle.

Fidelity. TraceDFL instantiates the concept of distributed backdoor attacks to embed backdoor watermarks. Prior work [30] has
demonstrated that distributed backdoors can serve as effective watermarking mechanisms without degrading the performance of the
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primary learning task, i.e.
Pr  [N(z,w) =y]

zeDelean

~
~

Pr N(z, w =y|.
zG{'Dcleanuppoison}|: ( wm) ]

Furthermore, prior work [9] has shown that deep neural network models embedded with white-box watermarks satisfy:
p N(z, <e,
Prly#Na@w)] <e

where € is a negligible value.
Robustness. Assume there exists a probabilistic polynomial-time (PPT) adversary A that attempts to compromise the watermark
by applying common model perturbation techniques such as fine-tuning, pruning, or parameter overwriting, without access to the
watermark secret key mk. Suppose A produces an attacked model w such that the classification accuracy on the main task is preserved,
ie.,

Pr N, wim) = y] = Pr[N@,w) =y],
but the watermark verification fails Verify(mk,w,w/,,.) = 0.

To prove the robustness of our watermarking scheme, we adopt a hybrid argument. We construct a sequence of hybrid games where
in each hybrid, one bit of the watermark secret mk is gradually replaced, resulting in a corresponding modified watermark embedding
in the model weights. Due to the binding and hiding properties of the commitment scheme used in watermark construction, adjacent
hybrids remain statistically indistinguishable.

Therefore, if adversary A can succeed in generating such a w’ without access to mk, it implies that A is capable of distinguishing
between hybrids, which contradicts the security guarantees of the commitment scheme. Moreover, the decentralized backdoor mechanism
employed in TraceDFL ensures that the watermarks are embedded across multiple feature dimensions. This design inherently provides
statistical robustness against adversarial perturbations, thus enhancing the probability that the watermark remains verifiable even after
model modification.

Unforgeability. To prove the unforgeability of the watermarking scheme in TraceDFL, we apply a hybrid argument. Suppose a
probabilistic polynomial-time adversary A can generate a forged identity mk’ and model wy,m such that Verify(). We construct a
sequence of hybrid games, where in each step we replace a bit of mk’ with the corresponding bit in the true mk. Due to the hiding and
binding properties of the commitment scheme, the output distributions of successive hybrids are statistically indistinguishable. Thus,
any adversary that distinguishes between the first (forged) and last (real) hybrid would break the hiding property. Consequently, the
probability that A successfully forges a valid watermark identity mk’ is negligible.

Security. To prove the security of TraceDFL, we assume TraceDFL uses a statistically hiding and computationally binding commitment
scheme (e.g., Pedersen Commitment), and the discrete logarithm (DLOG) assumption holds in the underlying a multiplicative cyclic
group G, then the watermarking scheme is secure against any PPT adversary .A. We prove security through two components:

e Hiding. For the sake of brief description, let K,, be abbreviated as mk and comxk, as comy,i. The vector Pedersen commitment
scheme com,,;, = g™*h" € G, where g, h are public group generators and r is sampled randomly, satisfies statistical hiding. That
is, for any two keys mkj,mkz, the distributions of com,,r, and com,, are statistically indistinguishable. Hence, any adversary
A, even with access to wqym, cannot infer any partial or full bit of mk.

e Binding. Suppose there exists a PPT adversary A that outputs a key mk’ # mk such that com,,,s = comy,x. This implies

gmkhr _ gmk'hr' = gmkfmk/ —_ hr/fr.

But this contradicts the binding property of the commitment scheme unless A can solve the discrete logarithm problem in G,
i.e., compute log, h, which is assumed to be hard. Therefore, under the DLOG assumption and the commitment properties, any
PPT adversary cannot extract mk or forge a different valid key mk’, which completes the proof.

Exclusivity. Let 7 be a Verkle tree constructed from identity keys {Ki,...,Kn} corresponding to the clients participating in
the federated training of model Wym . Suppose that each client’s fingerprint K, is committed into a Verkle tree leaf via a binding
commitment scheme. Then, for any malicious internal client with key Ky a1 ¢ 7, the probability that the verification function accepts
their exclusive claim of ownership is negligible.

We argue that exclusivity holds in TraceDFL by leveraging the structure and cryptographic properties of the Verkle tree. The
TraceDFL framework constructs a Verkle tree whose leaves are derived from the committed fingerprints K,, of all participating clients.
The tree root com acts as the global model ownership commitment. During white-box verification, the function Verify(mk, w, Wwm )
checks whether a fingerprint extracted from W,m can be proven to belong to the Verkle tree rooted at comroot. The Verkle tree uses a
binding commitment scheme for each leaf, so a malicious client cannot forge an inclusion proof for a K, ¢ 7. Furthermore, without
modifying the root comroot (which would alter the public state of the model), the malicious client cannot generate a valid path proof
under the original Verkle tree structure.

Therefore, assuming the binding property of commitments and collision-resistance of the Verkle tree hashing, any attempt to pass
verification with an identity mkma ¢ 7 will fail with overwhelming probability.

Appendix E  Numerical Result

In this section, we conduct extensive experimental evaluation of TraceDFL in terms of fidelity, robustness, verifiability, and trace-
ability.
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Appendix E.1 Settings

We implement the relevant components of TraceDFL using Pytorch on the platform with Intel(R) Xeon(R) W-1390 @ 2.80GHz
2.81 GHz, 64GB of RAM. To simulate the operation of DFL, we set the total number of clients to || = 100, with 10% of clients
randomly selected in each round to perform 3 local training iterations. For black-box watermark embedding, we follow prior work [9,13]
and implement the WafflePattern approach to generate the subsequent trigger set. For white-box watermark embedding, we assume a
default identity watermark length of 128 bits.

To evaluate the performance of TraceDFL under multi-task settings, we conduct experiments across different domains: AlexNet
[33] is used for image classification on the CIFAR-10 dataset, ResNet-34 [34] on the CIFAR-100 and Tiny-imagenet datasets, and
StackedLSTM [35] for text generation on the Shakespeare dataset.

Metrics. For fidelity, we use test set accuracy as the evaluation metric. For ownership verification, we assess whether the trigger
set accuracy and the reconstructed Verkle tree root commitment are consistent. For traceability, we define the traceability rate (TR)
as the proportion of maximum likelihood matches that correctly identify the true model owner.

Baselines. For watermarking performance, we use standard federated learning with embedded watermarks and FedAvg aggregation
as the baseline, comparing the effectiveness of TraceDFL against FedIPR [14] and FedTracker [15]. For traceability performance, we
employ watermark accuracy (WM acc) and maximum likelihood-based matching rate (MLR) to evaluate the efficiency of TraceDFL.

Appendix E.2 Performance under IID Settings

We first evaluate TraceDFL’s performance under independent and identically distributed (IID) settings across aspects such as fidelity,
robustness, and traceability. The IID configuration aligns with the standard settings for traditional FL.

Appendix E.2.1  Fidelity Performance

To evaluate the fidelity of TraceDFL, we examine whether jointly embedding distributed backdoor watermarks and weight-based
watermarks preserves the utility of the federated model. For a fair and reliable comparison, each experiment is independently repeated
three times, and we report both the mean performance and the corresponding variance. As shown in Fig. E1, the solid curves represent
the mean classification accuracy, while the shaded regions indicate the standard deviation (std) across repeated runs, reflecting training
stability under watermark embedding.

Overall, TraceDFL demonstrates near-equivalent convergence behavior and final accuracy compared with the unwatermarked FedAvg
baseline and representative federated watermarking methods, including FedIPR [14] and FedTracker [15]. Across all evaluated datasets,
the classification accuracy of TraceDFL deviates by no more than 1% from the clean model after 60 rounds of federated training.
Importantly, the std values at key training iterations are consistently small, indicating that the introduction of both black-box and
white-box watermarks does not amplify training variance or destabilize optimization. Compared with FedIPR and FedTracker, TraceDFL
exhibits comparable or lower variance in most settings, suggesting that the proposed joint embedding strategy introduces negligible
interference to the primary learning task and thus achieves high fidelity.

Fig. E2 further provides a direct comparison of watermark accuracy among TraceDFL, FedIPR, and FedTracker under the same
experimental protocol. Similar to Fig. EI1, each result is averaged over three independent runs, with shaded regions denoting the
standard deviation and inset plots highlighting std values at representative iterations. TraceDFL consistently achieves high and stable
watermark accuracy across all datasets, rapidly converging to near-perfect detection rates. In contrast, FedIPR and FedTracker exhibit
larger performance fluctuations, particularly in early training stages, as reflected by wider shaded regions and higher std at key iterations.
These results indicate that TraceDFL not only preserves model utility but also provides more robust and stable watermark extraction,
even under the combined embedding of distributed backdoor and weight-based watermarks. The reduced variance in watermark accuracy
demonstrates that TraceDFL yields reliable ownership verification signals across repeated runs, thereby offering clearer advantages in
terms of stability and practical traceability compared with existing approaches.
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Fig. E1. Model performance of TraceDFL compared to FedAvg without embedded watermark, existing work FedIPR [14] and FedTracker [15].

Appendix E.2.2  Robustness Performance

e Robust Performance at Different Pruning Rates Under IID Settings. To assess robustness against pruning attacks, we simulate
parameter pruning by removing weights with the lowest L1 norm and evaluate TraceDFL on multiple datasets. As shown in
Fig. E3, even under aggressive pruning (e.g., 50% on Tiny-imagenet), where main accuracy falls below 50%, TraceDFL preserves
around 90% watermark accuracy and over 75% MLR. This demonstrates that its watermarking mechanism remains reliable even
when the model itself becomes ineffective.
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e Robust Performance at Different Fine-tuning Rates Under IID Settings. To evaluate the impact of fine-tuning attacks on
watermark embedding, we conduct short retraining of the target model using only clean local data, without relying on any trigger
samples. Specifically, we perform three consecutive epochs of cross-entropy optimization, equivalent to SGD without momentum,
weight decay, or learning-rate scheduling. Since the optimization objective only aligns with the main task distribution, model
parameters are gradually pulled back toward the clean distribution’s optimum. Meanwhile, batch normalization layers are updated
under training mode, refreshing their running statistics. Together, these effects dilute or overwrite the discriminative features
introduced by the trigger domain, thereby degrading the watermark detection rate. As shown in Fig. E4, the main task accuracy
is largely unaffected by the implementation of this fine-tuning attack, with WM acc and MLR decreasing as the fine-tuning attack
iterations progress. Nonetheless, both WM Acc and MLR remain above 85% and 75%, respectively, indicating that ownership
verification and traitor tracing remain effective even under extensive post-training model modifications.

e Robust Performance at Overwrite Attack Under IID Settings. To illustrate the impact of overwriting attacks on watermark
embedding, we first generate a trigger set with uniformly shifted labels without altering the distribution of the primary task data.
During the attack, we freeze the BN running statistics to prevent distribution drift. Each attack step combines “new triggers
+ a small number of clean samples” into a batch, updating it 12 times under SGD using cross-entropy to shift the decision
boundary away from the original trigger domain. This process overwrites the watermark information without relying on the
original watermark data. Meanwhile, the inclusion of clean samples and a small deployment volume ensures controllable accuracy
for the main task. As shown in Table E1, TraceDFL remains largely unaffected before and after the overwrite attack. The errors
for all three metrics remain below 5%, staying within a controllable range that does not compromise ownership confirmation and
traceability performance.

Table E1 Performance under overwrite attacks across different datasets under IID settings (%)

. CIFAR-10 CIFAR-100 Tiny-imagenet Shakespeare
Metric

Before After Before After Before After Before After

Main acc 86.89 85.34 £ 0.36 70.12 68.87 + 0.32 56.25 55.09 + 0.74 66.74 64.69 £ 0.75
WM acc 100 98.9 £ 0.16 99.85 97.13 + 0.32 100.0 98.24 £ 0.11 100.0 97.31 + 0.40
MLR 93.78 92.64 £+ 0.07 95.14 91.76 + 0.58 88.23 85.68 £ 0.47 98.63 95.80 + 0.76

Appendix E.2.3  Traceability Performance

We evaluate the tracing performance of TraceDFL on models trained with varying numbers of clients across four distinct datasets,
with the identity watermark length fixed at 128 bits. Specifically, we assess the backdoor watermark accuracy (WM Acc) on the trigger
set and the maximum likelihood-based matching rate (MLR) of the extracted identity watermark. As shown in Table E2, TraceDFL

Table E2 Watermark accuracy and MLR (%) under different numbers of clients.

Number of Clients

Model Metric
10 20 30 40 50

AlexNet WM acc  98.9 99.3 100 99.7 99.8
on CIFAR-10 MLR 03.78 93.16 94.22 95.84 92.48
ResNet-34 WM acc  98.0 99.01 99.85 98.46 99.37
on CIFAR-100 MLR 95.14 93.84 94.54 94.72 94.66
ResNet-34 WM acc 95.8 97.0 98.3 100 100
on Tiny-imagenet MLR 88.23 87.85 87.71 87.92 86.5
Stacked LSTM WM acc 90.07 100 100 99.67 100
on Shakespeare MLR 90.76 95.38 94.73 100 98.63

consistently maintains a watermark accuracy exceeding 90% across all datasets. Furthermore, as the number of clients increases, the
embedded identity watermarks remain highly verifiable, with matching rates exceeding 80%, thereby supporting the effectiveness of
TraceDFL in verifying model ownership under multi-client federated learning scenarios.

We further investigate the impact of varying identity watermark lengths on the tracing performance of models generated by TraceDFL.
As presented in Table E3, increasing the watermark length does not negatively affect TraceDFL’s ability to trace model ownership.
The majority of observed MLR remains stable, confirming that the length of the identity watermark has negligible influence on tracing
effectiveness.

Appendix E.3 Performance under Non-ITD Settings

To address the Non-IID data encountered in real-world FL deployments, we employ a Dirichlet distribution to simulate heterogeneous
client data configurations. Based on this , we evaluate TraceDFL’s performance in terms of fidelity, robustness, and traceability.
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Table E3 Maximum likelihood-based matching rate (%) under different numbers of bits.

Number of bits

Model

64 128 256 512
AlexNet on CIFAR-10 90.84 93.78  92.48 93.82
ResNet-34 on CIFAR-100 95.69 95.14  95.85 94.48
ResNet-34 on Tiny-imagenet 86.53 88.23  86.56 87.10
StackedLSTM on Shakespeare 86.13 90.76  95.38 100.00

Appendix E.3.1 Fidelity Performance

We evaluate TraceDFL under non-IID settings by partitioning client datasets using a Dirichlet distribution with concentration
parameter 0.6. As shown in Fig. E5, TraceDFL achieves model accuracy and convergence behavior comparable to vanilla FL and
existing watermarking schemes across all evaluated datasets. Despite data heterogeneity, the introduction of joint black-box and white-
box watermarks does not noticeably degrade the main task performance, and the shaded regions indicate limited variance across repeated
runs, confirming stable training under non-IID conditions.

Fig. E6 further reports the watermark accuracy under the same non-IID settings. TraceDFL consistently attains high and stable
watermark accuracy, with smaller standard deviation at key training iterations compared to FedIPR and FedTracker. These results
demonstrate that TraceDFL maintains reliable ownership verification and traceability even in heterogeneous data environments, without

sacrificing model utility.
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non-independent identically distributed settings

Appendix E.3.2 Robustness Performance

We adopt implementation approaches similar to pruning attacks, fine-tuning attacks, and overwriting attacks under Non-1ID settings
to evaluate the robustness of TraceDFL in a heterogeneous setting with a fixed Dirichlet distribution of 0.6. A smaller Dirichlet
distribution indicates that the client holds a sparser dataset.

e Robust Performance at Different Pruning Rates Under Non-IID Settings. Fig. E7 shows that the main task accuracy, watermark
accuracy, and identity-key matching rate all decrease as the pruning ratio increases. However, the variation trends of these three
metrics remain close to those observed under the IID setting, indicating that heterogeneous data has little impact. Even in the
worst-case scenario, TraceDFL still succeeds in safeguarding model copyright and tracing malicious leakers.

e Robust Performance at Different Fine-tuning Rates Under Non-1ID Settings. Under Non-IID settings, fine-tuning attacks exhibit
a similar impact pattern on TraceDFL as in IID scenarios. As shown in Fig. E8, with the increase of fine-tuning epochs, the main
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Fig. E8. Model performance under Non-IID settings: fine-tuning attacks impact main task accuracy (Main acc, solid line), watermark
accuracy (WM acc, solid line), and extracted identity watermark matching rate (MLR, dashed line).

task accuracy (green solid line) remains relatively stable, while both the watermark accuracy (red solid line) and the identity
watermark matching rate (blue dashed line) gradually decline. This indicates that although heterogeneous data distribution
slightly accelerates the erosion of watermark features, the overall degradation trend is consistent with IID cases. Importantly,
even under Non-IID conditions, TraceDFL retains sufficient robustness to preserve ownership verification and traitor tracing
capability against fine-tuning attacks.

e Robust Performance at Overwrite Attack Under Non-IID Settings.

As shown in Table E4, under the Non-IID setting, the

accuracy loss of the main task remains below 2%. The minimal variation in WM acc and MLR indicates that both distributed
backdoor watermark embedding and identity watermark embedding maintain strong robustness against overwriting attacks.

Table E4 Performance under overwrite attacks across different datasets under Non-IID settings (%)

X CIFAR-10 CIFAR-100 Tiny-imagenet Shakespeare
Metric
Before After Before After Before After Before After
Main acc 85.57 85.09 + 0.16 69.57 67.95 + 0.34 55.46 54.76 + 0.47 65.83 65.19 + 0.06
WM acc 100 97.75 £+ 0.44 95.05 94.64 + 0.13 99.0 97.36 £ 0.41 100.0 98.24 + 0.37
MLR 93.46 91.75 + 0.26 91.75 90.85 + 0.23 86.47 85.08 + 0.64 97.45 95.85 + 0.38

Appendix E.4 Performance in Reliability and Scalability

As illustrated in Fig. E9, after 100 training epochs we stop embedding the black-box watermark and identity keys (marked by the
vertical dashed line). In the subsequent stage (shaded region), both watermark accuracy (WM acc, red line) and identity-key matching
rate (MLR, blue dashed line) remain consistently high, demonstrating that the watermarking signals have been firmly integrated into
the model parameters and retain strong detectability even without further embedding. Meanwhile, the main task accuracy (green line)
continues to improve and converges steadily across all datasets, confirming that TraceDFL achieves robust ownership verification and
traitor tracing without sacrificing model utility.

Fig. E10 reports the computational cost of TraceDFL across different modules and settings. As shown in Fig. E10(a), the reconstruc-
tion overhead of Verkle trees scales primarily with the number of clients rather than the identity key length, with even the extreme case
of 50 clients requiring only about 8 seconds, which is negligible compared to the overall training cycle. We implemented Merkle trees
and Verkle trees based on SHA-256, and conducted benchmark tests to evaluate the overhead associated with different vector lengths.

Fig. E10(b) further compares verification costs between Merkle and Verkle proofs, where Verkle consistently achieves lower latency
and demonstrates clear advantages at large vector lengths (e.g., 45 ms vs. nearly 100 ms at 50,000). Fig. E10(c) provides a breakdown
of running time on different datasets, showing that training dominates the total cost, while confirmation and tracing introduce only
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(d) Classification accuracy on
Shakespeare dataset with
Stacked LSTM.

Non-IID settings.

(c) Classification accuracy on
Tiny-imagenet dataset with
ResNet-34.

(b) Classification accuracy on
CIFAR-100 dataset with ResNet-34.

(a) Classification accuracy on
IFAR-10 dataset with AlexNet.

Fig. E9. Sustainability of indicators before and after embedding across different datasets under
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(a) Computational overhead of
constructing Verkle trees under
different bit configurations.

(b) Comparison of Merkle and
Verkle verification overheads at
different vector lengths.

(c) Running time of each module
across different datasets.

Fig. E10. Computational cost for various modules in TraceDFL

rginal overhead (less than 10 seconds even on Tiny-imagenet). Taken together, these results demonstrate that TraceDFL’s design

introduces only minimal additional overhead, even under the most challenging conditions. The Verkle-based verification mechanism not
only scales efficiently with client size and vector length but also ensures that the computational cost of confirmation and tracing remains
negligible compared to federated training itself. This ensures that TraceDFL is both scalable and practical for real-world decentralized
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