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Abstract Quantum key distribution (QKD) has attracted more attention and has been developed rapidly due to its unconditional
security. However, various quantum attacks, exploiting imperfections in practical devices, might be performed by Eve to steal the key.
Thus, detecting the existence of Eve and the type of quantum attacks in real time (or online) becomes an important task for practical
QKD systems. In this paper, we propose a dynamic evolutionary attack detection scheme for practical QKD, in which, with the online
sampled system parameters, Eve’s attack feature could be vectorized by a well-designed embedding model and dynamically self-update to
an attack feature vector database. Then, our method not only has high detection accuracy for known quantum attacks but also has the
ability to detect and classify unseen quantum attack strategies without retraining the embedding model. Finally, taking the continuous
variable (CV) QKD as an example, we demonstrate that the detection accuracy of 100% is achieved for four types of known attacks
and over 99% for two types of unseen quantum attack strategies. Thus, our work significantly improves the generalization capability of
quantum attack detection and promotes the practical development of QKD.
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1 Introduction

Quantum key distribution (QKD) [1-4], one of the most important technologies in quantum information science,
enables unconditional secret key exchange between two remote parties (Alice and Bob). Based on the fundamental
principles of quantum mechanics, QKD is rigorously proven to be unconditionally secure at the physical level, even
if the eavesdropper (Eve) has unlimited computing resources. Since the first protocol was proposed, various QKD
protocols have been proposed to improve their performance in different situations [5-10]. Although unconditional
security of QKD has been widely studied, the practical QKD system suffers from imperfections in optical and
electronic components, which leave potential loopholes for Eve to execute quantum hacking attacks. In fact, various
quantum hacking attacks have been discovered [11-13], and countermeasures have also been studied to guarantee the
practical security of QKD [13-18]. In all these countermeasures, online (or real-time) detection and classification of
Eve’s attack by tracking system parameters is an important and challenging task, especially due to the unavoidable
noise of detection devices.

To overcome this problem, machine learning-based detection schemes [19-25] have been introduced. Refs. [19,20,
23] focus on training various artificial intelligence models capable of identifying known attack types. However, these
models are ineffective against newly emerging, unseen attack strategies unless the datasets are updated and the
networks retrained, thereby limiting their generalization capability in practical QKD systems. In [21], a GAN-based
model was used, through adversarial training between generators and discriminators, which captures latent data
patterns to detect both known and unseen attack strategies. Nevertheless, due to the lack of training data for
specific unseen attack strategies, this method cannot effectively classify the specific attack type when identifying
multiple unseen attack strategies. To mitigate this issue, a GNN-based attack detection scheme was proposed [25].
By employing a graph structure to model the datasets and incorporating the unsupervised HBOS anomaly detection

* Corresponding author (email: sunshh8@mail.sysu.edu.cn)

(© Science China Press 2026 info.scichina.com  link.springer.com


http://crossmark.crossref.org/dialog/?doi=10.1007/s11432-025-4878-3&domain=pdf&date_stamp=2026-8-13
https://doi.org/10.1007/s11432-025-4878-3
info.scichina.com
link.springer.com
https://doi.org/10.1007/s11432-025-4878-3
https://doi.org/10.1007/s11432-025-4878-3

Liu M J, et al. Sci China Inf Sci September 2026, Vol. 69, Iss. 9, 192503:2

algorithm [26], this approach can detect multiple unseen attack strategies. However, the detection accuracy for these
unseen attack strategies remains limited to 85% [25].

To address the challenge of accurately detecting both known and unseen attack strategies in practical QKD
systems, this paper proposes a dynamic evolutionary attack detection scheme (DEADS) designed to detect real-
time quantum attacks. Specifically, a deep representation learning embedding model is designed to vectorize the
quantum attack feature vectors, and different quantum attacks (both known and unseen attack strategies) are
classified by performing similarity matching with a dynamically updated attack feature vector database (AFVD).
Thus, our method not only effectively improves the detection accuracy for known attacks but also has the ability to
detect unseen attack strategies with high accuracy. To evaluate its performance, we apply the proposed scheme to
the continuous variable (CV) QKD [27-29], which encodes a secret key in the quadrature components of coherent
quantum states and shows potential advantages in improving the secure key rate and achieving a cost-effective
system implementation. The experimental results demonstrate that our method has good performance in the
detection of both known and unseen quantum attack strategies, reaching 100% detection accuracy for four known
attack types and over 99% accuracy for two unseen attack strategies. Although the attack detection analysis in
this work focuses on CV-QKD, our method is independent of the QKD protocol and is applicable to both CV and
DV-QKD.

More importantly, by using our method to the CV-QKD [27-29], which encodes a secret key in the quadrature
components of coherent quantum states and shows potential advantages in improving the secure key rate and
achieving a cost-effective system implementation, we demonstrate that our method has good performance in the
detection of both known and unseen quantum attack strategies, reaching 100% detection accuracy against four
known attack types and over 99% accuracy against two unseen attack strategies. Here, we remark that although
the attack detection for CV-QKD is analyzed in this paper, our method is independent of the QKD protocol and
valid for both CV and DV-QKD.

This paper is organized as follows. In Section 2, we first review the CV-QKD system and perform modeling of
different attack types to derive the attack characteristic parameters. In Section 3, we provide a detailed description
of our proposed method, DEADS, including the representation of the attack vector, the training of the representation
model, the dynamic construction of the AFVD, and the whole detection process. Section 4 presents experimental
details and performance of DEADS. In Section 5, we discuss the impact of adversarial samples and countermeasures.
Finally, we give a brief conclusion and outlook in Section 6.

2 CV-QKD protocol and attack feature

In this section, we first introduce the commonly used Gaussian modulated coherent state (GMCS) CV-QKD system
[30]. Subsequently, we establish a mathematical model to characterize the typical quantum attacks and distill
parameters that could describe the features of quantum attacks.

2.1 GMCS CV-QKD

Figure 1 illustrates a typical schematic of the GMCS CV-QKD system. Alice generates a pulse-coherent light with
a laser diode (LD). The pulse light is divided into two parts by a beam splitter (BS), one weak signal as quantum
light (noted as S) and a strong signal as local oscillator (noted as LO) light. For quantum signals, a variable optical
attenuator (VOA) and an amplitude modulator (AM) are used to regulate the variance. An AM and a phase
modulator (PM) are employed to prepare the encoded quantum state with random quadrature values x4 or pa,
which follow a Gaussian distribution with mean value zero and variance V, = V4 Ng. Here, Vy is the modulation
variance and Ny is the vacuum shot noise unit variance. After polarization multiplexing with LO pulses by a
polarization beam splitter (PBS), the signal pulses are transmitted to Bob through a quantum channel.

When Bob receives the pulses, he performs homodyne detection (HD) to measure the quadrature value (zp or
pg). The mean value § and variance V;, for Bob’s measured data can be written as [20]

where T' = 10~2%/10 i the quantum channel transmission rate, 7 is the efficiency of the homodyne detector, & = e Ny
is technical excess noise, Ny is the shot noise and Vg = ve1 Ny is the electronic noise of the detector.

2.2 Attack modeling and feature extraction

Here, we focus on five typical quantum attack scenarios for the practical GMCS CV-QKD system: the LO intensity
attack [31], calibration attack [32], saturation attack [33], and two different strategies implementing wavelength
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Figure 1 (Color online) Schematic diagram of a GMCS CV-QKD system. FM: faraday mirror; PIN: PIN photodiode; OS: optical switch. The
red solid line represents the signal (LO) path; the yellow (blue) solid line represents the LO + signal path.
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Table 1 Relationship between quantum attacks and feature parameters. The symbol v* (or
impact the feature parameters.

represents that the attack will (or will not)

Feature parameters

Attack
y Vy Ino No
LO intensity attack — v v v
Calibration attack — v — v
Saturation attack v v - -
Wavelength attack-strategy-A — v v —
Wavelength attack-strategy-B - v - v

attack [34,35], one strategy manipulates the LO signal intensity (referred to as wavelength attack-strategy-A) [35],
while the other is combined with the calibration attack (referred to as wavelength attack-strategy-B) [35]. With
the analytical models for these attacks (see Appendix A for details), we express Bob’s feature parameters, which
include the intensity of the LO Iro, and Ny, ¢, Vj,. All the parameters can be measured in the experiment by Bob.
The relationship between these feature parameters and different quantum attacks is summarized in Table 1.

Assuming Bob receives N pulses, denoted asy = {y1,¥2, .- ., Yn}, we randomly divide these pulses into M blocks.
Then we can extract a feature vector for each block, which is given by

b = {g7Vy71L07N0}- (2)

Then M feature vectors By; = {b1,ba,..., by} can be distilled, which could fully characterize the received pulses
and detect potential attacks.

3 Dynamic evolution attack detection scheme

In this section, we introduce our dynamic evolution attack detection scheme (DEADS). In contrast to existing
attack detection schemes [19-25], our DEADS utilizes an embedding model to represent the attack feature vector,
and updates the represented feature vector into an attack feature vector database (AFVD). Then, by performing
similarity matching between the detected attack vectors and AFVD, our method can accurately identify both
known and unseen attack strategies. Additionally, when a novel attack is detected, its feature vector is automatically
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Figure 2 (Color online) The implementation process of our DEADS, including the overall framework of the DEADS and the detailed framework
of attack detection and updating the AFVD module.

integrated into the AF'VD in real time. This capability allows the system to evolve dynamically and detect emerging
threats without the need to retrain the neural network.

3.1 Attack detection model

The proposed DEADS framework is shown in the left part of Figure 2, which consists of four components: mea-
surement, data processing, attack detection and updating AFVD, and post-processing. The measurement part (see
the Figure 1 for details) outputs the required system parameters, including LO intensity I1,0, the quadrature value
y, and the variance of the shot noise Ny. Then the parameter vectors y; = {I.0, No,y} at time ¢ are obtained.
After sampling N points, these collected real-time parameter vectors y = {y1,y2,...,¥# ..., yn} from time ¢; to
tny are fed into the data processing module. In this module, the vectors y are randomly divided into M blocks,
and the mean and variance are calculated for each block. This process allows for the extraction of a feature vector
b = {Noy, 10,7y, V,} for each block. It is important to acknowledge that the real-time parameter sampling and
data processing pose significant challenges for the practical application of our method, due to the device-specific
drift, non-Gaussian noise, temporal correlations of signals, and high system repetition. However, we believe these
issues can be effectively addressed. For example, the parallel real-time processing techniques developed in the quan-
tum random number generation system [36,37] can be introduced to our system to achieve high-speed parameter
sampling and embedding vector generation.

The detailed framework for the detection and update of the attack of the AFVD module is shown in the right
part of Figure 2. The attack feature vector b is fed into an attack vector representation module (see Subsection 3.2
for details) and the represented vector b’ is output. This ensures that the represented attack vectors exhibit
high similarity under the same attack type. To identify the type of attack, the DEADS retrieval vector from a
pre-designed AFVD (noted P) and calculate the smallest similarity distance between b’ and the retrieved vectors
in P:

D(b’) = min {dist(b’,b); | b; € P}, (3)

where the similarity distance is defined as dist(b’, b);.
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If the calculated similarity distance is less than a given threshold e, the detected attack is classified as the
selected attack with the smallest similarity in the attack vector dataset. Otherwise, it is classified as an unseen
attack strategy. This means that the identified attack type is

hi, D(b') < e,
L ( /) < (4)
h’USAa D(b ) > €,

where ¢ € {NA,LA,CA,SA,...} is the type of attack and hysa represents an unseen attack strategy that is not
included in P.

During the operation of the CV-QKD system, the attack detection module detects whether the system suffers
from quantum attacks or not and determines the type of attack. When the module does not find a matched feature
vector in AFVD for the detected attack, it classifies the event as a new, unseen attack strategy. Then this new
embedding vector b, and its label hugan are updated to AFVD as {b!, husan}. Thus, the new attack vector is
dynamically updated in the AFVD, and the system can detect it in real time when it occurs again.

The AFVD P is a data set that contains embedded vectors representing various types of attacks, which can be
updated in real time during the operation of the CV-QKD system. We use discrete values to label the attack types,
and these labels are the output of our attack detection system, denoted as

hy € {hna,hia, hca, hsa, ..., husat, ...}, (5)

where the labels correspond to different quantum hacking attacks, where hya represents the normal type without
attack, and hysai represents the unseen attack strategy 1. During the CV-QKD system initialization process,
the training data used for the training of the embedded model (see Appendix B for details) are used to initialize
the AFVD, including the embedded vectors b’ and their corresponding attack type labels h,, which are P =
{{bIh hNA}7 {b/27 hLA}7 {b{% hSA}u AR {b;w hn}}

It is important to note that if a quantum attack is identified during the detection phase, the data used for detection
is discarded, and no key is distilled. Conversely, if no attack is detected, standard CV-QKD post-processing
is performed to extract the final secret keys. This process includes parameter estimation, error correction, and
privacy amplification.

3.2 Attack feature vector representation

The representation of the attack feature vector b is the core of our DEADS. Here, we propose an embedding-based
model to effectively capture the feature vectors of different quantum attacks. Embedding techniques, which are
widely utilized in natural language processing, recommendation systems, and bioinformatics [38,39], map discrete
high-dimensional data onto a continuous low-dimensional vector space. This mapping enables data processing
through geometric operations (e.g., cosine similarity) within a latent space, thereby effectively capturing the semantic
information, similarities, and relationships inherent in the data. In fact, an embedding function f : xy — R¢ could
map an input object x € y from a discrete space to a dense vector Vy € R?, where d < |x]|.

As illustrated in Figure 3(a), the directly measured attack feature vector b is represented as b’ by the embedding
model. To ensure that b’ exhibits high similarity for the same attacks, contrastive learning [40,41] is used to train
the attack embedding model by comparing the inherent similarity between samples from the same distribution
(positive samples) and different distributions (negative samples). Here, the cosine similarity is adopted to quantify
the similarity between two vectors, which is defined as

A-B

dist(A, B) = NI (6)

The detailed model for contrastive learning is shown in Figure 3(b). First, positive and negative sample spaces
from the training data are constructed, respectively. The positive sample spaces include the feature vectors of
the same attacks, while the negative sample space is derived from the feature vectors of different attack scenarios.
Next, a twin deep learning network is built, which processes the positive and negative samples separately to obtain
positive and negative sample vectors, and the cosine similarity is calculated for each pair of vectors. The network
loss function is defined as dist(A, B) for the positive sample space and 1 —dist(A, B) for the negative sample space,
respectively. This ensures that the cosine distance of the positive sample space is minimized, while that of the
negative sample space is maximized. In this paper, three different networks are structured for the twin network,
RNN [42], CNN [43], and Transformer [44] (see Appendix B for more details).
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Figure 3 (Color online) Schematic diagram of attack feature vector representation. (a) Schematic diagram of attack feature vector embedding;
(b) schematic diagram of training embedding model based on contrastive learning.

4 Performance analysis

4.1 Implementation details

To evaluate the performance of our method, we construct a long-distance simulation experiment with the parameters
listed in Table 2. Then, based on the attack model (see Appendix A for details), we collect simulation experimental
data both with and without quantum attacks. Taking the LO intensity attack as an example, the quadrature
of the coherent states measured by Bob follows a Gaussian distribution with mean value 0 and variance VyLOIA,
which is calculated according to the LO intensity attack model. Thus, the measured value could be generated as
yPOIA = Ly yo, ..., yn}. For one sample of data, we generate 25000 measured values and divide them into 25
blocks. Then the feature vector b¥O4 = {9, Vy, No, I,o } is calculated for each block, and 1000 simulation data are
generated, with 50% used as a training set and the remaining 50% used as a test set. With the same method, we could
collect data sets for no attack, calibration attack, and saturation attack. We consider wavelength attack-strategy-A
and wavelength attack-strategy-B as unseen attack strategies with zero samples, in which only the testing data is

required. In other words, our experimental data consist of the training set Yerain = {yNa,, YEOIA yCA [ ySA ) and

LOIA |,CA USA1 SA1
the test set Ytest - {ytest7 Yitest 1 Ytests ytest7 Ytest ytes }

To train the embedding model, we use the training set Yiain to construct training data in both positive and
negative sample spaces. To construct positive sample spaces, we perform a random cyclic shift on data of the
same category. Taking the LO intensity attack as an example, through a random cyclic shift, the original sam-

ple data yZOIA = {pLOIA pLOTA " pLOIAL is transformed into yLO4 = pLOMA pLOIA [ pLOIA " Then the
positive sample space yI};OSIﬁVc = {(bLOIA pLOIA) (HLOTA HLOIA) (bIg(%IA,bIg(%I,A)} is constructed. With the

LOIA :
same method, Yjositive = {yposmvc,yposmvc,yposmvc,yposmvc} is obtalned for other attacks. To construct nega-

tive sample spaces, for each type of attack sample, samples are randomly drawn from the other three different
attack samples and concatenated. Also taking the LO intensity attack as an example we randomly select 150
samples from normal sample space yNA 150 samples from the CA sample space y$4&  and 200 samples from
the SA sample space ytram Consequently, the negative sample spaces for the LO intensity attack is constructed

LOIA LOIA },NA LOIA LOIA LOIA LOIA LOIA
as Yyegative = (01777, 01%), .., (bigg o), (b4, i), -, (PEG™, bigs), (P56 b301) - (bigp ™, bEih) -
With the same method, the negative sample space Yyegative = {ymeg atives yﬁeogg%we,yneg at1ve7yneg atlve} is obtained.

After obtaining Ypesitive and Yyegative, We continuously adjust the value of the similarity threshold € to achieve the
best detection performance on the training set, which is selected as the similarity threshold e.

4.2 Performance evaluation

Detection accuracy is evaluated under no attack, three known attacks, and two unseen attack strategies. Figure 4
shows the detection accuracy comparison of the existing ANN scheme [20], GAN-based scheme [21], and GNN-based
scheme [25], and our DEADS scheme using the same experimental dataset. The results show that the existing ANN
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Table 2 System parameters [34].

Va No € Vel n « Io oLO L
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Figure 4 (Color online) Detection accuracy comparison of the existing three detection schemes and the DEADS scheme.
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Figure 5 (Color online) Confusion matrix of DEADS. (a) DEADS with RNN-embeddings; (b) DEADS with CNN-embeddings; (¢) DEADS
with Transformer-embeddings.

scheme has good performance for known attacks but notably lower accuracy for the unseen attack strategies. The
GAN-based scheme can detect unseen attack strategies, but the accuracy for multiple unseen attack strategies is
low. The GNN-based scheme improves the accuracy of unseen attack strategies to 85%. However, our DEADS
scheme achieves high accuracy for both known and unseen attack strategies.

Figure 5 shows the confusion matrix of our DEADS with three different embedding models: RNN-embeddings,
CNN-embeddings, and Transformer-embeddings. The results demonstrate that the DEADS scheme achieves robust
performance against all known and unseen attack strategies regardless of the embedding model used. Notably, the
detection accuracy reached 99% for all three variants (Figures 5(a)—(c)).

Figure 6 shows the average accuracy of our DEAD scheme with different training epochs. For all three embedding
models, the average accuracy for the no-attack and three known attacks reaches 100%, with the CNN embedding
model converging the fastest. And for the detection of two unseen attack strategies, the RNN embedding model
achieves the highest detection accuracy up to 99%, while 98% for the CNN embedding model, and 90% for the
transformer embedding model. The RNN embedding model also converges fastest, whereas the transformer embed-
ding model converges the slowest due to its higher complexity. Table 3 lists the precision, recall, F1l-score, FNR,
and FPR for attacks using the DEADS scheme with the RNN embedding model. Figure 7 shows the ROC curves
and AUC scores.

4.3 Robustness and secrecy analysis

To explore the robustness of the DEADS scheme under different channel conditions, we selected the best-performing
RNN-embeddings as the embedding models. Figure 8 shows the average accuracy in terms of the transmission
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Table 3 Classification report of DEADS with RNN-embeddings (L = 35 km).

(Color online) The accuracy evaluation result of three different embedding models for DEADS with sufficient training data. (a) The

Precision Recall F1l-score FNR FPR
NA 1.00 1.00 1.00 0.00 0.00
LA 1.00 1.00 1.00 0.00 0.00
CA 1.00 1.00 1.00 0.00 0.00
SA 1.00 1.00 1.00 0.00 0.00
USA1 1.00 0.99 0.995 0.01 0.002
USA2 1.00 0.99 0.995 0.01 0.002
Table 4 Classification report of DEADS with RNN-embeddings (L = 100 km).
Precision Recall F1-score FNR FPR
NA 0.951 0.978 0.964 0.022 0.01
LA 0.978 0.98 0.979 0.02 0.004
CA 0.984 0.98 0.982 0.02 0.003
SA 0.996 0.976 0.986 0.024 0.0008
USA1 0.988 0.986 0.987 0.014 0.002
USA2 0.984 0.98 0.982 0.02 0.003

distance L. When the transmission distance L reaches 80 km, the accuracy decreases by 2%. This is because,
as the transmission distance L increases, the distribution areas of different attack feature vectors become similar.
This affects the detection performance of DEADS. Table 4 shows the detailed classification report of DEADS with
RNN-embeddings under the transmission distance of 100 km.
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Table 5 Classification report of DEADS with embedded risk preferences of RNN-embeddings (L = 100 km).

Precision Recall Fl-score FNR FPR
NA 0.984 0.976 0.98 0.024 0.003
LA 0.97 0.978 0.974 0.022 0.006
CA 0.976 0.984 0.98 0.016 0.005
SA 0.993 0.978 0.986 0.022 0.001
USA1 0.978 0.984 0.981 0.016 0.004
USA2 0.976 0.978 0.977 0.022 0.005
1.0 —_—
0.8
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=
151
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< 04
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—e— no attack and three known attacks
~s=— two unseen attack strategies
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Distance (km)

Figure 8 (Color online) The accuracy evaluation result of DEADS with RNN-embeddings in terms of the transmission distance L.

When the detector performance is imperfect, the trade-off between false-positive rate (FPR) and false-negative
rate (FNR) of attack is worth discussing. If the FPR of attack is too high, the system will misjudge non-attacks,
leading to excessive discarding of secure keys, increasing key generation costs, and reducing efficiency. If the FNR,
is too high, the system will fail to identify real attacks, allowing eavesdroppers to obtain keys and compromise
security. Security is the most important aspect of QKD, which is more important than communication efficiency.
The ideal balance is to minimize key loss while ensuring security. Specifically, the cost of FPR of the no attack (NA)
is far greater than that of FNR of the NA. We can embed risk preferences when training the embedding model, for
example, by adding a higher weight penalty to the FP samples of NA in the loss function, which forces the model
to be more inclined to detect attacks. Table 5 presents the classification report for DEADS using RNN-embeddings
with these embedded risk preferences. Compared with Table 4, the FPR of NA decreased from 0.01 to 0.003,
and the FNR of NA only increased from 0.022 to 0.024. This optimization strategy prioritizes security without
significantly sacrificing overall accuracy.

5 Adversarial examples analysis

It is important to note that, in our DEADS scheme, a stability assumption is that the training samples and
testing samples approximately follow the same distribution. When low-quality and erroneous samples or even
maliciously constructed abnormal samples are introduced, it may lead to misclassification. This assumption is also
called adversarial examples in the AT field [45,46]. And it is also possible to perform the adversarial examples
attacks [47,48]. The attackers generate adversarial examples by adding some tiny and subtle noise into the raw
samples to interfere with the prediction stage of machine learning models, then cause misclassification. To address
the vulnerability of the adversarial examples, two types of strategies [49-53] are commonly used.

The first strategy is the reactive method, which detects adversarial examples after the establishment of machine
learning models. This strategy includes adversarial detection, input reconstruction, and network verification. In
adversarial detection, a binary classifier is specially redesigned to detect attacks. In the input reconstruction,
the process of input reconstruction is designed to purify adversarial examples by removing perturbations, thereby
ensuring that the purified inputs do not cause model misclassification. The network verification can promise that,
within a small perturbation, there are no existing adversarial examples to cause the neural network to misclassify.

The second strategy involves enhancing model robustness, which can be regarded as a proactive strategy. This
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strategy includes adversarial training and a robust classifier. For adversarial training, training with adversarial ex-
amples is one of the countermeasures that makes neural networks more robust. Meanwhile, the robust architectures
of deep neural networks are designed to prevent adversarial examples.

Although adversarial examples will affect the accuracy of our DEADS scheme, several countermeasures can
be effectively employed to mitigate them. In fact, Yan et al. [22] proposed a defense scheme with artificial key
fingerprints for CVQKD systems. It first embeds artificial key fingerprints into quadrature values, then exploits
changes of fingerprints in the communication process to probe whether the samples have been manipulated. The
results show that it is possible to monitor sample changes in real time with high precision and remain robust against
adversarial example attacks. But how to construct the fingerprints for our DEADS is still unclear, especially when
the unseen quantum attack strategies without training in the network are taken into consideration. We will discuss
this open question in our further work. We also should note that the practical noise from the QKD system or Eve’s
attack might affect the validation of the adversarial examples analysis; thus, sampling data should be carefully
checked in the practical application of our method. For example, the real-time data processing [36,37] and noise-
filtering [54] technologies can be used in post-processing to resist the adversarial perturbations.

6 Conclusion and outlook

Detecting quantum attacks is a crucial and challenging task for ensuring the practical security of QKD with imperfect
devices, particularly regarding new and unseen attack strategies. Current methods based on machine learning have
good performance in identifying known attacks but are ineffective for unseen attack strategies. In this paper,
inspired by the current embedding model, we propose a dynamic evolution quantum hacking attack detection
scheme for QKD, in which Bob samples the system parameter in real time, and vectorizes the features of quantum
hacking through a deep representation embedding model. Then, different attacks, including both known and unseen
strategies, can be classified by matching the similarity between the detected feature vector and a well-designed
attack feature vector database. Using our method with CV-QKD, we demonstrate that our method performs well
for both known and unseen attack strategies. Notably, the attack feature vector database can be self-updated
without retraining the network when a new attack is detected, thus improving the generalization capabilities of the
quantum attacks detection scheme for CV-QKD.

It should be noted that the two unseen attack strategies considered in this paper correspond to parameterized
variants of the wavelength attack rather than two fundamentally new physical attack mechanisms. Whether the
proposed method can detect quantum attacks based on entirely different physical mechanisms remains an open
question. Addressing this issue is essential for further evaluating the generalization capability of the proposed
scheme and will be investigated in our future work. Although CV-QKD is used here as a representative example,
the proposed method can, in principle, also be applied to detect quantum attacks in DV-QKD systems, such as the
laser seeding attack [55], time shift attack [56], and phase remapping attack [57], provided that the corresponding
attack feature vectors and datasets are available. However, to make the embedding model applicable to DV-QKD
systems, an additional step is required. Specifically, a mathematical model must first be established to characterize
these typical quantum attacks using a finite set of measurable parameters. This requirement is not unique to
our method but also applies to other Al-based approaches for quantum attack detection. Developing such models
remains a significant challenge and deserves further investigation.
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Figure A1 (Color online) The LO intensity attack schematic diagram [31]. Eve introduces a Gaussian collective attack in the signal pulse to
steal the secret key. The LO signal strength is reduced by manipulating F'.

attack with strategy A (referred to as wavelength-attack-strategy-A), wavelength attack with strategy B (referred to as wavelength-
attack-strategy-B).

In the LO intensity attack [31], the attack schematic diagram is shown in Figure Al. Eve intercepts the signal pulse by introducing
Gaussian collective attacks [34], Egau is the additional noise introduced by Gaussian collective attacks, {gau can be expressed as

_ (DN 1)

, Al
gGau UTNO ( )
where N is the variance of Eve’s EPR states, N can be expressed as
1—knT
N=_—-_F1 (A2)
k(1 —nT)

In order to hide the attack, Eve manipulates the LO signal intensity by using an intensity attenuator with an attenuation coefficient
k € (0,1) to reduce the excess noise estimated by Alice and Bob. The variance of the quadrature value VyLOIA and the intensity of the
LO under LO Intensity Attack can be expressed as

VPO = & [nT(VANo + & + €cau) + No + Vel , (A3)

IES™ = kIpo. (A4)
The shot noise N(T)"OIA under LO intensity attack can be expressed as
NEO™A = ENo. (A5)

In the calibration attack [32], Eve implemented the partial intercept-resend (PIR) attack!) to signal pulses and introduced a phase-
independent attenuator to modify the local oscillator pulse shape. The excess noise introduced by the calibration attack can be expressed

as
fca _ NG* | épim L Mo (A6)
No No |N§A T NEA T
where the excess noise introduced by PIR and shot noise after calibration attack can be expressed as
Epir = & + 27No, (A7)
N
NSA 0 (A8)

T it @ +onT’

where Ny is the shot noise before the calibration attack. In order to hide the attack, the excess noise estimated by Alice and Bob should
be close to zero, so
No
NCA = 1+2nT, (A9)
0

therefore, variance of the quadrature value VyLOIA

under calibration attack can be expressed as

VoA = nT(VANG™ + eNGA + 2NGA) + N§A + v N§A. (A10)

1) Lodewyck J, Debuisschert T, Garcia-Patréon R, et al. Experimental implementation of non-Gaussian attacks on a continuous-variable
quantum-key-distribution system. Phys Rev Lett, 2007, 98: 030503.
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Figure A2 (Color online) The saturation attack schematic diagram [33].
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Figure A3 (Color online) The wavelength attack schematic diagram [35]. The WT-LD and IM are used in producing fake coherent states
with the specific wavelength and amplitude set by the controller.

In the saturation attack [33], the attack schematic diagram is shown in Figure A2. Eve uses heterodyne detection to implement the
intercept-resend attack (IRA). During the quantum state preparation in the resend step, Eve displaces the quadrature coherent states
with a value A to make the detector work in the saturation region. When the detector is working in the linear region, the variance of
the quadrature value VyLi" can be expressed as

Vi = nT(VaNo + € + 2No) + No + Var. (A11)

When the detector is working in the saturation region, the excess noise estimated by Alice and Bob will be reduced, which achieves
the purpose of the hidden attack. The measurement mean and variances under the saturation attack can be expressed as

Y Lin a—A a—-A
—SA Yy
—a-— B A, Al12
vooma o BTy Ty (A12)
w/(1+A B2 VLin (a—A)2(1— A2)
VSA = yLin (7 - —) —(a=A Y _AB , A13
v v 2 o ) T @T AN AB S 1 (A13)
where
—A
A=erf| =1, (A14)
/2VyL1n
_(a=n)?
B=e 2% . (A15)

The attack schematic diagram of wavelength attack [34,35] is shown in Figure A3. Because of an imperfection in the wavelength-
dependent coupling ratio of the fiber beam splitter, Eve can vary the transmittance of the fiber beam splitter by inserting lights with
different wavelengths when implementing IRA. There are two strategies to implement the wavelength attack [34], one strategy is to
cooperate with manipulating the LO signal intensity, called wavelength attack-strategy-A, and the other strategy is to cooperate with
the calibration attack called wavelength attack-strategy-B.
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Table B1 Architecture of the RNN-embeddings model.

Layer type Output shape Parameters
Input [32, 4] -
RNN network [32, 64] 2080
LSTM [32, 25, 8] 768
Linear [32, 25, 4] 36
Normalization [32, 25, 4] 8
Linear [32, 25, 4] 20
Linear [32, 64] 6464
RNN network [32, 64] 2080
LSTM [32, 25, 8] 768
Linear [32, 25, 4] 36
Normalization [32, 25, 4] 8
Linear [32, 25, 4] 20
Linear [32, 64] 6464
Total 9376

In wavelength attack-strategy-A, Eve manipulates the LO signal intensity and inserts lights with different wavelengths when imple-
menting IRA. The measurements can be expressed as follows:

VA=A = 1inT(VANo + € + 2No) + Ve + NgVA4~4, (A16)
where N
NVA=A = 70 + (1 =r2)D% 44+ (35.81 +35.47r2) Dy a_a, (A17)
I
g =22, (A18)
a

and o is the attenuation coefficient, Is and I1,o are the resend pulse of signal and LO, As and A\;,0 are wavelengths of signal and local
light. Dyya— 4 is a coefficient obtained with the intensities Is and wavelength As for signal (and Ito, ALo for for local light). r; is the
attenuation ratio of amplitude modulation in measuring shot noise.

In wavelength attack-strategy-B, Eve controls the slope of the homodyne detection response by calibrating the trigger time. -~ is
the effective slope coefficient, which can be biased by modifying homodyne detection to calibrate the trigger time parameters. The
measurements can be expressed as follows:

VAT = T (VaNo + € +2No) + Ve + Ng¥ 477, (A19)

NVA=B = yNo + (1 — r172) D% 4 _ 5 + (35.81 — 35.47r172) Dy a_p. (A20)

Appendix B Embedding model architecture and training details

Inspired by contrastive learning [40,41] and the typical network architecture of deep learning: recurrent neural network (RNN) [42],
convolutional neural network (CNN) [43], and Transformer [44], we propose three embedding models based on the Siamese networks
using RNN, CNN, and Transformer, respectively.

In the RNN-embedding model, as illustrated in Table B1, a Siamese network was constructed using two RNN-based subnetworks
with shared weights. Each subnetwork incorporates a bidirectional LSTM layer that captures temporal dependencies in both forward
and backward directions of the attack feature vectors. Following this, a fully connected layer is employed for feature dimensionality
reduction, integrated with residual connections, and a normalization layer is applied to accelerate convergence. After flattening the
features, subsequent fully connected layers perform global feature extraction, mapping the original 4-dimensional attack feature vectors
into compact 64-dimensional attack embedding vectors.

In the CNN-embedding model, as illustrated in Table B2, a Siamese network was constructed using two CNN-based subnetworks.
Within each subnetwork, the first convolutional layer captures local fluctuations, while the second convolutional layer integrates global
trends through residual connections. The fully connected layer flattens the convolutional output of the attack features and maps them
to a high-dimensional space, resulting in 64-dimensional attack embedding vectors.

In the Transformer-embedding model, as illustrated in Table B3, a Siamese network was constructed using two Transformer-based
structures. In the Transformer-based network, a linear layer serves as the embedding layer to adjust the vector dimensions. Positional
encoding is then applied to add positional information to the input, followed by dropout for regularization and normalization. The
input is processed through each transformer encoder layer, with layer normalization applied afterward. A residual connection is added
by summing the output of the transformer layer with the original input. After flattening, the final output is produced through a
fully connected linear layer, resulting in a 128-dimensional attack embedding vector. Unlike RNN-embedding and CNN-embedding
models, in order to capture global relationships, the Transformer should expand the feature space through its self-attention mechanism,
which requires higher dimensions to accommodate these expanded features. We try to find a high-performing model architecture as an
embedding model for our DEADS. Thus, according to the results Figures 5 and 6, we focus on RNN-embedding, but do not optimize
the Transformer-embedding with a lower dimension.
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Table B2 Architecture of the CNN-embeddings model.

Layer type Output shape Parameters
Input [32, 4] -
CNN network [32, 64] -
Convolution (1D) [32, 10, 4] 760
ReLU [32, 10, 4] 20
Convolution (1D) [32, 25, 4] 775
Batch normalization (1D) [32, 25, 4] 50
LeakyReLU [32, 25, 4] -
Linear [32, 64] 6464
CNN network [32, 64] -
Convolution (1D) [32, 10, 4] 760
ReLU [32, 10, 4] 20
Convolution (1D) [32, 25, 4] 775
Batch normalization (1D) [32, 25, 4] 50
LeakyReLU [32, 25, 4] -
Linear [32, 64] 6464
Total 8069
Table B3 Architecture of the Transformer-embeddings model.
Layer type Output shape Parameters
Input [32, 4] -
Transformer network [32, 128] -
CLinear [32, 25, 4] 20
Dropout [32, 25, 4] -
Normalization [32, 25, 4] 8
Transformer encoder layer [32, 25, 4] 136
Normalization [32, 25, 4] 8
Transformer encoder layer [32, 64] 126
Normalization [32, 25, 4] 8
Linear (32, 128] 12928
Transformer network [32, 128] -
CLinear [32, 25, 4] 20
Dropout [32, 25, 4] -
Normalization [32, 25, 4] 8
Transformer encoder layer [32, 25, 4] 136
Normalization [32, 25, 4] 8
Transformer encoder layer [32, 64] 126
Normalization [32, 25, 4] 8
Linear (32, 128] 12928

Total 13244
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