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Abstract Quantum resource theories provide a powerful and innovative framework for exploring various phenomena in quantum in-

formation processing. They reshape our understanding of quantum information, spanning fundamental concepts to practical protocols.

In this work, we investigate secure key distribution using quantum discord as a resource. Leveraging the unique properties of discord,

we propose a fully reference-frame-independent quantum key distribution protocol capable of generating secret keys without requiring a

shared reference frame. Specifically, we construct a 3×3 observed matrix as the security criterion, whose singular values remain invariant

under changes in the reference frame. Using the Koashi-Winter relation, we establish the protocol’s security against collective attacks in

the asymptotic regime. Notably, when the key-generation basis is misaligned, this approach yields a tighter secret key bound compared

to previous protocols, and this protocol reduces to previous ones when the key-generation basis is well-calibrated.
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1 Introduction

In recent years, quantum resource theories (QRTs) [1] have emerged as an active area of research, aiming to quan-
tify desirable quantum effects, develop detection methods, and explore their applications in quantum information
processing. From fundamental theory to practical implementation, QRTs have guided the development of novel
and impactful quantum protocols. One prominent example is quantum discord (QD) [2–4], which characterizes the
quantum correlation of bipartite systems. QD has been proven valuable in various domains, including quantum
computing and quantum metrology [4], and its potential in quantum key distribution (QKD) [5] is of particular
interest. Based on the principles of quantum physics, QKD allows two distant legitimate parties, Alice and Bob,
to exchange information-theoretic secret key bits, in the presence of an eavesdropper, Eve. Notably, QD is consid-
ered the minimal resource required to ensure security in QKD [6], and prior studies [7, 8] have demonstrated its
practical relevance in specific protocols. However, the exploration of QD’s applications in QKD remains relatively
underdeveloped. For instance, Ref. [7] investigated a protocol based on quantum states prepared and measured in
two bases. This raises a natural question: could the use of three bases provide additional advantages?

In this work, we address this issue by proposing a novel reference-frame-independent QKD (RFI-QKD) protocol.
Generally, a shared reference frame, which provides a vital benchmark for Alice and Bob to encode and decode quan-
tum states, is essential for the regular running of practical QKD systems [9–16]. To establish a common reference
frame between two distant parties, it is indispensable to perform some real-time calibration, e.g., the alignment
of polarization states for polarization coding or the compensation of phase difference for phase coding, which,
however, decreases the generation of secret key bits and complicates the operation of QKD systems. Fortunately,
RFI-QKD [17,18] enables secret key distribution between Alice and Bob even with an unknown and slowly drifted
reference frame, and has been extensively investigated both theoretically and experimentally [19–25]. However, the
key rate performance of RFI-QKD protocol [17,18] relies heavily on the key-generation basis being well defined and
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stable throughout the key-generation process. Under the premise of a well aligned Z basis, RFI-QKD is robust
against the unknown and slow drift of the test bases, denoted as the X and Y bases. Nevertheless, in some practical
scenarios, it is tricky to calibrate Alice and Bob’s key-generation basis accurately and stably. For example, in the
polarization coding scheme of fiber-based or free-space QKD, all polarization states may rotate in the harsh cases of
aerial fibers swinging in the wind, cables along the railway, and mobile transmitter or receiver [26–31]. Therefore, a
natural question is, can we design a QKD protocol in which the maximal amount of Eve’s information is completely
independent of the drift of Alice and Bob’s reference frame?

Benefitting from the fact that QD is independent of the chosen reference frame, we propose a fully reference-
frame-independent (FRFI) QKD protocol. We construct a 3 × 3 matrix whose singular values remain invariant
under variations of Alice and Bob’s reference frame. Using these singular values together with the Koashi-Winter
relation [32], we derive the secret key rate in the asymptotic case. Furthermore, we numerically demonstrate the
performance of the proposed FRFI-QKD protocol, and it reduces to the case of the previous RFI-QKD protocol
[17, 18] if the key-generation basis is well calibrated.

2 Protocol description

As illustrated in Figure 1, a reference frame is characterized by three parameters, e.g., the polar angle θ, the
azimuthal angle ϕ, and the relative phase γ between the two computational basis states on the Bloch sphere.
Here we use Alice’s ZA-basis states {|0〉A, |1〉A} as well as {θ, ϕ, γ} to define Bob’s ZB-basis states as |0〉B =
cos θ

2 |0〉A + eiϕ sin θ
2 |1〉A and |1〉B = eiγ(sin θ

2 |0〉A − eiϕ cos θ
2 |1〉A). The procedure of this FRFI-QKD protocol is

shown as follows.
• State preparation. Alice randomly chooses a basis ξA from her mutually unbiased basis (MUB) set {XA, YA,

ZA} and a bit a ∈ {0, 1} to prepare a corresponding orthogonal state, and sends it to Bob through the insecure
quantum channel.

• Measurement. Bob randomly chooses a basis ξB from his MUB set {XB, YB, ZB} to perform a projective
measurement on the received state, and records the corresponding classical bit b ∈ {0, 1}.

• Classification. Alice publicly announces her basis for each preparation, and Bob publicly announces his basis
for each measurement. According to their basis information, Alice and Bob classify their events into groups GξAξB ,
where ξAξB denotes different combinations of their bases.

• Parameter estimation. Alice and Bob randomly sample a part of their raw data to estimate the gains and
quantum bit error rates for all groups GξAξB .

• Post-processing. Alice and Bob perform reverse information reconciliation and privacy amplification on the
raw data corresponding to ZAZB to obtain the final secret key bits.

3 Security analysis

We begin with a brief review of QD. Let ρ̄AB be a bipartite quantum state in the Hilbert space HA ⊗HB, and let
ρ̄′AB =

∑

b Mbρ̄ABM
†
b be the post-measurement state described by the positive operator-valued measures (POVMs)

with elements Eb = M †
bMb on HB. The mutual information of ρ̄AB is defined by I(A : B) = H(A)+H(B)−H(AB),

where H(·) is the von Neumann entropy. An alternative mutual information is given by J(A|B) = H(A) −
minEb

H(A|Eb), where H(A|Eb) is the conditional entropy of ρ̄′AB and the minimization is over all possible POVMs.
QD is defined as the difference between these two forms of mutual information, which is given by

D(A|B) = I(A : B)− J(A|B)

= min
{Eb}

H(A|Eb) +H(B)−H(AB). (1)

We now employ the equivalent entanglement-based version to analyze the security of the FRFI-QKD protocol.
Let ρAB be a two-qubit state shared by Alice and Bob. In the Pauli representation, it can be expressed as

ρAB =
1

4



I ⊗ I +
∑

i

aiσi ⊗ I +
∑

j

bjI ⊗ σj +
∑

i,j

Tijσi ⊗ σj



 , (2)

where I is the identity matrix, σi and σj are the Pauli matrices with i, j ∈ {x, y, z}, ai = Tr[ρABσi ⊗ I] and
bj = Tr[ρABI⊗σj ] are components of the local Bloch vectors, and Tij = Tr[ρABσi⊗σj ] are components of the 3×3
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Figure 1 (Color online) Characterization of a reference frame based on the Bloch sphere, where |0〉A and |1〉A denote Alice’s two computational

basis states, |0〉B and |1〉B = eiγ |0⊥〉B denote Bob’s two computational basis states.

correlation tensor matrix denoted as T̂ . Following previous studies [33–35], we reduce ρAB to a Bell diagonal one
without limiting Eve’s power and changing the observable statistics. Refs. [36,37] have shown that, by applying an
appropriate local unitary transformation UA ⊗ UB on ρAB, where UA,B ∈ SU(2), we can obtain

ρ′AB = UA ⊗ UBρABU
†
A ⊗ U †

B, (3)

which has a diagonal correlation tensor matrix denoted as T̂ ′. Since there must exist a unique rotation O ∈ SO(3)
corresponding to any unitary transformation U ∈ SU(2), the correlation tensor matrix of ρ′AB can be written as

T̂ ′ = OAT̂O
t
B = diag[T ′

zz, T
′
xx, T

′
yy], (4)

where OA(B) denotes the unique rotation corresponding to UA(B). Without loss of generality, we assume T ′
zz >

T ′
xx > |T ′

yy| > 0, as proved in [8]. For completeness, we outline the proof here. To order these elements, we follow

these steps: (1) apply (σz +σx)/
√
2 to both qubits if |T ′

zz| 6 |T ′
xx|, yielding |T ′

zz| > |T ′
xx|; (2) apply (σy +σz)/

√
2 to

both qubits if |T ′
zz| 6 |T ′

yy|, yielding |T ′
zz| > |T ′

yy|; (3) apply (σx + σy)/
√
2 to both qubits if |T ′

xx| 6 |T ′
yy|, yielding

|T ′
xx| > |T ′

yy|. These three steps ensure that |T ′
zz| > |T ′

xx| > |T ′
yy|. Next, (4) do nothing if T ′

zz > 0 and T ′
xx > 0;

(5) apply σz to Bob’s qubit if T ′
zz > 0 and T ′

xx 6 0; (6) apply σx to Bob’s qubit if T ′
zz 6 0 and T ′

xx > 0; (7) apply
σy to Bob’s qubit if T ′

zz 6 0 and T ′
xx 6 0.

We introduce a more mixed state

σAB =
1

4

(

ρ′AB +
∑

i

σi ⊗ σiρ
′
ABσi ⊗ σi

)

. (5)

A straightforward calculation shows that the correlation tensor matrix of σAB is identical to that of ρ′AB, while the
local Bloch vectors of σAB vanish. Consequently, σAB is Bell diagonal. By performing inverse transformation on
σAB , we obtain

U †
A ⊗ U †

BσABUA ⊗ UB =
1

4



I ⊗ I +
∑

i,j

Tijσi ⊗ σj



 , (6)

whose correlation tensor matrix is exactly the same as that of ρAB. Notably, the states U †
A ⊗ U †

BσABUA ⊗ UB and

ρAB produce identical observable statistics, while U †
A ⊗ U †

BσABUA ⊗ UB is more mixed than ρAB. Therefore, Eve
can gain at least the same knowledge or even more if Alice and Bob share σAB [33–35]. Since σAB is Bell diagonal,
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we rewrite it as

σAB =
4
∑

k=1

λk |Φk〉 〈Φk|, (7)

where λ1 + λ2 + λ3 + λ4 = 1, λ1 > λ2 > λ3 > λ4 > 0, |Φ1,2〉 = (|00〉 ± |11〉)/
√
2, and |Φ3,4〉 = (|01〉 ± |10〉)/

√
2.

From the two representations of σAB in (5) and (7), we obtain the following relations:

λ1 + λ2 − λ3 − λ4 = T ′
zz,

λ1 − λ2 + λ3 − λ4 = T ′
xx,

λ1 − λ2 − λ3 + λ4 = −T ′
yy.

(8)

We now apply QD to compute Eve’s conditional entropy of Bob’s classical bit. Using the Koashi-Winter relation
[32] and similar technique in [7], we obtain

min
ZB

H(ZB|E) = D(A|B), (9)

where the minimization is over all possible projective measurement basis ZB [38]. For the Bell diagonal state σAB

in (7), Refs. [39, 40] have demonstrated that its QD is given by

D(A|B) = 1− (λ1 + λ2)h

(

λ2

λ1 + λ2

)

− (λ3 + λ4)h

(

λ4

λ3 + λ4

)

, (10)

where h(x) denotes the Shannon entropy. To derive {λk} from the observable statistics, we focus on the observable
tensor correlation matrix

T̂ =









〈σx ⊗ σx〉 〈σx ⊗ σy〉 〈σx ⊗ σz〉
〈σy ⊗ σx〉 〈σy ⊗ σy〉 〈σy ⊗ σz〉
〈σz ⊗ σx〉 〈σz ⊗ σy〉 〈σz ⊗ σz〉









, (11)

where 〈σi ⊗ σj〉 = Tij . After performing standard singular value decomposition (SVD) for T̂ , we can obtain the
corresponding singular values in decreasing order as {T1, T2, T3}. From (4), we obtain

T1 = T ′
zz, T2 = T ′

xx, T3 = |T ′
yy|. (12)

Consequently, combining (8) and (12), the QD of σAB in (10) can be rewritten as

D(A|B) = 1− 1 + T1

2
h

(

1 + T1 − T2 − T3

2(1 + T1)

)

− 1− T1

2
h

(

1− T1 − T2 + T3

2(1− T1)

)

. (13)

Applying the Devetak-Winter bound [41], the secret key rate of FRFI-QKD in the asymptotic scenario is given by

R > min
ZB

H(ZB|E)− h(Q), (14)

where Q is the quantum bit error rate of the key-generation basis. Finally, substituting (9) and (13) into (14) yields

R > 1− 1 + T1

2
h

(

1 + T1 − T2 − T3

2(1 + T1)

)

− 1− T1

2
h

(

1− T1 − T2 + T3

2(1− T1)

)

− h(Q). (15)

Notably, the security can be lifted from collective attacks to coherent attacks using the postselection technique
in [42].

4 Simulation

In the simulation, we assume the dark count rate of single-photon detectors is 10−6, and the intrinsic error rate is
1.5%. To demonstrate the robustness against reference frame variations, we investigate the performance of FRFI-
QKD under different θ, ϕ and γ with respect to the tolerable loss (including the detection efficiency of single-photon
detectors) between Alice and Bob. Note that θ, ϕ and γ are actually unknown to Alice and Bob, which are set
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Figure 2 (Color online) Secret key rate (bit per raw key) of FRFI-

QKD, RFI-QKD and six-state QKD under different ϕ and γ in the

case of θ = 0. The curves of FRFI-QKD and RFI-QKD with arbitrary

ϕ and γ coincide exactly with the curve of six-state QKD with ϕ+ γ

= 0.

Figure 3 (Color online) Eve’s information (bit per raw key) of

FRFI-QKD, RFI-QKD and six-state QKD under different ϕ and γ

in the case of θ = 0. The curves of FRFI-QKD and RFI-QKD with

arbitrary ϕ and γ coincide exactly with the curve of six-state QKD

with ϕ + γ = 0.

to be known just for ease of simulation. We also compare the performance of FRFI-QKD with RFI-QKD [18] and
six-state QKD [43].

First, we investigate the performance of FRFI-QKD, RFI-QKD and six-state QKD with a well aligned key-
generation basis, that is, θ = 0 while ϕ and γ drift. Figures 2 and 3 demonstrate that, with a well aligned
key-generation basis, FRFI-QKD and RFI-QKD exhibit the same secret key rate and tolerable loss, since Eve’s
information in both FRFI-QKD and RFI-QKD is irrelevant to the variation of ϕ and γ when θ = 0. In contrast,
with the deterioration of ϕ and γ, the secret key rate and tolerable loss of six-state QKD are severely depressed
due to the increasing amount of Eve’s information.

Then, we examine the performance of FRFI-QKD, RFI-QKD and six-state QKD when the key-generation basis
Z is misaligned, e.g., θ = π/8, and the corresponding results are shown in Figures 4 and 5. We can find that
the misalignment of the key-generation basis (θ = π/8) has the most severe impact on six-state QKD, followed
by RFI-QKD, and the least on FRFI-QKD. Moreover, the drift of ϕ and γ does not affect the secret key rate,
tolerable loss, or Eve’s information of FRFI-QKD and RFI-QKD, but does affect those of six-state QKD, exhibiting
trends similar to those in Figures 2 and 3. Notably, in the case of θ = π/8, the secret key rate and tolerable
loss of FRFI-QKD are significantly higher than those of RFI-QKD, because the estimation of Eve’s information in
FRFI-QKD is independent of θ, ϕ and γ, and is tighter than that of RFI-QKD.

Finally, we investigate the performance of FRFI-QKD and RFI-QKD with the variation of the key-generation
basis, e.g., θ = 0,π/8,π/4, 3π/8 with arbitrary ϕ and γ, and the corresponding results are shown in Figures 6 and
7. As θ increases, the secret key rate and tolerable loss of FRFI-QKD remain substantially higher than those of
RFI-QKD. As shown in Figure 7, in FRFI-QKD, the misalignment of the key-generation basis does not help Eve to
obtain more information on the raw key, due to the constructed 3 × 3 matrix whose singular values are irrelevant
to the choice of the reference frame between Alice and Bob. However, the misalignment of the key-generation
basis increases the quantum bit error rate of the raw data, reducing the secret key rate of both FRFI-QKD and
RFI-QKD. Remarkably, when the key generation basis experiences significant misalignment (e.g., θ = 3π/8), FRFI-
QKD continues to generate considerable key bits, while RFI-QKD fails to produce any positive key bits. This
clearly demonstrates that FRFI-QKD is more robust against the reference frame drift and can substantially relax
the real-time calibration requirement of the reference frame in practical QKD systems.

5 Conclusion

In summary, based on the constructed T̂ -matrix and Koashi-Winter relation, we have employed QD to analyze the
security for an FRFI-QKD protocol. Owing to the intrinsic properties of QD, this protocol is robust against the slow
drift of the reference frame characterized by θ, ϕ and γ. Numerical simulation results show that Eve’s information
in FRFI-QKD is completely independent of θ, ϕ and γ; Eve’s information in RFI-QKD is only independent of ϕ
and γ; and Eve’s information in six-state QKD is dependent on θ, ϕ and γ. On the other hand, since the drift of θ
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Figure 4 (Color online) Secret key rate (bit per raw key) of FRFI-

QKD, RFI-QKD and six-state QKD under different ϕ and γ in the

case of θ = π/8. The curve of six-state QKD with ϕ = π/8 and

γ = 0 coincides exactly with that of six-state QKD with ϕ = 0 and

γ = π/8.

Figure 5 (Color online) Eve’s information (bit per raw key) of

FRFI-QKD, RFI-QKD and six-state QKD under different ϕ and γ

in the case of θ = π/8. The curve of six-state QKD with ϕ = π/8

and γ = 0 coincides exactly with that of six-state QKD with ϕ = 0

and γ = π/8.

Figure 6 (Color online) Secret key rate (bit per raw key) of FRFI-

QKD and RFI-QKD under different θ in the case of arbitrary ϕ and

γ. In the case of θ = 0, the curves of FRFI-QKD and RFI-QKD with

arbitrary ϕ and γ coincide exactly.

Figure 7 (Color online) Eve’s information (bit per raw key) of

FRFI-QKD and RFI-QKD under different θ in the case of arbitrary ϕ

and γ. The curves of Eve’s information for FRFI-QKD under different

θ coincide exactly except that their tolerable losses differ.

affects the quantum bit error rate of the raw data, the secret key rate of FRFI-QKD decreases with the deterioration
of θ. When the key-generation basis suffers from significant variation, FRFI-QKD continues to produce substantial
key data, greatly relaxing the real-time calibration requirement of a reference frame and enabling applications in
more complex reference frame scenarios. Conversely, when the key-generation basis is well aligned, FRFI-QKD
exhibits performance identical to that of RFI-QKD. Moreover, given the scarcity of ideal single-photon sources, the
decoy-state method [44,45] can be naturally incorporated into our protocol. In future work, it would be interesting
to extend the approach of our protocol to other quantum cryptographic schemes [46–48].
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