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Abstract This paper investigates a privacy-preserving leaderless consensus problem for a class of nonlinear multiagent systems (MASs)
under attacks. For false data injection attacks, by a finite-time attack detector for nonlinear MASs with privacy-preserving signals,
a distributed detection-isolation algorithm is developed to detect and isolate compromised agents within nonlinear dynamics. Via an
amplification technique for signals in an improved Liu cryptosystem, the sensitivity of the information is preserved, and decryption errors
between plaintext encryption and decryption are mitigated, ensuring both privacy preservation and satisfactory recovery of plaintext
information. With privacy-preserving and attack-free information, a privacy-preserving leaderless consensus control strategy is then
developed via backstepping and reinforcement learning (RL) techniques. This privacy-preserving RL-based consensus control strategy
compensates for unknown dynamics and errors between true signals and decrypted ones with fewer learning parameters. With graph
theory and Lyapunov stability theory, it is also proven that the output consensus error and all signals are ultimately bounded. Simulation
examples are provided to validate the effectiveness of this control strategy.
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1 Introduction

Over the past decades, consensus control of multiagent systems (MASs) has developed rapidly and consistently [1,2].
Its wide-ranging applications span military and civilian fields, including underwater vehicles, mobile robots, multi-
vehicle systems, and power systems [3,4]. Despite the convenience of networks, the risk of MASs facing threats
from cyberattacks and eavesdroppers is increasing due to the openness of communication as well as insufficient
protection. Therefore, security and privacy are of paramount importance for MASs.

Attack detection and isolation are critical for consensus control of MASs [5-9]. In this respect, a machine learning-
based jamming detection algorithm is proposed for wireless communication attacks [6]. This algorithm can classify
known attacks that are used during training and detect unknown attacks that are not part of the training process.
For covert attacks and collusions among them [7], a two-stage fixed-time observer is designed, and, additionally, an
attack isolation algorithm is developed. Gallo et al. [9] introduced a distributed monitoring scheme that provides
attack detection capabilities for linear large-scale systems, where the proposed architecture relies on Luenberger
observers and a set of unknown-input observers. However, these existing attack detection methods [8,9] are not
applied in real-world conditions and fail to account for the combined impact of both noise and privacy preservation.

Privacy preservation is a research hotspot in the consensus control of MASs [10,11]. Numerous relevant tech-
nologies reportedly preserve privacy, such as state decomposition [12,13], differential privacy [14] and Paillier
encryption [15]. Differential privacy [14] involves adding noise directly into data before transmission, which impacts
control precision. Meanwhile, state decomposition [12,13] requires decomposing states into two parts, as well as
two controllers. However, this decomposition is complex and only applicable to linear MASs. Different from these
privacy-preserving methods [12-14], the Liu cryptosystem [16] encrypts data before transmission, and decrypted
information is then provided for control schemes. Notably, these results [15] do not account for the impact of the
error between encryption and decryption in an MAS.
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Reinforcement learning (RL) is a powerful tool for handling nonlinear dynamics in MASs. To eliminate depen-
dence on inaccurate and incomplete network models and enhance resilience against communication, and controller
failures, a deep RL consensus algorithm [17] is proposed to solve the voltage—VAR control problem. Moreover,
to address the issue posed by internal coupling among agents, uncertainties, and nonlinear dynamics, with RL
techniques, a sliding-mode control consensus approach [18] is developed, where RL is introduced to seek consensus
control protocols for all agents. Meanwhile, a data-based distributed control algorithm [19] is proposed for optimal
distributed consensus control of a discrete-time MAS with completely unknown dynamics using offline interaction
datasets in an MAS. In Wen and Li [20], RL approaches overcome the difficulty in solving a Hamilton-Jacobi-
Bellman equation, and then an optimized leader-following consensus control method is proposed for a second-order
MAS with unknown nonlinear dynamics. This technique is also extended to high-order canonical MASs [21] with
sliding-mode control approaches.

Although significant progress has been made in areas related to cyberattacks, privacy preservation using the Liu
cryptosystem, and the RL technique, several technical gaps still exist. First, most studies on cyberattack observers
focus on linear MASs [8,9]. However, nonlinear MASs predominate in real-world situations, where nonlinear dy-
namics are unknown. In these cases, cyberattack observers for linear MASs are infeasible, requiring the construction
of nonlinear dynamics. There exists a lack of relevant processing techniques for nonlinear dynamics. Also, existing
attack observers [8,9] do not utilize privacy-preserving information. Thus, the construction of cyberattack detectors
in the presence of potential encryption errors and noise is a challenge. Second, the existing Liu cryptosystem [16]
utilizes numerous random sequences to create a ciphertext. Although these random numbers enhance privacy, they
introduce decryption errors between the plaintext and the decrypted plaintext. There exists a lack of theoretical
improvement for mitigating decryption errors caused by random numbers, and further technical advancements are
thus necessary. Third, most existing RL-based control schemes [17-21] and cyberattack observers utilize neural
networks (NNs) to approximate unknown dynamics. Along with the increase in the number of nodes in hidden
layers, the number of weights increases accordingly for a single agent. More seriously, as the number of agents
increases, these quantities grow dramatically. This entails numerous parameter updates, resulting in computational
burdens.

To address these concerns, for a nonlinear MAS, a privacy-preserving RL-based consensus control strategy is
proposed to ensure that normal agents achieve consensus. A finite-time attack detector with a privacy-preserving
signal is proposed to detect and isolate compromised agents. The minimal number of learning parameters (MNLPs)
technique is utilized to reduce the number of update parameters of NNs. The specific technical contributions of
this paper are summarized below.

(1) A finite-time attack detector is proposed for a nonlinear MAS with privacy-preserving signals. In the exchange
of privacy-preserving information, there exist errors between encryption and decryption. Simultaneously, external
noises impact sensor measurements. Both these errors and noises are considered part of the detection threshold
for the proposed attack detector. If the detected error significantly exceeds this threshold, it can be inferred that
external attacks have paralyzed agents. Compared with attack detectors only for linear MASs [7], there exist
unknown dynamics, as well as noises and errors between encryption and decryption, in the attack detector for
nonlinear MASs of this paper.

(2) An improved Liu cryptosystem is proposed for privacy preservation. Signal amplification is implemented
to reduce encryption/decryption errors. Unlike the existing Liu public key cryptosystem [16], an amplification
operation is performed herein on the plaintext before the encryption, increasing its proportion in the ciphertext.
According to the decryption algorithm, the decrypted plaintext consists of two parts: the original plaintext and
a random number and public key 0. The plaintext amplification results in a reduced proportion of components
consisting of the random number and public key 0. Consequently, by mitigating the impact of errors between
encryption and decryption on the plaintext, plaintext information is satisfactorily recovered.

(3) The MNLP technique is applied in both the proposed attack detector and consensus control strategy. By
learning the norm of NN weights, this technique reduces the number of learning parameters of NN for approximating
unknown dynamics in the attack detector and RL-based control strategy and results in significantly fewer learning
parameters compared with existing methods [7,17-21].

Notations. For a set A, its elements may be values, structures, or agents. |A| is the cardinality of the set. For
a real value B, |B| is the absolute value of B. For a matrix C, ||C|| denotes its two-norm. For two sets X and Y,
X\Y represents that the difference set between X and Y. For a set X and an element y, X\y indicates that the
set X removes the element y.
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2 Problem formulation and preliminaries

2.1 Graph theory

A graph is introduced to describe the information flow among agents. Consider a graph G = {V, &, A}, where
YV = {1,...,N} is a nonempty set consisting of N agents, &€ CV x V, and A = [ai_j] € RV*N s an adjacency
matrix. Edge (j,7) € & stands for an edge from Agent j to Agent 7. If Agent j can receive information from 4,
a;; > 0; otherwise, a; ; = 0. A self-loop is not considered. That is, a;; = 0. D = diag{di,...,dn} is a diagonal
matrix, where d; = Zjvzl a;i j. The Laplacian matrix of G is £L = D — A. For Agent ¢, the set of all its neighbors
is defined as N; = {N;, N2, ... . Ny} NF = {k € V|(i,]) € &, (J, k) € £} represents a set of two-hop neighbors of
Agent i. J; = N; N {i} is a set of direct neighbors of Agent i and Agent ¢ itself. J* = N; UN;* represents a set
comprising both direct neighbors and two-hop neighbors of Agent i. Here, G;(7;,&;) with & = {(¢,4) € €li,j € Ji}
is the subgraph induced by J;, and G/ (J*,&F) with & = {(i,7) € €, (4, k) € Eli,j,k € T} is the one induced by
J;. A graph G is connected if there is a path between every pair of agents. In a graph G, a circle is a path that
starts and ends at the same agent. A ring graph G contains a single circle through all agents.

Intuitively, a graph plays a key role in counteracting influence from attack agents, such as isolating paralyzed
ones. To seek a sufficient condition for isolation, a graph-theoretic definition for isolability is introduced.
Definition 1 ([8]). (Agent isolability) In a graph G = {V, &, A}, Agent i is deemed isolable if J; N T N T2 N
N T =1

A graph G is said to be 1-isolable if all agents contained in G satisfy Definition 1.

2.2 Problem formulation

Consider an MAS consisting of NV agents with the n;-order form. The dynamics of the ith agent are

Ti1 = fi1(&in,) + i1 (Zin,)Ti2,
Tig = fi2(Zin,) + Gi2(Zin,)Tis,

ii;ni = fiﬂlz‘ (a_:i,m) + Gin, (a_:i,m)uiv

Yi = Tiq, i:17"'7N7

where z;; € R is a state variable with | = 1,...,n;, Z; », = [xiyl, Ti2,.-- ,:ciym]T € R™ represents a state vector,
y; € R is the agent’s output, u; € R is its input signal, f; (& ;) is an unknown and smooth function denoting
uncertain dynamics, and g; ;(&;.»,) is a nonzero gain. In an actual and complex scenario, external noises often affect
agents’ information, and the output signal y; becomes y;* = y; + A; in absence of attacks, where A; is a noise
signal and v € V.

Assumption 1. The nonzero gain g; ;(Z; »,) satisfies 0 < g, < 19:.0(Zin)| < Gy, and [Gi1(Zin,)| < §iy, where
9, Gils and ¢g;; are unknown positive constants.

Remark 1. For the continuous unknown control gain g;;, there exist three scenarios: (a) g;; is always greater
than 0; (b) g;; is always less than 0; and (c) g;; crosses the horizontal axis. Because g;; is continuous, there exists
gy = 01in (c). At this point, the control law u; is infeasible. To avoid such situations, we should exclude the singular
point g;; = 0. Therefore, we need to assume that the unknown control gain is strictly positive or strictly negative.
Many practical system models satisfy this assumption, such as robotic manipulator systems, surface vessels, aircraft,
and microgrid systems. This assumption can also be found in [22].

Assumption 2. § is a ring graph.
Remark 2. A ring graph ensures that the remaining graph remains connected even after isolating agents [8] under
attack. Ring graphs are widely used in industrial systems, such as transmission networks of telecom carriers [23]
and unmanned aerial vehicles [24].

As illustrated previously [25], malicious adversaries inject false data into sensors. For clarification, we give the
following definition to describe sensor attacks.
Definition 2 ([8]). (1-weak-local attack) If at most 1 compromised agent is contained in the direct neighbors and
two-hop neighbors of normal Agent i in F, (i.e., |[J*NF| <1, Vi € T), the set F C V is 1-weak-local attacked,
where F is the set of compromised agents and 7 = V\F is the set of normal agents.
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Consequently, messages from sensors may be paralyzed. As an agent is compromised by sensor attacks, its output
signal becomes

Yi =yi+ 0+ A i €F, (2)

where J; is a signal from the sensor attacks.

Assumption 3. The noise signal A; satisfies |A;] < A;, and |A1| < Ai, where A; and A; are unknown positive
constants.

Remark 3. In signal processing, noise is a general term for unwanted/unknown modifications that a signal
may suffer during capture, storage, transmission, processing, or conversion [26]. Gaussian white noise commonly
appears in [27]. A cyberattack is a malicious and deliberate attempt by an individual or organization to breach the

information system of another individual or organization. In this respect, there exist methods for compensation of
attacks [28].

The exchange of sensitive information is susceptible to either attacks or theft from both malicious eavesdroppers
and adversaries, thereby adversely affecting consensus performance and security. This paper primarily focuses on
addressing the consensus issue in the presence of both adversaries and eavesdroppers. Agents execute consensus
control on the basis of output signals from their neighbors. The output signal y; in an MAS is exposed to public
networks and is susceptible to interception.

Agent i may suffer from attacks and noises, and a distributed synchronization error for Agent 4 is thus defined as

€1 = Z aij(y; — y;) (3)

JEN;

Subsequently, compromised agents are isolated with a distributed attack isolation algorithm. Then, Eq. (3) becomes

€i1 = é@l + Z am—(Ai — Aj), (4)
JEN;

where N is the set of neighbors after isolating the compromised agent and &;1 = >_ N, @i (Yi — Yj)-

Define a vector representing the output y = [y1,...,yn]T, and a vector output consensus errors is denoted as
€1 =[e11,--.,én1]T. According to the graph theory [29], one obtains the relationship between &; and y as
e = Ly (5)

Furthermore, because of the existence of a privacy-preserving technology, the information of Agent i’s neighbors is
encrypted before being transmitted over networks, and only the decrypted information g; is obtained. Then, in the
design of the control strategy, only €;1 = .. aij(y; — §;) is available.

The control objective of this paper is to develop a privacy-preserving attack-isolation-based consensus control
strategy such that an MAS with (1) under Assumptions 1, 2, and 1-weak-local attacks isolates compromised agents
and achieves leaderless consensus, i.e., |y; — y;| converges to a small neighborhood around the origin, and the
information of the MAS over networks is privacy-preserving.

2.3 Improved Liu cryptosystem

Motivation of the introduction of the Liu cryptosystem. Although state decomposition [12,13] ensures precise
convergence to desired values while preserving privacy, it introduces decomposed substates and increases design
complexity in terms of managing multiple substate components. Differential privacy [14] adds noise to transmitted
information, restricting controllers to design based on the noisy messages. This approach may result in reduced
control accuracy. In many other homomorphic encryption approaches [15], the construction of public and private
keys requires different algorithms. In the Liu cryptosystem, public key generation is relatively simple as it is
constructed using a private key method [16], consisting of four random numbers and shared with the sender and
receiver. The sender generates ciphertexts for 0 and 1 by using the private key to create a public key. Then, the
sender encrypts the plaintext using the public key for transmission, and the receiver decrypts the ciphertext using
the private key to obtain the plaintext.

Principle of the Liu cryptosystem. The Liu cryptosystem often consists of two parts: encryption and de-
cryption algorithms. A block diagram of the Liu cryptosystem is shown in Figure 1. A private key K (M) =
{(q1,81:t1), -, (qn,Sp,tar)} is generated with randomly generated ¢; € R, s; € R, and t; € R (M > 3,
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¢ #0 (1 <i<M-=1)), gu+su+tu #0, and M € Z. The sender utilizes the Liu encryption algorithm

Enc(K(M),0) and Enc(K(M),1) to encrypt the plaintext 0 and 1, resulting in a public key. Then, by using the

public key, a set of ciphertexts &, v = {c1,...,cam} = {mef + Z;Ai1 A oo mey + 23 1 s} is generated.
Improved Liu cryptosystem. In the Liu decryption algorithm, the decrypted plaintext m = (1 4+ g)m + 9, where

M 0
T="",8= m 9=, 1ZJIT+S and o = S %{;i_”l) From the study of Liu [16],
o0 =0, and we further obtain m = m+1. We prefer to amplify the value of m to improve the decryption performance.
This process is summarized in Algorithm 1, and its block diagram is shown in Figure 2. In summary, compared
with existing privacy-preserving results for consensus [13,30,31], the improved Liu cryptosystem has the following
advantages: (1) better decryption performance; (2) suitability for high-precision scenarios; and (3) support for

computations for many data types.

Algorithm 1 Improved Liu cryptosystem.

Require: Initialization parameters M, k,, T'= 0, T1 = 0; Plaintext — m; amplify the signal: ma = kpm;
Generation of the private key K (M):
Randomly generate 7y, gn, tn, and s,, n =1,..., M;
Encryption (Enc(K (M), ma)):

Public key 0:
for j =1to M do
fori=1to M —1 do

¢ ;= qiti0+ siras + qi(ri — ric1);

end for

cg/[’]‘ = (qmsmta)ra;
end for
Public key 1:
fori=1to M — 1 do

C; =qitil + sirn +qi(ri —1io1);
end for
chy = (qnsatar)rass
for i =1 to M do

ci =macy +Z] 1 1]7
end for
Decryption (Dec(K (M), Cm 4,0)):
fori=2to M — 1 do

T =T+ t;;
end for
S=cnm/(qm + sm +tm);
fori=2to M —1do

Ty =T + (¢i — Ss4)/qi;
end for
ta =Ty /T;

Output: m = 1ma/kp.

Remark 4. Asshown in Figures 1 and 2, the improved Liu cryptosystem adds two parts, “Multiply” and “Divide”,
and a series of operations slightly increases the computational burden. According to the ciphertext creation by
our improved Liu cryptosystem, the ciphertexts are related to random numbers rys, ¢;, t;, and s;. Because the
generation of random numbers is not definite, the size of the ciphertext is still ambiguous with the increased
plaintext. Therefore, the network transmission burden for the ciphertext on the network is also not definite in the
improved Liu cryptosystem. In fact, we pay more attention to better reproducibility with privacy preservation, and
the network transmission burden is omitted in this paper.

3 Consensus control strategy based on distributed attack isolation

In this section, the following issues are addressed.

(1) A finite-time attack detector is designed to detect distributed synchronization errors.

(2) Detecting errors is utilized to design a resilient algorithm based on distributed attack isolation to detect and
isolate compromised agents.

(3) An RL-based privacy-preserving consensus control strategy is proposed to achieve consensus for normal agents.

3.1 Finite-time attack detector

The finite-time attack detector estimates the distributed synchronization error (3) and assesses whether it is influ-
enced by an attack based on the estimated error. The existing attack detectors of linear MASs [7] do not apply to
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Figure 1 (Color online) Block diagram of the Liu cryptosystem. Figure 2 (Color online) Block diagram of the improved Liu cryp-
tosystem.

nonlinear systems because of the existence of nonlinear terms. To deal with nonlinear terms, we utilize radial basis
function NNs (RBFNNs) for approximation. Moreover, in complex network environments, where agents’ sensors
are susceptible to external attacks, this detector accounts for two factors: external noise and the errors between
encryption and decryption. Thus, we denote ¢; = Eje/\/i a; ; (Y3 —g);) = Eje/\/,- a; (i1 +0;—xj1—Aj+2;), where
g5 is the decrypted information of Agent j using the improved Liu decryption algorithm and 2; = y; — ¢5 is the
error between the output information y; of the jth agent and a decrypted information g;. According to Subsection

_ M 0 _gg . .
2.3, the error between encryption and decryption ¢ = Z?,ll E]:chiqjs is considered a constant composed of

randomly chosen constants. For the ith agent, Z; is the error between encryption and decryption of neighbors’
information, and one has Z; = 0.

To precisely identify compromised agents, a finite-time attack detector using the MNLPs technique and projection
operators is introduced for (1)

T(g. (h:) ~
b= _Si (hZ)Sl(hZ)gigi _&— Ciél?ﬂ*l’
4 o
& = Proj <_Mgl2 + I‘i&.’gi) , (6)
X4

é%i = PI’Oj(—é:i =+ 61'51'7 f;%l),

where &; is an adaptive compensation term of NN approximation error and noise-related signal, ¢;, I';, and o; are
positive parameters, Proj(-,&;) and Proj(-,£;) are projection operators [32] with

a, if p(b) <0,
, if p(b) >0
a— (p(b)dp/db x a) /(|| Ip/db ||*)(dp/db)T, otherwise,

S

Proj(a,b) = or (Op/0b) x a <0,

where p(b) = (bTh — 7"5})/(5? + 20z 1¢,), ¢, 15 a known radius of the closed sphere of the projection operator, and
551_ is a small positive constant.
Denote &; = &; — ;. From (1) and (2), we have

Ei=é —F— Z ai (A — A)), (7)
JEN;

where F; = ZjeNi aij(fi1(@imn,) + 91 (Zin, )02 — fj,1(&jn,) + 9j,1(Zjn,)xj2). Because F; is unattainable un-

. . . . T
der ideal circumstances, we approximate F; = 0;7S;(Z;) + ¢; using RBFNN, where 67 = [07,,...,0; ] €
R is the ideal weight vector, 7; is the number of NN nodes, S;(-) is the NN basis function vector, Z; =

4T . L. = _
[3:1-,1,...,xi,ni,:z:j,l,...,:z:j,nj,zjeNi g;] , and € is an approximation error. From [33], [|0;]| < 6; and |e;| < &;,

where 6; and €; are unknown positive constants.

Next, we present the stability of the attack detector in the absence of attacks and obtain the convergence
performance of the detector error.
Theorem 1. Consider an MAS with agents in (1) and the detector (7). The detection error &; of the attack
detector arrives at a small neighborhood of the origin in a finite time 75 ,.
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Proof. Choose a Lyapunov function candidate V; o = 52 + 252 2 Z, where 51 = 51 &) Ei = &1 — £, & =
0:18:(Z;) — 0;1Si(hi) +¢; — D ojeN: ai j(A; — Aj), by = [xm, D jeN: yj] , and & is the estimation of & = [|67]|2.
From (7) and z; = 0, we have V; o, < —‘SZXSZ §iE?2 — ciefP+ o v — £ii + §Proj(+, &) + &Proj(-, &),

According to the properties of projection operators there exist éi(Proj(~,§Ai) — i: &ET 4+ Ty 5151) < 0 and
E:(Proj(-, ;) — &+ 5:6,;) <0, and one has V; o < —¢;£; W _T,66 —GiEiE+ o i Accordlng to Young’s inequality,

Lemma 2 in [34], Lemma 3 in [35], and the properties of projection operators |&;| < ;. + 0g, and & < 7z, + 0,
we obtain V; o < —20¢;,1877 — 20y(1 — ai—“)%éw —25(1 — 2d2)122% 4 D, where Dl = (2F1(1 — ety 4 20(1 -

bit2y)(1 B)ﬁl B+ o i+ 2a 32 Li(re, +0z) + 5 =5i(rz, + 0z,), Te, and 1z, are known radii of the closed sphere of
the projection operators, (5 ¢, and 571 are small positive constants, and a; and b; are positive constants. Here, D;
thus consists of available and known parameters. According to the finite-time theorem [36], one has V; . (TT) <
—AGVE, —(1=A)CiVE, +Di, where 0 < A < 1, I = [£,,&,5,]", and C; = min(2%¢;, 2T;(1 — 432), 26, (1 - b42)),

This satisfies Lemma 4 in [36] such that T; , = W [Vl_ (I1(0)) — (ﬁ)%} is obtained. According to

i,0b
the definition of V; o, for t > T; ., we have 182 < Viob < ((1 A)C )ﬂ which yields that &; is bounded. That is,

2 i

implies that the detection error converges to a small neighborhood of the origin within the finite time 7;,. Also,
the size of the error can be arbitrarily small from the definition of C;, D;, and .

Theoretically, as an agent is not attacked, the detection error is |&;| < @/2(ﬁ)%. From a similar analysis,
as agents’ sensors are subjected to attacks, the boundary for the attack detector error is

67] < \/2 ((1_’%)0) (9)

where D} = D; + %Eje\/i (6; + ;)% and §; is the sensor attack. The only difference between the two detection
errors is D; (without attacks) and D¢ (with an attack). Because of the existence of external attacks, D¢ > D;
often holds. Therefore, the attack-free detector error 4/ 2(%)% is set as a threshold for attack detection. These

differences enable an accurate determination of whether the sensors of an agent have been attacked. The following
corollary comes.

Corollary 1. With Assumptions 1 and 2, for an MAS in (1), there exist compromised agents if 3t > 7 s.t.

|€:(t)] > 1/2(%)% with the distributed detector (9).

Proof.  This corollary is directly proven from (8) and (9). The detailed process is omitted here.
This establishes the feasibility of the attack detection algorithm from theoretical analysis. With the detector (9),
a resilient consensus algorithm is then proposed based on distributed attack isolation in the following subsection.

Remark 5. If the attack detector is not designed within a finite time, then the bound of the detection error &;
can be obtained only as t — co. From the theoretical analysis, the task of isolating compromised agents is only
completed as ¢ — oo. This isolation method is obviously not impractical. The detection error &; of the attack
detector arrives at a small neighborhood of the origin within a finite time 7}, [36]. That is, as t > T, there

exists %éf < Viop < (ﬁ)% Furthermore, a resilient consensus algorithm based on distributed attack isolation
(DAI-RC) can be used to detect and correctly isolate compromised agents based on the detector error &;.

3.2 Resilient consensus algorithm based on distributed attack isolation

From the design and analysis of the attack detector in the previous subsection, the DAI-RC algorithm is proposed.
Some symbols are introduced here. The state index is indicated by Q;, where Q; = 1 means that there exist
compromised agents in the subnetwork G;(7;, £;), whereas Q; = 0 means agents are compromise-free. The counter
W; is the sum of Q; = 1 with j € J;. The index H; = 1 indicates that Agent ¢ is paralyzed, whereas H; = 0
represents that ¢ is attack-free. The isolation index P; = 1 means that Agent i is isolated.

The DAI-RC algorithm is summarized in Algorithm 2, where necessary and sufficient conditions are provided for
isolating compromised agents within the 1-weak-local attack.
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Algorithm 2 DAI-RC algorithm.

Require: Initialization parameters Q; =0, W; =0, H; =0, P; = 0;
for time step < simulation time step do

if [£;] > 4/ ((1 A)C )5 then

Qi =1
Wi =1;
end if

i shares Q; with all its neighbors in N;;
for j = Nil :Ni‘Ni‘ do
if Q; =1 then

Wi =W +1;
end if
end for
if W.L = ‘J1| then
Hi, = 1;

7 is isolated;
i shares H; with all its neighbors within N;;
end if
for j = N1 :Ni‘Nﬂ do
if H; =1 then
a;,; = 0;
Ni = Ni\j;
end if
if g5 = 0 then
P; =1,
end if
end for
end for
Using u; as in Subsection 3.3.

Theorem 2. An MAS, described by (1) with communication topology G, achieves attack isolation and resilient
consensus under the DAI-RC algorithm. The following conditions are sufficient and necessary.

(1) 3t > 7 st [&x(t)] > /2 Bsg)? foralli € F, k€ ;.
(2) The graph G is 1-isolable.
(3) In the subgraph G’, where G’ represents a subgraph after the compromised agent has been isolated, all normal

agents are connected after all compromised agents are removed.
Proof.  For the 1-weak-local attack, with the distributed finite-time detector, it follows from and Corollary 1 that

1

there exists one compromised agent in GF if and only if 3¢t > 7 s.t. |&;(¢)] > Q(ﬁ) B

(Sufficiency) Consider two cases for Conditions (1) and (2). In Case (a), at least one compromised agent remains
connected to others. In Case (b), all compromised agents are isolated, but at least one innocent agent is mistakenly
isolated as being attacked.

Case (a). If the compromised Agent 7 is not in isolation, there exists 3t > 7 s.t. |&x(t)| < 1/2((17[)%)%, ke T,
which goes against Condition (1).
Case (b). In the scenario where both the compromised Agent ¢ and the normal Agent m are isolated, they have

both been attacked within the same subnetwork G/ (7*,&F). Then, 3t > 7 s.t. [Ex(t)| > 2((1_’:’%)% for all
k€ J;UJm. According to Definition 2, in G, (7%, EY,), there exists at most one compromised agent. Consequently,

all neighbors of m are neighbors of i. This goes in conflict with the definition of agent isolability.

Neces51ty Case (a). Condition (1) is not satisfied. At least one Agent m € J;,i € F satisfies |&,,(t)] >
1/ 2( (e rom A)C 7 for t > > 7, indicating that the DAI-RC algorithm fails to isolate the attacked Agent 3.

Case (b). As TIm g Ji, denote ¢ as the compromised agent and m as a normal agent. Clearly, 3t > 7 s.t.
[Ek(t)] < 2(W) Vk € Jm, which means that the DAI-RC algorithm erroneously isolates the normal Agent
m.

Conditions (1) and (2) guarantee the feasibility of achieving attack isolation, whereas Condition (3) ensures
resilient consensus among the normal agents following the removal of the compromised agents. Given Assumption
2, the subgraph G’ after isolating the compromised agent remains connected.

Remark 6. The DAI-RC algorithm identifies compromised agents by assessing the judgment condition related

to the error &;,Vk € J;, of the current Agent i and its neighbors. To ensure the correctness of the algorithm,
two conditions are provided: Condition (1) provides the basis for judgment, and Condition (2) ensures that false
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judgments are avoided. If both conditions are satisfied, |5 (t)] > 2((1_1)%)% holds for compromised agents,

as well as their neighbors, Vk € J;,i € F, thereby identifying the compromised agent. If the conditions are not
simultaneously satisfied, normal agents and their neighbors may also violate the threshold, leading to misjudgment.

Remark 7. To ensure that the subgraph formed by normal agents remains connected after isolating suspected
agents, there must be at most one compromised agent in this ring graph. For a ring graph G composed of N agents,
if one Agent I, | € {1,2,..., N} is isolated, all eigenvalues of Ly_;1 can also be rearranged as 0 = A\ (Ly—_1) <
Xo(Ly-1) € -+ < Ay—1(Ln-1). This indicates that the graph G is still connected after isolating Agent [. This
analysis shows that an MAS connected via a ring graph is still connected after isolating one agent.

As Agent ¢ detects the safety index H; of its neighboring agents, if it finds that the safety index H; = 1, then a
variable a; ; = 0, indicating that Agent i takes measures to isolate itself from the compromised Agent j. N; = N;\j
represents a set of normal agents that isolate the compromised Agent j. Thus, the isolation index P; = 1. Then,
normal agents utilize secure information after isolation and design u; in the following subsection.

3.3 RL-based privacy-preserving consensus control strategy

A DAI-RC algorithm is formulated to ensure the resilient consensus of normal agents, leveraging the concept of
attack isolation. With the finite-time attack detector (9), we present an RL-based privacy-preserving consensus
control strategy. Compared with existing RL control strategies [17-21], our strategy introduces a privacy-preserving
mechanism to safeguard sensitive information under the premise of attack detection and isolation of the attacked
agents. Also, to alleviate the complexity of NN computation, we incorporate the MNLPs technique.

For an agent in information reception, an encrypted signal must be decrypted to obtain the true value. The
distributed synchronization error (4) is thus represented as €;1(t) = >_;cx, @i, (y; (t) — 9;5(t)). According to [37],

—cti

the long-term performance index can be prescribed by J;(t) = ftoo v~ p(€;1(¢))d¢, where v € (0,1) represents a
discount factor that decreases the significance of the cost incurred over longer time horizons, T' > 0 stands for an
integral reinforcement interval,

O, if éiﬁl(t)2 g Cp; s

1, if éi)l(t)2 > Cp, s

pi(€i,1(C)) = {

and ¢p, is a small constant related to performance. J;(t) is currently unavailable, and a critic NN is introduced to
approximate J;(t) = WL @i o(Z; c(t)) +e(t), where W/l € R*i< is the ideal weight, ¢; . is the number of NN nodes,
x;.c is the input vector of the critic NN, ¢; .(Z; ) is the NN basis function vector, and €; . is the approximate error.
From [33], W/ |l < bw, ., [@ic(Zic)| < by, and |e; | < be, ., where bw, ., by, . and be, . are unknown positive
constants.

The following properties are necessary for the design of the control strategy. Because the ideal weight W/, is
an ¢; .~dimensional vector, its high dimension results in heavy computational burdens. To address this problem,
an MNLPs technique is introduced. In the MNLPs technique, an unknown parameter A; . is introduced, which is
specified as A! . = maxj—1,.__,, {|W;, [[}. Consequently, an MNLPs-based long-term strategic utility function is
given as Ji(t) = A7 J|ic(Zi.o(D)] + (0.

In general, the ideal weight A} . is unknown; then, the current weight is used to approximate J;(t) in real time,
Ji(t) = Nicl|@ic(Zio(t))|, and J;(t —T) is approximated by J;(t —T) = Ai c||¢i.c(Zi.c(t —T))||. Then, the temporal
difference error is denoted as

€i,c

Eic=Ji(t) = vJi(t = T) + pic = Xi.c|APs.c(t) || + Pie + AL | A (8], (10)

where A o(t) = ¢i.c(Z; (1) — vpi,c(Z;(t —T)) and 5\i7c = j\m — Af .. Clearly, |Adic(t)]] < (14 7)bg, .. Then,

Ai,c is updated according to

5‘1’,0 = _Pi,c||Ad)i,c(t)H[5\i,c| A¢z,c(t)|| +pi,c] - Ui,cri,cj\i,ca (11)

where I'; . > 0, 05 > 0,

O, lf éi)l(t)2 < C;Di?

n—’y(’y — 1), if éi)l(t)2 > Cp;s

|pic| < by, ., and by, . is a positive constant.
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In the following, an RL-based privacy-preserving consensus control strategy is given for (1).
Step 1. From the definition of e; 1 in (3) and the dynamics (1), we obtain

fia(Zin,) A, v
— + — — =
9i1(Zin:)  9i1(Zin:)  9i1(Zin,)

€in = Z i j9i1 (Zin,)

JEN;

+ yjs - y]S + X2 . (12)

According to the results in Subsection 2.3, for better information security, transmitted signals are encrypted using
the improved Liu encryption algorithm. Upon receiving the ciphertext, the signal is decrypted using the improved
Liu decryption algorithm to obtain the desired message. There exists 2; between the true signal and the decrypted
one. In fact, Z; is unknown and unpredictable for Agent ¢. These errors are treated as unknown variables and are
composed into unknown functions. Denote

— 9 — PRATA _ ~ + ys' (13)
9i1(Zin,)  9i1(ZTin,) 7

Vi

According to (12), Bq. (13) is written as  y = 0% - 025 e 2

The unknown function ;; is approximated by an actor NN ;1 = Af||¢i1(Zi1)| + €i1, where ;1 =
max;=1, .., , {[|W;q,II} is the ideal weight, ¢;1 is the number of NN nodes, ¢;1(-) is the basis function vector,

. . T
€;,1 is the approximate error, and Z; ; = [xiyl, e axi,nwzj‘e/\’/i yﬂ . Then, the error (12) becomes

€in = Z ai j9i 1 (Zin,)

JEN;

ANall@ian(Zi )+ A i (Ria)|| + i1 — Al @i (Ria)l| — 05

L — |

A
+ 2+ @0+ — : 14
S gi,l(fﬂz‘,m)] )
61T
where h@l = I:I’i,17 Zje/\ﬁ yj}
Design the virtual control law for this step

i = =il (Bi)l| + 97 — ki1€in (15)

with an adaptive update law

i1 = —TialldirllNiclldicll + il — oiiTiihin, (16)

where k; 1 is a positive gain, I'; ; > 0 is a learning rate coefficient, o; 1 > 0 is a small coeflicient to be prescribed,
and \;; is the estimation of A7, with \;; = A;1 — A7;. Introduce a new state variable x; 2, and let «; 2 pass
through a first-order filter with a time constant €; » to obtain &; o:

€i2Ri 2+ Kio = 2, Ki2(0) =a;2(0). (17)

Remark 8. Without considering privacy-preserving scenarios, the control law a; 2 becomes a; 2 = —5\1-11 i (Ri1)l

+y; — kiae;1 with the adaptive update law /A\M = —Fi,1||¢z',1|\[;\i,CH(ﬁi,CH +eil] — Uiﬁll—‘iyl;\iyl. For the control law,
Eq. (15) utilizes decrypted information §; and ¢é; 1, whereas Eq. (16) utilizes decrypted information ¢; 1 for the
adaptive update law. Privacy-preserving methods ensure the confidentiality and integrity of control inputs, thereby
preventing unauthorized access and tampering. In contrast, the design of the control law and adaptive update law
based on real information may be more susceptible to the leakage of sensitive information.

Step [ (2 <1< n; —1). Define the lth error as e;; = x;; — ki, where £, is the state variable at Step [ — 1.
fi,t(Biny) "Ll 4+ k. We employ the NN

9i 1 (&in;) - 9i1(Zin,;)
approximation technique and, in contrast to [33], substitute the neighbor signals with the information generated by

the improved Liu cryptosystem. Then, the [th error yields

With the dynamics of the agent in (1), similarly denote v;; =

éir = gi1(®in,) [Nl Pii(Zia)|| + A

dia(hi) | — A5l (ha) || + € + xip1 — Fag), (18)
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1T 1T . . .
where h;; = [xm, C T, Zje/\?i yjs] and Z;; = [xm, e T, Zje/\?i yj} . To stabilize e;,;, we design a virtual
control law at this step

aigsr = =Nl dia(Rig)|| + fig — kigeiy (19)

with an adaptive update law A;; = —T,
a learning rate coefficient to be designed, o;; > 0 is a small coefficient to be prescribed, A;; is the estimation of A},

[;\ch(ﬁch +eig]— Ui,lri,l;\i,l; where k;; is a positive gain, I'; ; > 0 is

with Xj; = Xy — Af,, and k; 41 is from a first-order filter €; ;41141 + Ki 141 = @441 with a time constant €; ;41

and K‘/i’lJrl(O) = ai,lJrl(O)-
Step n;. Define the n;th error variable €; », = i n, — Kin,. Then, this error becomes

. — fi,m (ihnz) "%i,m . .
€in; = Gin: (Zin, — — — + King + Wi — Fin, 20
e I ) [ Gon) @) e T R .

where k; ,, is the state variable at Step n; — 1.

In (20), denote an unknown function v;,, = ﬁzgzzg - nm(gl — + fin;. An actor NN is employed to
approximate this unknown function t; ,, = A} . |®ini(Zin )| + €in,;» where Z; ,,, = [:vi)l, e xi;anjGNi QﬂT
Then, the final control law is designed

Ui = _5\i7ni|‘d)i7ni (hz,m)” + "%i,m - ki7ni6i7ni (21)
with an adaptive update law
)\i,ni - _Fi,ni ¢i,ni [Xi,CH(ﬁi,cH + ei,ni] - Ui,niFi,niS\i,nia (22)

where k; ,,, is a positive gain, I'; ,,, > 0 is a 1earn1ng rate coeflicient, 0, ,, > 0 is a small coeflicient to be prescribed,
and )\1 n; 1s the estimation of A}, =~ with /\Z ny = )\1 ng — AL

,mq "
The block diagram of the overall MAS is shown in Figure 3. Meanwhile, the diagram of the proposed strategy
for the ith agent is shown in Figure 4. It consists of encryption/decryption, attack detection and isolation, critic

NNs, and actor NNs.

4 Stability analysis

In this section, a stability analysis is presented. The main result of this paper is summarized in Theorem 3.

Theorem 3. For a nonlinear MAS that isolates attacked agents using the DAI-RC algorithm under Assumptions
1 and 2, the RL-based adaptive consensus control strategy with the privacy-preserving method consists of virtual
control laws (15) and (19), update laws (11), (16), and (22), and control law (21). If the design parameters

ni b 0.

satisfy Fi,c > O, Oic > O, Fi,l > O, gil > b¢i,lb¢i,c7 ki,l > O, 0 < li,c < li,’uo'i,c — =15 and 0 < il <
L bg, bg,
il %, 1 <1 < ny, the RL-based control strategy with the privacy-preserving method ensures that all signals

2
in the closed-loop system are ultimately bounded and that the output consensus error of the MAS converges to a
neighborhood around the origin.

Proof.  Choose a Lyapunov function

Vi=Vi1i+Via+Viz+ Vi, (23)
I, ~ r;t~ _
where V;, = S0k Am Vig = 221%1 SEAZ L+ SXPos Xi2 = Ki2 — (i, Vig = 2q” Yt ed +
= 1 S Z;Z;l SXDp1 Xidal = Rigp — iy (2 <U<ng — 1), and Vig = g0—ef, + ! "l A2,
Wlth Young’s inequality and the inequality 0 < qb;rl( )q{)Z 1(+) < ¢y from the property of RBFNNS7 we obtain
VVEl@,l(Zi,l) = Aitll@ii(hig)ll < b3y, ; + i, where I =1,...,n;. From (11), the derivative of V; ; yields
‘./i,l g lz 004, cA +bV 1|/\z c| (24)

where bVi,1 = (1 + FYZ—)liy'Ub(ﬁi,cbpi,c + (1 + ’Yi)2liyvb?ﬁi’cbwi,c + Ui,cli,'ubWi’c-
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Figure 3 (Color online) Block diagram of the MAS.

2 2 2
b¢i,1 b¢i,cbWi

From (14)—(16), Young’s inequality and —@i,lﬂf)l + b¢i,1b¢i,cbWi,c|:\i,1| < g, the derivative of Vi
becomes ’

) vi 1 1 4 b b, ~ bs. by,  ~
Vie < — (%1+L—4> ei1+ <Z - )X?z— <% -1- % - %1) )\?71+%)\?,C

2 ZjENi aingil €,2
b2 b2 b2 ] 1 1 k‘2 b2
i1 Pic Wi 041,92 _ ) 1.2 12 i,1 bi 2 .2
+ Tm‘ + D) bWiJ + |X1,2B1’2| + 4b1‘)1 + 461')2 + 4 + 2 Z— ai7jzj7 (25)
JEN:
where b; | = b%,Vi’1 +i1+be,, + gAi,il and B; 2 is from [38]. We choose k; 1 =4 — 2265;72]221 + i, [Biz| < M; 2,
2 B2 ) M? . ~ .
Ixi,2Bi 2| < X;—ﬂz + 5, 632 = % + 2;;2 + a0, and there exists |2;] < Z; due to the error between encryption and

decryption in Subsection 2.3 consisting of random constants, where 7; and Z; are positive constants. Then, Eq.
(25) yields

) b2+ by, b, -
. 017 i, ¢1, ¢1,c
Vie < — io€ly — aioXis — e pin | ALy
) , 2 2 ,
b¢i b¢i Y 1 Ti
+ %Aic + Ze?,z + ¢+ 57 (26>
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Figure 4 (Color online) Block diagram of Agent 4.
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) Pi1 " Pie Wie Oi,1 12 172 i1 Pi,1 ~a2.72

where ¢;1 = o + S5bw,, +abin () Xen 90 25

According to (19), (3 — E_ll )X?H-l + | Big+1 X 41| < _ai,OX?H_l + 5, and ki = 3% + 29;,; + a0, one has
i, ’ ’ Zi,l

ni—l ni—l ’I’Li—l

) gi b i b ic < b ; b e
Visg < — Z R Z ( 2,l B % _ %l) 52+ Z 1. 0¢ic 3o
=2 —2

9 i,c
1=2
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n;—1 nl—l
- Z Q0XF 141+ Cil +Z Tz + Z i1 —€h) (27)
1=2
V.1 %:. W, Tiip2 172 2
where ¢;; = (n; — 2)(% + by, , + 507) and biy = by, |+ tig + b, -
From (21), (22), and ki, = 1 + QZZ —|— @0, the derivative of V; 4 yields
. 1 T 0 b¢. _bd)v bd)v »bd" ~
‘/i g —y 2 _ - 2 o LN i,m; ie A2 MAQ . 28
4 &j,0€; M 461,77,1 ( 2 2 i nI 2 i,c +c ROR) ( )
5. bL by o ~ - b2,
where ¢; ,, = %—i— Ttbyy, b7, and by, = by Fim, +be, . With —1i, XY oDy, [ Nie| < 575
(23), (24), and (27), the derwatwe of % yields
Vi < —piVi + Uy, (29)

, b2, . .
where U; = D27 cit g+ 2507 and o = min{20i,0, 20 (05,0, by . —201.0)s 2ioTie =31 bes, 1 bepy . —2lie}-
Multiplying (29) by e®i* and integrating it over [0, ], we have
Vi) < pi+ [Vi(0) — pile o, (30)

where p; = 2—
T

From (23) and (30), as t — oo, one gets |e;1| < /2> 05, 4i,jGi,10i €it] < \/2Gi1pis 2 <1< ny, Aial < V2pi,
1 <1< ny, |5\i)c| < V2p; and |xig+1] < V2pi, 2 < 1 < n; — 1. Apparently, the distributed synchronization
error ¢; 1 and all signals of the closed-loop MAS are bounded. According to (4) and Assumption 3, we obtain

€] < \/2 Zjej(fi ai iGi1pi + ﬁi, where ﬁl = Zje/\Ti a; j(A; + Aj). Thus, |¢ 1| converges to a neighborhood
around the origin. According to (5) with the graph theory [29] and the properties of inequalities, we obtain y; — y;.

Then, the absolute value |y; — y;| converges to a small neighborhood around the origin. The errors in the MAS and
other signals in the closed-loop system are ultimately bounded. This concludes the proof.

Remark 9. From the stability analysis, we have Vi(t) < p; + [Vi(0) — p;]e . As t — oo, one gets |e;1]| <

\/2 Zje/\Ti a; ;Gi1pi- By decreasing the parameter p;, the convergence boundary of the error |e; 1| can be reduced.
To decrease p; = %, we can enlarge the parameter g;, where g; is related to control parameters, such as k;; and
0;,1, and U; is a constant composed of nonadjustable parameters. Therefore, from the analysis, scaling up k;,; and

0,1 is a feasible way to reduce the size of the error |e; 1].

5 Simulation results

In this section, a numerical example and an example of multiple unmanned aerial vehicles (UAVSs) are given to
demonstrate the effectiveness of our strategy. The MASs in the two examples consist of five agents, and there is a
risk of both privacy disclosure and cyber attacks. Figure 5 shows the communication graph, where 1-5 indicate the
five agents.

5.1 Numerical example

Consider five nonlinear agents
1= fi1(Zi2) + 9i1(Ti2)wi 2,
Tio = fi2(Ti2) + gi2(Ti2)ui,

Yi = Ti1,

where fi,l(ji,2) = —0.05171'11, fi72(1_71'12) =0.05 [—1171'124-3.1(0.4—171'11) exXp (1.5171'12)—4.1171'12}, gi,l(ji,2) =0.05 [0019(15
+0.0127 ;) exp (42;2)], and g; 2(Zi,2) = 0.205(1.001 + sin (2,175 2)).

The centers of RBEF NN for J;, ¥; 1, and 1; 2 are uniformly spaced over [— 2,2] X [— 2, 2} X [— 2,2], with
n; = v/2. The index threshold is chosen as ¢p; = 0.0001. The initial values of the states are selected as z1,1(0) =
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Figure 5 (Color online) Communication graph.

Table 1 Comparison of the number of learning parameters. ~; ; and ;1 are the numbers parameters for the ith agent with lth-order dynamics
and the 1st subsystem in the jth agent, respectively, j € N;. Refs. [39,40] do not hold any attack detectors. If attack detectors are added to
these methods, additional learning parameters are necessary.

Ref. [39] Ref. [40] Ours
T g
Each agent vt 2 via > Yi 24mn;
=1 JEN; =1
N g N 7 N
Overall MAS S X vt X v 23 i > (2+m)
i=1 \I=1 JEN; i=11=1 i=1

—0.05, 221(0) = 0.15, 31(0) = —0.12, 241(0) = 0.2 and x;2(0) = 0.1, 5\1-)0(0) = 0.003, 5\1-)1(0) = 0.0003, and
5\1»72(0) = 0.0003. The control parameters are selected as I'; . = 10, I';1 = 2, I';2 = 2, g5 = 0.5, 0,1 = 0.2,
gij2 = 0.2, €2 = 002, ki,l = 10, and k@g =0.2.

Because of the sensitivity of the output information from neighboring agents, this information must be encrypted
before communication interaction among agents. Furthermore, we assume that the sensors of Agent 3 are under an
attack signal §; = 0.05¢ + 0.018sin(0.1¢) and affected by Gaussian white noise. To address this issue, we utilize the
finite-time attack detector (9) and the DAI-RC algorithm, and the compromised Agent 3 is detected successfully,
thus achieving consensus. The simulation results are displayed in Figures 6-8. The curves of normal agents and
the compromised Agent 3 are plotted in Figure 6. The curves of indexes are plotted in Figure 7. Hs = 1 indicates
that Agent 3 is paralyzed and successfully detected. The isolation index P3 = 1 indicates successful isolation. For
an intuitive comparison, we take Agent 1 as an example. As shown in Figure 8, the amplified plaintext can better
restore the truth value after decryption. This shows that, with our improved Liu cryptosystem, the decryption error
is smaller than the one obtained using a previous algorithm from [16].

Comparisons with the existing methods [39,40] are shown in Table 1. The method in [39] requires NNs to
approximate the current agent dynamics and those of neighboring agents. Meanwhile, the control approach in [40]
processes the unknown dynamics f; () and g; 1 (-) into a single entity F; 5 (-). Therefore, it utilizes an NN but
still requires a substantial number of learning parameters. Notably, these previous methods in [39,40] have no
attack detectors. If an attack detector is added to these methods, additional learning parameters will be needed.
In this paper, for the finite-time attack detector and a critic NN, the unknown dynamics in each agent must be
approximated. Therefore, two additional NNs for attack detection will be added. Thus, in our strategy, the number
of learning parameters is 2 + n; for each agent, and that of the overall system with NV agents is only ZlN:l(Q +n;).

5.2 Multi-UAVs

Consider multi-UAVs as another example. The topology in this example is the same as that in Example 1, and the
position dynamics of UAVs [41] are

Xi,1 = Xi,25

Xi2 = u; + Fj,
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where x;1 = [$i,1,yi,1]T, Xi2 = [33i,2;yi,2]T, Fi = [Ee,in/mi + e, /i — Uay, §y 01 /M + uy, /My — in]Tv and
u; = [Ug;,uy,]T. The physical parameters are m; = 2 kg, &, = 1.2 N-s/rad, and &, = 1.44 N-s/rad. The
initial values are x1,1(0) = [-0.5,0.5]T, x2.1(0) = [0.95,0.5]T, x31(0) = [-0.15,0.5]7, x4.1(0) = [-0.3,0.5]T,
X5.1(0) = [0.2,0.52]", x12(0) = [0.05,0.01]T, x22(0) = [0.2,0.5]", x32(0) = [-0.15,05]", x42(0) = [-0.3,0.5]",

X5.2(0) = [0.2,0.52]T, X; .(0) = 0.003, \; 1(0) = 0.0003, and A; 2(0) = 0.0003. The control parameters are I'; . = 10,
Fi,l = 2, Fi)Q = 2, Oj,c = 05, 03,1 = 0.2, 03,2 = 0.2, €2 = 002, ki,l = 25, and ki,z = 30. The sensor in UAV 3 is
under an attack signal 5 = 0.05¢ + 0.018 sin(0.1¢) — 30 and Gaussian white noise.

The simulation results are shown in Figures 9-11. The curves of normal UAVs and the compromised UAV 3 are
plotted in Figure 9. Figure 10 shows that UAV 3 is attacked in the z-direction, and the proposed control strategy
ensures that the normal UAVs achieve consensus. Their indexes are given in Figure 11. From these curves, Hs = 1
indicates that UAV 3 is attacked and is detected successfully. The isolation index P3 = 1 indicates successful
isolation.

6 Conclusion

In this paper, an improved Liu cryptosystem is utilized to safeguard sensitive information, effectively mitigating
the potential for external information intrusion. To deal with network attacks, a distributed detection-isolation
algorithm is introduced. With privacy-preserving and normal agents information and using backstepping and RL
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Figure 10 (Color online) Consensus performance of z; in Example Figure 11 (Color online) Indexes of UAVs in Example 2.

2.

techniques, a privacy-preserving leaderless consensus control strategy is then developed. With the aid of Lyapunov
functions, the proposed control strategy ensures that all signals are ultimately bounded, and the output consensus
error of an MAS converges to a neighborhood around the origin.
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