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Abstract As blockchain technology advances rapidly, Bitcoin transactions now support more complex t-out-of-N multi-signature trans-

actions. Accountable subgroup multi-signatures are well-suited for this requirement, allowing any subgroup of possible signers to col-

laboratively sign a message. However, traditional multi-signature schemes face potential risks from quantum computing attacks due to

their compromised security assumptions. Alternatively, lattice-based cryptography offers a reliable countermeasure. In this paper, we

introduce a non-interactive identity-based accountable-subgroup multi-signature scheme (IBASM) from lattices, which supports flexi-

ble accountable-subgroup multi-signatures, aligning better with the t-out-of-N multi-signature transactions on the Bitcoin blockchain.

Moreover, our non-interactive signing algorithm eliminates the need for complex broadcast protocols, reducing communication overhead

in the Bitcoin blockchain. Additionally, if any participant needs to restart the signing algorithm, it will not influence other partici-

pants, improving multi-signature generation efficiency. Furthermore, the public keys are generated based on users’ identity information,

making the scheme practical for real-world applications. Finally, experimental results demonstrate that our approach offers more effi-

cient multi-signature generation and comparable verification performance compared to existing schemes. Specifically, in our scheme, the

multi-signature generation efficiency improves by around 50% and 66.7%, respectively, in two sets of parameters.
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1 Introduction

The Bitcoin blockchain [1] serves as a decentralized digital ledger that records all Bitcoin transactions. Its funda-
mental characteristic is the series of interconnected blocks to guarantee data integrity and transparency. Each block
holds transaction information along with the hash of the preceding block, forming a chain structure. Bitcoin utilizes
digital signature technology [2] to authenticate the legitimacy of transactions. As Bitcoin blockchain technology
continues to evolve, some transactions now require multiple signatures for authentication [3], with different nodes
collaborating to confirm the validity of the transactions. This approach helps prevent single points of failure and
enhances security. However, a potential drawback arises: each transaction involves a bunch of individual signatures,
all of which must be recorded on the blockchain, leading to substantial storage consumption and placing a heavy
burden on the system.

A similar situation can be found in blockchain-based voting systems [4]. In such a system, suppose a proposal
is up for voting, and the system typically requires a majority of votes in favor for the proposal to pass. During
the voting process, users cast their votes in favor and sign them. A vote is only considered valid if its signature is
verified. Ultimately, the supporting votes for the proposal come from different nodes on the blockchain. Through
verification and calculation, the total number of supporting votes is determined. When the number reaches or
surpasses a certain threshold, the proposal gets approved. Finally, all the data, including the signatures of the
supporting votes, is stored on the blockchain, which consumes substantial storage space and places a considerable
burden on the e-voting system.

To address the aforementioned issue, an effective solution is to use multi-signature schemes to reduce the storage
requirements of the blockchain. Multi-signature [5] enables multiple signers, each with their own public and private
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Figure 1 (Color online) Multi-signature applications. (a) Bitcoin multi-signature; (b) voting multi-signature.

key pairs, to jointly create a single, compressed signature for the same message, which can be applied to Bitcoin
transactions and e-voting systems, as shown in Figure 1. With this approach, only the generated multi-signature
is stored on the blockchain, rather than a bunch of individual signatures, thereby alleviating the storage burden
on the blockchain. Furthermore, during the verification process, if the multi-signature is successfully verified, it
indicates that all participants have signed the same message.

Moreover, in practical blockchain transaction scenarios, Bitcoin transactions typically support more complex
multi-signature transactions, specifically t-out-of-N multi-signature transactions [3]. In this setup, amongN possible
validating nodes, if at least t nodes authenticate the transaction and provide valid signatures, the transaction is
confirmed and entered into the blockchain. A similar principle applies in voting systems. In most voting contexts,
a proposal is approved as long as the majority votes in favor, rather than requiring unanimous agreement. This
technique, which incorporates a threshold policy into multi-signatures, is known as t-out-of-N multi-signatures [6]
or accountable-subgroup multi-signatures (ASM) [7]. An ASM [7] enables any subgroup of the N parties (each of
which has its own public and private keys) to jointly sign a message. Threshold signature [8] is a closely related
concept, where a signing key is shared across the N parties, allowing any threshold number of those parties to
jointly issue a signature. The key difference between ASMs and threshold signatures is accountability. With ASMs,
it is possible to trace which subgroup of signers provided the signature, as all participants in the signing process are
recorded. In contrast, threshold signatures do not provide such accountability, as they prioritize anonymity and do
not reveal which specific members participated in the signing. To preserve this accountability and avoid the complex
distributed key generation process associated with threshold signatures, we primarily focus on accountable-subgroup
multi-signatures in this paper, where the threshold t denotes the minimum required number of subgroup signers.
This means that a valid multi-signature can only be created when at least t signers from the subgroup have signed.

Initially, the public key infrastructure (PKI) cryptosystem was employed to create multi-signature schemes. In
this system, each user’s public key is generated randomly and does not have any specific meaning related to the
user. Therefore, to establish the correspondence between each user and their respective public key, a trusted entity,
known as the certificate authority (CA), plays a key role by issuing a certificate that confirms the one-to-one
correspondence between the two. However, as the user count continues to grow, managing certificates becomes
increasingly cumbersome, which can lead to complex certificate management problems. To address this issue,
Shamir [9] introduced a groundbreaking concept in 1984, known as identity-based cryptography (IBC). In this new
cryptosystem, a user’s identity information (e.g., ID card number or email address) is used to create the public key,
while the key generation center (KGC) is in charge of producing the associated secret key. Since the public keys are
directly linked to user’s identity information in the system, which naturally establishes a clear correspondence, there
is no need for certificates to be issued by the CA, thus effectively getting rid of the complex certificate management
problem. Consequently, this paper focuses primarily on identity-based accountable-subgroup multi-signatures.

On the other hand, it should be noted that traditional multi-signature schemes primarily rely on classical cryp-
tographic problems, including the integer factoring and discrete logarithm problems. As quantum computing
technology advances rapidly, these schemes are becoming insecure due to the weakening of their underlying secu-
rity assumptions. With the aid of quantum computers, it is possible to efficiently solve certain integer factoring
and discrete logarithm problems within polynomial time by using Shor’s algorithms [10]. Additionally, Grover’s
quantum search algorithm [11] can significantly enhance search efficiency, posing a serious security threat to tra-
ditional multi-signature schemes. In contrast, lattice-based cryptographic schemes are widely recognized for their
quantum resistance, as lattice problems are extremely difficult to solve in polynomial time, even with the power
of quantum computers [12–18]. Therefore, this paper mainly focuses on constructing a lattice-based identity-based
accountable-subgroup multi-signature protocol.
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Our contributions. In this paper, we make the following contributions.

• We propose a non-interactive identity-based accountable-subgroup multi-signature scheme (IBASM) from lat-
tices. Unlike previous lattice-based multi-signature protocols, our signing algorithm is non-interactive, allowing
each signer to independently generate their signature without requiring the complex multi-round interactions typ-
ical of interactive schemes. This significantly reduces the communication overhead of our scheme. Furthermore,
if any signer needs to restart the signing algorithm, it will not affect the other signers. In contrast, in interactive
schemes, all signers must restart if any signer restarts, leading to an exponential increase in the runtime of the
signing algorithm and severely hampering signing efficiency. Therefore, our IBASM scheme offers superior signing
efficiency compared to related schemes.
• The multi-signature in our IBASM scheme is generated when the number of subgroup signers meets the required

threshold. This multi-signature can identify which subgroup of signers generated it, ensuring accountability. Unlike
current lattice-based multi-signature schemes, which require all participants to be predetermined, our scheme is
more flexible and better suited for t-out-of-N multi-signature transactions on the Bitcoin blockchain.
• By leveraging the ring version of the small integer solution (Ring-SIS) problem, a key lattice-based crypto-

graphic security assumption, we demonstrate the existential unforgeability of our approach within the random
oracle model. As a result, the IBASM scheme is post-quantum secure, since lattice-based cryptographic systems
are widely regarded as resistant to quantum attacks [12, 13].
• Our IBASM scheme allows each user to designate their own system identity (e.g., ID card number or email

address) as their public key compared to PKI-based schemes, making it more compatible with practical applications.
• Finally, we conduct experiments to compare our scheme with other related approaches. The results indicate

that our scheme demonstrates superior performance compared to other relevant schemes. Specifically, our scheme
achieves faster multi-signature generation, with improvements of approximately 50% and 66.7% in two parameter
combinations, while the multi-signature verification efficiency is comparable to other related solutions.

Technical overview. Our IBASM scheme, like other practical lattice-based schemes, works over the polynomial
ring Rq = Zq[x]/(x

n +1), where n is a power of 2 and q is a prime congruent to 1 modulo 2n. In an identity-based
signature scheme, the public key of a user is simply his identity (e.g., his email or IP address), and a trusted KGC
assigns each user a corresponding secret signing key. We now give a brief description of our IBASM scheme, which
is built on NTRU lattices.

The master public key is a polynomial h, and the secret key consists of a “nice basis” for the 2n-dimensional
lattice (see Definition 2). A user with identity ID generates a public key t = H1(ID), where H1 is a publicly-known
cryptographic hash function mapping into Zq[x]/(x

n + 1). The user’s secret key consists of a small polynomial s2
such that s1 + s2 · h = t, where s1 is another small polynomial.

The basic signature scheme follows the Fiat-Shamir paradigm for lattice-based signatures. Specifically, a signature
is denoted as σ = (z, r) ∈ R2

q×Rq, where r is a commitment that, via a hash function H2, defines a challenge c, and
z is the response to this challenge. The challenge c is a polynomial with coefficients in {−1, 0, 1}. For verification,
one checks that z is short and that the equation [1|h] ·z = t · c+ r holds, where c = H2(ID, r, ID,m) for the identity
ID, commitment r, identity list of signers ID, and message m.

When the number of validated individual signatures reaches or exceeds the threshold T , we generate a multi-
signature. For ease of description, we define Lm as the set of indices corresponding to signers with valid signatures.
An intuitive approach to combine individual signatures (σj = (zj , rj))j∈Lm

is to compute the sum of all components
(
∑

j zj ,
∑

j rj). However, this multi-signature cannot be verified as we cannot recompute the different challenges
cj for the commitments rj , originally used by the signing parties. As a result, we can only sum the zj components
and transmit all rj , which produces a multi-signature of the form σm = (

∑
j zj , (rj)j). To prevent rogue attacks,

we use a (randomized) linear combination of individual signatures z =
∑

j ejzj (instead of the simple sum), where
the random coefficients ej are derived from a hash oracle H3, which is queried on all challenges cj for each j ∈ Lm.

To verify the multi-signature σm, the verifier first reconstructs the challenges cj for j ∈ Lm using the identity
IDj , commitment rj , identity list ID and message m. It then computes ej = H3((ci)i∈Lm

, j) for each j ∈ Lm. It
checks that the norm of z is within the correct bound and that the equation [1|h] ·z =

∑
j ej(H1(IDj)·cj+rj) holds.

Finally, by applying (twice) the general forking lemma [6], we show that four distinct responses from a successful
adversary can be used to solve an instance of Ring-SIS.

2 Related work

It was Itakura and Nakamura [5] who first put forward the multi-signature concept, which allows multiple signers
to jointly generate a single, compact multi-signature for a message, thereby effectively reducing the required storage
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space compared to storing a set of individual signatures. Since then, numerous multi-signature protocols [6,19–22],
based on the framework of Schnorr signature [23], have been introduced. However, these schemes have been found
to be susceptible to concurrent attacks [24, 25], prompting the development of more secure alternatives [24, 26–29].
Regarding identity-based multi-signatures, several related schemes [30–35] have been developed to address certificate
management challenges in PKI settings.

ASM was initially introduced by Micali et al. [36] in 2001, and is sometimes referred to as a t-out-of-N multi-
signature, where t is the threshold number of signatures and N denotes the total potential participants involved.
However, the key generation protocol in this scheme is highly complex and cumbersome, leading to significant
overhead. In 2018, Boneh et al. [7] constructed an ASM protocol aimed at shrinking the size of the Bitcoin
blockchain, which features a non-interactive signing process. Recently, Kara et al. [37] designed a novel ASM
construction based on the RSA assumption, which enables a valid multi-signature to disclose which subset produced
the signature. Their approach employs a two-round interactive protocol for signing.

However, the aforementioned schemes are built upon traditional security assumptions that may become vulnerable
in the face of rapid advancements in quantum computing. Consequently, a series of lattice-based multi-signature
solutions have emerged. The first such scheme, introduced by Bansarkhani and Sturm [38] in 2016, offers a multi-
signature length comparable to a single signature. However, its performance in signing and verification scales linearly
with the number of participants, limiting the scalability. In 2019, Ma and Jiang [39] presented a lattice-based
multi-signature protocol with public key aggregation. Compared with [38], this new scheme highlights a reduction
in restart times during the signature algorithm, and offers shorter lengths of both public keys and signatures.
However, it suffers from substantial communication overhead and imposes restrictions on the number of participants
in the signing process. Fukumitsu and Hasegawa [40] introduced a multi-signature scheme which utilizes lattices
and the ring version of the learning with error problem to achieve enhanced security. Subsequently, Fukumitsu
and Hasegawa [41] introduced an improved scheme based on [40], making it more secure under the quantum
random oracle model (QROM). In 2020, Peng et al. [42] introduced a simultaneous multi-signature approach that
combines the signature permutation of signers with the NIWI proof [43] as a multi-signature. As a result, the
scheme’s scalability is restricted due to the linear growth of multi-signature size with the number of participants.
A single-round multi-signature scheme from lattices was proposed by Kansal and Dutta [44], supporting public key
aggregation and simplifying the verification process to solely examine the correlation between the multi-signature
and the aggregated public key. Nevertheless, this scheme suffers from significant storage space consumption. Based
on [44], Kansal et al. [45] presented a two-round lattice-based solution with public key aggregation, which reduces
both storage space and communication bandwidth requirements.

In 2021, Damg̊ard et al. [46] introduced a two-round multi-signature scheme, named DOTT, which is built upon
lattice structures and the trapdoor commitment technique [47]. In 2022, Boschini et al. [48] introduced MuSig-
L, another lattice-based multi-signature protocol. Unlike DOTT [46], MuSig-L does not rely on the additional
cryptographic primitive of lattice-based trapdoor commitments for its security proof, and it also features a smaller
signature size. However, the scheme suffers from high communication complexity. Fleischhacker et al. [49] designed
a synchronized multi-signature system that generates a signature by augmenting the current timestamp as input
and compresses signatures on identical messages and timestamps into a multi-signature. Subsequently, Chen et
al. presented two lattice-based multi-signature protocols: identity-based multi-signature (IBMS) scheme [50] and
certificateless multi-signature (CLMS) scheme [51]. Both schemes effectively address the certificate management
issue often associated with PKI-based schemes. In 2023, Liang et al. [52] designed a novel multi-signature system
by leveraging the BLISS scheme [53], which demonstrates relatively stable multi-signature sizes under different
security levels. Recently, Chen [54] proposed DualMS, a trapdoor-free lattice-based multi-signature protocol that
offers smaller signature sizes and reduced communication costs. However, it is unable to reduce interaction times
through offline preprocessing.

Existing lattice-based multi-signature schemes, to the best of our knowledge, typically fix the entire signer group
involved in the multi-signature process in advance, and there is currently no lattice-based ASM scheme. Meanwhile,
most current lattice-based multi-signature approaches rely on broadcasting signature protocols, where different
signers must interact with each other to collaboratively generate a multi-signature, which obviously increases com-
munication overhead. To address this issue, Phalakarn et al. [55], Li et al. [56] and Chen et al. [57] introduced
non-broadcasting approaches. However, their schemes require a reliable third-party server with a trapdoor, and
each signer must interact with the server to generate their individual signatures. Therefore, to further improve
efficiency and flexibility, we aim to eliminate the need for the third-party server in their signing algorithms and
design a non-interactive identity-based ASM scheme on lattices in this paper.
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3 Preliminaries

3.1 Notations

We define n as a positive power of 2 and q as a prime number satisfying q = 1 mod 2n. The sets denoted by Z and
R correspond to all integers and all real numbers, respectively. Zq represents the set of integers within the range
[−q/2, q/2]. R represents the quotient ring Z[x]/(xn +1), and Rq refers to the ring Zq[x]/(x

n +1), whose elements
are polynomials with coefficients in Zq and degree at most n−1. ‖ ·‖p is used to indicate the ℓp norm of a vector (or
matrix), and ‖ · ‖ typically refers to the ℓ2 norm. [N ] is used to symbolize the index set {1, 2, · · · , N}. Additionally,
matrices are written in bold uppercase letters, vectors in bold lowercase letters, and polynomials in lowercase. Ã

indicates the Gram-Schmidt orthogonalization of A.

3.2 Anticirculant matrix

Definition 1 (Anticirculant matrix). Given a polynomial f =
∑n−1

i=0 fix
i, the corresponding anticirculant matrix

can be constructed from the coefficients of this polynomial as below:

A(f) =




f0 f1 · · · fn−1
−fn−1 f0 · · · fn−2

...
...

. . .
...

−f1 −f2 · · · f0




=




(f)

(x · f)
...

(xn−1 · f)




.

Lemma 1 ([53]). Given two polynomials f, g ∈ R, A(f + g) = A(f) +A(g) and A(f · g) = A(f)×A(g).

3.3 NTRU lattice

Definition 2 (NTRU lattice). Given a polynomial degree n, a prime q, and polynomials f, g ∈ R with h =
g · f−1 mod q, the NTRU lattice can be defined as follows:

Λh,q =
{
(v1, v2) ∈ R2

∣∣ v1 + h · v2 = 0 mod q
}
.

The basis of Λh,q is

Ah,q =

(
−A(h) In

qIn On

)
,

where On and In denote the zero and identity matrices, respectively.

Ah,q, however, is not a good basis, as it demands a complicated orthogonalization procedure. Consequently,

Hoffstein et al. [58] suggested an alternative short basis Bf,g =

(
A(g) −A(f)
A(G) −A(F )

)
, with F,G ∈ R that satisfy

f ·G− g · F = q. According to [53], these required F and G can be computed efficiently.

Definition 3 (Ring-SIS problem). Considering a = (a1, a2, · · · , al)T ∈ Rl
q and a real number β > 0, determine a

vector x = (x1, x2, · · · , xl)
T ∈ Rl that satisfies both aTx =

∑l
i=1 ai · xi = 0 mod q and 0 < ‖x‖ 6 β.

3.4 Discrete Gaussian distribution

Definition 4 (Gaussian distribution). Assuming c ∈ R
n and s > 0, the Gaussian distribution on R

n is character-
ized by

ρs,c(x) = exp

(−π‖x− c‖2
s2

)

with x ∈ R
n.

Let ρs,c(Λ) denote the total sum of ρs,c(x) over all x ∈ Λ. Then with c ∈ R
n and s > 0, the discrete Gaus-

sian distribution on Λ is characterized by DΛ,s,c(x) = ρs,c(x)/ρs,c(Λ). To make things easier, we define the two
distributions by ρs and DΛ,s when c = 0 in this paper.

According to [59,60], there are two critical characteristics associated with the discrete Gaussian distribution Dn
σ

on Z
n.
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Lemma 2 ([59]). Assuming σ > 0 and n ∈ Z
+, the subsequent facts hold true:

(1) Pr [x← Dn
σ : ‖x‖ > 2σ

√
n] < 2−n;

(2) Pr
[
x← D1

σ : |x| > 12σ
]
< 2−100.

Lemma 3 ([60]). Given v ∈ Z
n and α > 0, with the condition σ = ω(‖v‖

√
logn), we can conclude that

Pr
[
x← Dn

σ : Dn
σ(x)/Dn

σ,v(x) = O(1)
]
= 1− 2−ω(logn),

and precisely, under the condition that σ = α‖v‖, we acquire

Pr
[
x← Dn

σ : Dn
σ(x)/Dn

σ,v(x) < e12/α+1/2α2
]
> 1− 2−100.

With α = 12 and M ≈ e, we have Dn
σ(x) 6 M · Dn

σ,v(x) for x ∈ Dn
σ with high probability.

3.5 Lattice algorithms

In this section, we emphasize two important algorithms on NTRU lattices according to [53], which are often employed
in lattice-based signature schemes.

Lemma 4 ([53]). Given a prime q and a polynomial degree n, the algorithm TrapGen(n, q) executes in probabilistic
polynomial time (PPT) and outputs a polynomial h ∈ Rq along with a basis Bf,g for Λh,q.

Lemma 5 ([53]). Given a basis Bf,g of Λh,q, Gaussian parameters s > 0 and c ∈ Z
n
q × Z

n
q , the PPT algorithm

Gaussian Sampler(Bf,g, s, c) outputs a vector e = (e1, e2) ∈ DΛh,q ,s,c.

3.6 General forking lemma

Here, we recall the general forking lemma from [19], which is frequently used to prove the security of lattice-based
signature schemes.

Lemma 6 ([19]). Let q > 1 be an integer and H a set of size h > 2. Let A be a randomized algorithm that
on input x, h1, . . . , hq returns a pair, the first element of which is an integer in the range 0, . . . , q and the second
element of which we refer to as a side output. Let IG be a randomized algorithm that we call the input generator.
The accepting probability of A, acc, is defined by

acc = Pr
[
J > 1 : x

$← IG; h1, . . . , hq
$← H ; (J, σ)

$← A(x, h1, . . . , hq)
]
.

The forking algorithm FA associated to A is the randomized algorithm that takes input x and proceeds as Algorithm

1. Let frk = Pr
[
b = 1 : x

$← IG; (b, σ, σ′)
$← FA(x)

]
. Then frk > acc ·

(
acc
q − 1

h

)
.

Algorithm 1 Forking algorithm FA(x).

1: Pick coins ρ for A at random;

2: h1, . . . , hq
$←− H; (I, σ)

$←− A(x, h1, . . . , hq ; ρ);

3: if I = 0 then

4: return (0, ε, ε);

5: end if

6: h′

I , . . . , h
′

q

$←− H; (I′, σ′)
$←− A(x, h1, . . . , hI−1, h

′

I , . . . , h
′

q ; ρ);

7: if I = I′ and hI 6= h′

I then

8: return (1, σ, σ′);

9: else

10: return (0, ε, ε);

11: end if

4 System model, definition, and security model of IBASM

4.1 System model of IBASM

The system model of the IBASM, as shown in Figure 2, involves five distinct parties: a trustworthy KGC, a message
sender, multiple signers, a combiner, and a verifier. The responsibilities of each party in the IBASM system are
described below.

Key generation center: In the IBASM system, the KGC is a reliable entity.
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Figure 2 (Color online) System model of the IBASM.

• The KGC holds the responsibility for producing both the master public and private keys for the system. The
master private key remains confidential within the KGC, while the master public key is made public to other
participants.

• The KGC generates individual secret keys ski based on each user’s identity IDi and securely transmits these
keys to the respective users.

Sender: There is a sender in the IBASM system.

• The sender is responsible for initiating the message or transaction that requires signing.

• The sender sends the message m to different signers to undergo the multi-signature process. Specifically, the
sender preprocesses the original message (such as appending a timestamp and computing the hash value to ensure
integrity), and then broadcasts it in parallel to each signer using methods such as the publish-subscribe model or
network multicast. To ensure secure transmission, the process typically integrates secure channels, digital signatures,
timestamps, and hash functions, which serve to prevent eavesdropping and tampering, verify the authenticity and
integrity of the message, and effectively defend against replay attacks.

• In Bitcoin transactions, the sender is typically the party who initiates the transaction. This could be a buyer
intending to pay with Bitcoin, or the originator of a transfer involving funds managed by multiple parties. They
construct a raw transaction that requires multi-signatures for spending.

Signers: Multiple signers participate in the IBASM system.

• Each signer uses their individual secret key to generate a signature σi for the message and sends it to the
combiner for the multi-signature process.

• Multiple signers must collaborate in the multi-signature process to ensure the legitimacy and trustworthiness
of the document or transaction.

Combiner: The combiner plays a key role in the IBASM system.

• The combiner is responsible for collecting the resulting signatures from each participant and generating the
final multi-signature σm.

• A valid multi-signature is only produced when the number of valid signatures meets or exceeds the required
minimum number of subgroup signers.

• In Bitcoin transactions, the role of the combiner is typically implicit, handled automatically by wallet software
(such as Electrum), hardware wallets, or libraries that manage the signing process. When using these tools to
sign a multi-signature transaction, they assist in collecting signatures, constructing the complete script (with the
necessary multi-signatures), and sending the multi-signature transaction to the network.

Verifier: The verifier is responsible for confirming the validity of multi-signatures within the IBASM system.

• The verifier checks that the length of the public key list Lm from users providing valid signatures meets or
exceeds the required threshold T .
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• The verifier is responsible for validating the multi-signature σm to ensure its authenticity.

4.2 Definition of IBASM

An IBASM scheme mainly consists of six algorithms as described below.
• Setup(1λ) → pp. Upon receiving the security parameter 1λ, the initialization procedure creates a master

secret key msk kept secretly by the KGC, and produces the public system parameters pp as its output, including
the master public key.
• Extract(pp,msk, IDi)→ ski. Upon receiving the system public parameters pp, master secret key msk and a

user’s identity IDi, the extraction mechanism derives a secret key ski and transmits it to the user over a protected
communication channel. (A secure encrypted communication channel is established between the KGC and the user,
typically implemented through well-known security protocols like TLS/SSL (transport layer security/secure sockets
layer). Before communication begins, both the KGC and the user perform mutual authentication to ensure that the
user is connecting to the legitimate KGC, and that the KGC confirms the user’s valid identity. They then negotiate
a session key. The KGC uses its master secret key and the user’s ID to generate the corresponding user private key,
which is then encrypted with the session key and transmitted to the user over the established secure channel. Upon
receiving the encrypted private key, the user decrypts it using the session key to obtain the corresponding private
key, and securely stores the private key.)
• Sign(pp, ID,m, IDi, ski)→ σi. By inputting the system public parameters pp, identity list ID = {ID1, ID2,

· · · , IDN}, message m, along with a user’s identity IDi and secret key ski, the signature generation process
computes a signature σi and delivers it to the combiner.

• Verify(pp, ID,m, IDi, σi)→ 1/0. By inputting the system public parameters pp, identity list ID = {ID1, ID2,
· · · , IDN}, message m, along with a user’s identity IDi and the corresponding signature σi, the verification algo-
rithm checks the validity of σi and returns 1 (“accept”) if valid, and 0 (“reject”) if not.
• ComSign(pp, ID,m, T,Σ) → σm. Given the system public parameters pp, a list of signer identities ID =

{ID1, ID2, · · · , IDN}, a message m, the required minimum number T of subgroup signers, and a signature list
Σ = {σ1, σ2, · · · , σN}, the signature combination algorithm derives a multi-signature σm if the number of valid
signatures meets or exceeds T , which is then forwarded to the verifier. Otherwise, return ⊥.
• MVerify(pp, ID,m, T, σm) → 1/0. When provided with the system public parameters pp, a list of signer

identities ID = {ID1, ID2, · · · , IDN}, a message m, the required minimum number T of subgroup signers, and a
multi-signature σm, the verification algorithm determines the validity of σm and produces an output of 1 (“accept”)
for a valid multi-signature, or 0 (“reject”) for an invalid one.

4.3 Security model of IBASM

According to [19], even in the presence of only a single honest participant within the group, multi-signature schemes
must remain secure against any PPT adversaryA attempting to construct a forged valid multi-signature. According
to [19, 56], we aim to achieve the existential unforgeability for our IBASM protocol, which is described by the
following game.

Init. By executing the Setup algorithm, the challenger C generates pp and msk for the system. Subsequently,
C securely keeps msk and outputs pp.

Queries. Proceeding adaptively, A can submit polynomially many queries as follows.
• Hash Query. C provides the corresponding hash value as the response, when A makes a hash oracle query

with certain input parameters.
• Key Extraction Query. C performs the Extract algorithm to obtain the secret key ski and returns it to A,

when A queries for the secret key corresponding to identity IDi.
• Signing Query. A can make a signing query with message m, identity list ID = {ID1, ID2, · · · , IDN},

index subset Lm ⊆ {1, 2, · · · , N} and required minimum number T of subgroup signers. C first checks whether
Lm.length > T and returns ⊥ if Lm.length < T . Otherwise, C computes the multi-signature σm (corresponding
to the subset Lm) and returns it to the adversary A, by executing the Sign and ComSign algorithms. Let I be
the last index in Lm and IDI be the identity that A chooses for the honest signer, without loss of generality. C
simulates the role of IDI , while A acts as all other signers (whose identities are indexed in Lm\{I}). Note that
not all identities (indexed in Lm\{I}) need to be compromised and A can attempt to simulate them without their
private keys.

Forgery. The adversary A outputs an identity set ID∗ = {ID∗1 , ID∗2 , · · · , ID∗N}, an index subset L∗m ⊆
{1, 2, · · · , N}, a message m∗, required minimum number T ∗ of subgroup signers, and a forged multi-signature
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σ∗m. A wins the game if (1) A never submitted m∗ to the signing oracle, (2) L∗m contains the index of at least one
uncorrupted identity, and (3) MVerify (pp, ID∗,m∗, T ∗, σ∗m) = 1.

Definition 5 (EUF-AID-CMA). If the probability of any PPT adversary A winning the described game is
negligible, we can conclude the IBASM scheme is existentially unforgeable against adaptively chosen-identity and
chosen-message attacks within the random oracle model.

5 Our construction

This section outlines the details of our IBASM scheme. It is worth mentioning that while using simple summation to
generate multi-signatures can reduce the computational overhead of our scheme, it also makes the scheme vulnerable
to rogue attacks. Therefore, we employ a randomized linear combination of individual signatures instead of simple
summation.

Setup: Given the security parameter 1λ, our setup algorithm works as follows.
• Choose a positive integer n, two positive real numbers s and σ, and a prime number q > 2.

• Perform TrapGen(n, q)→ (h,Bf,g) such that h = g ·f−1 mod q and Bf,g =

(
A(g) −A(f)
A(G) −A(F )

)
, where f, g, F,G ∈

R and f ·G− g · F = q.
• Set msk = Bf,g and mpk = h for the master secret and public keys, respectively.
• Select three hash functions H1 : {0, 1}∗ → Z

n
q , and H2, H3 : {0, 1}∗ → {e|e ∈ {−1, 0, 1}n ∧ ‖e‖1 6 d}.

• Output the system public parameters pp = (h,H1, H2, H3, q, n, s, σ).
Extract: According to a signer’s identity IDi, the KGC creates the secret key for the signer as below.
• ti ← H1(IDi) ∈ Rq.
• Perform (ti, 0)− Gaussian Sampler(Bf,g, s, (ti, 0)) → (si,1, si,2) such that si,1 + si,2 · h = ti and ‖(si,1, si,2)‖ 6

s
√
2n.
• Set ski = (si,1, si,2) as the secret key and transmit it to the signer through a protected communication channel.

In the practical applications, we only need to save si,2, as si,1 can be computed with si,2.
Sign: Our signing algorithm enables each signer to independently produce their signature, without the need for

mutual interaction. For instance, the signature process for signer i is shown as follows.
• Set σi = H2(ID,m) if signer i abstains or disagrees, where ID = {ID1, ID2, · · · , IDN} is a group of signer

identities and m is a message.
• If signer i agrees to sign for message m, the signing algorithm works as below.

(1) yi,1, yi,2 ← Dn
σ ×Dn

σ .
(2) ri = yi,1 + h · yi,2 ∈ Rq.
(3) ci ← H2(IDi, ri, ID,m).

(4) Compute zi,1 = si,1 · ci + yi,1 with probability min(
Dn

σ (zi,1)
M1·Dn

σ,si,1ci
(zi,1)

, 1).

(5) Compute zi,2 = si,2 · ci + yi,2 with probability min(
Dn

σ (zi,2)
M2·Dn

σ,si,2ci
(zi,2)

, 1).

(6) Output the signature σi = (zi, ri), where zi = (zi,1, zi,2).

Verify: To verify signer’s signature σi, our verification algorithm works as below.
• ci ← H2(IDi, ri, ID,m).
• If zi,1 + h · zi,2 = H1(IDi) · ci + ri and ‖zi‖ 6 2σ

√
2n, return 1 (“accept”); otherwise, return 0 (“reject”).

ComSign: Run by the combiner, the multi-signature generation process is outlined as follows.
• For each σi in the signature list Σ = (σ1, σ2, · · · , σN ),
(1) if σi = H2(ID,m), the signer abstains or disagrees;
(2) if σi = (zi, ri) and Verify(pp, ID,m, IDi, σi) = 1, save the corresponding index i into Lm.
• If Lm.length < T , abort and return ⊥.
• Compute ci ← H2(IDi, ri, ID,m) for all i ∈ Lm.
• Compute ej ← H3((ci)i∈Lm

, j) for all j ∈ Lm.
• z = Σj∈Lm

ejzj .
• Output the multi-signature σm = (z, (ri)i∈Lm

, Lm).
MVerify: The following steps are executed by the verifier to validate the multi-signature σm.
• If Lm.length < T , return 0.
• Compute ci ← H2(IDi, ri, ID,m) for all i ∈ Lm.
• Compute ej ← H3((ci)i∈Lm

, j) for all j ∈ Lm.
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• If z(1) + h · z(2) = Σj∈Lm
ej(H1(IDj) · cj + rj) and ‖z‖ 6 2Nσ

√
2nd, return 1 (“accept”).

• Otherwise, return 0 (“reject”).
Correctness: Below, we demonstrate the correctness for our IBASM protocol.

z(1) + h · z(2) = Σj∈Lm
ej(sj,1cj + yj,1 + h · (sj,2cj + yj,2))

= Σj∈Lm
ej((sj,1 + h · sj,2) · cj + rj)

= Σj∈Lm
ej(H1(IDj) · cj + rj).

Next, we discuss the Euclidean norm of the final multi-signature. We know that a signer’s individual signature zi
follows the discrete Gaussian distribution Dn

σ × Dn
σ in the signature algorithm, so we obtain ‖zi‖ 6 2σ

√
2n. Since

the final multi-signature z = Σj∈Lm
ejzj , we then have ‖z‖ 6 2Nσ

√
2nd.

6 Security analysis

Theorem 1. Assuming that any PPT adversary A makes no more than NH queries to random oracle (including
all hash oracles), NK to key extraction oracle, and NS to signing oracle, and achieves a probability ǫ of forging a

multi-signature, we can design a simulator B to solve the Ring-SIS problem with probability ǫ4

256N4
K
(NH+NS)3

.

Proof. Given A = [1|h] ∈ R1×2
q , the pair (A, t) ∈ R1×3

q defines an instance of Ring-SIS, where t is a uniformly
random polynomial in Rq. Now we aim to construct a simulator B that can be used to solve this instance of
Ring-SIS. Assuming Ch denotes the same challenge space for H2 and H3. B can randomly choose hj , h

′
j ← U(Ch)

for j ∈ [NH + NS ]. For the random oracles H1, H2 and H3, B maintains three hash tables HT1, HT2 and HT3,
which are initially empty. Additionally, B sets two counters ctr1 and ctr2, and initializes them to 0.

Init. B sets the system public parameters pp = (h,H1, H2, H3, q, n, s, σ), where h represents the master public
key. B then responds pp to A.

Queries. Proceeding adaptively, A can submit polynomially many queries as follows.

• H1 query. When A makes an H1 query with identity IDi, B returns pi to the adversary A if HT1[IDi] =
(ki, si, pi). Otherwise, B randomly chooses si = (si,1, si,2) ∈ Dn

s × Dn
s and flips a coin ki such that ki = 0 with

probability δ and ki = 1 with probability 1 − δ. If ki = 0, B computes pi = si,1 + h · si,2. If ki = 1, B sets
pi = t− (si,1 + h · si,2). Finally, B saves HT1[IDi]← (ki, si, pi) and returns pi to A.
• H2 query. When A makes an H2 query on x = (IDi, ri, ID,m), B returns ci to the adversary A if HT2[x] = ci.

Otherwise, if HT1[IDi] is already defined and ki = 1, B increases ctr1 and sets HT2[x] = hctr1 . Else, B randomly
samples HT2[x]← U(Ch). Finally, B returns ci = HT2[x] to A.
• H3 query. When A sends an H3 query with x = ((ci)i∈Lm

, j) for j ∈ Lm (Lm is a subset of indices such that
Lm ⊆ {1, 2, · · · , N}), B returns ej to the adversary A if HT3[x] = ej. Otherwise, assume that I is the last index in
Lm, without loss of generality. For all j ∈ Lm\{I}, B randomly selects HT3[xj ]← U(Ch) for xj = ((ci)i∈Lm

, j). It
then increments ctr2 and sets HT3[xI ] = h′ctr2 for xI = ((ci)i∈Lm

, I). Finally, B returns ej = HT3[x] (where x = xj

for index j ∈ Lm) to A.
• Key extraction query. When A requests the secret key for identity IDi, B first issues an H1 query with IDi

and looks up HT1[IDi] = (ki, si, pi). If ki = 1, B assigns bad ← true and ends the process. If ki = 0, B returns
si = (si,1, si,2) to A.
• Signing query. Upon receiving a signing query from A with message m, identity list ID = {ID1, ID2, · · · ,

IDN}, an index subset Lm ⊆ {1, 2, · · · , N} and required minimum number T of subgroup signers, B first checks
whether Lm.length > T and returns ⊥ if Lm.length < T . Otherwise, suppose that I is the final index in Lm and
IDI is the identity designated by A for the honest signer, without loss of generality. B then acts as IDI , whereas
A takes on the role of all other signers (whose indices are present in Lm\{I}). Subsequently, B performs an H1

query with IDI and looks up HT1[IDI ] = (kI , sI , pI). If kI = 0, B honestly follows the real Sign algorithm and
produces a partial signature σI with the secret key sI = (sI,1, sI,2). If kI = 1, B increases ctr1 and sets cI = hctr1 .
It randomly samples zI = (zI,1, zI,2) ← Dn

σ × Dn
σ and computes rI = zI,1 + h · zI,2 −H1(IDI) · cI . B then stores

HT2[x] = cI with x = (IDI , rI , ID,m) and generates the partial signature σI = (zI = (zI,1, zI,2), rI). After
receiving the other partial signatures σi for i ∈ Lm\{I} generated by A itself, B performs the ComSign algorithm
to derive the multi-signature σm (corresponding to Lm) and returns σm to A.

Forgery. The adversary A outputs an identity list ID∗ = {ID∗1 , ID∗2 , · · · , ID∗N}, an index subset L∗m ⊆
{1, 2, · · · , N}, along with message m∗, required minimum number T ∗ of subgroup signers, and a forged multi-
signature σ∗m = (z∗, (r∗i )i∈L∗

m
, L∗m). B checks the validity of the forged multi-signature σ∗m, i.e., (1) A never
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Figure 3 Double forking lemma.

submitted m∗ to the signing oracle, (2) L∗m contains the index of at least one uncorrupted identity, and (3) MVer-

ify(pp, ID∗,m∗, T ∗, σ∗m) = 1.
If any of the above conditions do not hold, B outputs (0, 0,⊥). Otherwise, assume that I represents the final index

in L∗m and ID∗I is an uncorrupted identity, without loss of generality. Suppose that J and J ′ denote the counter
indices such that c∗I = hJ and e∗I = h′J′ , respectively. Subsequently, B outputs (J, J ′, (ID∗, L∗m,m∗, σ∗m,C∗,E∗)),
where C∗ = (c∗j )j∈L∗

m
such that c∗j = H2(ID

∗
j , r
∗
j , ID

∗,m∗) and E∗ = (e∗j )j∈L∗
m

such that e∗j = H3(C
∗, j). Finally,

we apply the double forking lemma (as shown in Figure 3) to complete the security analysis.

Let out = (J, ID∗, L∗m,m∗, σ∗m,C∗,E∗). we employ the forking lemma to derive another output õut = (J̃ , ĨD, L̃m,

m̃, σ̃m, C̃, Ẽ), where the forking point occurs at the counter index ctr2. According to the forking lemma, both

simulation environments provided by B to A are the same before reaching the fork. Therefore, we have J = J̃ ,

ID∗ = ĨD, L∗m = L̃m, m∗ = m̃, and c∗j = c̃j for all j ∈ L∗m and e∗j = ẽj for all j ∈ L∗m\{I}. Since both

generated multi-signatures are valid, we know that z∗(1)+h ·z∗(2) = Σj∈L∗
m
e∗j (H1(ID

∗
j ) ·c∗j +r∗j ) and z̃(1)+h · z̃(2) =

Σj∈L̃m
ẽj

(
H1

(
ĨDj

)
· c̃j + r̃j

)
. Given A = [1|h], we can compute

A(z∗ − z̃) = (e∗I − ẽI)(H1(ID
∗
I ) · c∗I + r∗I ). (1)

As can be noticed, Eq. (1) alone does not provide a complete solution for the Ring-SIS problem. Next, we will
apply the forking lemma for the second time. Let out = (ID∗, L∗m,m∗, σ∗m,C∗,E∗). By performing the forking
lemma again, we can attain another output out′ = (ID′, L′m,m′, σ′m,C′,E′). This time, the forking point occurs at
the counter index ctr1. In the same manner, both simulation environments are identical before reaching the fork.
Hence, we have ID∗ = ID′,m∗ = m′, and r∗I = r′I , along with c∗I 6= c′I . Therefore, we can derive

A(z′ − z̃′) = (e′I − ẽ′I)(H1(ID
′
I) · c′I + r′I) = (e′I − ẽ′I)(H1(ID

∗
I ) · c′I + r∗I ). (2)

Assume ζ = (e∗I − ẽI) and ζ′ = (e′I − ẽ′I). Multiply Eq. (1) by ζ′ and Eq. (2) by ζ. Combining both equations,
we can deduce

A(ζ′(z∗ − z̃)− ζ(z′ − z̃′)) = ζζ′(H1(ID
∗
I )(c

∗
I − c′I)).

Given H1(ID
∗
I ) = t−As∗I = t− (s∗I,1 + h · s∗I,2), we can obtain

A(ζ′(z∗ − z̃)− ζ(z′ − z̃′) + ζζ′ · s∗I(c∗I − c′I)) = ζζ′ · t(c∗I − c′I).

Suppose A′ = [A|t] ∈ R1×3
q , we can compute x = (ζ′(z∗− z̃)− ζ(z′− z̃′)+ ζζ′ · s∗I(c∗I − c′I), ζζ

′(c′I − c∗I))
T, a solution

to the Ring-SIS problem for A′. Subsequently, we can calculate

‖x‖ 6 4 · ‖ζz∗‖+ 2 · ‖ζ2s∗Ic∗I‖+ 2 · ‖ζ2c∗I‖ 6 4 · 4d · 2Nσ
√
2nd+ 2 · s

√
2n · 4d 3

2 + 2 · 4d 3

2 = β.

Let ǫ be the probability of A succeeding in deriving a forgery. Since L∗m contains the index of at least one
uncorrupted identity and A submits at most NK key queries, we can compute Pr[¬bad] > δNK (1 − δ). When the
condition δ = NK

NK+1 is satisfied, Pr[¬bad] can make the maximum value. Hence, we can obtain

Pr[¬bad] > 1

NK + 1
·
(

NK

NK + 1

)NK

=
1

NK
·
(
1− 1

NK + 1

)NK+1

>
1

4NK
.
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Table 1 Comparison among lattice-based multi-signature schemes. n is the system parameter; k, ℓ, and ℓ′ are the dimensions of modular

matrices; m × n represents the dimensions of integer matrices; N is the number of signers; |sk| indicates user’s secret key size; |pk| denotes
user’s public key size; |σm| represents the multi-signature size; |ID| signifies the size of user’s identity; Õ(g(n)) denotes the complexity

of O(g(n) logc(g(n))). EUF-CMA: existentially unforgeable under chosen-message attacks. EUF-AID-CMA: existentially unforgeable under

adaptive-identity and chosen-message attacks. EUF-SID-CMA: existentially unforgeable under selective-identity and chosen-message attacks.

Scheme
Storage consumption

IBC NIS ASM Lattice type Security
|sk| |pk| |σm|

DOTT [46] (ℓ + k)O(n) k · Õ(n) (ℓ + 3k + 3kℓ)Õ(n) × × × Modular lattice EUF-CMA

MuSig-L [48] (ℓ + k)O(n) k · Õ(n) (ℓ + 2k)Õ(n) × × × Modular lattice EUF-CMA

DualMS [54] (ℓ + k)O(n) k · Õ(n) (ℓ + ℓ′ + 2k)Õ(n) × × × Modular lattice EUF-CMA

MSig [55] O(mn) Õ(n2) Õ(m) × × × Euclidean lattice EUF-CMA

IBMS-pka [57] Õ(mn) |ID| Õ(m)
√ × × Euclidean lattice EUF-AID-CMA

MS [45] O(n) Õ(n) (N + 2)O(n) × × × Ideal lattice EUF-CMA

IBMS [50] Õ(n) |ID| Õ(n) + N · O(n)
√ × × Ideal lattice EUF-SID-CMA

IBAS [56] Õ(n) |ID| (N + 1)Õ(n)
√ × × Ideal lattice EUF-AID-CMA

Our IBASM Õ(n) |ID| (N + 2)Õ(n)
√ √ √

Ideal lattice EUF-AID-CMA

Now, the accepting probability is acc > ǫ · Pr[¬bad] > ǫ
4NK

.
Based on the forking lemma [19], the successful probability of the first fork is

frk1 > acc ·
(

acc

NH +NS
− 1

|Ch|

)
>

ǫ2

16N2
K(NH +NS)

− 1

|Ch| ≈
ǫ2

16N2
K(NH +NS)

.

The successful probability of the second fork is

frk2 > frk1 ·
(

frk1
NH +NS

− 1

|Ch|

)
>

(
ǫ2

16N2
K
(NH+NS)

)2

NH +NS
− 1

|Ch| ≈
ǫ4

256N4
K(NH +NS)3

.

Therefore, the probability is at least ǫ4

256N4
K
(NH+NS)3

to solve the Ring-SIS problem. Furthermore, it is non-

negligible if ǫ, the probability of A successfully generating a forgery, is non-negligible. However, since the Ring-SIS
problem is widely recognized as a difficult problem on lattices, our IBASM scheme remains secure within the random
oracle model.

7 Performance evaluation

7.1 Theoretical evaluation

We evaluate our IBASM scheme against several related lattice-based multi-signature schemes [45,46,48,50,54–57],
as presented in Table 1. The comparison covers the following aspects: the sizes of user’s public and private keys, the
size of multi-signature, support for identity-based cryptographic design (IBC), non-interactive signature protocol
(NIS), and ASM, lattice type, and security.

Regarding storage consumption, the DOTT, MuSig-L, and DualMS schemes [46, 48, 54] are based on modular
lattices, and their storage costs for public keys, private keys, and multi-signatures depend not only on the degree of
polynomials but also on the dimensions of modular matrices. Both the MSig [55] and IBMS-pka [57] schemes are
based on Euclidean lattices, and their public key, private key, and multi-signature sizes are primarily determined by
the dimensions of integer matrices, which generally leads to large storage overhead. In contrast, the MS, IBMS, and
IBAS schemes [45, 50, 56] are designed based on ideal lattices (the NTRU lattice is also an ideal lattice). Since the
number of polynomials is constant, the storage requirements for public keys and private keys in these schemes are
primarily influenced by the polynomial degree. Additionally, the IBMS [50], IBAS [56], and our IBASM schemes are
constructed based on IBC (identity-based cryptography) and NTRU lattices, meaning the public key size is mainly
determined by user’s identity information, with the private key size being the same. However, since our scheme
focuses on non-interactive and accountable-subgroup multi-signatures, the storage overhead for multi-signatures
is higher compared to other schemes. To make it more intuitive, we present specific sizes of secret keys, public
keys, and multi-signatures for the IBMS [50], IBAS [56], and our scheme, as shown in Table 2. The experimental
parameters are set to n = 512, q = 220 and N = 5, with the public key size representing the evaluation of the
publicly-known cryptographic hash function for user identity. From Table 2, it can be seen that the specific storage
consumption for each scheme is consistent with the analysis above.
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Table 2 Storage cost of keys and multi-signatures (n = 512, q = 220 and N = 5).

Scheme Secret keys (KB) Public keys (KB) Multi-signatures (KB)

IBMS [50] 1.25 1.25 3.75

IBAS [56] 1.25 1.25 7.5

Our IBASM 1.25 1.25 8.75

Figure 4 (Color online) Time cost of each algorithm (n = 512, q = 220).

From the perspective of features, our IBASM scheme is an identity-based multi-signature protocol, where each
signer’s public key is linked to their identity (e.g., email address), eliminating the need to issue certificates for each
user’s public key. This effectively resolves the complex certificate management issues associated with PKI systems.
Moreover, our signature protocol is non-interactive, meaning there is no need for signers to interact with each other
to generate multi-signatures, significantly reducing the communication overhead. Additionally, if any signer needs
to restart the signature process, it will not affect other participants. In contrast, in broadcasting multi-signature
protocols, if any participant needs to restart the signing algorithm, all signers must restart, which severely impacts
the overall efficiency of the signing process. Finally, our approach supports flexible accountable-subgroup multi-
signatures, making it suitable for practical t-out-of-N scenarios, whereas the entire group of signers is predetermined
in other schemes.

In terms of security, both the IBAS scheme [56] and our scheme are EUF-AID-CMA secure, while the IBMS
scheme [50] is EUF-SID-CMA secure. Therefore, our scheme provides higher security compared to the IBMS scheme.
Specifically, we grant the adversary stronger attack capabilities, but our scheme remains existentially unforgeable
against adaptively chosen-identity and chosen-message attacks. On the other hand, the IBMS scheme [50] requires
the adversary to select the target identity in advance, making it secure only against selective identity attacks, which
results in a lower level of security.

7.2 Experimental evaluation

As mentioned in [61], the NTRU lattice-based signature scheme, integrated with fast Fourier transform (FFT)
technology, demonstrates high performance in both bandwidth and efficiency, as FFT can significantly improve the
efficiency of polynomial multiplication. Therefore, our approach is built upon NTRU lattices. So are the IBMS [50]
and IBAS [56] schemes. To evaluate the practical performance of our approach, we implemented these three schemes
for a comprehensive comparison. We conducted the experiments using a personal computer (PC) with 8 GB of
memory, an Intel Core i7-8550U processor, and a Linux operating system. The IBMS, IBAS, and our IBASM
schemes were implemented using the C++ programming language and the NTL library [62]. Additionally, we set
two parameter combinations for comparison in the experiments: n = 512, q = 220 and n = 1024, q = 230. The
corresponding results are presented in Figures 4 and 5.

Setup algorithm. The setup algorithm primarily involves executing the TrapGen algorithm to produce the
system’s master public and private keys. Since the computational cost does not change with the number of users,
the time consumption of the setup algorithm remains relatively stable.

Extract algorithm. The key extraction algorithm is designed to create a secret key for each user based on
their identity information. Clearly, the computational effort increases in direct proportion to the number of users.
Consequently, an increase in the number of users results in a corresponding rise in the time cost.

Multi-signature generation. The IBMS scheme [50] is a broadcasting multi-signature protocol, where if any
participant needs to restart the signing process, all signers must restart as well, leading to an exponential increase
in computational cost with respect to the number of participants. This results in a highly inefficient system,
particularly when the number of signers is large, as the computational cost becomes significantly burdensome. The
IBAS scheme [56], a non-broadcasting multi-signature protocol, introduces a trusted third party. In this scheme,
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Figure 5 (Color online) Time cost of each algorithm (n = 1024, q = 230).

signers engage only with the trusted third party, and the computational effort for generating multi-signatures
increases proportionally to the number of participants. However, the involvement of the trusted third party causes
some additional time costs. Finally, our scheme is a non-interactive multi-signature approach, requiring neither
broadcasting interactions between signers nor a trusted third party. Consequently, our multi-signature generation
is significantly quicker compared to both the IBMS and IBAS schemes. In particular, when compared to the IBAS
scheme, our multi-signature generation efficiency is enhanced by approximately 50% and 66.7%, respectively, in two
different parameter combinations.

Multi-signature verification. As observed, the time required for multi-signature verification in our approach
is comparable to that in the IBAS scheme [56]. Additionally, since our scheme computes multi-signatures using a
weighted sum rather than direct summation (to ensure security), the verification process involves more polynomial
multiplications, leading to a slightly higher time cost than the IBMS scheme [50]. However, this is still reasonable
and acceptable, considering more functionality our approach provides.

In summary, our scheme demonstrates superior overall performance compared to other schemes, particularly in
terms of multi-signature generation efficiency. As more signers are involved, the advantage of our multi-signature
generation becomes even more pronounced.

8 Conclusion

To make it more suitable for practical applications like the Bitcoin blockchain, we proposed a non-interactive
identity-based accountable-subgroup multi-signature scheme based on lattices in this paper. We have demonstrated
its security under the random oracle model. Our scheme supports accountable-subgroup multi-signatures, allowing
users to independently decide whether to sign for Bitcoin transactions. Unlike previous lattice-based multi-signature
schemes, which require all participants to be determined in advance, our scheme is more flexible and better suited
for practical t-out-of-N transactions in blockchain environments. Moreover, our signing algorithm is non-interactive,
significantly improving the efficiency of multi-signature generation. Additionally, if any participant needs to restart
the signing process, it does not affect other participants. Furthermore, our scheme is based on IBC, allowing the
derivation of public keys from personal identity details (e.g., ID card numbers or email addresses), making it more
appropriate for practical system development and deployment.

Finally, as part of our future research, we aim to shrink the size of multi-signatures and design more efficient
lattice-based multi-signatures and aggregate signatures.
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