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Abstract Group communication among first responders is critical to the success of public safety missions. The operational environment
of such missions introduces unique requirements, including highly dynamic group membership, tolerance to communication disruptions,
the need to maintain confidentiality, and enable auditability. However, commercial group communication applications are typically
designed for networks that provide timely and reliable delivery, which do not necessarily satisfy these requirements. Thus, a group
communication solution specifically designed for public safety missions—one that accounts for all of these requirements—is needed. We
present NameShield, a secure and efficient framework for dynamic group communication in public safety and emergency response scenarios.
NameShield adopts a holistic, layered architecture that integrates security, information dissemination, and networking to support reliable
and confidential communication among highly dynamic groups of first responders. At the information layer, NameShield builds on a role-
based graph namespace to realize an efficient publish/subscribe communication model that naturally captures organizational structure
and group dynamics. The network layer of NameShield is intentionally decoupled from specific communication technologies and can
operate over any substrate that provides multicast, making it suitable for network conditions during public safety missions. To maintain
message confidentiality, NameShield incorporates a message-oriented key-policy attribute-based encryption (KP-ABE) mechanism that
enables fine-grained, per-message access control and supports frequent membership changes without requiring expensive group rekeying.
Together, these design choices allow NameShield to provide strong security guarantees while remaining flexible, scalable, and robust
under the operational constraints of emergency response environments.
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1 Introduction

Efficient and secure group communication plays a critical role in the success of public safety missions, where first
responders must exchange information in a timely manner across different groups. Communication in such settings
exhibits several distinctive characteristics. (1) Highly dynamic group membership. First responders frequently
form temporary, task-oriented groups during public safety missions. For example, in a rescue operation, responders
from different departments and roles collaborate to form a team. These groups are highly dynamic in two respects.
First, individual responders may rotate in and out of roles depending on availability, causing group membership to
change frequently. Second, the set of active roles may itself change over time. For instance, in a distribution center,
responders with different functionalities may arrive and depart within short time intervals, continuously reshaping
the group. Consequently, message dissemination may often target a different recipient set on a per-message basis.
(2) Damaged and unreliable infrastructure. Public safety missions typically take place during or after disasters or
crises, when network infrastructure may be partially damaged or congested. Communication links may be unreliable,
messages may be delayed, or experience disruption because of heavy traffic from both responders and civilians.
As a result, the communication environment often resembles a delay-tolerant network (DTN) [1] rather than a
conventional, stable network. (3) Confidentiality and anonymization. Communications among first responders can
be highly sensitive and need to be protected from unauthorized disclosure. Leakage of operational information to
the public could cause unnecessary panic, and leakage to adversaries could directly compromise mission success.
In addition to confidentiality, recipient anonymization is also important, since revealing which teams or roles are
communicating can itself allow an adversary to infer ongoing or upcoming operations. For example, observing a

* Corresponding author (email: kk@cs.ucr.edu)

(© Science China Press 2026 info.scichina.com  link.springer.com


http://crossmark.crossref.org/dialog/?doi=10.1007/s11432-026-4905-0&domain=pdf&date_stamp=2026-8-26
https://doi.org/10.1007/s11432-026-4905-0
info.scichina.com
link.springer.com
https://doi.org/10.1007/s11432-026-4905-0
https://doi.org/10.1007/s11432-026-4905-0

Yu HM, et al. Sci China Inf Sci September 2026, Vol. 69, Iss. 9, 190301:2

surge in traffic involving a special weapons and tactics (SWAT) team could indicate an imminent tactical action.
(4) Auditability and accountability. Finally, communications must be auditable by authorities with the appropriate
permissions. Auditability supports post-incident analysis, accountability, and the detection of misbehavior, while
still preserving operational security during the mission. These characteristics together motivate the need for a group
communication system that supports dynamic membership, resilience to disruption, confidentiality with anonymity,
and auditability.

While commercial group messaging applications, such as WhatsApp and Signal, provide strong confidentiality
and efficiency guarantees for normal environments, they are not well-suited for the form of group communication in
public safety missions that we are concerned about, which exhibit fundamentally different requirements. Commercial
messaging platforms do not encode role-based or professional information for group members, often resulting in
unnecessary and potentially wasteful message dissemination. In practice, administrators may have to create a large,
static group that includes all responders involved in a mission to cover all possible use cases. Messages intended
only for responders in a specific role are nevertheless delivered to all members of this large group, including those
for whom the information is irrelevant. This behavior not only raises security concerns by exposing sensitive
information to unintended recipients but also introduces efficiency and usability problems. Responders who are
repeatedly exposed to irrelevant messages may become overwhelmed and fail to notice critical information related
to their assigned roles. Commercial group messaging applications are also ill-suited to the highly dynamic nature
of public safety operations. Group membership can change frequently as missions evolve. However, commercial
systems typically require explicit and often costly group formation and reconfiguration procedures. This introduces
significant overhead when members join or leave and prevents flexible, per-message definition of recipient groups.
In addition, many commercial messaging systems rely on centralized servers for message delivery, which may be
inaccessible during disasters due to infrastructure failures. Furthermore, their security mechanisms assume reliable,
ordered, and lossless message delivery. For example, message layer security (MLS) [2] requires a reliable, in-order
delivery guarantee, making it poorly suited for the disrupted network conditions common in emergency scenarios.
Finally, commercial messaging applications do not support authorized auditing. They typically rely on strict end-to-
end encryption, which, while appropriate for preserving confidentiality and user privacy in normal settings, makes
legitimate auditing difficult. These limitations highlight the need for a group communication system specifically
designed to address the security, dynamism, resilience, and accountability requirements of public safety operations.

Namespace-based group communication [3,4] is a promising solution for efficient group communication for pub-
lic safety missions. Unlike commercial group messaging applications, which require explicit group creation and
maintenance, namespace-based communication maintains a system-wide namespace and uses it as the fundamen-
tal abstraction for group formation. As described in [5], names correspond to the roles of first responders. The
namespace is typically derived from real-world administrative and organizational structures. In such systems, the
namespace is organized hierarchically, and each name represents a specific role of a first responder. First responders
subscribe to the names corresponding to their assigned roles. When a sender publishes a message, it selects one
or more names from the namespace, and the system implicitly expands the selected names to include their descen-
dants in the hierarchy. As a result, all subscribers of the selected names and their descendant names receive the
message. This design ensures that messages are delivered only to responders whose roles are relevant, reducing both
information leakage and unnecessary message dissemination that has the potential of overloading the attention of
responders with information not relevant to them. Namespaces also naturally support dynamic group management.
As introduced in [4], names in the namespace are managed flexibly within a dynamic graph structure. Names and
name-relationships can be added, removed, or modified during a public safety mission. When a task-oriented group
needs to be formed, an administrator can simply introduce a new name into the namespace and link existing names
to it, thereby creating the desired group structure without explicit group reconfiguration. Another benefit of the
namespace is that it reduces the cognitive and operational burden on senders. During public safety missions, the
individual responder occupying a particular role may change frequently due to shift rotations or task reassignment.
Identifying which individual currently fulfills a given role can therefore impose additional overhead on the sender.
With a role-based namespace, senders can target roles directly rather than specific individuals, as responders sub-
scribe to names corresponding to the roles they currently perform. This flexibility makes namespace-based group
communication particularly well-suited to the highly dynamic and role-driven nature of public safety operations.

Beyond efficient communication among first responders, which is enabled by the namespace, security is another
critical concern. Adversaries may eavesdrop on communication channels to obtain sensitive information, and unau-
thorized users may gain access to messages due to the open and heterogeneous network environments often used
in public safety missions (e.g., in device-to-device networks, where user devices participate directly in message
forwarding). To protect sensitive information during transmission, ensuring message confidentiality is essential.
Among different encryption schemes, attribute-based encryption (ABE) offers distinct advantages for public safety
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Figure 1 (Color online) Overall architecture of NameShield supporting confidential communication among dynamic groups.

missions. The ABE solution provides several advantages over MLS and similar commercial group messaging mech-
anisms, making it particularly suitable for public safety missions. ABE has several advantages. (1) No group key
establishment: MLS and other commercial group encryption schemes maintain a shared group key among all group
members, which is used by senders to encrypt messages. Establishing and maintaining this key requires a complex
protocol that relies on ordered and lossless control message delivery and must be updated whenever membership
changes. In contrast, ABE supports one-to-many encryption: a sender can encrypt a message using a public key
and specify the intended recipients by including their role names as attributes in the encryption policy. These
attributes can be changed on a per-message basis, eliminating the need for a shared group key and enabling efficient
support for highly dynamic groups. (2) Fine-grained access control: ABE allows flexible expression of access policies
over these attributes, enabling fine-grained control over who can decrypt a message. For example, a timestamp
attribute can be used to restrict access to messages within a specific time window, ensuring that only recipients
with valid, unexpired keys can decrypt them. Such temporal and contextual controls are difficult to achieve with
traditional end-to-end encryption and are especially valuable in public safety scenarios. Key revocation otherwise
can be a significant challenge for group communication. (3) Accountability through centralized key issuance: ABE
relies on a centralized authority to issue decryption keys to recipients. While such centralization may raise privacy
concerns in commercial applications, it is particularly well suited for these public safety applications. A trusted
authority operated by a government agency or public safety organization can issue and manage keys, enabling
authorized auditing, oversight, and post-mission analysis when required. These properties make ABE a natural
fit for secure, flexible, and accountable group communication in public safety missions. However, standard ABE
is not designed with namespace-based communication in mind. Mapping names to attributes and accommodating
the dynamic evolution of the namespace therefore require additional care. Consequently, ABE must be adapted to
fit this setting. In NameShield, we leverage the idea in [6] to integrate ABE with a graph-based namespace and
provide confidentiality for communication among first responders.

In this paper, we propose NameShield, a system that provides secure and efficient group communication for
public safety missions. NameShield integrates the role-based, dynamic graph namespace model from [4,5] with the
ABE-based encryption approach from [6] to form a holistic framework for confidential, dynamic, and flexible group
communication among first responders. NameShield uses the namespace to construct a role-based publish/subscribe
framework that enables timely dissemination of relevant information, and it implements a per-message encryption
mechanism based on ABE. Figure 1 illustrates the architecture of NameShield. The system is organized into three
layers: the security layer, the information layer, and the network layer. The core of NameShield is the information
layer. At this layer, NameShield maintains a role-based namespace and a set of rendezvous points (RPs). First
responders subscribe to names in the namespace to receive corresponding messages, and senders publish messages
by specifying names. The RPs manage the subscription trees for names and forward messages to the appropriate
subscribers. Beneath the information layer lies the network layer, which is responsible for delivering messages
to subscribers. NameShield is agnostic to the underlying network architecture and can operate over a variety
of network technologies. Above the information layer is the security layer, which implements a message-oriented
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KP-ABE scheme [6] to provide confidentiality for messages.

2 Background and related work

2.1 Namespace-based publish/subscribe system

Namespaces have been widely adopted in network applications and protocols, with domain name system (DNS) [7]
serving the needs of society for many decades now. Information-centric networking (ICN) [8] also uses naming
as the fundamental framework to build on top of. A namespace typically serves as an abstraction layer between
resources and users, providing a flexible and human-friendly way to organize and access information. For example,
in ICN, network content can be aggregated and categorized under names corresponding to specific topics. Users
can request content by name without needing to know the location or identity of individual data objects. Several
architectures [9-11] further exploit namespaces at the network or higher layer to enable efficient content distribution
to users, improving scalability, mobility support, and robustness.

A name-based publish/subscribe model [12,13] was originally developed in the context of ICN and has since
been adopted in domains such as the Internet of Things (IoT) [14] and smart cities [15]. Unlike traditional
publish/subscribe systems that rely on long-lived connections [16] or brokers [17], ICN-based namespace pub-
lish/subscribe systems address scalability and complexity challenges by leveraging in-network name-based routing
and caching. CNS [5] further enhances this model by introducing a role-based namespace, which facilitates targeted
information dissemination. POISE [4] extends CNS by relaxing its strict hierarchical structure and replacing it with
a dynamic graph-based namespace, enabling more flexible and adaptive group formation. Figure 2 illustrates an
example of a role-based dynamic graph namespace. Recipients subscribe to names in the namespace, and senders
select the role names when publishing messages without needing to consider individual recipients.

2.2 ABE and its application

ABE [18] extends traditional public key encryption [19] to support fine-grained access control over encrypted data.
ABE has been widely adopted in practical applications, including cloud computing [20] and healthcare systems [21].
Cloudflare has also developed and deployed an ABE-based system for managing the transport layer security (TLS)
keys of customers in production environments [22].

ABE uses“attributes” and a Boolean policy—referred to as an “access structure”—to define which recipients are
authorized to decrypt a ciphertext. An access structure is typically expressed as a Boolean formula over attributes
using logical operators such as AND (A) and OR (V), for example, (attry V attrg) A attrs may be an access structure
A. A recipient can decrypt a ciphertext if and only if their set of attributes satisfies the access structure. For
instance, the policy (attry V attry) A attrs permits a recipient with attributes {attry, attrs} to decrypt, but not a
recipient with only {attry, attro}. Depending on where the access structure is placed, ABE can be classified into
two categories: key-policy ABE (KP-ABE), in which the access structure is associated with the decryption key,
and ciphertext-policy ABE (CP-ABE), in which the access structure is included in the ciphertext. ABE schemes
are typically defined by four algorithms. Below, we present these four algorithms for KP-ABE; CP-ABE follows a
similar structure, except that the access structure is placed in the ciphertext instead of the decryption key.

e Setup() — (mpk, msk) : This algorithm is executed by the key issuer during the initialization stage. It outputs
a master public key mpk, which is published for encryption, and a master secret key msk, which is kept private and
used to generate decryption keys.

e KeyGen(msk, A) — sk : This algorithm is executed by the key issuer to generate decryption keys. It takes as
input the master secret key msk and an access structure A, and outputs the corresponding decryption key sk.

e Enc(mpk, S, msg) — ct : This algorithm is executed by the sender to encrypt a message. It takes as input the
master public key mpk, an attribute set .S, and the message msg, and outputs the ciphertext ct.

e Dec(ska,ctg) — msg’: This algorithm is executed by the recipient to decrypt a message. It takes as input
the decryption key sk and the ciphertext ctg. If the attribute set S satisfies the access structure A, decryption
succeeds, and the plaintext msg’ is recovered; otherwise, decryption fails.

Since the introduction of ABE [18], the research community has worked extensively to improve its efficiency
and practicality. GPSW [23] improved the efficiency of KP-ABE but restricted attributes to be from a prede-
fined universe. Subsequent work, such as ABGW [24], removed this restriction and supported arbitrary strings
as attributes, but at the cost of higher decryption overhead. More recent constructions, including FABEO [25]
and FAME [26], have significantly improved decryption performance, making ABE substantially more practical for
real-world deployments.
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Figure 2 (Color online) Namespace for emergency group communication.
2.3 Secure group communication

Secure group messaging (SGM) [27] and continuous group key agreement (CGKA) [28], as realized in systems such
as MLS [2,27], have been proposed for commercial group messaging applications. These approaches rely on a
tree-based key management protocol called TreeKEM [29-31]. TreeKEM requires all group members to maintain
a shared binary tree that represents the group key state. Whenever the group membership changes (due to joins,
leaves, or key updates), all members must synchronize their local view of the tree. This synchronization process
depends on a reliable delivery service—typically provided by a centralized server—to ensure that control messages
are delivered in order and without loss. Consequently, these protocols are not suitable for disrupted networks
commonly encountered during public safety missions. ABE-based group communication enables per-message group
formation and avoids the complex key management protocols required by SGM and CGKA. As a result, it does not
depend on the reliable, in-order delivery of control messages and is therefore well suited for the disruption-prone
and delay-prone networks encountered in public safety missions.

3 Name-based group messaging for emergency communications

NameShield leverages the role-based dynamic graph namespace from [4,5] to construct an efficient publish /subscribe
framework. The namespace enables flexible and dynamic group creation: senders can define groups on a per-message
basis, avoiding the complex and costly group formation procedures required by traditional group communication
systems.

3.1 Publish/subscribe based on graph-based namespace

Figure 2 illustrates an example of a role-based dynamic graph namespace. The names in the namespace are divided
into two categories: the administrative hierarchy (yellow) and the incident hierarchy (cyan). The administrative
hierarchy reflects the organizational structure in the real world. First responders subscribe to one or more names
corresponding to their roles prior to a public safety mission. When a sender publishes a message, it selects one or
more names from the namespace, and the system automatically expands these names to include all their descendants
in the hierarchy, thereby determining the set of recipients. For example, if the sender selects the name “Fire Engine”,
the system expands it to include “Fire Engine”, “Firefighter 1”7, and “Firefighter 2”7, and the subscribers “Alex” and
“Bob” receive the message. The incident hierarchy captures the dynamic nature of group formation during public
safety operations. During a mission, administrators can create new names corresponding to emerging incidents and
assign responders by linking existing role names as descendants of the new incident name. As shown in Figure 2,
when a rescue operation arises, the administrator can create the name “Rescue Team” and assign “Fire Engine”,
“Firefighter 1”7, “Firefighter 2”7, and “Doctor 2”7 as its descendants. When a sender selects “Rescue Team” as the
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Figure 3 (Color online) An example for rendezvous points.

recipient, the system automatically expands this name and delivers the message to all subscribers of the descendant
names, namely “Alex”, “Bob”, and “Felix”.

Senders are not required to strictly follow the hierarchical auto-expansion rules of the namespace. Instead, they
may flexibly include or exclude names as needed. To support this flexibility, a richer semantic language [6] can be
used to describe name expressions. This language provides the operators intersect (N), union (U), complement
/ not (—), brackets (()), and expand (). The first four operators behave analogously to standard set operations.
The expand operator (@) expands a name to include all of its descendants in the namespace hierarchy.

We illustrate the expressiveness of this language using examples based on Figure 2. To send a message to the
name “Fire Engine” and all of its descendants, the sender can use the expression @(Fire Engine). This corresponds
to the basic case where the sender selects a single role name. The language also enables selection across multiple
hierarchies. To send a message to both “Fire Engine” and “EMT”, as well as all their respective descendants, the
sender can use the union expression @ (Fire Engine) U®(EMT). To target only those recipients that belong to both
“Rescue Team” and “Fire Engine”, the sender can use the intersection expression &(Rescue Team)N&(Fire Engine).
This is useful when selecting specific roles within a particular incident. Conversely, to select first responders under
“EMT” who are not part of “Rescue Team”, the sender can use the expression &(EMT)N—@ (Rescue Team), which
is helpful for identifying available resources not participating in a given incident.

3.2 Namespace management with rendezvous points

NameShield leverages the design in [4] to use rendezvous points (RPs) to manage name subscriptions and deliver
messages to recipients. RPs provide a distributed mechanism for maintaining the state related to the namespace
within the network and efficient forwarding of messages. As a result, not every node in the network has to maintain
application layer subscription state. We can thus achieve a multiple-sender-multiple-receiver publish/subscribe
system at the application layer with the assistance of RPs in the network. In disaster scenarios, such a design is
particularly helpful as network infrastructure may be disrupted. Relying on a single centralized application server
for managing the pub/sub system would be undesirable. A single server can become both a single point of failure
and a bottleneck. Thus, an RP-based dissemination system with help at the network layer can improve resilience,
scalability, and robustness under network disruptions.

In NameShield, each name may have multiple subscribers. The set of subscribers associated with a name can
therefore be viewed as a multicast group and managed using a multicast tree. Each RP acts as the core for multicast
trees corresponding to the names it hosts. In addition to maintaining subscription trees, RPs also participate in
managing the namespace. Each name is mapped to a responsible RP via a name-to-RP resolution service, which
enables RPs to forward messages to one another as needed.

Figure 3 illustrates an example deployment with three RPs: RP1, RP2, and RP3. Each RP manages a subgraph
of the namespace and maintains the subscription trees (STs) associated with the names it hosts. For example,
RP1 acts as the core for the subscription trees of “EMT”, “Doctor 17, and “Doctor 2”. The name-to-RP mapping
service associates each name with its hosting RP; for instance, the name “Firefighter 1” is mapped to RP2. The
path followed by a subscription is shown in red. Suppose user Ul wishes to subscribe to “Firefighter 17. Ul issues
a subscription request SUB (Firefighter 1) to its first-hop RP, RP3, without knowing which RP hosts that name.
RP3 resolves the name-to-RP mapping and forwards the request as a unicast message to RP2, thereby joining
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the subscription tree ST (Firefighter 1). The publication path is shown in green. Suppose user U2 publishes a
message m to all subscribers of “Rescue Team”, which implicitly includes subscribers of all the descendant names.
U2’s first-hop RP, RP1, performs a name expansion on the name “Rescue Team” and multicasts m downstream
along ST (Rescue Team). RP1 also detects that some descendants of “Rescue Team” are hosted by other RPs, and
therefore unicasts m to those RPs. Each of those RPs then multicasts m along their local subscription trees. As a
result, both subscriptions and publications require users to send only a single message addressed to a single name.
The network automatically resolves, expands, and disseminates messages to the appropriate recipients.

3.3 Network layer architecture agnostic message delivery

The network layer has to deliver messages to the actual recipients on the basis of the subscription state and the
corresponding multicast trees maintained by the RPs. Any underlying network layer (whether unicast, multicast, or
even broadcast) or application-layer multicast can be used to implement the mechanisms developed in this section.
We outline several possible implementations below.

e Internet protocol (IP) networks. A natural implementation of the network layer is based on IP networking.
IP supports both unicast and multicast, and RPs can be deployed with routers that use protocol independent
multicast-sparse mode (PIM-SM) (IP multicast) [32] to disseminate messages along subscription trees.

e Information-centric networking (ICN). Since NameShield is built around name-based publish/subscribe
semantics, ICN and its variants (e.g., NDN [8] and MobilityFirst [11]) are a natural fit. In this setting, RPs can be
co-located with ICN routers and messages can be forwarded using name-based routing. Example implementations
are described in [4,12].

e Device-to-device (D2D) networking. NameShield can also be implemented over a D2D network, which is
better suited for a disruption-prone network. In this case, selected devices act as RPs and disseminate messages
using multicast. An example of such an approach is presented in [3].

e Server-based unicast. NameShield can also be realized using pure unicast communication. A central server
hosts all RPs and delivers messages individually to each subscriber. While this approach introduces a single point
of failure and is therefore not recommended for public safety missions, it may be acceptable in other deployment
scenarios, as discussed in [4].

3.4 Notification latency for message delivery

We believe an RP-based design, which does not require every node in the network to maintain application-layer
subscription state, may achieve better performance than an approach (e.g., ICN-based systems) that maintains
subscription state at every router. To quantify this advantage, we used the POISE simulator to compare POISE [4]
with CNS [5], a name-based publish/subscribe system built on top of NDN [9]. The experiments use a workload
consisting of more than 1000 names under two publication regimes: (1) moderate load, with an average arrival rate
between 1500 and 2000 pkt/s, and (2) intense load, with an arrival rate between 1500 and 3500 pkt/s. Performance
is evaluated based on notification latency, which is defined as the time required to deliver a publication to all
intended recipients. Figure 4 presents the cumulative distribution function (CDF) of the notification latency. For
90% of message deliveries, POISE achieves a latency below 0.03 s, whereas CNS requires more than 300s for 90% of
deliveries. This is because POISE dynamically partitions the graph and balances the load arriving at names across
different RPs, thus reacting dynamically to the traffic being sent to the different names in the namespace. Thus,
it significantly improves overall performance (especially latency) in the delivery of publications. Not only does it
achieve lower notification latency, but because it avoids congestion at the RPs, queueing delays at the RPs are
minimized, resulting in lower variability in the notification latency. In contrast, CNS uses a hierarchical namespace
that is more or less static. The message transmission load is not dynamically balanced between RPs, which can
create congestion and result in much higher notification latency.

3.5 Resilience to network disruptions

Infrastructure damage during public safety missions can severely impact network connectivity, resulting in the
network being partitioned, resulting in regions without global connectivity. The design of NameShield helps mitigate
the effects of such scenarios. We consider two types of partitioning. (1) Subscribers not being able to reach
their RPs. In this case, subscribers are temporarily disconnected from the RPs that manage their subscriptions.
(2) Some RPs become isolated from other RPs. Here, subsets of the namespace and their associated subscription
trees are partitioned from the rest of the system.
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Because each RP manages an independent subset of the namespace and its corresponding subscription trees,
failures or partitions in one part of the system do not result in a global failure. Other parts of the system can continue
to operate. To further support communication under such conditions, techniques similar to those proposed in [33] can
be employed. Subscribers can cache messages for the names to which they are subscribed, and opportunistically
exchange them with other subscribers when they encounter each other. In addition, data mules—for example,
vehicles or mobile nodes that physically carry stored data between disconnected regions—can be used. A data
mule may subscribe to all names in the namespace and disseminate stored messages to the appropriate RPs and
subscribers when it enters the partitioned area. As reported in [33], simulations of two long-term partitioned shelters-
each containing five first responders and generating three updates-demonstrate the effectiveness of this approach.
Without a data mule, responders within each shelter can only reach local consensus, taking approximately three
time units. After a data mule is introduced to exchange updates between shelters, global consensus can be reached
in about two time units. The results in [33] show that the approach can efficiently handle network partitions during
disaster scenarios.

4 Secure message transmission with ABE

We leverage the approach proposed in [6] to construct an encryption mechanism within a graph-based names-
pace framework. In [6], a message-oriented abstraction in the encryption layer is built on top of the graph-based
namespace to provide message confidentiality. This abstraction layer can be instantiated using either KP-ABE or
CP-ABE. We describe the details of our chosen construction in this section.

4.1 Threat model

In this work, we do not consider adversaries that take explicit actions to disrupt the system. Specifically, we assume
that attackers cannot block message transmission, modify the messages in transit, or overwhelm the system (e.g.,
by launching a DDoS attack).

Our target adversaries are curious, those that are capable of intercepting network traffic within our system (e.g.,
by sniffing traffic or gaining access to network links, routers, or switches) and attempting to extract message content
or infer the identity of the recipient. Our goal is to preserve the confidentiality of the message and, potentially, the
anonymity of the recipients.

Another class of adversaries consists of entities that possess valid secret keys but attempt to decrypt
messages not intended for them. For example, such attackers may originate within an emergency department
(e.g., internal adversary). Our objective is to prevent these adversaries from decrypting unauthorized messages,
even if they collude by combining their secret keys intended to be used to decrypt messages for which they are the
intended recipients.

We have not addressed the support for the authentication of users in this work. We also do not explicitly
address the anonymity of the sender here. We acknowledge that a complete group communication solution should
address these properties. Existing authentication mechanisms (e.g., ECDSA [34]) can be readily integrated into our
framework; however, we have deferred this integration to future work. We also believe that existing approaches for
sender anonymity (including onion routing [35]) can be adopted to preserve sender anonymity.

4.2 Message-oriented solution

The message-oriented abstraction in the encryption layer (hereafter referred to as the message-oriented solution)
serves as an interface for implementing ABE-based encryption over the graph-based namespace. This approach



Yu HM, et al. Sci China Inf Sci September 2026, Vol. 69, Iss. 9, 190301:9

N1 N2

N
N3 || Na || N5 | N6
A T

N7 | | N8 | | No

Figure 5 Example namespace.

Table 1 Message-oriented solution for example namespace.

Name contains
Target name N

Send to N (names in cipher) Subscribe to N (names in key)
N1 N1, N3, N4, N7, N8 N1
N2 N4, N5, N6, N7, N8, N9 N2
N3 N3,N7 N3
N4 N4, N7, N8 N4
N5 N5, N9 N5
N6 N6 N6
N7 N7 N7
N8 N8 N8
N9 N9 N9

leverages the highly dynamic group semantics provided by the namespace and allows names to change without
requiring recipients to obtain new decryption keys. The core idea is that the ciphertext contains the set of target
names, while each recipient holds a decryption key associated with the name(s) to which it is subscribed. Decryption
succeeds if and only if the recipient’s name matches one of the names included in the ciphertext. Figure 5 and
Table 1 illustrate this process. When a sender selects the name N1, the system automatically expands it to include
all its descendants, resulting in the name set {N1, N3, N4, N7, N8} being included in the ciphertext. A recipient
subscribed to N7 holds a decryption key associated with N7 and is therefore able to decrypt the message sent to
the larger group defined by N1.

The message-oriented solution is particularly well suited for dynamic namespace updates. Because the decryption
key does not encode any hierarchical structure, recipients do not need to update their keys when the namespace
changes (e.g., when a responder is reassigned to a different incident or the administrative hierarchy is modified).
Continuing with the example in Figure 5, suppose that N7 is no longer a descendant of N1 and is reassigned under
N5. The sender can simply exclude N7 when encrypting messages targeted to N1, and include N7 when encrypting
messages targeted to N5. The subscriber of N7 does not need to update its decryption key in either case.

4.3 Implementing message-oriented solution with ABE

The message-oriented solution can be instantiated using either KP-ABE or CP-ABE. To realize the idea that a
message can be decrypted if and only if the ciphertext and the decryption key share at least one common name,
we use an access structure consisting solely of logical “OR” operators. In the following section, we describe how to
implement the message-oriented solution with an all-OR access structure in both KP-ABE and CP-ABE.

4.3.1 Message-oriented NameShield with KP-ABE

In KP-ABE, the access structure is embedded in the decryption key. For each recipient, the decryption key contains
an access structure formed by connecting all names to which the recipient subscribes using the operator OR. When
encrypting a message, the sender constructs an attribute set that contains the selected target name and all of its
descendants. As illustrated in Figure 6(a), a subscriber such as Alex, who subscribes to the names “Fire Engine” and
“Firefighter 17, is issued a decryption key with the access structure (Fire EngineVFirefighter 1). Another subscriber,
Bob, who subscribes only to “Firefighter 2”7, receives a decryption key with the access structure consisting of a single
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Figure 6 (Color online) Message-oriented solution w/ABE. (a) KP-ABE; (b) CP-ABE.

attribute, namely “Firefighter 2”. In this case, the decryption key can decrypt any ciphertext whose attribute set
contains “Firefighter 2”7, regardless of any additional attributes. When a sender targets the name “Fire Engine”
and all of its descendants, it constructs the attribute set {Fire Engine, Firefighter 1, Firefighter 2}. As a result, the
attributes in the message satisfy the access structure at Alex and Bob; thus, they are able to decrypt the message.

4.3.2  Message-oriented NameShield with CP-ABE

In a manner similar to the KP-ABE construction, the message-oriented solution can also be implemented using CP-
ABE with an access structure composed solely of logical OR operators. In CP-ABE, however, the access structure
is contained in the ciphertext rather than in the decryption key. During encryption, the sender constructs an
access structure consisting of the target name and all of its descendant names, connected by OR. As illustrated in
Figure 6(b), the decryption keys issued to recipients contain attribute sets corresponding to the names to which
they subscribe. For example, Alex is issued a key with the attribute set {Fire Engine, Firefighter 1}, while Bob
is issued a key containing only the attribute “Firefighter 2”. Here, “Firefighter 2”7 represents an attribute in the
recipient’s attribute set, rather than an access structure. When the sender targets the name “Fire Engine” and all
of its descendants, it constructs the access structure (Fire Engine V Firefighter 1V Firefighter 2). As a result, both
Alex and Bob satisfy the access structure and are able to decrypt the message.

4.3.3 Comparing KP-ABE with CP-ABE

Both the KP-ABE and CP-ABE implementations of the message-oriented solution provide confidentiality for mes-
sages during transmission; the primary difference between them lies in performance. In recent ABE construc-
tions [25,26], KP-ABE and CP-ABE exhibit comparable decryption performance. The main performance difference
arises in encryption and key generation, specifically in the cost of constructing access structures. Constructing an
access structure—typically implemented as a tree [23] or matrix [25] in practice—incurs slightly higher overhead
than constructing a simple attribute set. In NameShield, decryption keys are typically generated prior to the public
safety mission, whereas encryption occurs during the mission when latency and computational overhead are more
critical. Therefore, placing the cost of access-structure construction in the key-generation phase, as in KP-ABE, re-
duces the online overhead during mission operation. For this reason, we adopt KP-ABE as the underlying primitive
for NameShield and use it in the remainder of the paper.

We quantitatively validate our choice of KP-ABE as the final design by comparing the performance of KP-
ABE and CP-ABE when instantiated within the message-oriented solution. We use the FABEO construction [25],
implemented on top of the Charm framework [36], as the underlying ABE scheme and evaluate the performance of
its four component algorithms (Setup, KeyGen, Enc, Dec) in our setting. For the Setup algorithm, both KP-ABE
and CP-ABE complete in approximately 16 ms. This is expected, since both schemes perform similar cryptographic
initialization and no attributes or access structures are involved at this stage. Figure 7 shows the execution time
of the KeyGen algorithm. As the number of subscribed names increases, the key generation time increases for
both schemes. KP-ABE incurs a higher cost than CP-ABE because it constructs the access structure during
key generation. However, since KeyGen is typically executed prior to mission deployment, this overhead does not
affect operational performance during public safety missions. To fairly compare Enc encryption and Dec decryption
performance, we consider a scenario in which each recipient subscribes to a single name, and the sender increases
the number of recipients per message. The results are shown in Figure 8. As expected, CP-ABE requires more
time for encryption than KP-ABE because CP-ABE constructs the access structure at encryption time, whereas
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Figure 8 (Color online) Performance for message-oriented solution w/ABE. (a) Encryption performance; (b) decryption performance.

KP-ABE does not. Both schemes exhibit similar decryption performance, although CP-ABE incurs slightly higher
overhead due to the need to process a larger access structure included in the ciphertext. These results confirm our
design choice of using KP-ABE for implementing the message-oriented solution in NameShield.

4.4 Fine-grained access control

One advantage of ABE is its support for fine-grained access control through attributes. Following the approach
in [6], we use a timestamp attribute to limit the validity period of decryption keys. This mechanism is particularly
valuable in public safety missions, as it provides both perfect forward secrecy [37,38] and backward secrecy [39]. If
a recipient’s decryption key is compromised, an adversary can decrypt messages only within the key’s valid time
window, but not messages sent before or after that period.

The core idea of this approach is to divide time into fixed-length intervals and use the start time of each interval
as a timestamp attribute. In KP-ABE, when issuing a decryption key to a subscriber, the access structure includes
not only the subscribed names but also the corresponding timestamp attribute, connected by an operator AND.
During encryption, the sender includes the timestamp attribute of the current time interval in the attribute set. As
a result, only keys that contain the correct timestamp and are valid for the corresponding interval can decrypt the
message. As illustrated in Figure 9 for this example, time is divided into one-hour intervals. Alex, who subscribes
to “Fire Engine” and “Firefighter 17, is issued a decryption key valid for the interval from “2025-12-31 23:00” until
“2026-01-01 00:00”. The access structure in Alex’s key is (Fire Engine V Firefighter 1) A 2025-12-31 23:00. For
Message 1, which is sent during this interval and targets “Firefighter 1”7, the sender encrypts using the attribute
set {Firefighter 1,2025-12-31 23:00}. For Message 2, which targets the same role but is sent in the next interval,
the attribute set changes to {Firefighter 1,2026-01-01 00:00}. Consequently, Alex’s key can decrypt Message 1 but
not Message 2.

4.5 Key issuer and key distribution

ABE relies on a centralized key issuer to generate decryption keys for recipients. In NameShield, the key issuer is
operated by a trusted higher authority and deployed in a secure environment. When distributing decryption keys,
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the key issuer needs to establish a secure channel (e.g., TLS [40]) with the recipient.

In NameShield, decryption keys are distributed to recipients prior to public safety missions whenever possible,
based on their assigned roles, in order to avoid reliance on network connectivity during mission execution. However,
several special cases must be considered.

Key update upon expiration. During a mission, a decryption key may expire. Obtaining an updated key
from the key issuer can be difficult if network connectivity is disrupted. To mitigate this issue, recipients can pre-
request decryption keys for future time intervals in advance. This is feasible because NameShield uses a timestamp
attribute to control key validity, and future timestamps can be determined ahead of time.

Key regeneration for auditing. For auditing purposes, authorized higher authorities may require access to
historical messages. Instead of requesting old decryption keys from recipients—who may have deleted them—the
key issuer can regenerate the corresponding keys directly. This is possible because ABE attributes are represented
as text strings, and the key issuer retains the master secret needed to recreate any valid decryption key.

4.6 Dealing with network disruptions

Similar to the information layer, the security layer of NameShield is also designed to tolerate network disruptions and
delays. In NameShield, a recipient’s decryption key includes only the name(s) to which the recipient is subscribed,
while the sender includes the full set of target names in the ciphertext during encryption. When the namespace
changes, the sender updates the names included in the ciphertext, rather than requiring recipients to obtain new
decryption keys. This design is particularly advantageous when recipients are located in regions that are temporarily
disconnected from the key issuer. Even under such conditions, recipients can continue to decrypt relevant messages
using their existing keys when the namespace is updated, thereby maintaining communication despite the network
disruption.

The attribute-based design for confidentiality also helps mitigate the impact of network disruptions. As discussed
earlier, recipients can pre-request decryption keys for future time intervals from the key issuer. This capability is
particularly useful when a recipient anticipates entering a partitioned or disconnected area (e.g., a shelter). In such
a case, the recipient can obtain the necessary decryption keys in advance and continue to access authorized messages
while being disconnected from the key issuer.

4.7 Comparing with commercial group communication schemes

Secure group messaging protocols are designed for commercial group communication, where group membership
is typically far less dynamic than in public safety missions. These protocols rely on relatively complex group
formation and maintenance procedures, but use lightweight cryptographic operations such as public-key encryption
for providing message confidentiality. A natural question is whether the use of lightweight encryption can compensate
for the overhead of group formation in highly dynamic environments. To evaluate this question quantitatively, we
compare the performance of MLS, a representative secure group messaging protocol, with NameShield. We use the
metrics of group formation overhead and encryption/decryption costs.

We compare the two approaches in terms of group formation time and encryption time as a function of the group
size. To simulate a highly dynamic environment, we assume that a group formation process is required before
message transmission. For MLS, we let the first group member initiate the group by sending control messages
to all other members to establish the group state. For our experiment, we have all group members hosted on
the same machine. After group formation, the sender encrypts a message addressed to the entire group. We
record the total time for group formation and message encryption. Since MLS requires sender authentication, the
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Figure 10 (Color online) Performance comparison between MLS and NameShield. (a) Group formation & encryption performance;
(b) decryption performance.

measured time also includes the cost of generating a digital signature. For NameShield, no explicit group formation
is required, so we measure only the message encryption time. To ensure a fair comparison, we also include the
cost of generating an ECDSA [34] signature at the sender. For decryption, we measure the time required for a
single group member to decrypt a message, including the cost of signature verification. We use the open-source
implementation OpenMLS [41] for MLS. For NameShield, we use the same ABE-based implementation as in the
previous experiment, namely FABEO [25] implemented on top of the Charm framework [36]. We note that this
experimental setup is favorable to MLS, since hosting all group members on the same machine eliminates network
transmission delays for control messages during group formation.

Figure 10(a) presents the performance of group formation and encryption. Even without network transmission
delays, MLS incurs substantially higher overhead for group formation and encryption than NameShield, which does
not require an explicit group formation process. For a group of 50 members, MLS is more than 400x slower than
NameShield. We note that this behavior is not due to system overload, as our monitoring shows that the average
system load remained well below the CPU’s capacity throughout the experiment. Figure 10(b) shows the decryption
performance. Both NameShield and MLS exhibit similar decryption costs, with NameShield being slightly higher
(approximately 5ms). These results indicate that the lightweight cryptographic primitives used by MLS cannot
compensate for the overhead of group formation in highly dynamic environments.

4.8 Overall solution evaluation

In this section, we present an overall evaluation that combines the name-based group messaging framework with the
proposed message-level encryption mechanism. We use the network simulator [42] provided in POISE to emulate
a realistic network environment consisting of multiple forwarding routers and end hosts acting as publishers and
subscribers. We adopt parameters similar to those used in POISE. We additionally incorporate both the encryption
and decryption operations for each message published.

Specifically, we use the Rocketfuel 1221 Telstra [43] network map as the underlying topology and a graph-based
“Disaster Management” category namespace derived from the Wikipedia [44] dataset as the naming structure. This
namespace contains 1468 hierarchical names spanning six levels. We generate 95417 publications from the associated
Wikipedia pages and files, and randomize the publication order to generate the workload on the network. We use
our message-oriented solution to encrypt the publication with ABE.

We measure notification latency, which includes the time required to deliver a publication, as well as the encryp-
tion and decryption operations associated with each publication. As shown in Figure 11, adding encryption and
decryption increases the notification latency for the publication. Compared to POISE without confidentiality, where
90% of publication messages have notification latency below 0.02s, the message-oriented KP-ABE solution achieves
notification latency below 0.05s for 90% of the messages, while the CP-ABE solution takes 0.08s for 90% of the
messages. This observation is consistent with our conclusion in the previous section that the message-oriented CP-
ABE solution has higher overhead compared to KP-ABE. Overall, the additional latency caused by the encryption
and decryption operations, while significant compared to just the network delays, is still acceptable for delivering
messages in this application of delivering messages to first responders. More importantly, compared to the simple
delivery of unencrypted publications within the hierarchical (CNS) naming framework (which takes more than 3 s
for almost all the messages (see Figure 4)), the addition of confidentiality within POISE maintains even the tail
(90" percentile) latency to be quite manageable, below 0.05s.
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5 Recipient anonymization

Beyond message confidentiality, recipient anonymization is another important security concern. In the message-
oriented KP-ABE solution, the attribute used for encryption corresponds to the recipient’s name. As a result, the
intended recipient set may be exposed during message transmission. This raises the need to protect the anonymity
of the recipients, since an adversary monitoring the network could infer the recipients of one or more messages. In
public safety missions, leakage of recipient information can be particularly dangerous. By observing which roles are
receiving messages, an adversary may be able to infer operational intent or predict upcoming actions. For example,
during a terrorist incident, a surge in messages addressed to a SWAT team could indicate that a tactical operation
is imminent.

A naive approach to achieving recipient anonymity is to use an anonymous ABE scheme that hides attributes
within the ciphertext. However, existing anonymous ABE constructions do not offer a practical solution in our
setting. In general, anonymous ABE schemes can be categorized as fully-hidden [45-48]or partially-hidden [49,50].
The fully-hidden ABE scheme attempts to conceal all attributes in the ciphertext. However, this approach typically
incurs significant performance overhead. In standard ABE, attributes included in the ciphertext participate directly
in the decryption process. When all attributes are hidden, a receiver may need to try and decrypt multiple times
to determine whether a ciphertext matches its access policy. Some approaches [46, 48] mitigate this overhead by
encoding attributes into specialized data structures, but these constructions lack formal security proofs, raising
concerns about their robustness. Partially-hidden ABE seeks to reduce overhead by revealing limited structural
information about attributes. In such schemes, each attribute is decomposed into a type and a value (for example,
“Name: Alice”). During encryption, each type is restricted to a single value, ensuring that a receiver needs to
only attempt decryption once. However, this model does not apply to our setting: all the role-based namespace
identifiers share the same type, making partially-hidden ABE unsuitable for expressing role-based recipient sets.

An additional challenge arises when recipients are anonymous. Since recipient identities are not explicitly revealed,
a receiver cannot determine whether it is an intended recipient without attempting decryption and observing whether
it succeeds. This design is intentional, as messages may be delivered to non-targeted nodes (receivers at the network
layer) to prevent identity leakage through traffic analysis. However, this means that non-targeted receivers must also
attempt decryption. Because ABE decryption is computationally expensive, this behavior can introduce significant
overhead, especially in scenarios with high message volumes. Therefore, a mechanism is needed that allows non-
targeted receivers to efficiently determine that a message is not intended for them without performing full ABE
decryption.

These requirements motivate the need for enhancements to our ABE-based design so that we simultaneously
preserve confidentiality along with recipient anonymity, while enabling efficient rejection (avoiding decryption of
received messages) by non-recipients. Here, we give a simple approach which is the topic of our ongoing work.
We expect that it would be desirable to use a lightweight encryption primitive (e.g., symmetric-key encryption)
to protect the attributes that appear in the clear, which are included in the ABE ciphertext. The corresponding
symmetric keys are published via the namespace and distributed only to authorized first responders. In this design,
non-targeted recipients can attempt a fast symmetric decryption to determine whether a message is intended for
them, and reject irrelevant messages (that they are not the intended recipients) without incurring the cost of a full
ABE decryption. Adversaries, who do not possess the appropriate keys, cannot recover the clear attributes and
therefore gain no information about the intended recipients.
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6 Conclusion

In this paper, we propose NameShield, a secure and efficient holistic framework for dynamic group communication
among first responders during public safety missions. NameShield is composed of three layers: a security layer,
an information layer, and a network layer. At the information layer, we leverage a role-based graph namespace
proposed in [4] to construct an efficient publish/subscribe system for group communication. On top of this, we build
a message-oriented KP-ABE mechanism based on the approach in [6] to provide confidentiality for messages during
transmission. This design supports per-message confidentiality for highly dynamic groups and remains effective in
disruption- and delay-prone network environments. The network layer of NameShield is agnostic to the underlying
networking technology. As long as the network supports some form of multicast (at the application layer or network
layer), NameShield can be deployed on top of it. Overall, NameShield provides a secure, flexible, and efficient
communication framework tailored to the unique requirements of public safety missions.
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