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Quantum key distribution (QKD) enables two remote entities, typ-
ically designated as Alice and Bob, to securely establish a shared
secret key, even in the presence of a potential eavesdropper Eve [1].
In practical QKD systems, reducing system costs and improving
system robustness have become important research directions, es-
pecially in satellite QKD systems [2]. Few-state QKD protocols
can simplify system design and have been proven using different
methods [3]. However, the security analysis of existing few-state
QKD protocols is complex or limited by additional constraints,
which reduces their flexibility to adapt to diverse practical sce-
narios. Therefore, it is interesting to propose a simple and uni-
versal few-state analysis method for few-state QKD protocols. In
this study, we analyze few-state QKD protocols using the virtual
mutually unbiased bases (VMUB) method [4], which estimates
the error rate of the unprepared monitoring state by using mis-
matched data. We present two few-state QKD protocols based on
our method in Appendix A. Based on our analysis method, these
few-state QKD protocols can achieve the same secret key rate as
the original QKD protocols if the measurement outcomes of the
mismatched bases are random.

The main idea of our study is that we use the VM UB method to
build a virtual QKD protocol. For the few-state QKD protocol, we
assume that Alice only prepares three types of quantum states |0),
|1) and |+) in the preparation stage, and that Bob performs two
types of measurements: Z-basis measurement My and X-basis
measurement Mx. We define P;; as the probability of Bob ob-
taining the measurement outcome |j) (j € {0, 1, +, —}) when Alice
sends |¢) (¢ € {0,1,+}). Alice and Bob can use the mismatched
measurement results to calculate probabilities Pp4+ and Pi4. The
quantum bit error rate (QBER) of the unprepared state |—) can
be characterized based on our analysis method.

In the virtual QKD protocol, Alice prepares quantum states in
the X-basis, which can be characterized by px (p4 = |+){(+], p— =
I —|+){(+]), and Bob’s measurement operators in the X-basis can
be characterized by Mx (M4 = |+)(+|, M— = |—)(—|). Based on
the VMUB method [4], we can derive the following equation:

Pop + Py =Py + Py 1

Note that the derivation process of the above formula is shown
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in Appendix B. The QBER (e_4) of the virtual state |—) can be
estimated by Po4, Pi+ and P4_. Based on (1), we can construct
a virtual QKD protocol that is equivalent to the few-state QKD
protocol. Then, we can use the security proof framework of the
original BB84 QKD protocol [5] to analyze the few-state QKD
protocol.

For our proposed two-basis three-state QKD protocol, we use
the parameter x to quantify the upper bounds of the QBERs in
the two bases,

eo1 < K, €10 < K, ey— <K, (2)

where ep1,e10 and ey represent QBER values when Alice pre-
pares the quantum states |0),|1) and |+), respectively. Note that
eo1,e10 and e4_ can be directly obtained in the experiment im-
plementation of the few-state QKD.

When Bob chooses a mismatched basis with Alice’s, Bob should
obtain random measurement outcomes in the ideal case. However,
there may be some minor offsets in the practical scenario. There-
fore, the probabilities of Bob choosing X-basis to measure Z-basis
quantum states are as follows:

1 11
P = = S T At A )
0+ 2+60 (60 { 5 2})
1 11
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where €p and €; denote slight offset values when Bob selects the
X-basis to measure the Z-basis quantum states |0) and |1), re-
spectively.

®3)

We use §1 to represent the total offset value of the X-basis,
which is given by

51 = ‘P0++P1+—1|. (4)

By substituting (3) and (4) into (1), we can calculate the QBER
e_+ of the unprepared monitoring state |—) as follows:

e—4+ < K+ 91. &)
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Thus, the QBERs in the Z-basis and X-basis (ez,ex) can be
expressed respectively as
ez = —(eo1 + €10) < kK,
5 ®)
1
(e4—tey)<ht+

N N =

eExX =

Based on the security proof framework of the original BB84
QKD protocol [5], the quantum channel parameters X\; (i €
{0,1,2,3}) can be expressed as follows:

Ao =

A1 =ex — As,

l—ez —ex +As,
(7)

A2 = ez — A3.

Finally, the secret key rate formula for the two-basis three-state
QKD protocol is derived as follows:

R}l—H(n—l—é—l)—H(n).

5 ®)

The simulation results show that the two-basis three-state QKD
protocol can achieve the same secret key rate as that of the BB84
QKD protocol in the case of §1 = 0. Similarly, the security analysis
and simulation results of the three-basis four-state QKD protocol
are provided in Appendix C.

Next, we analyze the secret key rate of the two-basis three-state
QKD protocol with the decoy-state method and finite key length.
The parameter estimation of the decoy-state QKD protocol with
finite key length is shown in Appendix D. We assume that Alice
and Bob use the Z-basis for secure key extraction, and use the
X-basis to estimate Eve’s information. Based on our method, we
need to re-estimate the bit error rates of the X-basis with few-state
protocols.

From the X-basis measurement results, we can directly calcu-
late the single-photon QBER when Alice prepares the quantum
state |+). By using our method, we can derive the QBER in the

single-photon events in the X-basis cgj(’l, which is given as follows:

1
c)U(’l =K+ —.

. ©)

Therefore, the phase error rate of the single-photon events in
the Z-basis ¢z is given by

§ 6
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The secret key length [ of the decoy-state few-state QKD pro-
tocol can be calculated as follows:

(10)

where v(a, b, c,d) = \/

125% 0+ 5%, —[1 - H(¢z)] — Leakpc

21 (11)
- 610g2 ’

€sec

— log,
€cor
where the lower bounds of the number of vacuum events and single-
photon events 8%,07 5%,1 can be directly calculated in the Z-basis.
Leakgc = nz frch(ez) represents the number of bits consumed
in the error correction step, where fpc is the efficiency of error
correction. nz, ez represent the post-processing block size and the
bit error rate in the Z basis, respectively. €cor and €se. denote the
security parameters for correctness and secrecy, respectively.
The secret key rate is R = [/N, where N is the total num-
ber of quantum signals transmitted by Alice. For the two-basis
three-state QKD protocol with finite key length, the simulation
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results of the secret key rate under different values of d; are
shown in Figure 1, where the simulation parameters are shown in
Appendix E.
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Figure 1 (Color online) The secret key rate of the two-basis three-
state QKD protocol with finite key length under different parameters
§1. For comparison, we plot the secret key rate of the asymptotic
decoy-state QKD protocol, represented by the red solid line. The blue
solid line represents the secret key rate of the finite-key decoy-state
QKD protocol with N = 1 x 10'*. The dashed line shows the secret
key rates for different offset values (from left to right, the offset values
are 0.1, 0.01, and 0, respectively).

From the simulation results, we can find that the transmission
distance gradually increases as 01 decreases. When §; is small
enough, the transmission distance can be similar to that of the
original QKD protocol.

In this work, we propose a simple and general method for ana-
lyzing few-state QKD protocols based on the VMUB method. In
the case of 67 = 0, our analysis results indicate that the few-state
QKD protocol can achieve the same secret key rate as the origi-
nal QKD protocol. On the one hand, our method only needs to
utilize the mismatched basis information to analyze the secret key
rate, and thus does not impose additional requirements on QKD
devices. On the other hand, our method can reduce the consump-
tion of random numbers and simplify the design of physical de-
vices. In addition, our method can also be applied to improve the
robustness and performance of different QKD systems. It would
be valuable to extend our method to various QKD systems in the
future.
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