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With the rapid development of artificial intelligence (AI) and
machine learning (ML), intelligent physical-layer techniques have
emerged as pivotal enablers for 5G-Advanced (5G-A) and future
6G wireless communication systems [1]. In particular, channel
state information (CSI) feedback, where user equipment (UE) re-
ports channel characteristics to the base station (BS), has been
revolutionized by deep learning-based compression, prediction,
and reconstruction methods. Al-based CSI feedback has demon-
strated substantial advantages over traditional linear quantization
and codebook-based approaches in terms of spectral efficiency,
feedback compression, and latency reduction.

However, the data-driven, black-box, and nonlinear nature of
AT models introduces significant vulnerabilities to adversarial ex-
amples in Al-based systems. Physical-layer adversarial attacks
and defenses in machine learning-empowered communication sys-
tems have been actively studied in recent years [2]. Most 5G-
A/6G AT use cases are susceptible to adversarial perturbations in
practice, such as intelligent receivers [3], beam selection [4], and
semantic communication [5]. This study is the first to investigate
the vulnerability of Al-based CSI feedback to adversarial attacks.
Our results indicate that Al-based CSI feedback exhibits robust-
ness against practical real-time adversarial examples, owing to the
conventional error correction mechanisms such as channel coding
and digital modulation.

As illustrated in Figure 1(a), a typical Al-based CSI feedback
link comprises five components.

e CSI encoder. The CSI encoder employs neural networks to
compress the CSI, followed by a quantizer that converts each
floating-point value into finite bits.

e MIMO-OFDM transmitter. A cyclic redundancy check
(CRC) code is first appended to the compressed bits. Subse-
quently, channel encoding and digital modulation are applied. Fi-
nally, the OFDM modulation is performed.

e Wireless channel. The modulated signal is propagated
through a wireless environment to the receiver.

e MIMO-OFDM receiver. Upon reception, the signal undergoes
OFDM demodulation, followed by symbol detection based on con-
stellation mapping. Channel decoding and CRC verification are
then performed.

e CSI decoder. The CSI decoder utilizes a neural network to
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reconstruct the original CSI from the compressed bits. A dequan-
tizer precedes the decoder to convert the quantized bits back into
approximate floating-point values.

The CSI encoder and CSI decoder described above form an au-
toencoder architecture, which is typically trained in an end-to-end
manner using a mean square error (MSE) loss function, which can
be expressed as

loss = MSE(H,H) = |H — H||%2/(MN), (1)

where M represents the number of antennas at the BS, N de-
notes the number of antennas at the UE, and H € CNXM and
H e CVNXM denote the original CSI and the reconstructed CSI,
respectively.

The bit error rate (BER) and spatial geometric consistency sim-
ilarity (SGCS) are widely used to evaluate the performance of CSI
feedback systems. The SGCS quantifies the alignment between
the spatial orientation of the reconstructed CSI and the ground
truth, and is defined as
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where vy j and Vi) are the k-th dominant right singular vec-
tors of the original and reconstructed channels, K is the number
of dominant subspace components considered (typically a small
number capturing the strongest spatial directions), and (-)H rep-
resents the Hermitian transpose.

In the aforementioned Al-based CSI feedback system, the at-
tack surface for adversarial examples is primarily situated within
the wireless channel, as this is the only medium accessible to at-
tackers in practice. We focus on real-time attacks, under which the
adversarial examples cannot be generated using the transmitted
feedback data. This assumption of real-time attacks is justified,
as otherwise the base station would have already received the le-
gitimate feedback, rendering the adversarial injection ineffective.
The generative adversarial network (GAN)-based approach is a
strong representative for generating real-time adversarial exam-
ples, since it operates in a white-box attack setting and is widely
acknowledged for its superior representational capacity. The GAN
is trained to map random noise inputs into adversarial waveforms
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(Color online) (a) An illustration of the Al-based CSI feedback and the MIMO-OFDM transceiver process; (b) BER comparison

of the feedback bits between the Al-based and traditional CSI feedback systems; (c) SGCS of the Al-based CSI feedback under GAN-based
adversarial examples; (d) SGCS of the Al-based CSI feedback under different attack algorithms (SNR = 10 dB, PSR = —4 dB).

using a loss function that is the negative of the autoencoder’s
reconstruction loss (1), meaning it explicitly maximizes the recon-
struction error of the CSI decoder.

Although adversarial attacks have demonstrated significant ef-
fectiveness in various Al-driven wireless physical-layer applica-
tions, we argue that they are largely ineffective in the Al-based
CSI feedback systems, for three primary reasons.

(1) In MIMO-OFDM receivers, after OFDM demodulation, the
received signal is mapped onto a constellation diagram, where sym-
bols are detected via decision logic. Thus, for an attack to succeed,
the injected perturbation must exceed a certain power threshold;
otherwise, the perturbed symbols will not reach or cross the deci-
sion boundary, making a successful attack difficult.

(2) After the symbol detection, the data undergoes channel
decoding. The preceding channel encoding introduces redundant
bits, which enable the system to detect and correct bit errors in-
duced by the attack.

(3) Finally, after channel decoding, the data is verified using
a CRC checksum. If the verification fails, the BS discards the
feedback data, ensuring that only correct feedback is used for re-
constructing CSI.

Therefore, the triple error-correction mechanisms of symbol de-
tection (digital modulation), channel coding, and CRC verification
guarantee the robustness of Al-based CSI feedback in the presence
of real-time adversarial attacks. For ease of demonstration, we
disable the CRC verification in the simulation. We use the well-
known CSINET as the Al-based CSI encoder and decoder [6]. The
perturbation-to-signal ratio (PSR) is used to quantify the level of
perturbation. The channel model used for the CSI feedback link
is the 3GPP clustered delay line channel model, with 4 antennas
at the BS and 2 antennas at the UE; QPSK modulation is used.

Figure 1(b) compares the BER of the feedback bits between the
Al-based and the traditional CSI feedback systems under adver-
sarial attacks. The BER performance does not exhibit a significant
difference, since both systems employ the same bit-level transmis-
sion.

Figure 1(c) presents the SGCS performance of the Al-based CSI
feedback system with and without channel coding under GAN-
based adversarial examples. Under attack conditions, the power
of the perturbation plus noise is set equal to the noise power under
non-attack conditions. The results show that the impact of adver-
sarial examples is marginal. Specifically, at an SNR of 3 dB, the

impact on SGCS performance caused by the adversarial attack is
less than 1%. Furthermore, the system even maintains robustness
against adversarial examples without channel coding.

Figure 1(d) shows the system’s SGCS performance under var-
ious attack algorithms. GAN and projected gradient descent
(PGD) generate global adversarial samples, and the random at-
tack distributes perturbation uniformly across subcarriers. The
CW attack is included as a non-real-time attack requiring full
knowledge of the individual CSI. The results also confirm that the
CSI feedback system has significant robustness against real-time
adversarial attacks.

In conclusion, although AI/ML models are known to be vul-
nerable to adversarial examples, our analysis and empirical study
demonstrate that the triple error-correction mechanism ensures
robustness in Al-based CSI feedback under real-time adversarial
attacks. This finding is significant given that most AI applica-
tions at the air interface remain susceptible to such threats. Our
research thus offers a valuable reference for determining the ex-
tent to which AI functionalities can be integrated into 6G system
designs without compromising much security. Future research di-
rections include injecting adversarial examples indirectly (e.g., by
attacking the channel estimation stage), attacking the training
phase, and coordinated multi-node attacks.
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