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Abstract Fully passive quantum key distribution (QKD) avoids active modulation of the source and enhances robustness against side-
channel attacks. However, existing fully passive QKD systems suffer from low resource efficiency and dependence on precisely calibrated
reference frames, limiting their practical applicability. We present a fully passive reference-frame-independent (RFI) QKD protocol
that eliminates side channels caused by source-side modulators and fully utilizes the quantum states generated by passive sources to
improve efficiency. Our protocol requires calibration of only one axis of the reference frame for secure key transmission, significantly
reducing implementation complexity. We developed a system model and conducted parameter optimization, which resulted in a secure
key transmission rate improvement of approximately 20% compared to the original fully passive QKD under ideal scenarios. In addition,
we analyzed the protocol’s performance for finite-length keys. Our fully passive RFI-QKD protocol contributes to the development of
practical fully passive QKD systems.
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1 Introduction

Quantum key distribution (QKD) enables secure key sharing between two remote users [1]. It ensures unconditional
security in communication and has significant applications in quantum communication. Recently, many important
protocols have been proposed to advance QKD applications, including: (1) measurement-device-independent (MDI)
protocols [2-7], which delegate measurement to a third party to eliminate side channels at the measurement end;
(2) twin-field protocols [8-12], which utilize single-photon interference to break the PLOB bound; (3) asynchronous
MDI protocols [13-16] and mode-pairing protocols [17-19], which also utilize asynchronous two-photon interference
to overcome the PLOB bound while eliminating the phase locking requirement of the twin-field protocol, further
enhancing system robustness; (4) device-independent (DI) protocols [20-24], which eliminate side channels at both
the source and measurement ends by violating Bell’s inequality; and so on [25-35].

Aside from DI protocols, many of the aforementioned protocols may be vulnerable to source-side side-channel
risks. Active modulation can generate non-trivial side-channel leakage [36], potentially allowing eavesdroppers (Eve)
to conduct sophisticated attacks, such as Trojan-horse attacks [37-43] and unambiguous state discrimination attacks
[44, 45], thereby compromising protocol security. To address this issue, Wang et al. [46] proposed a fully passive
QKD protocol in 2023, to eliminate active modulation through coherent light interference and combination. This
architecture passively generates pulses with random quantum states and intensities, fundamentally bypassing side
channels induced by active modulation. The fully passive QKD was experimentally demonstrated in 2023 [47,48],
and the method has been applied to a variety of quantum communication protocols [49-56].

However, the practical implementation of current fully passive QKD faces notable challenges. First, fully passive
sources generate quantum states randomly distributed across the Bloch sphere, whereas conventional fully passive
QKD protocols utilize only photons in the X and Z bases. This discrepancy results in a significant portion of photons
from the passive source being discarded, thereby degrading resource efficiency. Second, fully passive QKD relies on
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Figure 1 (Color online) Structure of the fully passive source, similar to that in [46]. BS: beam splitter; PBS: polarization beam splitter; HWP:
half-wave plate; Det: detector.

rigorous reference frame calibration. In real-world environments, unavoidable disturbances induce fluctuations in
the reference frame, making continuous calibration under practical conditions very challenging.

In 2010, Laing et al. [57] proposed the reference-frame-independent (RFI) QKD protocol. In their protocol, the
sender Alice employs six quantum states prepared in the Z 4, X4, and Y4 bases, and the receiver Bob measures these
states using the Zp, Xp, and Yp bases. Secure key transmission can be achieved as long as one axis of the reference
frame is calibrated. The RFI protocol has received extensive research attention, including MDI protocols [58-61],
TW protocols [62], fewer states [63-65], and so on [66-71].

Inspired by previous studies [46,49, 50, 57], we propose a fully passive RFI QKD protocol. Our work makes
the following key contributions. (1) We integrate the RFI framework into fully passive QKD systems, effectively
eliminating side-channel risks from source-side modulators and fully leveraging quantum states generated by passive
sources to enhance efficiency. Notably, our protocol requires calibration of only one direction of the reference frame,
significantly reducing the complexity of fully passive QKD systems. (2) We establish a novel system model and
perform parameter optimization based on fully passive sources to analyze the performance of the fully passive RFI
protocol. By optimizing post-selection intervals and intensities, we obtain the maximum secure key transmission
rate achievable by the protocol. (3) We analyze the protocol’s performance considering the finite length effect
under practical conditions with varying numbers of light source pulses, as well as under different reference frame
misalignments.

The remainder of the paper is organized as follows. In Section 2, we introduce the fully passive RFT QKD,
including the fully passive source protocol. In Section 3, we describe our estimation of the performance of the fully
passive RFI QKD protocol, including the secure key rate, system model, and parameter estimation. In Section 4,
we describe the numerical simulations and parameter optimization we conducted in the study. Finally, Section 5
presents a discussion and conclusion.

2 Fully passive RFI QKD

2.1 Fully passive source

In 2023, Wang et al. [46] proposed the first fully passive source. In the same year, Zapatero et al. [49] made several
improvements on the fully passive source. The fully passive source and analysis method in our work is based on the
above works. Specifically, we refer to [50] and combine the coding strategy in [46] with the analysis method in [49)].
The structural diagram of the fully passive source is shown in Figure 1. By inputting four coherent lights with
the same intensity and random phases, the device is capable of generating coherent lights with random quantum
states and random intensities.
Firstly, the four input coherent pulses can be expressed as

lp1) = |\/5€?Q>Ha lp2) = |\/5€'iﬂ>H,
lus) = [Voe)u, |pa) = [Voe)a, (1)
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where v is the intensity, and «, 3, v, and § are random phases. The subscript H indicates that all the photons in
the pulse are initially in horizontal polarization (|H)).

Then, these four coherent pulses are passed through the 50 : 50 beam splitter (BS) in pairs for interference, and
the result is

un)lnz) = [Voe'*) | Voe)

o) |\ [T o)

z‘\/2veia+§+"si — > ‘\/2ve 2 COS ;B>
H

= |pta) 1), (2)

BS
=

|ua)|pa) = [Ve') g|vve) g

‘me s > Wz— o COSV;5>H

= |pc) |pa)- (3)

BS
=

Then, |u.) passes through a half-wave plate (HWP) to flip the polarization of the photons to vertical polarization
(IV)). |pa) and |pu.) enter the BS for beam combination. After the BS, we can obtain

PBS
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Figure 2 (Color online) Schematic of decoy state interval. The blue regions denote the post-selection interval. When 6 is in the intervals
[0, A0z] and [t — Az, 7], the output states correspond to the Z basis. When 6 is in the interval [§ — AbOx /vy, 5 4+ A0x,y], the output states
correspond to the Y or X basis. When the intensity I is in intervals [0, I,], [I.,, I4], and [I4, I], the output states correspond to vacuum, decoy,
and signal states, respectively. In the numerical simulation, we set I = I.

Finally, |ue) is attenuated by a BS with transmittance ¢ much lower than 1, resulting in the output of a weak
coherent pulse |fioy¢) With the form of

lhout) = eféeﬁcwaf(e,(b)wa@ _ |\/T€w>af(9,¢)7 (6)

where I = I,t.

Since the final output states are randomly distributed on the Bloch sphere, we still need to perform post-selection
to select the desired output states. Through heterodyne detection of |up) and |uq), we can measure their intensities
and global phases, thereby obtaining the parameters I, 6, ¢ of the output states. As shown in Figure 2, the post-
selection intervals are set as

Sy ={6 < 0,27,
0 e {[Gm - A9Z79x + AGZ] N [077-[]}7
y € {vac,d, s},0, € {0,7}}, (7)

S)yqy —{¢’ € [pr — Nox/yv, Or + DNox/v],
T T
= |:§ — on/y, 5 + Aex/y} s

3
y € {vac,d, s}, ¢, € {0,7} or {gg}} (8)
where the subscript X/Y/Z indicates the basis selection, and the superscript y represents the intensity intervals
{vac (vacuum), d (decoy), s (signal)}. Afz, Afx,y, and Agx/y characterize the size of the interval. When 6, =0
(7r), the output state is denoted as |H) (|V)). When ¢, takes the values 0, m, 7, 37“, the corresponding output states
are denoted as |D) = %(|H}+|V)), |A) = %(|H>—|V)), |R) = %(|H>+i|v>), and |L) = %(|H>—1|V)) Among
them, vac = [0, I,],d = (I, I4], s = (14, Is], and I, Iy, I are the boundaries of three intervals.

2.2 Fully passive RFI QKD protocol

The fully passive RFI QKD protocol includes the following four steps.

Step 1. Preparation of the initial states. Alice first prepares a large number of the initial states with random
quantum states and intensities from a fully passive source. Through post-selection, Alice filters out the photons
within the S%, S%, and Sy intervals and sends them to Bob through a quantum channel.

Step 2. Measurement. After Bob receives the photons, he randomly measures the received photons using the Zg,
Xp, or Yp basis. Among them, we assume that the Z,p) basis used by Alice and Bob is well aligned, and there
is a misalignment 3 between the X and Y bases as

Zp = Za,
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Xp = cos X 4 +sin 5Yy,
Yp = cos BY4 —sin SX 4. 9)

Step 3. Parameter estimation. Alice and Bob announce the preparation and measurement basis for each photon
and perform the basis comparison. In the case where both Alice and Bob choose the Z basis, Bob will randomly
select a portion of these measurement results for key generation and use the rest for parameter estimation. The
cases where Alice and Bob choose the X or Y basis are used to estimate Eve’s eavesdropping. The cases where one
party chooses the Z basis, while the other party chooses the X or Y basis, should be discarded. By estimating the
security parameters in different cases, Alice and Bob are able to obtain the secure key rate. Alice and Bob repeat
the above three steps until they generate enough keys.

Step 4. Error correction and privacy amplification. Alice and Bob conduct error correction and privacy amplifi-
cation according to the estimated parameters to obtain the final secure keys.

3 Fully passive RFI QKD protocol’s performance under practical experimental con-
ditions
3.1 The formula of the secure key rate

In [57], Laing et al. provided the information entropy that the eavesdropper Eve can intercept in the case of a single
photon in the RFI QKD as

1+u 14w
IEl = (1—€1ZAZB)h( 5 ) +61ZAZBh (T)’ (10)

where e}, 75 18 the single-photon error rate when Alice sends photons in the Z4 basis and Bob measures them using
the Zp basis, h(x) is defined as the binary Shannon entropy, given by h(z) = —zlogy(x) — (1 — x) logy(1 — z), and

2
u = min Ll/,l , (11)
l—ey, 7z,

(12)

Here, C is a p-independent parameter defined as
C = <XAXB>2 + <XAYB>2 + <YAXB>2 + <YAYB>2
= (1 - 26%{,4)(3 )2 + (1 - 26,1XAYB)2 + (1 - 26%/AXB)2 + (1 - 26%/AYB )27 (13)

where eéA ¢, 1 the single-photon error rate when Alice sends photons in the 4 basis and Bob measures them using
the £p basis, and €4 € {Za, Xa,Ya}, g € {Zp, Xp,Yp}. Since Z4 = Zp, we abbreviate them as Z in the following
text.

In an ideal situation, the secure key rate of the fully passive RFI QKD protocol with infinite key can be written
as

R= (P)ss Pz((P(1))ss (Y7)s5 (1 —1E1) — fe(Qz)ss h({Ez)ss ), (14)

where (P) s; is the probability that Alice generates photons in the interval S7 and Pz represents the probability
that Bob measures them using the Z basis. (P(1))ss (Y)ss is the single-photon gain that Alice generates single-
photon states in the interval S7, and Bob selects the Z basis for measurement and obtains a response. f. is the error
correction coefficient. (Qz)s; ((Ez)s;) is the overall gain (error rate) when Alice generates states in the interval
S7, and Bob selects the Z basis for measurement.

However, in practical experiments, it is not realistic to generate an infinitely long key. It is necessary to analyze
the secure key rate of the system under the condition of a finite key length. According to [65,72], the formula for
the secure key length against coherent attack is

= |ME 1-1E;) — A\ —1 —_—
e z1( 1) — Agc Og<6EC€2pA>



Ying J-W, et al. Sci China Inf Sci August 2026, Vol. 69, Iss. 8, 182501:6

log,(2/6) _ 30logy (N + 1)J (15)

where M S?% 71 1s the lower bound of the single-photon state response count when generating the key. IE; is the
information entropy that Eve can obtain from a single-photon state within the framework of the RFI, as shown
n (10). Agc represents the information entropy that needs to be consumed for error correction and Agc =
feMg%Zh(ESUSZZ). Among them, f. is the error correction coefficient, and MgSZZ (ESUZZ) is the upper bound of the
total response count (error rate) of the key basis (ZZ). egpc (epa) denotes the probability that error correction
(privacy amplification) fails. € denotes the accuracy of smooth min-entropy estimation. N denotes the total number
of pulses generated by the fully passive source. Since the key length should be an integer, the entire expression
ultimately needs to be rounded down (| ).

3.2 The overall gain ) and error rate F

Here, we analyze the overall gain ) and error rate E of the protocol under theoretical circumstances. According to
Subsection 2.1, the pulse emitted by the light source can be expressed as

27

pout |,UJout ,UJout | d1/}

ZPITL|TLGT9¢<| (16)

P(I,n) is the probability that the source emits n photons, which follows a Poisson distribution P(I,n) = e 1L; 7:

Consider a fiber loss channel with a transmission efficiency of . = 10~ 10, where « is the fiber attenuation coefficient
and L is the photon transmission distance. After the output state passes through the channel, it becomes

p=" P(Ine,n)|n)ut(o.4)(nl- (17)
n=0

The formula can be understood as that at Bob’s end, there is a probability of P(In.,n) to receive an n-photon
state |n>a+(9)¢). Next, the n-photon state will be measured by projecting in the Zp, Xp,Yp bases. Note that

the eigenstates of the Zp, Xp,Yp bases are {|H),|V)}, {|D) = %(|H} + eP|V)), |4 = %(|H} — V)3,
{|R) = \%(|H} +ief|V)), |L) = \%(|H} —ie|V))}, respectively. When expanded in these bases, the n-photon
state becomes

1)t (0,67 = %(a*w,amva@
= % (cos gaTH + ¢'?sin ga;f/> [vac)
- %(f(x)al + F(y)a}) vac)
- 7 > ar Y™ (£ ()l vac)
_ T > S lmYa — (1)
(e9) € (U V). (D', A, (1), (19)

where

0 ; 0
a'(8,¢) = cos §aTH + ¢ sin Ea;f/

= f(H)al + f(V)a},
1

I

7 (3

DYal, + f(A)d],

0 0 1 0
— + @ Asin 2) a},/ + 7 <cos§ —

; 0
W(6—5) gin —
e sin 2)

ol
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= 7 <cos€ —ie' i(¢=F) sin g) aTR, + % (Cosg + iei(‘ﬁ*ﬁ) sin g) aTL/
= [(R)al, + f(L)al,, (20)
and
0 —cosf
PP = S0 = 2
nNe 1+sm9cos(¢ B)
02 = 0=,
nz L —sinfcos(¢ — B)
AP = ol0=0)
2 1+sinfsin(¢ — j3)
PR = nlo=p)
pp = Lm0 =) (21)

According to (18), the probability that it generates the state [m),|n—m)y, is Py pm = CI™ | f(z) > f(y)|2 ™).
Then, the probability that the n-photon state causes the detector x to respond is

n

n

= Z CR @) P | f )PP (1= (1= na)™ (1 = Pd))(1 = na)" "™ (1 — Pd)
= (1= Pd)(|f (@) + (1 = na)f@)I*)" = (1 = Pd)*(1 — )"
= (1= Pd)(1 —nalf(y)])" — (1 = Pd)*(1 = na)", (22)
and the probability that the detector y responds is
Yoy = (1= Pd)(1 —nal f(2)])" = (1 = Pd)*(1 - na)", (23)

where 74 is the detection efficiency of the detector, and Pd is the dark count rate.
The overall gain ) can be calculated as

QgB - Qx + an
Qr = Y P(Ine,n)Yno
n=0
_ Z (1= PA)(A = nal {IP)" = (1 = P’ (1 = na)")

=(1— ]DCZ)(;177C770z\f(y)l2 — (1 — Pd)2e=Tnena,
Qy = (1— pd)eflncmz\f(ﬂt)l2 — (1 — Pd)%e1nena, (24)

where the subscript g represents the measurement basis of Bob.
Then, the error rate of state |z) will be

where ey is the optical intrinsic error rate.
Since the photons generated by the passive source are not perfect and a certain deviation is allowed, we need to
integrate the overall gain and the error rate within the post-selection interval as

1
(Qusbst, = Tpre i [, Qeof U0t (26)
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1
(Ben)sy = 7oy / / Eep o f(1,0,¢)dId0ds, (27)
A >sgA s,

P, = [[[, sa.0.0)ard0as (28)

where (P) sy s the normalization coefficient. f(I,0,¢) is the probability density function that describes the
A
distribution of the output state on the Bloch sphere, and [49]

1
1
f(I1,0) = : (29)
2vt7'[2\/1 - 2—£tc052§\/1 - ﬁsirﬁg

3.3 Parameter estimation

In a practical QKD system, we need to estimate the error rate and the overall gain based on the statistical results of
the detector responses. Different from the case of an infinitely long key, under the condition of a finite key length,
there are usually some fluctuations in this statistical result. Regarding the measurement as a series of Bernoulli
random variables, its statistical deviation can be described by Kato’s inequality [50], and we have

Kk (An) < Sy < KY (M), (30)
K& (An)=An — (b+a(2An/N —1))VN, (31)
KY (AN)=An+ (d+c(2An/N —1))VN, (32)

where Sy represents the expected value, Ay represents the actual statistical value, and e represents the confidence
level. Eq. (30) indicates that the probability of Sy being between K (Ay) and K (Ay) is more than 1 —¢, and
€ is usually an extremely small number. N is the total number of statistical counts. a, b, ¢, and d are coeflicients
related to NV, Ay, €, and the specific formula is given in Appendix A.

Similarly, through the expected value, we can also estimate the upper and lower bounds of the statistical values,
given by [50]

K% (Sn) < Ay < KY.(Sn), (33)
Kk (Sw) = (VNSy + N(e — f))/(2¢ + VN), (34)
KY (Sn) = (VNSy + N(g — h)/ (VN — 2g), (35)

where e, f, g, and h are coefficients related to N, Sy, €, and the specific formula is given in Appendix A.
According to the above formulas, we can estimate the parameters in (15). The following are the details of the
estimation.

3.3.1  The lower bound of Ms;, 71

Mg 7,1 is the single-photon response count, and it is defined as
Mgy 71 = N(P)sy P2(P(I,1))s5(Y2)5s , (36)

where N is the total number of pulses generated by the fully passive source. (P) s; is the probability that Alice
generates photons in the Z basis, and can be calculated with (28). Py is the probability that Bob selects the Z
basis for measurement. (P(I,1))s; is the probability that the source generates single photons in the form of

n:

nefl
<P(Ivn>>S§A = ///sy ! ' f(I,0,p)dIdOd. (37)

(YZ1>§Z is the yield of a single-photon state, and can be estimated with the decoy state method. We can solve the
following linear programming problem [50]:

(Ve )k =min(vd)s; | (3%)
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(Yep)sy, = max(Ye,)sy (39)
st @, > 3 (PUmgy W), (10)
<QfB>S~;A < Z<P(Ian)>sgA <Y£7;>52A +1- Z<P(I n)>57 )
n=0 n=0
|<}/§7)13>S§A - <}/§7;>S§A| g D(UgéA ) UggA)v n = 25 <o Neut
<}/£7:3>SEA = <}/£7;>S§Aa n= 07 15
< <YZ:3>S£A < 17 n= 07 17 -+ oy Neut,
L . U .
KNj,e(MsgAgB) <Q—> - KNj,E(MSgAﬁB)
N(P)s; Pe, 0/t S N(P)s; Pey
/l:,j E {v, d, S},
where D(o? TS oy, ) is the trace distance, and is equal to > [Ai|. A; are the eigenvalues of density matrix (o, —
£A €A
o).
)

o5 /// Ynlat (0.6 f (1,0, $)dIdOd. (41)

Nj = N(P)g Pep, and Mg; , = N<P>Sj PSB <Q53>Sj . When 4 = &g = Z, and j = s, the solution of the
£a £A
linear programming (38) is <Y1> . Under the infinite- key scenario, the parameter (Q¢,,) st equals (Q¢p) st . At

this point, the solution obtained via linear programming corresponds to the single-photon y1eld for the mﬁmte key
scenario. In this specific scenario, by leveraging (34) in conjunction with (36), we are able to determine the lower
bound of M s3z,1 under the condition of a finite length as

MélSZZB,l :Kjl\}j,é(MS%ZBql)' (42)

3.3.2  The upper bound of TE;

According to (10)-(12), IE; is related to C and e, ,. We need to estimate the upper bound of e}, and the lower
bound of C. According to (13), the lower bound of C' can be calculated as

OL = OA%AXB + OA%AYB + C)L/AXB + O}I//AYB7 (43)
where
1,U 2 ¢ 1,L
(1- 2e£AgB) , if Chey = 0.5,
L 1,L e 1,U
Ceren = (1—2ec¢,)? if ege, <0.5, (44)
0, otherwise,

where e, and er'” are respectively the upper bound and the lower bound of e! . , and can be calculated as
§aéB §alB £aéB

U
U Mgy zp1
€als = prL ’
S5Zp1
L
L Mgs 75,1 (45)
€als = U )
S:Zp,1

where mgsz z51 and mgz 7,1 are respectively the upper bound and the lower bound of the single-photon error
response count. M gZ zp1 and M §Z 7,1 are respectively the upper bound and the lower bound of the single-photon
response count. And

U(L U (L
msg(AéB,l = KN,(E )(mU(L))a
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U(L
mU ) = N(P)s; Pen(P(I,1))s;, (et Ye,)6!"

sz o
£A
U(L) _ U U(L
Mgg enn = Ene (M75),
U(L
MY®) = N(P)s; Pe, (P(I,1))s;, <K<15>52(A)' (46)

(Y;B>g5(L) can be obtained by solving the linear programming problem of (38) and (39). (ef, Yng)[S]g(L) can be
A A

estimated with the following linear programming problem [50]:

(ee,Yey)5;, = minleg, Ye,)s: (47)
(ee, Yoy ), = max(eg, Ve, sz (48)
st (FeQen)s > S (P (8, Vi), (19)
n=0
<EfBQfB>SgA < Z <P(Iv n)>SgA <e?BY£3>SgA +1- Z<P(Iv n)>SgA=
n=0 n=0
|<e?BYgJZS>SéA - <e?BYg;>SgA| < D(O’g;,dg%), n= 17 c ey Neuty

0 0 _ /.0 0 )
<€EBY§B>S§A - <e§BYEB>S§A7
O<<SQB}/5};>SE glv n:Oalv"'vncuta

A

L .
KNj,e(msgAgB)

N(P)s; Pey
iuj € {U7d78}7

U .
KNj,e(mséAgB)
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where z is defined in (19), SJ represents the post-selection interval of state , and M) ¢p= N<P>52AP£B<E£B Qe >SéA'

Under the infinite-key scenario, the parameter (Fe,Qey)gs  equals (EeyQey)gi - At this point, the solution
€A €A

obtained via linear programming corresponds to the single-photon error rate for the infinite-key scenario.

3.3.3  The upper bound of \gc

Agc is the information entropy that needs to be consumed for error correction and Apc = feM g% Zh(Eg% 7)-
Through (31) and (32), it is easy for us to conclude that

MgSZZ = K%j,E(MSEZ)v (50)
U
mSSZ
z

where M gZ 7 and M, S?% 7 are respectively the upper bound and the lower bound of the overall response count (Mg z),
and mgsz 7 is the upper bound of the overall error response count (mgs: z). And

mgszz = K%j,e(mSSZZ)a

M, z = Kz%rj,e(MSSZZ)v

Mss 7z = N(P)s; Pz(Qz)s:,

mssz = N(P)ss Pz(EzQz)ss- (52)

4 Numerical simulation and parameter optimization
We analyze the performance of our protocol under finite-length conditions through numerical simulations. The

simulation parameters we used are the same as those in [50], including the detector detection efficiency nq = 65%,
the fiber attenuation coefficient o = 0.2 dB/km, and the dark count rate Pd = 1075. The optical intrinsic error
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Figure 3 (Color online) Comparison of secure key rates under infinite-key and infinite-decoy-state scenarios with the same parameters for
fully passive RFI QKD and fully passive QKD protocols. Solid and dashed lines correspond to fully passive RFI QKD and fully passive QKD,
respectively. Different colors correspond to the four parameter sets.

rate eq is set as 1.5%. In the decoy-state analysis, it can be seen from Figure 2 that the blue regions correspond
to the post-selection interval. However, when the light source intensity exceeds a certain threshold intensity I, the
probability density function f(I,6) within this post-selection interval contains numerous singular points, which pose
challenges to parameter optimization. Furthermore, the interval where intensity exceeds I is dominated by states
in the X basis and Y basis; in the RFI protocol, these states are only used for parameter estimation and do not
directly participate in information transmission. Thus, we choose to abandon the use of X-basis and Y-basis states
when intensity exceeds I, and define the three decoy-state intervals as vac = [0, I,],d = (I, 14, s = (14, Is], and
I, =0.051, I; = 0.11, Iy = I. We set the probability that Bob chooses the Z basis for measurement as %, and
the probabilities of choosing the X basis and the Y basis for measurement are both set as %. In the finite-length
analysis, ep4, €gc, and € are set as 10720,

In Figure 3, we compare the secure key rates of the fully passive RFT QKD and fully passive QKD protocols under
the infinite-key and infinite-decoy-state scenario with the same parameters. We set Az = Alx/y = Adx )y = A,
and selected two values each for the intensity I and post-selection interval A, forming four parameter sets for the
comparison. Specifically, the values of I are 0.1 and 0.5, while the values of A are 0.17t and 0.057t. As can be
observed from the figure, under the same parameter conditions, the secure key rate of the fully passive RFI QKD
protocol is consistently slightly higher than that of the fully passive QKD protocol. This is primarily because the
RFTI protocol utilizes more bases for eavesdropping estimation. Under the same conditions, the information entropy
that Eve can obtain is lower than that of the fully passive QKD protocol.

Figure 4(a) presents the optimal performance of the fully passive RFI QKD protocol under two scenarios: one
with infinite decoy states, and the other with three decoy states. Additionally, it compares our protocol with four
reference protocols: the ideal actively modulated QKD protocol, the ideal RFI QKD protocol, the fully passive
QKD protocol with three decoy states, and the fully passive QKD protocol with infinite decoy states. The six
protocols are under an infinite-length key scenario. We define a secure key transmission rate as Ry = (P)s% PzR,
which represents the amount of key that the protocol can generate using a source with a pulse frequency of 1 Hz.
Here, (P) sz Pz is the probability that Alice and Bob can form a key, and R represents the information entropy of

a single signal pulse which is equal to WSSZPZ'

We optimized the intervals and intensities of these protocols, and obtained the maximum secure key transmission
rate of the protocols as shown in Figure 4(a). It can be observed from the figure that the optimal secure key
transmission rate of the RFI protocol is very close to that of the QKD protocol. The RFI protocol uses multiple
sets of bases for parameter estimation, which can further restrict Eve’s eavesdropping. Compared with the actively
modulated QKD protocol, its transmission rate can be increased by approximately 5%, and its transmission distance
is also improved. A similar trend applies to fully passive protocols. However, the transmission rate improvement of
the fully passive RFI QKD protocol is slightly more significant compared with the fully passive QKD protocol, at
around 20%. This is mainly because the RFI protocol enables stricter restrictions on Eve’s eavesdropping, which
in turn allows it to adopt a broader post-selection range and consequently boosts the post-selection success rate.
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Figure 4 (Color online) Optimal performance of the fully passive RFI QKD protocol under two scenarios: one with infinite decoy states, the

other with three decoy states. The comparison includes four reference protocols: the ideal actively modulated QKD protocol, the ideal RFI QKD
protocol, the fully passive QKD protocol with three decoy states, and the fully passive QKD protocol with infinite decoy states. All protocols
are assessed under an infinite-length key scenario. (a) The maximum secure key transmission rate R, (in bits per second) achievable using a
source with a pulse frequency of 1 Hz under optimal interval sizes and light source intensities. (b) Key transmission rate R for a single pulse
when the optimal transmission rate in (a) is achieved.
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Figure 5 (Color online) Performance of our fully passive RFI QKD protocol under different numbers of pulse rounds N (total number of
pulses emitted by the fully passive source). (a) Maximum secure key rate achievable using a source with a pulse frequency of 1 Hz under optimal
interval sizes and light source intensities. (b) Secure key rate when the optimal transmission rate in (a) is achieved. Solid lines and dashed lines
correspond to reference frame misalignment 3 is 0° and 45°, respectively. The red curve represents the performance of the three-decoy-state

fully passive RFI QKD under the infinite-key scenario. Other colors correspond to different pulse round numbers N (i.e., N = 101°, 101, 102,
1014, 1019, 10'8).

Additionally, its maximum transmission distance can reach 215 km, which is slightly lower than that of the actively
modulated RFI QKD protocol. However, there is a large gap in transmission rate between the fully passive RFI
QKD and the actively modulated RFI QKD protocols. This is mainly due to the post-selection during the light
source preparation process. Since the states generated by the fully passive source are randomly distributed on
the Bloch sphere, most quantum states are discarded due to post-selection failure, resulting in significant resource
consumption.

Furthermore, when using three decoy states, the performance of the fully passive RFI QKD protocol decreases
significantly, making it very close to the fully passive QKD protocol with three decoy states. This is primarily because
the RFI protocol needs to estimate the single-photon error rates under five base combinations to calculate parameter
C for eavesdropping estimation, while the QKD protocol only requires the X-basis error rate for eavesdropping
estimation. At this point, the error in decoy state estimation is amplified, leading to a significant decline in the
protocol’s performance. In addition, as can be observed from Figure 4(b), the secure key rate of the fully passive
protocol is slightly lower than that of the actively modulated protocol. This is primarily because the post-selection
interval itself introduces a certain level of error rate, which in turn leads to a reduction in the key rate. However,
at the optimal transmission rate, the secure key rates of the fully passive RFI protocol and the fully passive QKD

protocol are comparable, with minor deviations attributed to fluctuations in parameter estimation and optimization
accuracy.
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We also considered the performance under finite-key scenarios. As shown in Figure 5, we compared the perfor-
mance for different numbers of source pulses N. The secure key transmission rate of the fully passive protocol is
jointly influenced by both the transmission distance and the number of pulse rounds N emitted by the light source.
For short distances, a relatively small N is sufficient to approach the performance of the infinite-key scenario; for
long distances, however, the rate decays rapidly with increasing distance. Specifically, at 50 km, when N = 10!,
the transmission rate is approximately 66.54% of that in the infinite-key scenario; when N is increased to 1012,
this proportion can rise to 84.64%. When N is 10'°, 10'!, and 10'2, respectively, the maximum transmission dis-
tances of the protocol are 67, 106, and 135 km in sequence. As the transmission distance increases, at 150 km, N
must reach 106 to achieve 79.00% of the infinite-key scenario’s performance; even when N is increased to 10'® at
200 km, the rate only reaches 53.62% of that scenario’s performance. The core reason for this performance decay
lies in the fact that, as the communication distance increases, the post-selection interval must be gradually reduced
to maintain basic performance. This in turn leads to a rapid decrease in the number of effective pulses available for
parameter estimation, ultimately resulting in a significant decline in the protocol’s performance under the finite-key
scenario.

In addition, we present the optimal secure key transmission rate curve of the protocol when the reference frame
misalignment is 45° as the dashed lines shown in Figure 5(a). Theoretically, we use the S-independent statistic
C to estimate eavesdropping, and the performance of the protocol should be independent of the reference frame
misalignment value. However, due to the fact that the decoy state method fails to accurately estimate the single-
photon error rate, and with the influence of the finite length, the actual value of C' exhibits a periodicity related to
5. When the reference frame misalignment is 45°, C reaches its minimum value, and at this time, the amount of
information Eve obtains is the largest. As N decreases, both the maximum communication distance and the secure
key transmission rate experience significant drops. When N is 10'°, 10'!, and 10'2, the maximum communication
distances are 27, 68, and 103 km, respectively. Figure 5(b) characterizes the secure key rate R when the optimal
transmission rate in Figure 5(a) is achieved.

5 Discussion and conclusion

We currently focus on a relatively simplified scenario, assuming the reference frame remains stable over a certain
period. If the reference frame undergoes continuous slow variation, as discussed in [72], the protocol’s performance
may change. Future research can explore how reference frames with different temporal variation characteristics
affect the protocol. In addition, further investigation into accurate decoy state estimation methods and robust
optimization algorithms is necessary to enhance the protocol’s performance. Furthermore, MDI QKD is a highly
promising research area due to its ability to resist attacks on the detector side. Previous studies have proposed a
high-security MDI QKD protocol capable of resisting modulation errors and fluctuations [73]. However, this protocol
still faces attack risks due to its reliance on decoy state modulation [74]. Fully passive MDI QKD [51,52] has been
proposed to address this issue. Applying the RFI framework to fully passive MDI QKD to enhance its security in
mobile communication scenarios is also a promising research direction. Moreover, side channels at the source are
prevalent in many quantum tasks. Thus, extending the application of fully passive sources to other quantum tasks
(e.g., quantum digital signatures [75-77], quantum random number generation [78,79]) and analyzing their specific
performance in these tasks is also a promising research direction.

In conclusion, we propose a fully passive RFT QKD protocol that effectively resists side-channel attacks targeting
source-side modulators by passively generating initial states. Our protocol requires that only one axis of the reference
frame be aligned, which significantly reduces complexity while fortifying overall communication security. A major
limitation of fully passive QKD is the inherent waste of quantum states. In the original fully passive QKD protocol,
only two sets of bases are required for communication. Following post-selection, many quantum states must be
discarded, which diminishes the protocol’s efficiency. Our protocol employs the X and Y bases for eavesdropping
estimation and the Z basis for key generation and parameter estimation, thus maximizing the utilization of quantum
states produced by the fully passive source. Consequently, our protocol effectively curtails potential eavesdropping
by Eve, and enhances the secure key transmission rate Rs. Under ideal circumstances, our protocol achieves a
20% improvement in secure key transmission rate compared with fully passive QKD. Under practical conditions,
we must consider the finite-length effects. When the number of pulses generated by the source reaches 102, the
maximum communication distances can reach 135 and 103 km at § = 0° and 8 = 45°, respectively. For a GHz
source, this data volume can be achieved in a matter of minutes. Our protocol contributes to the development of
practical fully passive QKD systems.
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