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Appendix A The Kato’s inequality

Let &1,...,&N be a sequence of Bernoulli random variables and let 71 C F2 C ... C Fn be an increasing chain of o—algebras. Let
A= 22:0 &u. The Kato’s inequality [1] is shown as:
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Replacing & — 1 — ¢, and a — —a in Eq. (A1), we can derive:
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Among them, Ay represents the statistical value, and Zf:’:l Pr(éw = 1|Fu—1) represents the theoretical value. These two formulas
describe the upper and lower bounds of the statistical value and the theoretical value within a certain precision. Both the precision and
the upper and lower bounds are related to the parameters a and b. When the precision is fixed, we hope that the fluctuation of the
upper and lower bounds is as small as possible. That is, we need to solve:
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The solution of Eq. (A3) is [2,3]
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and
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For the convenience of distinction, we set the solutions of Eq. (A4) as ¢ = aopt and d = bopt. The solution is [2, 3]
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and
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At this stage, the upper and lower bounds of the theoretical value ZN

w1 Pr(éu = 1|Fy—1) are determinable based on the statistical
value Ay .
At this point, through reverse solving, we can also estimate the upper and lower bounds of the statistical value from the theoretical

value. Let S50 Pr(€, = 1|Fu—1) = S, and
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where e = aopt and f = bopt are the solution of:
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Appendix B The parameter optimization process

In numerical simulations, we conducted parameter optimization for the secure key transmission rate of the protocol, and this process
was mainly implemented using Python. First, we set A0z = Afx,y = A0, and Adx,y = A, simplifying the secure key transmission
rate into a function mainly related to parameters I, Af, and A¢ to carry out three-parameter optimization.

The optimization algorithm we adopted is the Nelder-Mead algorithm, a derivative-free nonlinear optimization algorithm suitable
for solving optimization problems with complex objective functions. In an n-dimensional optimization problem, the algorithm uses
n+1 points of the function to construct a polyhedron. Through multiple rounds of iteration, the range of the polyhedron is gradually
reduced. Finally, the optimal solution of the function is obtained.
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In our optimization problem, the function space is three-dimensional, with the three coordinate axes corresponding to parameters
I, NG, and A¢, respectively. We first randomly selected four sets of parameter values for I, Af, and A¢ in this space to construct a
tetrahedron, and then initiated the iteration process. The iteration process mainly includes four steps:

Step 1. Reflection. Calculate the function values corresponding to the parameters of the four vertices of the tetrahedron, and select
point a with the smallest function value. Then calculate the parameter value corresponding to centroid b of the triangle formed by the
other three vertices, and further obtain the reflected point a; of point a with respect to centroid b. If the function value of a1 is greater
than that of a, proceed to Step 2; otherwise, proceed to Step 3.

Step 2. Expansion: If the function value of the reflected point is larger, it indicates that the reflection direction is correct. Expand
along this direction to obtain the expanded point agz. If the function value of a2 is better than that of aj, replace the original vertex a
with ag; otherwise, replace a with a;j.

Step 3. Contraction: If the function value of the reflected point is poor, contract the point a toward the centroid b to obtain the
contracted point by. If the function value of by is greater than that of a, replace a with by; otherwise, proceed to Step 4.

Step 4. Shrinkage: If contraction is ineffective, contract the other vertices of the tetrahedron toward the current optimal vertex,
reduce the search range, and then enter the next round of iteration.

When the volume of the tetrahedron is sufficiently small, the corresponding optimal vertex parameters are the optimal solution of
the function.
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