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Quantum computing poses unprecedented threats to crypto-

graphic security. Simon’s algorithm [1] and Grover-meets-Simon

algorithm [2] have become important tools in the quantum crypt-

analysis of symmetric cryptography. The resulting attacks gen-

erally rely on superposition queries to the encryption oracle (i.e.,

the Q2 model), which limits their practical relevance. To remove

this limitation, Bonnetain et al. [3] introduced the offline Simon’s

algorithm, which decouples the queries to the encryption oracle

from the Grover iterations, allowing the attack to be performed

using either superposition queries or classical queries (i.e., the Q1

model). Recently, Shi et al. [4] proposed a dedicated quantum

attack on XOR-type functions in the Q2 model, applied it to sev-

eral BBB MACs, and showed that it simultaneously reduces the

circuit depth, width, and gate count compared with the parallel

Grover-meets-Simon algorithm. However, two questions remain

open: whether their attack applies to other cryptographic con-

structions, and whether it can be performed in the offline setting

(particularly using only classical queries to the encryption oracle).

To address these two questions, we make the following contri-

butions.

(1) We identify new cryptographic structures amenable to Shi

et al.’s attack, namely PolyMAC and block cipher constructions

based on two parallel permutation-based pseudorandom functions

(TPP-PRFs), including XopEM, SoEM22, SUMPIP, and DS-SoEM,

thereby answering Shi et al.’s open question [4].

(2) We construct decoupled XOR-type functions and propose

an offline quantum attack on constructions based on TPP-PRFs,

which breaks the obstacle that Shi et al.’s attack relies on super-

position queries. Compared to previous results, our attack reduces

the query complexity from O(2(n+t)/2 · (n− t)) to O(2t · (n − t))

in the Q2 model, where t is a truncation parameter satisfying

0 < t < n and n is the input length. Further, we reduce both the

time complexity and classical query complexity from Õ(22n/3) to

Õ(2(2n−t)/3) in the Q1 model for 0 < t 6 n/2 (for example, see

SoEM22 in Table 1).

New instances amenable to Shi et al.’s attack. Shi et al. [4]

proposed a dedicated quantum attack on XOR-type functions of

the form f(i, x) = g1(x) ⊕ g2(x⊕ αi), where f(i, ·) is periodic for

the correct value of i. We show that PolyMAC is vulnerable to

this attack by constructing the XOR-type function

f(i, x) = PolyMAC(β0, x)⊕ PolyMAC(β1, x⊕ αi) , (1)

where β0, β1 ∈ {0, 1}n are fixed strings. The function f has a

period s = (k1 ⊕ k3) ⊙ (β0 ⊕ β1) when αi = k1 ⊙ (β0 ⊕ β1) or

k3 ⊙ (β0 ⊕ β1). This identifies PolyMAC as a new application of

Shi et al.’s attack.

Moreover, constructions based on TPP-PRFs also admit such

XOR-type functions and are therefore amenable to this attack. A

brief description of the attack is given in Appendix A.

Obstacle to offline conversion and a way around it. For

the above attack on PolyMAC, the calculation of both g1(x) =

PolyMAC(β0, x) and g2(x ⊕ αi) = PolyMAC(β1, x ⊕ αi) require

quantum access to PolyMAC. Thus, for XOR-type functions in

which both components depend on the encryption oracle, includ-

ing the PolyMAC instance above and those derived from BBB

MACs [4], each Grover iteration of Shi et al.’s attack still requires

quantum access to the encryption oracle.

This suggests looking for XOR-type functions whose queries to

the encryption oracle can be decoupled from the Grover iterations.

We next consider functions of the form

f(i, x) = g1(x)⊕ p(x⊕ αi), (2)

where p is a public function that can be computed offline and only

g1 requires access to the encryption oracle. We call this form a de-

coupled XOR-type function, or simply a p-XOR-type function. To

simplify the presentation throughout the remainder of this work,

we assume αi = i, so that f(i, x) = g1(x)⊕ p(x⊕ i).

Construction of p-XOR-type functions from TPP-PRFs. We

show that TPP-PRFs can be used to construct p-XOR-type func-

tions. A TPP-PRFs takes an n-bit input x and two parallel per-

mutations P1 and P2, and is defined by g(x) = l33P1
(

l13(x) ⊕

l14(k1)
)

⊕ l34P2
(

l23(x) ⊕ l24(k2)
)

⊕ e(x) ⊕ C, where e(x) =

l31l11(x)⊕ l32l21(x) and C is a key-dependent constant.
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Table 1 Previous and new quantum attacks on SoEM22. #Query: queries to SoEM22. #Time: offline computation time. 0 < t < n in the Q2

model, and 0 < t 6 n/2 in the Q1 model. The best results are in bold.

Algorithm Model Iteration #Query #Time Qubit Refs.

Grover-meets-Simon Q2 2n/2 O(2n/2 · n) O(2n/2 · n3) O(n2) [2]

Dedicated attack Q2 2(n−t)/2 O
(

2(n+t)/2 · (n − t)
)

O(2(n−t)/2 · n3) Õ(2t) [4], Ours

Offline dedicated attack Q2 2(n−t)/2
O
(

2t
· (n − t)

)

O(2(n−t)/2 · n3) Õ(2t) Ours

Offline Simon Q1 22n/3 O(22n/3) O(22n/3 · n3) O(n2) [3, 5]

Offline dedicated attack Q1 2(2n−t)/3
O(2(2n−t)/3) O(2(2n−t)/3

· n
3) Õ(2t) Ours

Based on this TPP-PRF, we construct the function

f(i, x) = g(x) ⊕ e(x)⊕ l33P1 (l13(x))⊕ l34P2 (l23(x⊕ i)) , (3)

which means g1(x) = g(x) ⊕ e(x) ⊕ l33P1(l13(x)) and p(x ⊕ i) =

l34P2(l23(x ⊕ i)). The function f(i, x) satisfies f(i, x) = f(i, x ⊕

l−1
13 l14(k1)) when i = l−1

23 l24(k2) or i = l−1
23 l24(k2) ⊕ l−1

13 l14(k1).

Since i is XORed with x in the public function P2, f is a p-XOR-

type function.

To derive the form needed for the offline attack, we further

apply Shi et al.’s truncation technique to (3) and obtain

FL(il, xl) =
⊕

u∈L

f(il‖0t, xl‖0t ⊕ u) = GL
1 (x

l)⊕ PL(il, xl), (4)

where GL
1 (x

l) =
⊕

u∈L
g1(xl‖0t ⊕ u) and PL(il, xl) =

⊕

u∈L
p
(

(xl ⊕

il)‖0t⊕u
)

. Then FL(il, xl) has an (n−t)-bit period sl = l−1
13 l14k

l
1

for il = il0, where il0 = l−1
23 l24k

l
2 or il = l−1

23 l24k
l
2 ⊕ l−1

13 l14k
l
1.

Several block cipher constructions, including XopEM, SoEM22,

SUMPIP, and DS-SoEM, are instantiations of TPP-PRFs. Thus,

the above analysis yields the corresponding p-XOR-type functions

and truncated conditional periodic functions for these construc-

tions. The details are given in Appendix B.

Offline dedicated quantum attack on block ciphers based on

TPP-PRFs. Based on (3) and (4), we adapt the offline Si-

mon framework to Shi et al.’s attack to propose offline dedi-

cated quantum attacks on TPP-PRF-based constructions in the

Q1 and Q2 models. The key observation is that the decoupled

property of p-XOR-type functions allows the superposition state

|ψGL
1
〉 =

⊗c′
(

∑

xl∈{0,1}n−t |xl〉|GL
1 (x

l)〉
)

to be prepared first,

and the remaining computations become independent of the en-

cryption oracle. Accordingly, our attack has two phases.

(1) Online phase: prepare the state |ψGL
1
〉 requiring O(2n) clas-

sical queries in the Q1 model or O
(

2t · (n − t)
)

quantum queries

in the Q2 model.

(2) Offline phase: starting from the prepared state |ψGL
1
〉, the

test procedure is applied to FL(il, xl) to check whether it has a

hidden period. After the test, the state |ψGL
1
〉 is restored and can

be reused in subsequent iterations.

The complete descriptions of two phases in the Q1 and Q2

models are provided in Appendix C. The complexity of the offline

dedicated attack is summarized in Theorem 1.

Theorem 1. Let f : {0, 1}κ×{0, 1}n → {0, 1}m be a decoupled

XOR-type function. There exists an offline dedicated quantum at-

tack on block cipher constructions based on TPP-PRFs, which re-

covers il0 ∈ {0, 1}κ−t with O(2(κ−t)/2 ·n3) time and Õ(2t) qubits,

requiring O(2n) classical queries to the encryption oracle in the

Q1 model, or O(2t · (n − t)) quantum queries in the Q2 model,

where 0 < t < n, c′ = n+ κ− 2t+ τ + 1.

Taking SoEM22 as an example, we construct the p-XOR-type

function f(i, x) = SoEM22(x)⊕ P1(x) ⊕ P2(x⊕ i), which satisfies

f(i, x) = f(i, x⊕ k1) when i = k2 or i = k2 ⊕ k1.

In the Q2 model, we obtain FL(il, xl) =
⊕

u∈L
SoEM22(xl‖0t ⊕

u)⊕P1(xl‖0t⊕u)⊕P2
(

(xl ⊕ il)‖0t ⊕ u
)

, which has an (n− t)-bit

period kl1 when il = kl2 or il = kl2⊕k
l
1. According to Theorem 1, we

recover either kl2 or kl2⊕k
l
1 with O

(

2t · (n− t)
)

quantum queries to

the SoEM22 oracle and O(2(n−t)/2 · n3) offline computation time.

In the Q1 model, we construct the function FL(il‖jl2 , xl1 ) =
⊕

u∈L
SoEM22(xl1‖0n−t−p‖0t ⊕ u) ⊕ P1(xl1‖jl2‖0t ⊕ u) ⊕

P2

(

(

(xl1‖0n−t−p) ⊕ il
)

‖0t ⊕ u
)

, which has a p-bit period kl11

when il‖jl2 = kl2‖k
l2
1 or il‖jl2 = kl2 ⊕ (kl11 ‖0n−t−p)‖kl21 . We can

recover one of kl2‖k
l2
1 and kl2⊕(kl11 ‖0n−t−p)‖kl21 by applying The-

orem 1, requiring O(2p+t) classical queries to the SoEM22 oracle

and O(2(2n−2t−p)/2 · n3) offline computation time. Let D be the

number of classical queries and T be the offline computation time.

This attack achieves a tradeoff of T 2D = 22n−t, which is balanced

at T = D = Õ(2(2n−t)/3) for 0 < t 6 n/2. The remaining key

bits can be recovered using the offline Simon’s algorithm with

negligible additional cost.

A comparison with previous attacks on SoEM22 is given in Ta-

ble 1. The offline dedicated attacks on general TPP-PRFs are

presented in Appendix D.

Conclusion. In this work, we identified PolyMAC and block ci-

pher constructions based on TPP-PRFs as new instances vulnera-

ble to dedicated quantum attacks. By defining a decoupled XOR-

type function, we further proposed offline dedicated quantum at-

tacks on constructions based on TPP-PRFs, with lower query

complexity than previous attacks in both the Q1 and Q2 mod-

els. Our results provide new insights into the quantum security of

block ciphers based on pseudorandom functions and motivate fur-

ther investigation into more generic and effective offline dedicated

quantum attacks applicable to other cryptographic structures.
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