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Appendix A Dedicated attacks on PolyMAC and constructions based on TPP-PRFs

PolyMAC scheme [1] is a Double-block Hash-then-Sum construction based on polynomial evaluation, proposed in 2020. It uses two
hashing keys k1, k3 € {0,1}"™ and two encryption keys k2, k4 € {0,1}™. We consider the case with the two-block message. Throughout
this section, ® denotes multiplication in GF(2")

PolyMAC(my,m2) = By, (k3 @ m1 ® k1 © ma) ® Ey, (k3 © m1 ® k3 @ ma), (A1)

where M = m1||mz, and |m1| = |mz| = n.

Based on PolyMAC, we construct the XOR-type function. Let 8o, 81 be two fixed strings in {0,1}", 8o # B1, and «; € {0,1}", we
define the function as

f:40,1}" x {0,1}" — {0, 1}"
(ai, z) — PolyMAC(Bo, z) @ PolyMAC (81, @ o) .

Since the secret state a; is XORed with z in the second term PolyMAC(S1,z @ «;) of Eq. (A2), and the function has the period
s= (k1 ®ks)® (Bo®B1) when a; = k1 © (Bo ® 1) or a; = k3 © (Bo ® B1). Then, the XOR-type function given in Eq. (A2) satisfies
the requirement of Shi et al.’s attack.

Now, we define a new function F£ using truncated input

F£:{0,1}" "t x {0,1}"¢ = {0,1}™

(A2)

(ak,a') = @D f(al0", 2! 0" @ w), (43)
uel
where £ = {u: u=0""tx}, oy = ol||a”, z = zt||z", |ol| = |z!| = n — ¢, and |a”| = |2"| = t. We deduce that the function F£ has a
k2 1 1 1

period s! = (k1 ® k3)! ® (Bo ® B1)! when ol =k} © (B0 ® B1)! or k4 ® (Bo @ B1)!. Applying Shi et al.’s attack [2] to PolyMAC, we can
recover the high (n — t)-bit k} © (8o @ 1) or k5 © (Bo @ B1)! with 0(2(n+t)/2 - (n —t)) quantum queries to the PolyMAC oracle and
0(2(n=1/2 . n3) time.

The remaining ¢ bits can be recovered as follows. Taking ol = k} ® (8o @ 81)" as an example, we define f’(af,z) = f(lcl1 ® (Bo ®
61)l||o¢lr7 x) When of = k7 © (Bo ® 1), f'(af,z) = f'(af,z @ s), which requires O(2t/2) quantum queries.

A TPP-PRF [3] is defined by

g(x) = l33 Py (l13(z) ® l1a (k1)) @ l34 P2 (l2g(z) @ laa(k2)) D e(z) ® C, (A4)
where e(x) = l31111(z) ® l32l21(2) and C is a key-dependent constant.
For this TPP-PRF, we construct the function
fi,2) = g(z) ® e(x) ® l33P1 (li3(x)) © laaPa (laz(z B 1)), (A5)

which satisfies f(i,z) = f(i,z @ l1_3lll4(k1)) when ¢ = 12_31l24(k2) or i = l2_31l24(k2) @ l1_31l14(k:1). Therefore, constructions based on
TPP-PRFs also admit such XOR-type functions and are therefore amenable to Shi et al.’s attack.
Applying the truncation techniques, we obtain

F£:{0,1}"* x {0,1}"* — {0,1}™
(alyat) o> @D G0t 210" & u). (A6)

uel
Then F£(i!,2!) has an (n — t)-bit period s' = I 4kt for it = il, where il = I3, lagkb or it = 13 okl @ 15 14kY . Similarly, Shi
) 13 ‘1477 0 0,7 '23 2472 23 t24Ry 13 ‘1477~ Ys
et al.’s attack is applied to constructions based on TPP-PRFs to recover ly; l24kl2 with 0(2("”)/2 - (n— t)) quantum queries and
0(2("”3/2 . n3) time. The remaining key bits can then be recovered by Grover-meets-Simon algorithm.
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Appendix B Construction of p-XOR-type functions from TPP-PRFs
Appendix B.1 General construction and proof of the period property

For the p-XOR-type function constructed by TPP-PRF's, the truncation in the Q2 model yields the same conditional periodic function
as in Shi et al.’s attack, namely Eq. (A6). Then, we only need to define the corresponding function F£ in the Q1 model.

FE(i)5'2,2") =GT (a") @ PX(&]]'2,2"), (B1)

where 11 € {0,1}?, lo € {0,1}"~*~P, | = l1]|lo. The function G¥ : {0,1}» — {0,1}" and the public function P~ : {0,1}?7~2t=P x
{0,1}? — {0,1}™ are defined as

G (@) = P g(@"]/0"7P|0" @ u) ® e(a" 0" *P|0" @ w),
uel

PE5",0") = @ lsaPr (Lia(@[152)]0 @ u) @ L4 Pa (les (2" 0"~ 77) @ i) 0" & u).
uel

The function FZ given in Eq. (B1) has the period st = lf?,llmkll1 when 3| jl2 = l531l24k12||l;31l14k112 or it||jl2 = l2731l24k12 D
(llf3ll14kl11 HO”’t’p)Hlf;lell?. Take |52 = l;31l24kl2||lf31l14ki2 as an example, we deduce that

FE (15 loakh||175 l1ak!2, 21)

= EB I33 Py ((lis2™t © 1147€111)H114k112 0° ® u) @ i34 P2 ((l232"t @ lz4kl21)||lz4kl22 (|0 & u)
ueLl
@ l33 Py (113(3311 ||l1_31114k32)||0t ®u) ®l3aPr (123(3811 0"~ P @ iy, laakh)|0F @ u) & C

= @ l33 Py (l132" ||114K22 (108 @ ) @ U134 P2 ((l23z™t @ lagliy liakt @ loaklt)||l24k52 0! @ w)
uel

@ l33 P ((l13(xll @ I lakl) |15 1akt2) |0t @u) o l34P2<(l23(xl1 @ I3 ki) 07 1P @ 155 aa k) [[0F @ u) ®C
=FL (I3 Lo kb |1 ak!2, 2!t @ 15 k).
Appendix B.2 Instantiations of TPP-PRFs

The Xop construction [4] is defined by the bitwise XOR of the outputs from two distinct pseudorandom permutations (PRPs) applied
to the same input z:
Xopg, g, (z) = Ei(z) ® E2(z),
where E7 and E3 represent the encryption algorithms of the respective PRPs.
Realizing the Xop construction with two Even-Mansour ciphers, EM;(z) = Pi1(x ® k1) @ ke and EMs(z) = Pa(x ® k3) @ ka, resulting
in the XopEM function:
XOpEM(l‘) =P1(1‘@]€1)G§P2(:E@k3)€9k2@k‘4. (BQ)

We can obtain a p-XOR-type function as follows: f(i,z) = Pi(z ® k1) @ Pa2(z ® k3) ® Pi(z) ® P2(xz @ 1), where g1(x) = XopEM(z), and

the public function is p(i,z) = Pi(z) @ P2(z @ ¢). This function has a period s = k1 precisely when ¢ = k3 or ¢ = k3 ® k1.
The function F£ : {0,1}*~* x {0,1}"~*~P x {0,1}? — {0,1}" is defined as:

FEG1312,2'1) = @ XopEM(a'1[0"*1|0* © w) © Py (2112 [0 @ w) & P (((="1]0"*~7) @) [0" @ ). (B3)
ueLl

It can be verified that F£(i!|j'2,z!1) = F£(il||j'2, 2"t @ k') when i||jl2 = kL ||k or il|j'2 = kL @ (KL Jon—t=P)||kl2.
SoEM22 [3]. The Sum of Even-Mansour (SOEM) construction employs two public permutations P;, P, and two n-bit keys k1, ka.
It is a specific instance of the XOR construction where ks = ko and k4 = k1, defined as:

SoEM22(z) = Pi(z @ k1) @ Pa(z ® k) @ k1 @ ko. (B4)

We can construct a p-XOR-type function f(i,2) = SOEM22(z) @ Pi(x) ® Pa(xz @ i), where Pi(z) @ P2(x @ %) is a public function.
This function satisfies f(i,z) = f(i,2 @ k1) when i = ka or i = ko @ k1. Next, we construct the function FZ(i!||j!2,2'1) as:

FE(3'2,a) = @) SoEM22(x! 07~ 70" © w) & Pi(a' 120" @ w) @ Pa (2" 0" ~*~7) @) o' @ w). (B5)
uel

The function FZ(it|j'2,z") given in Eq. (B5) has a period klll when 4! ||j!2 = ké”kll2 or it||jl2 =k} @ (klll HO"’t’p)Hklf.

If P, = P and P, = P~!, the above SOEM22 construction corresponds to SUMPIP [5]. In the same way, a p-XOR-type function
f(i,x) and a hidden periodic function F* can be constructed based on the truncation parameter.

DS-SoEM [6]. This construction is a domain-separated variant of the Xop construction that uses a d-bit domain-separation constant
and is a sum of two Even-Mansour ciphers. For an input z € {0,1}"~¢, it is defined as:

DS-SoEM(x) =P ((& & msb,—a(k1)) 0%) & P (= @ msby—a(k2)) 1) @ k1 @ ks, (B6)
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where ‘msb,, 4’ denotes truncation to the n — d most significant bits.

We define a p-XOR-type function f(i,z) = DS-SoEM(z) & P(z||0%) & P ((z ®14)||1¢), where the public function is P(z|0%) &
P ((z®1)||1?). This function satisfies f(i,z) = f (i, @ msb,,_q(k1)) when ¢ = msb,_g(kz) or ¢ = msb,,_4(k2) ® msb,_q(k1).
The new function FZ is defined as:

FE(i!2,21) = € DS-SoEM(a!1 07~ 7||0 & w) & P((x'1 5%2]]0° & w)[0%) @ P( (&1 0"~ @ )]0 @ w) 1) (B7)
uel

This function has a p-bit period [msb,,_4(k1)]'2. It occurs when 3|2 = A or it||j'2 = B, where A = [msb,,_4(k2)]*||[msb,_q(k1)]*2
and B = [msb,,_q(k2)]' ® ([msbn_d(kl)}ll lon—t=P) ||[msby, _q(k1)]'2.

In summary, our analysis shows that several instances of TPP-PRF, including XopEM, SoEM22, SUMPIP, and DS-SoEM, can be
used to construct p-XOR-type functions. Furthermore, by applying truncation techniques, we present their corresponding conditional
periodic functions F'Z, as shown in Egs. (B3), (B5), and (B7). These explicit forms of F~ will be used by the offline attack in Appendix C
and by the applications to general TPP-PRF-based constructions in Appendix D.

Appendix C Algorithmic details of the offline dedicated quantum attack

Based on the above p-XOR-type functions constructed by TPP-PRF's, we propose an offline dedicated quantum attack on TPP-PRF-
based constructions in the Q1 and Q2 models (see Algorithm C1).

Algorithm C1 Offline dedicated attack on block cipher constructions based on p-XOR-type function using truncated technique

Require: Prepared ’wcf> = ®C, (2116{0,1}n~; |$L>|G1£(wl)>>7

Let £ = {u:u=0""%|%}, f(i,z) be a p-XOR-type function, and f(i,-) have a non-trivial period s when i = ig.
Ensure: The high (x — t)-bit of 49 and (n — t)-bit of s, namely i} and s', s.t., F£(i',2') = F£(i', 2! @ s') when i' = 4}.

1: Start ’wa> [0% =t
20 Apply Ior(r—ym) ® H®"~t to obtain |¥):
%) = [Wge) (Sieqoays—t ).
3: Repeat O(2(F~9/2) Grover iterations:
li)[6) 5" Jv)[b @ 7).
Note that the test oracle is a unitary operator that takes |1LJG1£ )|i') as input, and tests whether F© (i, -) has a hidden period (see Algorithm C2

for details).
4: Measure the index i' to obtain ié.

Algorithm C2 The procedure checks whether a function F*(i', z') = G (z') @ P (i', 2') has a period, without making any new queries to g
1: Start b):
art ) o)

Lol ctoynee b)) GE @) - \Gﬂxi/») 1b).
c

(=,
2: Apply ¢’ Upc to obtain |9 pc):
Wre) =8 (Tarcqoyn—t [B)IGE @) & PE@)) 1b) = @ (Thicqoayn—t [2)FE @) Ib).
3: Apply (H®(”_f‘) ® I,,L)®C/ ® Iy to |[Ypc), to get:
(St ctopnmt GO onIFE @) ) @0 (£, a1 cqoynmd (D o) [FEELD ) 1)

4: Compute d := dim(Span(vi,...,v.)).
5: if d =n —t then

6: set 7 :=10

7: else

8: set r:= 1, and add r to b

9: end if

10

: Uncompute steps 3-2 to obtain \wcfﬂb @ r).

This algorithm is developed by integrating the offline Simon’s algorithm with the dedicated quantum attack on block ciphers via the
construction of p-XOR-type functions. Our algorithm is separated into two phases: the online phase prepares the superposition state
Wclg) via classical or quantum queries to the encryption oracle Uy, (requiring O(2") classical queries in the Q1 model by Algorithm C3,
or O(2t-(n—t)) quantum queries in the Q2 model by Algorithm C4), and the offline phase performs the remaining quantum computations
independently of the encryption oracle (using the test procedure in Algorithm C2 to check whether the function FZ has a hidden period
without any new queries to the encryption oracle). This separation achieves a reduction in query complexity, as Grover iterations are
executed offline after a limited number of online interactions.

We now explain the implementation of Algorithm C1. The goal is to recover the high (x — ¢t) bits 3 such that F(s}, ) has a

non-trivial period s'. Starting with the superposition state W}Gic> = @ (lee{o7l}n—t |zl>\Gf(xl)>>, the input is |wGIL>\O“_t) of

(k—1t)+c'(n—t)+c'm qubits. The initial state |¥) required for the Grover iteration is obtained by several H transforms. The iterative
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Algorithm C3 Prepare [, ) in the Q1 model
I

Require: Classical query to the encryption oracle g;.
Ensure: \wcf) =® (Zmle{oyl)nft ‘leGf@L»)
1: Apply (H®=9 & 1,.)%< o obtain:
> 2ty - Jxl,) o' ™).

oLl e fo,yn—t
2: For each z! € {0,1}"~¢, classical queries to g1 to get @ g1 (z'[|0* @ w).
uel

3: Apply unitary operation, which writes @ gi1(z'||0® @ ) in the second register if the first contains the value z':
ueLl

Woe) = @ (zmze{o,un—t )1 @ o1("l0" @u») =8 (Zaieqoayn—rt [BIGE @)

Algorithm C4 Prepare |[¢, ) in the Q2 model
1

Require: quantum queries to the encryption oracle g;.
Ensure: Wclc) = ®c/ <Zmze{0,1}n_t \leGf(zl)))
1: Apply (H®("=V & Im)®cl to obtain:
b> jd) - lak )10 ™).

zll, ,zi,e{o,l}"*t
2: The XOR sum of 2¢ distinct Uy, , which can be implemented by using CNOTs, we can obtain |'¢)G£>:
T

Wae) = 8 (Taieqoayn—rt [2)IGE(@)).

function G = D)) Otest is run for O(2(r=1)/2) iterations, where Dgy = (2|¥)(¥|—1I). The final step is measuring the index i' to obtain
2'6, The implementation of Upz and Otest in Algorithm C2 is similar to that in Ref. [2]. Specifically, Upc implements the function

Pﬁ(il,xl) = @ p((wl ® il)H(]’5 ® u),
ueLl

which is the XOR sum of 2¢ public functions p and can be implemented in parallel without a sequential relationship.

Appendix D Offline dedicated attacks on constructions based on TPP-PRF's

Recall that the function f(4,2) defined in Eq. (A5) is a p-XOR type function, with g1 (z) = g(z) ® e(z) ® l33P1 (l13(x)), and the public
function p(i, ) = l34 P> (lgg(z &) z)) Hence, our offline attack can be applied to constructions based on TPP-PRFs.

In the Q1 model, we construct a conditional periodic function F£ (il Hjl2 s J:ll) given in Eq. (B1) by the truncation techniques, which
has a p-bit period s'1 = 17 114k}t when il|512 = I3 loakb||[I75 1ak!2 or it||j12 = 15} aakh ® (175 Liaktt JOn—t=P) |17 11 4k!2. The offline
attack recovers either l2_31[24klz||l1_31l14ki2 or i|jl2 = 12_31l24k:l2 o (l1_31l14k:l11 ||0"_t_p)||l1_31l14k32, requiring O(2P**) classical queries to
the encryption oracle and O(2(27=2t=P)/2 . p3) offline computation time, where 0 < p < n—t, 0 < t < n/2, la € {0,1}""t"P and
1 € {0,1}"~t. Let D be the number of classical queries and 7" be the time of offline computations. This attack achieves a tradeoff of
T2D = 22"t which is balanced at T = D = 0(2(2"_t)/3). The remaining keys can be recovered as follows. We can recover the period
sl = lf31114k111 by solving the equation system s ~v§1 = 0, requiring O(n?3) offline computation time. Subsequently, the remaining ¢
bits can be recovered by applying the offline Simon’s algorithm on f/(:",x) = f(klezT, x), which has the period s = k1 when " = kJ.

In the Q2 model, the construction of F£ is the same as in Shi et al.’s attack; see Eq. (A6). Therefore, there is no need to further
partition the (n—t)-bit subkey k! into a p-bit part klll and an (n—t—p)-bit part kllz. The function FZ (i, z!) = Ducr @0t ZH|ot Pu) =
G (2Y) @ PL(i', 2') has an (n — t)-bit period s' = _31l14k:l1 when 4! = l2_3llg4kl2 or it = l2_31l24kl2 @ l1_31l14kl1. The state |1/;G15> is first
prepared by requiring O(2t . (n—t)) quantum queries to the encryption oracle by Algorithm C4. According to Theorem 1, we successfully
recover 12_31l24k12 or l2_31l24kl2 ® 11_31l14kl1 with 0(2(”*”/2 -n3) offline computation time by Algorithm C1. The remaining key bits can
be recovered using the offline Simon techniques with negligible additional cost.

To further illustrate the offline dedicated attack on TPP-PRF-based constructions, we use SOEM22 as an example. Figure D1
compares Shi et al.’s dedicated attack with our offline dedicated attacks in the Q2 and Q1 models. In Shi et al.’s attack, each Grover
iteration requires superposition queries to the SOEM22 oracle. In contrast, in our offline attacks, the oracle-dependent part is first
extracted into the state |¢G 1¢>, and the Grover iterations involve only offline computation based on the public permutations.
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Dedicated quantum attacks Offline dedicated quantum attacks
t to SoOEM22 i
Quantum query to SOEM22 - Quantum query to So | ] Classic query to SOEM22 L
- | | | |
| B2 0 ® ) | ! SOEM22(x™"t||0f @ w) ! ! SOEM22(x||0" ¢ |0 @ w) |
| o x u L
| “p=———=—====———=== ] bbb !
: I @) | Buec . . Buec . .
:@ugp P, (x™t][0¢ @ w) : — i_ ] Offline Quantum computation -~ - Offline Quantum computation -
| ! _ | . |
I ! | P (x"]|0° @ w) P PLGPIEPIO @)
! P ("t @O0 Dw) | P !
| |
| | _ e | o .
| Grover iteration 2”2 : : Po((x"* @ 1"79)|[0° D w) : : Py ((xP[|0"7P @ i"79)][0° D w) :
L
| n— | n—2t— |
| Grover iteration 2" /2 | : Grover iteration 2° '/ J|
L S — d e —— —

Figure D1 The overall framework of Shi et al.’s dedicated attacks [2] and our offline dedicated attack on SOEM22.

Our optimization relies on parallelization to construct F£, which increases the required qubits by a factor of 2t compared with the

offline Simon’s algorithm. Figure D2 further shows the impact of the truncation parameter ¢ on the complexities and qubit counts for
our offline attack. In the Q2 model, our attack reduces the query complexity for the same time complexity and qubit count. In the Q1
model, it reduces both query and time complexities at the cost of additional qubits.

70 90
- —— Query Complexity / Qubit Count O(2') = <L Qubsit Count O(2')
0 S~o - — — Time Complexity 02"~ "?2) 80 =~ - = = Query / Time Complexity O(22"~"7%)
— =~ ~ —~ == -
%50 \\\\\ %70 ~~~§§“~
o T~ S0
2 ~< £
= ~ -~ =
&40 ~~_ <
= -~ Z
z2 ~< z
£ ~ £
530 a0
= =
g £
S <
e &2
10
10
0 10 30 30 203 30 50 0 10 30 30 70 30 60 27
Truncation Parameter ¢ Truncation Parameter ¢
(a) In the Q2 model (b) In the Q1 model
Figure D2 Impact of the truncation parameter ¢t on the complexities and the number of qubits for our offline attack, assuming a fixed block
size of n = 128. The left panel (a) illustrates the resource trade-offs in the Q2 model, while the right panel (b) shows the results in the Q1
model.
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