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Appendix A Dedicated attacks on PolyMAC and constructions based on TPP-PRFs

PolyMAC scheme [1] is a Double-block Hash-then-Sum construction based on polynomial evaluation, proposed in 2020. It uses two

hashing keys k1, k3 ∈ {0, 1}n and two encryption keys k2, k4 ∈ {0, 1}m. We consider the case with the two-block message. Throughout

this section, ⊙ denotes multiplication in GF (2n)

PolyMAC(m1,m2) = Ek2
(k21 ⊙m1 ⊕ k1 ⊙m2)⊕ Ek4

(k23 ⊙m1 ⊕ k3 ⊙m2), (A1)

where M = m1∥m2, and |m1| = |m2| = n.

Based on PolyMAC, we construct the XOR-type function. Let β0, β1 be two fixed strings in {0, 1}n, β0 ̸= β1, and αi ∈ {0, 1}n, we
define the function as

f : {0, 1}n × {0, 1}n → {0, 1}n

(αi, x) 7→ PolyMAC(β0, x)⊕ PolyMAC(β1, x⊕ αi) .
(A2)

Since the secret state αi is XORed with x in the second term PolyMAC(β1, x ⊕ αi) of Eq. (A2), and the function has the period

s = (k1 ⊕ k3)⊙ (β0 ⊕ β1) when αi = k1 ⊙ (β0 ⊕ β1) or αi = k3 ⊙ (β0 ⊕ β1). Then, the XOR-type function given in Eq. (A2) satisfies

the requirement of Shi et al.’s attack.

Now, we define a new function FL using truncated input

FL : {0, 1}n−t × {0, 1}n−t → {0, 1}m

(αl
i, x

l) 7→
⊕
u∈L

f(αl
i∥0t, xl∥0t ⊕ u), (A3)

where L = {u : u = 0n−t∥∗}, αi = αl
i∥αr

i , x = xl∥xr, |αl
i| = |xl| = n − t, and |αr

i | = |xr| = t. We deduce that the function FL has a

period sl = (k1 ⊕ k3)l ⊙ (β0 ⊕ β1)l when αl
i = kl1 ⊙ (β0 ⊕ β1)l or kl3 ⊙ (β0 ⊕ β1)l. Applying Shi et al.’s attack [2] to PolyMAC, we can

recover the high (n− t)-bit kl1 ⊙ (β0 ⊕ β1)l or kl3 ⊙ (β0 ⊕ β1)l with O
(
2(n+t)/2 · (n− t)

)
quantum queries to the PolyMAC oracle and

O(2(n−t)/2 · n3) time.

The remaining t bits can be recovered as follows. Taking αl
i = kl1 ⊙ (β0 ⊕ β1)l as an example, we define f ′(αr

i , x) = f
(
kl1 ⊙ (β0 ⊕

β1)l∥αr
i , x

)
. When αr

i = kr1 ⊙ (β0 ⊕ β1)r, f ′(αr
i , x) = f ′(αr

i , x⊕ s), which requires O(2t/2) quantum queries.

A TPP-PRF [3] is defined by

g(x) = l33P1

(
l13(x)⊕ l14(k1)

)
⊕ l34P2

(
l23(x)⊕ l24(k2)

)
⊕ e(x)⊕ C, (A4)

where e(x) = l31l11(x)⊕ l32l21(x) and C is a key-dependent constant.

For this TPP-PRF, we construct the function

f(i, x) = g(x)⊕ e(x)⊕ l33P1 (l13(x))⊕ l34P2 (l23(x⊕ i)) , (A5)

which satisfies f(i, x) = f(i, x ⊕ l−1
13 l14(k1)) when i = l−1

23 l24(k2) or i = l−1
23 l24(k2) ⊕ l−1

13 l14(k1). Therefore, constructions based on

TPP-PRFs also admit such XOR-type functions and are therefore amenable to Shi et al.’s attack.

Applying the truncation techniques, we obtain

FL : {0, 1}n−t × {0, 1}n−t → {0, 1}m

(αl
i, x

l) 7→
⊕
u∈L

f(il∥0t, xl∥0t ⊕ u). (A6)

Then FL(il, xl) has an (n − t)-bit period sl = l−1
13 l14k

l
1 for il = il0, where il0 = l−1

23 l24k
l
2 or il = l−1

23 l24k
l
2 ⊕ l−1

13 l14k
l
1. Similarly, Shi

et al.’s attack is applied to constructions based on TPP-PRFs to recover l−1
23 l24k

l
2 with O

(
2(n+t)/2 · (n − t)

)
quantum queries and

O(2(n−t)/2 · n3) time. The remaining key bits can then be recovered by Grover-meets-Simon algorithm.
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Appendix B Construction of p-XOR-type functions from TPP-PRFs

Appendix B.1 General construction and proof of the period property

For the p-XOR-type function constructed by TPP-PRFs, the truncation in the Q2 model yields the same conditional periodic function

as in Shi et al.’s attack, namely Eq. (A6). Then, we only need to define the corresponding function FL in the Q1 model.

FL(il∥jl2 , xl1 ) =GL
1 (x

l1 )⊕ PL(il∥jl2 , xl1 ), (B1)

where l1 ∈ {0, 1}p, l2 ∈ {0, 1}n−t−p, l = l1∥l2. The function GL
1 : {0, 1}p → {0, 1}n and the public function PL : {0, 1}2n−2t−p ×

{0, 1}p → {0, 1}n are defined as

GL
1 (x

l1 ) =
⊕
u∈L

g(xl1∥0n−t−p∥0t ⊕ u)⊕ e(xl1∥0n−t−p∥0t ⊕ u),

PL(il∥jl2 , xl1 ) =
⊕
u∈L

l33P1

(
l13(x

l1∥jl2 )∥0t ⊕ u
)
⊕ l34P2

(
l23

(
(xl1∥0n−t−p)⊕ il

)
∥0t ⊕ u

)
.

The function FL given in Eq. (B1) has the period sl1 = l−1
13 l14k

l1
1 when il∥jl2 = l−1

23 l24k
l
2∥l

−1
13 l14k

l2
1 or il∥jl2 = l−1

23 l24k
l
2 ⊕

(l−1
13 l14k

l1
1 ∥0n−t−p)∥l−1

13 l14k
l2
1 . Take il∥jl2 = l−1

23 l24k
l
2∥l

−1
13 l14k

l2
1 as an example, we deduce that

FL(l−1
23 l24k

l
2∥l

−1
13 l14k

l2
1 , x

l1 )

=
⊕
u∈L

l33P1

(
(l13x

l1 ⊕ l14k
l1
1 )∥l14kl21 ∥0t ⊕ u

)
⊕ l34P2

(
(l23x

l1 ⊕ l24k
l1
2 )∥l24kl22 ∥0t ⊕ u

)
⊕ l33P1

(
l13(x

l1∥l−1
13 l14k

l2
1 )∥0t ⊕ u

)
⊕ l34P2

(
l23(x

l1∥0n−t−p ⊕ l−1
23 l24k

l
2)∥0t ⊕ u

)
⊕ C

=
⊕
u∈L

l33P1(l13x
l1∥l14kl21 ∥0t ⊕ u)⊕ l34P2

(
(l23x

l1 ⊕ l23l
−1
13 l14k

l1
1 ⊕ l24k

l1
2 )∥l24kl22 ∥0t ⊕ u

)
⊕ l33P1

((
l13(x

l1 ⊕ l−1
13 l14k

l1
1 )∥l−1

13 l14k
l2
1

)
∥0t ⊕ u

)
⊕ l34P2

((
l23(x

l1 ⊕ l−1
13 l14k

l1
1 )∥0n−t−p ⊕ l−1

23 l24k
l
2

)
∥0t ⊕ u

)
⊕ C

=FL(l−1
23 l24k

l
2∥l

−1
13 l14k

l2
1 , x

l1 ⊕ l−1
13 l14k

l1
1 ).

Appendix B.2 Instantiations of TPP-PRFs

The Xop construction [4] is defined by the bitwise XOR of the outputs from two distinct pseudorandom permutations (PRPs) applied

to the same input x:

XopE1,E2
(x) = E1(x)⊕ E2(x),

where E1 and E2 represent the encryption algorithms of the respective PRPs.

Realizing the Xop construction with two Even-Mansour ciphers, EM1(x) = P1(x⊕k1)⊕k2 and EM2(x) = P2(x⊕k3)⊕k4, resulting
in the XopEM function:

XopEM(x) = P1(x⊕ k1)⊕ P2(x⊕ k3)⊕ k2 ⊕ k4. (B2)

We can obtain a p-XOR-type function as follows: f(i, x) = P1(x⊕ k1)⊕ P2(x⊕ k3)⊕ P1(x)⊕ P2(x⊕ i), where g1(x) = XopEM(x), and

the public function is p(i, x) = P1(x)⊕ P2(x⊕ i). This function has a period s = k1 precisely when i = k3 or i = k3 ⊕ k1.

The function FL : {0, 1}n−t × {0, 1}n−t−p × {0, 1}p → {0, 1}n is defined as:

FL(il∥jl2 , xl1 ) =
⊕
u∈L

XopEM(xl1∥0n−t−p∥0t ⊕ u)⊕ P1(x
l1∥jl2∥0t ⊕ u)⊕ P2

((
(xl1∥0n−t−p)⊕ il

)
∥0t ⊕ u

)
. (B3)

It can be verified that FL(il∥jl2 , xl1 ) = FL(il∥jl2 , xl1 ⊕ kl11 ) when il∥jl2 = kl3∥k
l2
1 or il∥jl2 = kl3 ⊕ (kl11 ∥0n−t−p)∥kl21 .

SoEM22 [3]. The Sum of Even-Mansour (SoEM) construction employs two public permutations P1, P2, and two n-bit keys k1, k2.

It is a specific instance of the XOR construction where k3 = k2 and k4 = k1, defined as:

SoEM22(x) = P1(x⊕ k1)⊕ P2(x⊕ k2)⊕ k1 ⊕ k2. (B4)

We can construct a p-XOR-type function f(i, x) = SoEM22(x) ⊕ P1(x) ⊕ P2(x ⊕ i), where P1(x) ⊕ P2(x ⊕ i) is a public function.

This function satisfies f(i, x) = f(i, x⊕ k1) when i = k2 or i = k2 ⊕ k1. Next, we construct the function FL(il∥jl2 , xl1 ) as:

FL(il∥jl2 , xl1 ) =
⊕
u∈L

SoEM22(xl1∥0n−t−p∥0t ⊕ u)⊕ P1(x
l1∥jl2∥0t ⊕ u)⊕ P2

((
(xl1∥0n−t−p)⊕ il

)
∥0t ⊕ u

)
. (B5)

The function FL(il∥jl2 , xl1 ) given in Eq. (B5) has a period kl11 when il∥jl2 = kl2∥k
l2
1 or il∥jl2 = kl2 ⊕ (kl11 ∥0n−t−p)∥kl21 .

If P1 = P and P2 = P−1, the above SoEM22 construction corresponds to SUMPIP [5]. In the same way, a p-XOR-type function

f(i, x) and a hidden periodic function FL can be constructed based on the truncation parameter.

DS-SoEM [6]. This construction is a domain-separated variant of the Xop construction that uses a d-bit domain-separation constant

and is a sum of two Even-Mansour ciphers. For an input x ∈ {0, 1}n−d, it is defined as:

DS-SoEM(x) =P
(
(x⊕msbn−d(k1)) ∥0d

)
⊕ P

(
(x⊕msbn−d(k2)) ∥1d

)
⊕ k1 ⊕ k2, (B6)
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where ‘msbn−d’ denotes truncation to the n− d most significant bits.

We define a p-XOR-type function f(i, x) = DS-SoEM(x) ⊕ P (x∥0d) ⊕ P
(
(x⊕ i)∥1d

)
, where the public function is P (x∥0d) ⊕

P
(
(x⊕ i)∥1d

)
. This function satisfies f(i, x) = f (i, x⊕msbn−d(k1)) when i = msbn−d(k2) or i = msbn−d(k2) ⊕ msbn−d(k1).

The new function FL is defined as:

FL(il∥jl2 , xl1 ) =
⊕
u∈L

DS-SoEM(xl1∥0n−t−p∥0t ⊕ u)⊕ P
(
(xl1∥jl2∥0t ⊕ u)∥0d

)
⊕ P

((
(xl1∥0n−t−p ⊕ il)∥0t ⊕ u

)
∥1d

)
. (B7)

This function has a p-bit period [msbn−d(k1)]
l1 . It occurs when il∥jl2 = A or il∥jl2 = B, where A = [msbn−d(k2)]

l∥[msbn−d(k1)]
l2

and B = [msbn−d(k2)]
l ⊕

(
[msbn−d(k1)]

l1∥0n−t−p
)
∥[msbn−d(k1)]

l2 .

In summary, our analysis shows that several instances of TPP-PRF, including XopEM, SoEM22, SUMPIP, and DS-SoEM, can be

used to construct p-XOR-type functions. Furthermore, by applying truncation techniques, we present their corresponding conditional

periodic functions FL, as shown in Eqs. (B3), (B5), and (B7). These explicit forms of FL will be used by the offline attack in Appendix C

and by the applications to general TPP-PRF-based constructions in Appendix D.

Appendix C Algorithmic details of the offline dedicated quantum attack

Based on the above p-XOR-type functions constructed by TPP-PRFs, we propose an offline dedicated quantum attack on TPP-PRF-

based constructions in the Q1 and Q2 models (see Algorithm C1).

Algorithm C1 Offline dedicated attack on block cipher constructions based on p-XOR-type function using truncated technique

Require: Prepared
∣∣∣ψGL

1

〉
= ⊗c′

(∑
xl∈{0,1}n−t |xl⟩|GL

1 (xl)⟩
)
,

Let L = {u : u = 0n−t||∗}, f(i, x) be a p-XOR-type function, and f(i, ·) have a non-trivial period s when i = i0.

Ensure: The high (κ− t)-bit of i0 and (n− t)-bit of s, namely il0 and sl, s.t., FL(il, xl) = FL(il, xl ⊕ sl) when il = il0.

1: Start
∣∣∣ψGL

1

〉
|0κ−t⟩.

2: Apply Ic′(n−t+m) ⊗H⊗κ−t to obtain |Ψ⟩:

|Ψ⟩ = |ψ
GL

1
⟩
(∑

il∈{0,1}κ−t |il⟩
)
.

3: Repeat O(2(κ−t)/2) Grover iterations:

|il⟩|b⟩ test→ |v⟩|b⊕ r⟩.
Note that the test oracle is a unitary operator that takes |ψ

GL
1
⟩|il⟩ as input, and tests whether FL(il, ·) has a hidden period (see Algorithm C2

for details).

4: Measure the index il to obtain il0.

Algorithm C2 The procedure checks whether a function FL(il, xl) = GL
1 (xl)⊕PL(il, xl) has a period, without making any new queries to g1

1: Start |ψ
GL

1
⟩|b⟩: (∑

xl
1,··· ,xl

c′
∈{0,1}n−t |xl

1⟩ · · · |x
l
c′ ⟩|G

L
1 (xl

1)⟩ · · · |G
L
1 (xl

c′ )⟩
)

|b⟩.

2: Apply c′ UPL to obtain |ψFL ⟩:
|ψFL ⟩ = ⊗c′

(∑
xl∈{0,1}n−t |xl⟩|GL

1 (xl) ⊕ PL(xl)⟩
)
|b⟩ = ⊗c′

(∑
xl∈{0,1}n−t |xl⟩|FL(xl)⟩

)
|b⟩.

3: Apply (H⊗(n−t) ⊗ Im)⊗c′ ⊗ I1 to |ψFL ⟩, to get:(∑
v1,xl

1∈{0,1}n−t (−1)v1·xl
1 |v1⟩|FL(xl

1)⟩
)

⊗ · · · ⊗
(∑

v
c′ ,x

l
c′

∈{0,1}n−t (−1)
v
c′ ·x

l
c′ |vc′ ⟩|F

L(xl
c′ )⟩

)
|b⟩.

4: Compute d := dim(Span(v1, . . . , vc′ )).

5: if d = n− t then

6: set r := 0

7: else

8: set r := 1, and add r to b

9: end if

10: Uncompute steps 3-2 to obtain |ψ
GL

1
⟩|b⊕ r⟩.

This algorithm is developed by integrating the offline Simon’s algorithm with the dedicated quantum attack on block ciphers via the

construction of p-XOR-type functions. Our algorithm is separated into two phases: the online phase prepares the superposition state

|ψGL
1
⟩ via classical or quantum queries to the encryption oracle Ug1 (requiring O(2n) classical queries in the Q1 model by Algorithm C3,

or O(2t ·(n−t)) quantum queries in the Q2 model by Algorithm C4), and the offline phase performs the remaining quantum computations

independently of the encryption oracle (using the test procedure in Algorithm C2 to check whether the function FL has a hidden period

without any new queries to the encryption oracle). This separation achieves a reduction in query complexity, as Grover iterations are

executed offline after a limited number of online interactions.

We now explain the implementation of Algorithm C1. The goal is to recover the high (κ − t) bits il0 such that FL(il0, ·) has a

non-trivial period sl. Starting with the superposition state |ψGL
1
⟩ = ⊗c′

(∑
xl∈{0,1}n−t |xl⟩|GL

1 (x
l)⟩

)
, the input is |ψGL

1
⟩|0κ−t⟩ of

(κ− t)+ c′(n− t)+ c′m qubits. The initial state |Ψ⟩ required for the Grover iteration is obtained by several H transforms. The iterative
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Algorithm C3 Prepare |ψ
GL

1
⟩ in the Q1 model

Require: Classical query to the encryption oracle g1.

Ensure: |ψ
GL

1
⟩ = ⊗c′

(∑
xl∈{0,1}n−t |xl⟩|GL

1 (xl)⟩
)

1: Apply (H⊗(n−t) ⊗ Im)⊗c′ to obtain: ∑
xl
1,··· ,xl

c′
∈{0,1}n−t

|xl
1⟩ · · · |x

l
c′ ⟩|0

c′m⟩.

2: For each xl ∈ {0, 1}n−t, classical queries to g1 to get
⊕
u∈L

g1(x
l||0t ⊕ u).

3: Apply unitary operation, which writes
⊕
u∈L

g1(x
l||0t ⊕ u) in the second register if the first contains the value xl:

|ψ
GL

1
⟩ = ⊗c′

(∑
xl∈{0,1}n−t |xl⟩|

⊕
u∈L

g1(x
l||0t ⊕ u)⟩

)
= ⊗c′

(∑
xl∈{0,1}n−t |xl⟩|GL

1 (xl)⟩
)
.

Algorithm C4 Prepare |ψ
GL

1
⟩ in the Q2 model

Require: quantum queries to the encryption oracle g1.

Ensure: |ψ
GL

1
⟩ = ⊗c′

(∑
xl∈{0,1}n−t |xl⟩|GL

1 (xl)⟩
)

1: Apply (H⊗(n−t) ⊗ Im)⊗c′ to obtain: ∑
xl
1,··· ,xl

c′
∈{0,1}n−t

|xl
1⟩ · · · |x

l
c′ ⟩|0

c′m⟩.

2: The XOR sum of 2t distinct Ug1 , which can be implemented by using CNOTs, we can obtain |ψ
GL

1
⟩:

|ψ
GL

1
⟩ = ⊗c′

(∑
xl∈{0,1}n−t |xl⟩|GL

1 (xl)⟩
)
.

function G = D|Ψ⟩Otest is run for O(2(κ−t)/2) iterations, where D|Ψ⟩ = (2|Ψ⟩⟨Ψ|−I). The final step is measuring the index il to obtain

il0. The implementation of UPL and Otest in Algorithm C2 is similar to that in Ref. [2]. Specifically, UPL implements the function

PL(il, xl) =
⊕
u∈L

p
(
(xl ⊕ il)∥0t ⊕ u

)
,

which is the XOR sum of 2t public functions p and can be implemented in parallel without a sequential relationship.

Appendix D Offline dedicated attacks on constructions based on TPP-PRFs

Recall that the function f(i, x) defined in Eq. (A5) is a p-XOR type function, with g1(x) = g(x)⊕ e(x)⊕ l33P1

(
l13(x)

)
, and the public

function p(i, x) = l34P2

(
l23(x⊕ i)

)
. Hence, our offline attack can be applied to constructions based on TPP-PRFs.

In the Q1 model, we construct a conditional periodic function FL(il∥jl2 , xl1 ) given in Eq. (B1) by the truncation techniques, which

has a p-bit period sl1 = l−1
13 l14k

l1
1 when il∥jl2 = l−1

23 l24k
l
2∥l

−1
13 l14k

l2
1 or il∥jl2 = l−1

23 l24k
l
2 ⊕ (l−1

13 l14k
l1
1 ∥0n−t−p)∥l−1

13 l14k
l2
1 . The offline

attack recovers either l−1
23 l24k

l
2∥l

−1
13 l14k

l2
1 or il∥jl2 = l−1

23 l24k
l
2 ⊕ (l−1

13 l14k
l1
1 ∥0n−t−p)∥l−1

13 l14k
l2
1 , requiring O(2p+t) classical queries to

the encryption oracle and O(2(2n−2t−p)/2 · n3) offline computation time, where 0 ⩽ p ⩽ n − t, 0 < t ⩽ n/2, l2 ∈ {0, 1}n−t−p and

l ∈ {0, 1}n−t. Let D be the number of classical queries and T be the time of offline computations. This attack achieves a tradeoff of

T 2D = 22n−t, which is balanced at T = D = Õ(2(2n−t)/3). The remaining keys can be recovered as follows. We can recover the period

sl1 = l−1
13 l14k

l1
1 by solving the equation system sl1 · vl1i = 0, requiring O(n3) offline computation time. Subsequently, the remaining t

bits can be recovered by applying the offline Simon’s algorithm on f ′(ir, x) = f(kl2∥ir, x), which has the period s = k1 when ir = kr2 .

In the Q2 model, the construction of FL is the same as in Shi et al.’s attack; see Eq. (A6). Therefore, there is no need to further

partition the (n−t)-bit subkey kl1 into a p-bit part kl11 and an (n−t−p)-bit part kl21 . The function FL(il, xl) =
⊕

u∈L f(i
l∥0t, xl∥0t⊕u) =

GL
1 (x

l) ⊕ PL(il, xl) has an (n − t)-bit period sl = l−1
13 l14k

l
1 when il = l−1

23 l24k
l
2 or il = l−1

23 l24k
l
2 ⊕ l−1

13 l14k
l
1. The state |ψGL

1
⟩ is first

prepared by requiring O
(
2t ·(n−t)

)
quantum queries to the encryption oracle by Algorithm C4. According to Theorem 1, we successfully

recover l−1
23 l24k

l
2 or l−1

23 l24k
l
2 ⊕ l−1

13 l14k
l
1 with O(2(n−t)/2 · n3) offline computation time by Algorithm C1. The remaining key bits can

be recovered using the offline Simon techniques with negligible additional cost.

To further illustrate the offline dedicated attack on TPP-PRF-based constructions, we use SoEM22 as an example. Figure D1

compares Shi et al.’s dedicated attack with our offline dedicated attacks in the Q2 and Q1 models. In Shi et al.’s attack, each Grover

iteration requires superposition queries to the SoEM22 oracle. In contrast, in our offline attacks, the oracle-dependent part is first

extracted into the state |ψGL
1
⟩, and the Grover iterations involve only offline computation based on the public permutations.
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Figure D1 The overall framework of Shi et al.’s dedicated attacks [2] and our offline dedicated attack on SoEM22.

Our optimization relies on parallelization to construct FL, which increases the required qubits by a factor of 2t compared with the

offline Simon’s algorithm. Figure D2 further shows the impact of the truncation parameter t on the complexities and qubit counts for

our offline attack. In the Q2 model, our attack reduces the query complexity for the same time complexity and qubit count. In the Q1

model, it reduces both query and time complexities at the cost of additional qubits.
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(a) In the Q2 model
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(b) In the Q1 model

Figure D2 Impact of the truncation parameter t on the complexities and the number of qubits for our offline attack, assuming a fixed block

size of n = 128. The left panel (a) illustrates the resource trade-offs in the Q2 model, while the right panel (b) shows the results in the Q1

model.
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