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Abstract Quantum Byzantine agreement (QBA), a cornerstone of quantum blockchain, offers inherent advantages in security and

fault tolerance over classical protocols, guaranteed by the laws of quantum mechanics. However, existing multiparty QBA protocols face

challenges for large-scale deployment due to exponential communication complexity or reliance on complex multi-particle entanglement.

To address this, we propose a multiparty circular QBA protocol that adopts a semi-decentralized architecture, leveraging circular message

gathering and quantum digital signatures to achieve quadratic communication complexity and enhanced fault tolerance. Our protocol is

experimentally feasible, requiring only weak coherent states, and is compatible with existing star-shaped quantum networks. Simulations

conducted on a global satellite-to-ground network demonstrate that the protocol sustains high consensus rates among multiple users,

even when employing different key generation protocols under realistic conditions. This work presents a scalable framework for large-

scale QBA networks, establishing the foundation for a practical quantum blockchain that enables secure and fault-tolerant decentralized

services.
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1 Introduction

Originating from the Byzantine generals problem [1], Byzantine agreement protocols enable all honest nodes to
reach consensus on a value even in the presence of malicious nodes [2–4]. This task is fundamental to decen-
tralized applications such as blockchain, distributed databases, and the metaverse [5–7]. Classical protocols rely
on computational assumptions that are increasingly threatened by advances in quantum algorithms and quantum
computers [8–11]. In addition, classical protocols where nodes are linked via point-to-point channels are rigorously
constrained by the 1/3 fault-tolerance bound, which means the system could tolerate at most 1/3 of the nodes being
malicious [12–14].

Quantum Byzantine agreement (QBA) leverages quantum resources to provide quantum advantages in both se-
curity and fault tolerance for consensus mechanisms. The first QBA protocol, based on entangled qutrit states
(Aharonov state), is proposed to achieve a three-party consensus that is unattainable by classical protocols [15],
and is experimentally demonstrated using tailored four-photon polarization-entangled states [16]. Currently, fea-
sible detectable QBA protocols remain limited to three-party consensus and lack a clear, practical framework for
extending beyond three-party scenarios because of their reliance on multi-particle entanglement or high-dimensional
qudits [17–20]. Generally, a “detectable” QBA protocol satisfies Byzantine conditions only when it terminates suc-
cessfully, as honest players will abort the process upon detecting malicious inconsistencies. Recently, a multiparty
recursive QBA protocol has been proposed [21], which exploits recursive structures together with one-time universal
hashing quantum digital signatures (OTUH-QDS) [22–27]. The term “recursive” refers to a layered message-passing

*Corresponding author (email: hlyin@ruc.edu.cn, zbchen@nju.edu.cn)

†These authors contributed equally to this work.

http://crossmark.crossref.org/dialog/?doi=10.1007/s11432-026-4996-4&domain=pdf&date_stamp=2026-7-16
https://doi.org/10.1007/s11432-026-4996-4
info.scichina.com
link.springer.com
https://doi.org/10.1007/s11432-026-4996-4
https://doi.org/10.1007/s11432-026-4996-4


Weng C-X, et al. Sci China Inf Sci August 2026, Vol. 69, Iss. 8, 180502:2

structure where a three-party OTUH-QDS is recursively utilized to relay signed messages layer by layer through-
out the network to ensuring consistency. Unlike detectable approaches relying on multipartite entangled states or
high-dimensional qudits, recursive QBA requires only weak coherent states and can, in principle, be extended to
an arbitrary number of participants. Owing to the asymmetric properties of three-party QDS [28–34], the protocol
achieves information-theoretic security and a fault tolerance approaching one half, thereby surpassing the classical
1/3 fault-tolerance bound and demonstrating a quantum advantage in distributed consensus. It has been experi-
mentally demonstrated in a three-party setting using an integrated photonic circuit [35], and further extended to a
five-party scenario based on a fully heterogeneous prepare-and-measure quantum network [36].

With the rapid development of quantum networks [37–39], it is intriguing to explore whether multiparty QBA can
be deployed on large-scale quantum networks for practical applications, such as metropolitan and satellite-to-ground
quantum networks. If realized, such a QBA network could serve as a core consensus mechanism for constructing
quantum blockchains that provide information-theoretically (i.-t.) secure and highly fault-tolerant decentralized
information services for real-world applications, such as quantum-blockchain-based federated learning [40], dis-
tributed data trust management [41], distributed finance [42], Internet of Things [43], and secure authenticated
message delivery in vehicular networks [44–46].

However, current QBA protocols face three main limitations for large-scale deployment. (1) Detectable QBA
requires multi-particle entanglement or high-dimensional qudits, making it difficult to scale beyond three par-
ties [47–49]. (2) Although recursive QBA [21] and QKD-based QBA [50] use practical weak coherent states, their
communication complexity scales exponentially with the number of participants. This occurs because both methods
rely on recursive structures, where the recursion depth depends on the number of malicious nodes. (3) Current
protocols all assume a fully connected network. For an N -party system using point-to-point QKD, this requires
N(N − 1)/2 quantum channels. In practice, large-scale quantum networks usually use star or ring topologies rather
than full connections.

To address these issues, we propose a semi-decentralized, i.-t. secure circular QBA protocol. Our motivation is to
provide a consensus mechanism that is secure, scalable, and compatible with existing quantum network architectures.
Our main contributions are as follows. (1) Our protocol uses OTUH-QDS based on weak coherent states instead of
multi-particle entanglement, which enables efficient multi-bit signature generation and verification. It requires only
two honest nodes to reach consensus (i.e., N > f + 2, where f is the number of malicious nodes). (2) We replace
the recursive structure with a circular message-gathering process. This reduces the communication complexity from
exponential to polynomial O(N2) while ensuring unforgeability and non-repudiation. (3) Our semi-decentralized
architecture simplifies the network topology by requiring only N quantum channels to distribute keys for OTUH-
QDS. This design fits satellite-to-ground quantum networks, where the satellite acts as a certificate authority (CA).
Simulations show that our protocol achieves a high consensus rate under realistic satellite-to-ground conditions,
demonstrating its feasibility for practical deployment.

2 Semi-decentralized QBA design

Our QBA protocol employs the three-party OTUH-QDS [22,23] as the core component, which provides i.-t. secure
non-repudiation and unforgeability. OTUH-QDS involves three roles: signer (S), forwarder (F), and verifier (V),
with two phases: the distribution phase and the messaging phase. In the distribution phase, the three parties utilize
a key generation protocol (KGP, see Appendix A) such as QKD or quantum secret sharing to establish correlated
secret key strings, denoted by {Xk, Yk, Zk} for user k ∈ {S, F, V}. These keys satisfy the XOR correlation where
the signer’s key equals the bitwise sum of the others: XS = XF ⊕XV, YS = YF ⊕ YV, and ZS = ZF ⊕ ZV.

In the messaging phase, the signer defines a linear-feedback shift register (LFSR)-based Toeplitz hash function
HXS,ps determined by key XS and a random parameter ps. For a message Mes, the signer computes the digest
Dig = HXS,ps(Mes). This digest is encrypted to generate the signature Sig = Dig ⊕ YS, while ps is encrypted as
p = ps ⊕ ZS. The signer transmits {Mes, Sig, p} to the forwarder.

Upon receiving the data, the forwarder transmits {Mes, Sig, p} along with keys {XF, YF, ZF} to the verifier.
The verifier recovers the signer’s keys by calculating the XOR between the received keys and their own (e.g.,
KXV

= XV ⊕XF) and verifies the signature by comparing the decrypted digest against the locally computed hash
of Mes. If successful, the verifier sends keys {XV, YV, ZV} to the forwarder. The forwarder then reconstructs the
signer’s keys (e.g., KYF

= YF ⊕ YV), decrypts Sig and p, and computes the actual digest using the hash function
derived from KXF

. The signature is accepted only if both the forwarder and the verifier confirm that the computed
digest matches the decrypted one.

In our scalable multi-party QBA framework, we introduce a designated entity, the certificate authority (CA),
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which exclusively assumes the role of the verifier in every QDS transaction. The role of the CA is strictly confined
to providing a cryptographic service: it verifies the validity of signatures upon request from the players. Crucially,
the CA serves as an impartial assistant that does not actively participate in the consensus process. It neither
generates nor relays messages between players, contributes to the final decision, nor provides any information to
a player other than the binary result of a signature verification (i.e., valid or invalid). Such an assumption is also
consistent with classical Byzantine agreement protocols that rely on digital signatures, where a trusted setup such
as a public-key infrastructure is typically required to distribute and authenticate public keys [1,2]. In this sense, the
CA in our protocol plays a similar role as a supporting cryptographic infrastructure, rather than a decision-making
entity. This architecture leads to our semi-decentralized model, where we achieve a profound simplification in
network topology and a reduction in communication complexity, thereby enabling scalability that would be difficult
in a fully decentralized QBA network. The detailed steps and security analysis of OTUH-QDS can be found in
Appendix B.

3 Protocol description

The Byzantine generals’ problem is typically framed with a commanding general S and several lieutenants Ri [1].
A protocol is considered successful only if it satisfies two interactive consistency (IC) conditions: (1) all honest
lieutenants agree on the same value (IC1); and (2) if the commanding general is honest, then all honest lieutenants
adopt the correct general’s value (IC2).

In our circular QBA, a commanding general S is randomly selected from N participants, with the other N − 1
serving as lieutenants Ri (i ∈ Z

+
N−1, where Z

+
N−1 = {1, 2, · · · , N − 1}). The protocol has three phases: order

distribution, where the general sends orders to lieutenants; circular gathering, where lieutenants collect messages
from each other; and consensus output, where each honest lieutenant independently outputs the final value according
to what they collected before. Figure 1 illustrates the steps of our circular QBA. The details of the three phases
are as follows.

(1) Order distribution. For each lieutenant Ri (i ∈ Z
+
N−1), the commanding general S signs an m-bit

order mi with an n-bit signature σi in Figure 1(a). This pair {mi;σi} is sent to Ri via a three-party OTUH-QDS,
with S, Ri, and the CA as the signer, forwarder, and verifier. Each OTUH-QDS session is shown in Figure 1(b):
first, a KGP where S, Ri, and the CA establish their correlated keys; second, the classical signing and verification
procedure. Upon verification completes, Ri stores its order list Oi = {mi;σi}. If the general is loyal, all orders
received by Ri are identical: mi = m0 (∀i ∈ Z

+
N−1).

(2) Circular gathering. Each of the N − 1 lieutenants initiates a clockwise circular gathering of N − 1 steps
(Figure 1(c)). We take the circular gathering started by Ri as an example. The gathering follows a clockwise cycle,
denoted by the sequence (i → i + 1 → · · · → N − 1 → 1 → · · · → i). The first information package delivered
from Ri to Ri+1 is Ri’s initial message list Oi signed with σi

i→i+1, which is denoted by Gi
i→i+1 = {mi;σi;σ

i
i→i+1}.

In the clockwise cycle, one of the participants, lieutenant Rj (j 6= i), who receives Gi
j−1→j from Rj−1 and sends

Gi
j→j+1 to Rj+1, combines Gi

j−1→j with its own initial message list (Oj = {mj;σj}), and signs them with signature

σi
j→j+1 , which means that Gi

j→j+1 = Gi
j−1→j ∪ Oj ∪ {σi

j→j+1} = {mi, · · · ,mj ;σi, · · · , σj ;σ
i
i→i+1, · · · , σ

i
j→j+1}.

The information packages are delivered via three-party OTUH-QDS as shown in Figure 1(d), which is similar to
the QDS in the order distribution.

After the clockwise gathering, Ri will receive the final list Gi
i−1→i which contains three parts: (1) all the lieu-

tenants’ received order {m1,m2, . . . ,mN−1}, (2) the signatures signed by the commanding general {σ1, σ2, . . . ,
σN−1}, and (3) the signatures generated during the circular gathering by lieutenants {σi

i→i+1, σ
i
i+1→i+2, . . . , σ

i
N−1→1,

. . . , σi
i−1→i}.

Note that in each step of circular gathering, CA verifies all the signatures in the information package. First,
CA verifies the validity of σi

j→j+1 as the regular QDS process and records it if valid. Second, CA further
verifies that the signatures of all previous steps are unchanged and valid according to the record of CA, i.e.,
{σi, · · · , σj ;σ

i
i→i+1, · · · , σ

i
j−1→j}. Because CA maintains the records of correlated quantum keys and signatures of

each OTUH-QDS process, the verification is straightforward. Any failure of verification will restart a new round of
circular gathering initiated by Ri.

(3) Consensus output. After the circular gathering, each lieutenant Ri (∀i ∈ Z
+
N−1) gets the completely

identical message list, namely F i = {m1,m2, . . . ,mN−1}, and puts it into a pre-selected deterministic function D
to produce the final output mRi = D(m1,m2, . . . ,mN−1). Note that a deterministic function is a function that
always produces the same output for the same input.
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Figure 1 (Color online) Schematic of our circular QBA protocol. (a) Order distribution. The commanding general S distributes message mi

to each lieutenant Ri with signature σi through three-party OTUH-QDS (∀i ∈ Z
+
N−1). (b) Message distribution step between S, Ri, and CA

in the order distribution phase. S, Ri, and the CA share correlated quantum keys through a KGP first (left). Then they conduct the signing

and verifying procedure (right). Ri’s initial message list is Oi = {mi, σi}. CA records the signature σi and related quantum keys of this QDS.

(c) Circular gathering started by Ri (∀i ∈ Z
+
N−1). The gathering follows a clockwise sequence, and each step is completed using OTUH-QDS.

(d) The information delivery step from Rj to Rj+1. Rj combines the information package received from the previous lieutenant Rj−1 , which is

Gi
j−1, and its initial message list, which is Oj , and takes it as a whole and signs it with a signature σi

j→j+1 . Thus Gi
j→j+1 = Gi

j−1→j ∪ Oj ∪

{σi
j→j+1}. The OTUH-QDS process is similar to those in order distribution. CA acts as the verifier of QDS, records σi

j→j+1 and checks the

validity of all signatures in Gi
j→j+1. Icons Copyright 2026 Vecteezy.

4 Security analysis of circular QBA

In this part, we analyze the i.-t. security and fault-tolerance ability of our circular QBA protocol. The details of
the security analysis can be found in Appendix C.

(a) Overall security. The security of our protocol rests on the i.-t. secure non-repudiation and unforgeability of
its underlying cryptographic primitive, the OTUH-QDS. As demonstrated in [22], repudiation is impossible, while
the probability of a successful forgery is bounded by

εfor(M,N ) = M· 21−N , (1)

where M and N are the lengths of the message and signature, respectively.

To ensure the protocol satisfies the two IC conditions, all QDS steps must be secure against forgery. The overall
failure probability of the QBA, εQBA, is therefore determined by the cumulative risk of forgery across all vulnerable
communication steps, i.e., all the QDS steps with dishonest nodes. Crucially, the forgery probability in (1) depends
on the message length M, which varies and grows during the circular gathering phase. Therefore, our security
analysis adopts a conservative, worst-case approach: we assume malicious players will always target the QDS steps
involving the longest possible messages. The final bound also accounts for different scenarios based on the general’s
honesty, as this affects the number of malicious lieutenants. This reasoning leads to an upper bound on the total
failure probability, expressed as

εQBA = max{f [εfor(m,n) + (N − f − 1) · εfor(LN−1, n)] , (f − 1)(N − f) · εfor(LN−1, n)}, (2)

where LN−1 = (N − 1)m+(2N − 3)n is the length of the longest message signed in a circular gathering. A detailed
derivation of this bound is provided in Appendix C.
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Furthermore, we consider composable security by accounting for imperfections in the KGPs used to establish the
shared keys [51, 52]. The overall security of the protocol is thus modeled by the sum of the protocol’s QBA failure
probability and that of the underlying KGPs,

εall = εQBA + εKGP, (3)

where εKGP represents the total failure probability of all KGPs involved.
(b) Fault-tolerance. Here we consider two cases where the commanding general S is honest or not according

to IC1 and IC2. When S is honest, the distribution of the message m0 is guaranteed with unforgeability because
at least two honest participants (S and CA) record the message distribution and its signature. Only the correct
message m0 appears in the circular gathering phase and ensures that all honest lieutenants reach a unanimous
decision based on N − 1 copies of m0. When S is dishonest, although N − 1 distinct messages {m1,m2, · · · ,mN−1}
are distributed, the CA still records them to prevent any forgeries when an honest lieutenant performs a circular
gathering. All honest lieutenants gather the same set of messages {m1,m2, · · · ,mN−1}. This ensures that all honest
lieutenants output the same result. As a result, our protocol requires at least two honest participants in the system,
which means that

N > f + 2. (4)

5 Scalability analysis of circular QBA

Here, we analyze the communication complexity and the number of required quantum channels of our circular QBA
protocol.

(a) Communication complexity. We define the communication complexity, C(N), as the minimum times of
communication (QDS in our protocol) to reach consensus for a distributed system of N players with f malicious
ones. In our work, the order distribution phase comprises N − 1 distribution steps from the commanding general
S, the circular gathering phase comprises N − 1 lieutenants independently initiating circular gathering, and each
circular gathering contains N−1 message delivery steps. Therefore, the communication complexity of circular QBA
is

C(N) = (N − 1) + (N − 1)(N − 1) = N2 −N. (5)

In Figure 2, we compare the communication complexity (measured by the number of communication rounds)
of our protocol with detectable QBA [15] and two existing i.-t. secure multiparty QBA protocols, QKD-based
QBA [50] and recursive QBA [21]. The figure presents lower bounds on communication complexity, determined
by minimizing the total number of nodes while maintaining security for a given number of malicious participants.
The results demonstrate that, except in the single-malicious-node case (f = 1), our protocol exhibits significantly
superior scalability and fault tolerance, particularly for large-scale systems. Specifically, for f = 10 malicious nodes,
QKD-based QBA [50] requires at least 2.30 × 1015 rounds, and the recursive QBA protocol [21] requires at least
7.44× 1012 rounds, whereas our protocol requires only 132 rounds, achieving a reduction of more than ten orders
of magnitude.

(b) Number of quantum channels. Our protocol’s architecture reduces quantum channel requirements. The
three-party correlated keys needed for OTUH-QDS are established efficiently: with the CA acting as a verifier,
it performs two separate QKD processes with the other participants (signer and forwarder) and locally computes
its key via bitwise XOR. This star-shaped model simplifies the network from a fully-connected mesh requiring
N(N − 1)/2 quantum channels [21, 50] to a star-shaped network with only N channels connecting players to the
CA. Such a configuration is well-suited for a satellite-based implementation, where the satellite naturally serves as
the central CA, overcoming the attenuation limits of terrestrial fiber. We present this satellite architecture in detail
in the following section.

6 Satellite-based large-scale circular QBA networks

The successful demonstration of satellite-to-ground QKD has established a viable path towards a global quantum
internet, overcoming the distance limitations imposed by fiber attenuation [53–55]. However, these pioneering
networks fundamentally serve for some information tasks involving trusted nodes, primarily for point-to-point secure
links. While sufficient for quantum key distribution involving two trusted parties, this poses a critical limitation
on multiparty distributed applications, such as blockchain where nodes may be untrusted with each other. The
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Figure 2 (Color online) Comparison of lower bounds on communication complexity (number of communication rounds) for QKD-based

QBA [50], recursive QBA [21] and this work. For each protocol, the total number of nodes is minimized according to its fault-tolerance

capability. For the number of malicious players f > 2, our protocol provides an obvious advantage over the previous schemes.

Figure 3 (Color online) Illustration of the satellite-to-ground five-user QBA network employing our circular QBA protocol. The satellite acts

as the CA, distributing quantum keys to ground-based players via satellite-to-ground quantum channels (red solid lines) and verifying validity

in each three-party QDS. Authenticated classical channels (yellow dashed lines) are employed for communication among users, avoiding the

need for quantum channels between ground stations. Note that classical authenticated channels between a player and CA are needed for the

communication during QDS.

next step for the applications of quantum networks, whether terrestrial or space-based, is to develop towards fault-
tolerant decentralized systems. QBA is the foundational protocol for achieving such a system. With a polynomial
communication complexity and linear scaling of the number of quantum channels, our circular QBA protocol is
practical when applied in large-scale satellite-to-ground star-shaped quantum networks.

Satellite-to-ground communication involves signal transmission through the atmosphere instead of optical fibers,
enabling long-distance communication [56]. Depending on the receiver’s position, the channel is categorized as either
downlink or uplink. Here we focus on the downlink, where the receiver (player) is located on the ground, as shown
in Figure 3. Atmospheric effects on the optical signal can be classified into attenuation, turbulence, and deflection.
Attenuation is primarily caused by aerosol and molecular scattering, while turbulence and deflection result from
the uneven spatiotemporal distribution of the atmosphere. As the laser beam travels through the atmosphere, this
unevenness causes the beam waist to broaden and the beam’s direction to deviate randomly. All of these effects,
together with possible laser misalignment, contribute to a reduction in total transmittance, which is described in
Appendix D. The extent of these effects depends on many factors, most of which are determined by the environment.
Here, we focus on the satellite’s altitude and zenith angle in subsequent simulations, considering controllability.

Here, to present the efficiency, we simulate the consensus rate (CR) of our protocol, defined as the number of
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Table 1 Comparison between our protocol and other QBA protocols. We mainly consider three aspects: security, scalability, and decentral-

ization. Detectable: detectable QBA has a nonzero probability of avoidable failure, where the events should be disregarded. Pn
r = n!

(n−r)! is

r-permutations of n. N/A: not applicable.

Performance index
Fitzi et al.

[15]

Rahaman et al.

[19]

Smania et al.

[20]

Kiktenko et al.

[50]

Weng et al.

[21]
This work

Security
Fault-tolerance f = 1, N = 3 f = 1, N = 3 f = 1, N = 3 N > 3f + 1 N > 2f + 1 N > f + 2

Security level Detectable Detectable Detectable i.-t. secure i.-t. secure i.-t. secure

Scalability

Communication

complexity
N/A N/A N/A

∑f+1
r=1 PN−1

r

∑f−1
r=0 PN−1

r+2 N2 − N

Number of

quantum channels
3 3 3 N(N − 1)/2 N(N − 1)/2 N

Experimental

requirement

Entangled

Aharonov states

Entangled

Hardy states

Single

qutrit

Coherent

states

Coherent

states

Coherent

states

Message type Single bit Single bit Single bit Single bit Multi-bit Multi-bit

Decentralization Full Full Full Full Full Semi

Cryptography tool
Quantum

entanglement

Quantum

entanglement

High-dimension

quantum state
QKD QDS QDS

successful consensuses that can be achieved per second. Since OTUH-QDS are required for each consensus at least
C(N) = N2 −N times, the CR is proportional to the signature rate (SR, see Appendix B for details). CR can be
expressed as [21]

CR =
min(SR)

C(N)
=

min(SR)

(N2 −N)
, (6)

where the minimum function (min) accounts for variations in the quantum channels between parties, leading to
different channel losses and varying signature rates.

We first simulate the performance of our circular QBA using the satellite-to-ground discrete-modulated continuous-
variable (DM-CV) QKD [56], under the conditions of both homodyne detection [57] and heterodyne detection [58].
In these simulations, we optimize the performance by setting the intensity of the coherent state α = 0.72 and the
post-selection parameters ∆c = 0.42, ∆a = 0.52, and ∆p = 0. The repetition rate is 109 Hz, and the detectors’ noise
is ξhet = 2ξhom = 2ξdet = 0.02. Figure 4 presents the consensus rate achieved using the two detection methods with
different numbers of participants, noise levels, and the types of detectors(trusted or untrusted). All simulations
are conducted under the downlink condition to model the scenario where the satellite (CA) distributes the quan-
tum keys. The results demonstrate high efficiency under various conditions, especially for low Earth orbit (LEO)
satellites with an altitude of around 200–900 km. A consensus rate of more than 102–105 times per second can be
achieved for multi-party consensus, demonstrating the excellent performance in various practical conditions of our
QBA protocol.

We further simulate the consensus rate when using BB84 KGP adopted from the asymmetric coding BB84
QKD [59–61], as shown in Figure 5. Simulations employed the following parameters: detector efficiency of 70%,
dark count rate of 10−8, misalignment error rate of 0.02, and error correction efficiency of 1.1. Besides different
numbers of participants, we additionally calculate the consensus rates for different sizes of the message (1 kb,
1 Mb, and 100 Mb). The consensus rate exceeds 103 times per second in a 7-party QBA with a 100 Mb message
for LEO satellites. These simulations demonstrate the practicality of our QBA protocol, since the experimental
requirements of BB84 KGP are simple, and BB84 QKD has been implemented in the satellite-to-ground system
recently [55]. All the simulation details can be found in Appendix D.

Note that in our simulations of the circular QBA protocol on satellite-to-ground networks, we employ the com-
monly used BB84 and DM-CV protocols for key distribution. While adopting more efficient QKD protocols with
higher key rates, such as twin-field QKD [62,63] and asynchronous measurement-device-independent QKD [64,65],
would naturally increase the signature generation rate and the overall consensus rate, this improvement is straight-
forward.

7 Discussion and outlook

The blockchain trilemma describes the challenge of balancing three fundamental aspects of a distributed system:
decentralization, scalability, and security. Achieving all three optimally is impossible for classical distributed sys-
tems, as improving one aspect often comes at the cost of another. This trade-off also persists in all known QBA
protocols, as shown in Table 1. We also compare our protocol with other QBA protocols in terms of the three
aspects of the blockchain trilemma to show the practicality of our work. In addition, the blockchain trilemma also
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Figure 4 (Color online) Simulation of the consensus rate of circular QBA using satellite-to-ground DM-CV KGP scheme. The consensus rate

versus altitude of the satellite (CA) at a zenith angle of 0 rad with (a) ideal detectors, (b) untrusted detectors, and (c) the consensus rate versus

the zenith angle at an altitude of 300 km, when using the homodyne protocol. (d)–(f) The corresponding results when using the heterodyne

protocol. All simulations are performed under downlink conditions, as the proposed QBA scheme requires the CA to distribute quantum keys.

We consider different noise levels (ξch = 0.01, 0.03, 0.05) with both ideal and untrusted detectors. The size of the message is fixed at 1 Mb.

These results comprehensively demonstrate the high efficiency of our protocol in a satellite-to-ground system.

Figure 5 (Color online) Performance of the QBA protocol using BB84 KGP adapted from asymmetric coding BB84 QKD. (a) Consensus rate

versus satellite altitude (zenith angle = 0 rad). (b) Consensus rate versus zenith angle (at a fixed altitude of 300 km). Results are shown for

various numbers of participants and message sizes (1 kb, 1 Mb, and 100 Mb).

remains for our circular QBA due to the relaxation of decentralization. To date, whether a QBA protocol can
overcome the blockchain trilemma remains an open question.

Interestingly, our approach demonstrates that breaking the trilemma may not be necessary. Our results indicate
that by partially relaxing decentralization to optimize security and scalability, it is possible to design an i.-t, secure
multiparty QBA protocol with quadratic communication complexity, a fault tolerance of N > f + 2, and requiring
only N quantum channels, making it suitable for large-scale deployment.

It is worth noting that the introduction of the CA in our framework is a deliberate design choice to navigate
the blockchain trilemma. While the CA is a designated entity, its role is strictly confined to signature verification
as a supporting cryptographic infrastructure, rather than acting as a decision-making participant in the consensus
process. Furthermore, although the current work assumes a single CA for simplicity, the framework could be
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extended to multi-CA scenarios in practical network topologies. In such a setup, security against partially corrupted
CAs could be achieved through redundancy or threshold-based verification techniques. Exploring the multi-CA
architecture for circular QBA remains an interesting open direction for future QBA networks.

This work paves the way for practical, efficient, and scalable QBA networks compatible with current quantum
network topologies, and lays the foundation for future quantum blockchain systems capable of delivering i.-t. secure
and fault-tolerant decentralized information services, even under the potential threats of quantum computing in the
quantum era.
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