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Abstract Quantum key distribution (QKD), which is based on the no-cloning theorem of quantum mechanics, provides information-
theoretic security for private key distribution. Currently, QKD systems face limitations regarding cost, environmental adaptability,
and secure key rates. Herein, we develop a time- and wavelength-division multiplexing (TWDM) method and demonstrate a practical
5 GHz phase modulation QKD system. This system, which is based on the Faraday-Michelson interferometer with adaptive polarization
compensation, achieved a secure key rate of 4.084 + 0.178 Mbps, operating continuously for over 30 h on a 50 km optical fiber channel.
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1 Introduction

Classical cryptography has traditionally been based on symmetric and asymmetric cryptographic algorithms that
rely on computational complexity [1-3]. However, the rapid development of quantum computers poses a signifi-
cant threat to the security of classical cryptographic systems, necessitating the development of quantum-resistant
cryptosystems [4]. Quantum key distribution (QKD), which is based on the fundamental principles of quantum
mechanics and generates a symmetric key [5,6], is a promising solution for information-theoretic security. Since
the first QKD protocol (BB84), which was proposed in 1984 [7], the performance of QKD has been continuously
improved [8-10], the repetition frequency of QKD has increased to GHz levels, and superconducting nanowire
single-photon detectors (SNSPDs) have been widely utilized in high-speed QKD experiments [7,11-14], thereby
significantly increasing the secure key rate (SKR). In 2020, Griinenfelder et al. [15] achieved SKR = 0.392 Mbps
with a 20.2 dB channel attenuation using polarization encoding. In 2023, Li et al. [16] achieved SKR = 110 Mbps
with a 2 dB channel attenuation by employing a transmitter-side polarization encoding chip. In 2022, Griinenfelder
et al. [11] achieved SKR = 64 Mbps with a 1.58 dB channel attenuation using time-bin encoding.

However, their high cost and large physical size prevent the practical widespread deployment of SNSPDs [17,18].
Therefore, QKD systems based on InGaAs/InP single-photon avalanche diodes (SPADs) are considered superior in
practical deployment [19,20]. An InGaAs/InP SPAD can be operated in either the free-running mode or the gated
mode. Compared to the free-running SPAD, the high-frequency gated SPAD achieves a higher maximum count
rate of several hundreds of Mcps. However, to the best of our knowledge, the highest reported gated frequency
is 3 GHz [21], which can be attributed to the inherent bandwidth limitations of the SPAD. Consequently, single-
wavelength 5 GHz photon pulse detection has not yet been achieved using InGaAs/InP SPADs, because the gated
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frequency restricts the performance of high-speed QKD. In 2018, Wang et al. [20] achieved SKR = 0.306 Mbps
with a 10 dB channel attenuation using phase encoding and SPADs. Multiplexing techniques are commonly utilized
in QKD systems to improve the SKR. For example, based on the polarization multiplexing approach, Yuan et
al. [19] achieved SKR = 13.72 Mbps with a 2 dB channel attenuation using SPADs. Furthermore, Tanaka et al. [22]
employed wavelength-division multiplexing, achieving SKR = 1 Mbps with a 10 dB channel attenuation using
SPADs.

Due to the birefringence effect in optical fibers, even when polarization correction techniques are employed,
polarization-dependent QKD systems still suffer from instability during their operation [15,16,19,23]. In contrast,
time-bin or phase encoding QKD systems [11, 20,24, 25] are inherently robust against channel polarization distur-
bance, providing a stable and reliable solution. Despite these developments, which demonstrate the rapid evolution
of practical QKD technologies, exploiting multiplexing to improve the encoding and decoding rates of SPAD-based
QKD systems has not yet been fully investigated.

In this study, we present a hybrid time- and wavelength-division multiplexing (TWDM) QKD system, which
merges two 2.5 GHz photon pulses of different wavelengths into a combined 5 GHz pulse train, achieving a 5 GHz
encoding rate using 2.5 GHz-gated SPADs. This system incorporates adaptive polarization compensation based
on the Faraday-Michelson interferometer (FMI), ensuring simplicity and operational stability. Using this advanced
setup, we achieved an average SKR = 4.084 + 0.178 Mbps, operating continuously for over 30 h on a 50 km optical
fiber channel.

2 Experimental setup

The QKD system adopts phase-coding BB84 protocol with one-decoy state; the schematic setup is illustrated in
Figure 1. The 5 GHz photon pulse is generated by combining two 2.5 GHz photon pulses, based on a gain-switching
distributed feedback (DFB) laser, and the 5 GHz trigger signal is subsequently divided into two 2.5 GHz trigger
signals by the frequency division and delay circuit (FDDC). To minimize the phase difference caused by different
wavelengths of electro-optical phase modulator (PM) under the same voltage modulation, lasers with adjacent
wavelengths are selected, with central wavelengths of 1549.32 and 1550.12 nm, and the full widths at half maximum
(FWHM) of photon pulses are 36.05 and 36.96 ps, respectively. By precisely adjusting the delay of the trigger signal
and utilizing a dense wavelength-division multiplexer (DWDM), two 2.5 GHz photon pulses with a 200 ps interval
are merged into a 5 GHz photon pulse. A lithium niobate electro-optical intensity modulator (IM) is employed to
implement a decoy-state protocol against PNS attack. The system adopts a one-decoy intensity modulation scheme,
whose finite-size key analysis has been well discussed [26,27].

Quantum state encoding employs an asymmetric Mach-Zehnder interferometer (AMZI) with two cascaded PMs,
and the AMZI is equipped with a 100 ps delay line to split a photon pulse into two photon pulses. As shown in
Figure 2, the encoded signal is generated from the gigabit transceiver high-performance (GTH) interface of field-
programmable gate array (FPGA), and is driven by variable gain amplifier (VGA) and power amplifier (PA) to PM,
where the gain of VGA is controlled by a digital-to-analog converter (DAC), ultimately, the encoded signal with rise
time of 61.77 ps and fall time of 69.15 ps is achieved. The first-stage PM modulates phases of 0 and 7t/2, while the
second-stage PM modulates phases of 0 and 7. This two-stage modulation scheme enables the generation of four
distinct phases: 0, 7t/2, 7, and 37t/2. This encoding method not only reduces the driving power requirements for
PA, but also eliminates signal distortion caused by input signal time deviation in an electrical adder. The encoded
photon is attenuated by a variable optical attenuator (VOA) and then passes through dispersion-compensating fiber
(DCF) to mitigate photon pulse broadening due to the chirp effect in the optical fiber channel.

The phase drift between synchronous and quantum photons during transmission via different fibers causes a
phase shift in the gate signal of SPADs at Bob. To address this issue, the proposed QKD system adopts co-
fiber transmission for synchronous and quantum photons. To suppress the crosstalk caused by the synchronous to
quantum photons, a gain-switched DFB laser was used to compress the synchronous photon pulse to a FWHM =
50 ps. Additionally, a nonadjacent wavelength (center wavelength: 1552.52 nm) was selected for the synchronous
laser. Furthermore, the same clock as that of the quantum photons was employed; its frequency is divided to reduce
the frequency of the synchronous photons to 250 kHz. Finally, the gating characteristic of SPADs was utilized
by transmitting the synchronous photons during the off-gate period; in this way, most of the Raman noise can be
suppressed during the open-gate period. A DWDM was used to merge the quantum with the synchronous photons
into the quantum channel.

When photons arrive at Bob, they pass through the DWDM to separate the synchronous from the quantum
photons. The synchronous photon is converted to an electrical signal of the same frequency using an avalanche
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Figure 1 (Color online) Schematic of 5 GHz QKD system. AMP: RF amplifier; CIR: circulator; FM: Faraday mirror; SMF: single-mode fiber.

N> — > N

(0,m2,m,3m2)
(o,n/2)¢

o
>

D A D |
A VGA | [ VGA Al
< o ol
GTH ““EB-TI:l --------------

FPGA
Figure 2 (Color online) Encode driver circuit.

photodiode (APD), and the synchronous clock is generated using a phase-locked loop (PLL) frequency multiplier.
The quantum photon passes through a beam splitter (BS) with a splitting ratio of 90:10 to achieve an unbalanced
passive basis selection, the corresponding selection ratio of the Z- to the X-basis is 90:10. To minimize the optical
insertion loss (OIL) at Bob and enhance SKR, a piezoelectric fiber stretcher (Piezo) was used in the FMI to perform
phase modulation, reducing OIL to only 0.1 dB. For the Z- and X-basis, Piezo was modulated to the phase of 0
and 71/2, respectively. The Faraday-Sagnac-Michelson interferometer (FSMI) [20] can also adaptively compensate
for the birefringence effect of the fiber channel; however, the FMI was selected because it reduces OIL and achieves
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Table 1 Parameters of QKD system. Att is optical fiber channel attenuation; u1 and P, are the average photon number of the signal state
and its generation ratio; pu2 and Py, = 1—P,, are the average photon number of the decoy state and its generation ratio; Pz, 4 and Pz p are
the probabilities of Alice and Bob choosing the Z-basis, respectively.

. z
Fiber length Att w1 P Py, P24 Pz €l p QBER , SKR
(km) (dB) %) %) (Mbps)
50 8 0.3305 0.0762 0.844 0.906 0.9 3.67 2.34 4.07

a simple implementation.

The detection module was based on the InGaAs/InP SPAD operating in the gated Geiger mode. The photons
were divided into odd- and even-sequence photons using a DWDM with a center wavelength of 1549.32 nm; the
transmission and reflection isolations of the DWDM were 30.78 dB and 20.19 dB, respectively. Although 1% of the
transmitting wavelength photon exits the reflection port, it reaches SPAD during the off-gate period; thus, the error
count caused by this photon can be ignored. The FDDC divides the 5 GHz gate signal into two 2.5 GHz gate signals,
which trigger two 2.5 GHz SPADs [28] in the gated Geiger mode, to detect the odd- and even-sequence photons,
respectively. The 2.5 GHz SPADs employ a sinusoidal gating scheme by incorporating a specifically designed low-
pass filter and a zero-crossing discriminator to effectively reduce the timing jitter. The detection efficiency was
20%, and the dark count probability was < 3 x (107%) per gate. The detection signals exited according to odd- and
even-sequence photons, and raw key data were acquired via sampling before being transmitted to the computational
platform for postprocessing.

To maintain system stability with a low quantum bit error rate (QBER), a continuous reference phase alignment
is necessary. The phase of the Z-basis at Bob was used as a reference, and the phase at Alice was adjusted by
increasing the voltage through the bias port of the phase modulator (PM), as shown in Figure 1, with the phase
scanning range exceeding 27t. Starting from 0 V, Alice sends 10® of photon pulses after setting the bias port voltage
each time, and Bob records the corresponding detected signal. By comparing the detection count rates, the voltage
value corresponding to the maximum detection count rate was identified and configured, indicating that the phase
reference between the transmitter and the receiver had been successfully aligned. Postprocessing was performed on
an Intel Core™ i9-10900TE platform and included sifting, error correction (EC), and privacy amplification (PA).
To minimize information leakage, a cascade reconciliation was adopted [29], achieving an EC efficiency of 1.032 at
QBER = 3%. Moreover, a universal class hash function was utilized for PA [30]. To increase SKR, it is necessary
to enhance the duty cycle of the photon transmission time by implementing a multithreading approach in the QKD
system, which enables the parallel execution of processes. The entire process was organized into three dedicated
threads. The first thread handles the photon transmission, data exchange, and reference phase alignment. The
second thread manages sifting. Once the computational platform receives raw key data, the sifting process begins,
and the sifted key data are transferred to the next thread. The third thread handles EC and PA, with speeds of 80
and 26.6 Mbps, respectively. This multithreading approach significantly optimizes system performance, ensuring
the efficient and stable operation of the QKD system.

3 Results and discussion

Based on the above setup, the QKD system operates on a 50 km link with the loss of 8 dB optical fiber, while
accounting for the finite-key-length effect [26,27,31], and the finite block size is n = 10%. The secure key length,
denoted as [, is calculated using the following formula [31]:

19 2
I, =sf+s5(1— Hg(e‘lz)p)) — Argc — 6log, — log, , (1)

ESCC 6COr

where s§ and s7 represent the lower bounds on the number of vacuum events and single-photon events in the Z-basis,
respectively. ef  represents the upper bound on phase error rate. Agc quantifies leakage of EC stage and secrecy
parameter is €sec = 1077, correctness parameter is €qor = 10715,

The QKD system operates continuously for over 30 h, with the parameters summarized in Table 1. QBER and
SKR are shown in Figure 3. e, and e, represent the average QBER in the Z-basis and X-basis, respectively, where
€.=2.34 % and e, = 2.49 %. Phase tracking of the X-basis adopts a gradient descent algorithm, due to the slow
drift of the reference phase and hysteresis of the phase tracking in the gradient descent algorithm, e, is slightly
higher than e,. Further details of the setup and phase tracking approach are provided in Appendix A.

To achieve a 5 GHz photon pulse detection using 2.5 GHz-gated SPADs, the high-speed optical switches em-
ployed for path selection require picosecond-scale switching times. However, such switches introduce high OIL.
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Figure 3 (Color online) The QBER (a) and secure key rate (b) for over 24 h of continuous run.

Jiang et al. [32] demonstrated an optical switch with a switching time below 28 ps and an OIL of 4.3 dB. In con-
trast, the wavelength-division multiplexing enables passive path selection without the need for high-speed optical
switches. In our system, the DWDM exhibits transmission and reflection OILs of only 0.54 dB and 0.14 dB, re-
spectively. Therefore, this approach increases SKR. Compared to a single-wavelength phase encoding QKD system,
our system employs phase encoding, but only with alternating odd and even optical pulses at distinct wavelengths.
Since time-division multiplexing inherently ensures temporal distinguishability between odd and even optical pulses,
the additional wavelength distinguishability introduced by wavelength-division multiplexing does not compromise
system security. Notably, our control and modulation schemes are fully compatible with a 5 GHz QKD system,
constituting a crucial step toward implementing a true 5 GHz QKD system. However, TWDM requires two lasers
and two SPADs, resulting in increased system complexity and cost compared to a single-wavelength scheme. Nev-
ertheless, future advanced integration technologies, such as hybrid integration and microassembly, are expected to
improve the integration of lasers and detectors, thereby mitigating and resolving these issues.

To assess the duty cycle of the quantum photon transmission time, which is controlled by a multithreaded
approach, a one-hour statistical analysis of data was performed. The first thread exhibited the longest execution
time, where the quantum photon transmission time accounted for 93.9%. The execution times of the second and
third threads were 47.1% and 44.8%, respectively, of that of the first thread. Consequently, postprocessing can be
performed synchronously with the execution of the first thread; the duty cycle of the quantum photon transmission
time was 93.9%.

To assess the performance of the proposed QKD system against polarization disturbance, a 1 kHz polarization
disturbance was applied to the quantum channel using a polarization scrambling module. The e, distributions,
which are shown in Figure 4, were statistically analyzed without and with a polarization disturbance for five hours.
After introducing the polarization disturbance, the average e, increased slightly from 2.12% to 2.27%, and the
standard deviation increased from 0.11 to 0.19, which can be attributed to the imperfections of the FM devices.

Table 2 shows a comparison between the results of our system and those of high-speed QKD experiments reported
in recent years. In optical fiber communication networks, apart from ducted and buried fibers, aerial fibers are also
extensively used. Vibration and environmental changes in the optical fiber channel are unavoidable. Therefore,
QKD systems that are robust against channel polarization disturbance are particularly suitable for maintaining
operational stability [23,33]. In [19], to enable noninterference peaks to contribute to information extraction,
each photon pulse was split into a pair of pulses with orthogonal polarizations. Although this approach improves
SKR, the introduced polarization degree of freedom makes the system vulnerable to channel polarization distur-
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Figure 4 (Color online) The QKD system stability test (a) without polarization disturbance and (b) with polarization disturbance.

Table 2 Comparison of high-speed QKD experiments.

Repetition Detector Resistant to channel SKR normalized
Ref. fr?g‘;;l;y QBER (%) type Att (dB) polarization disturbance SKR (Mbps) Encoding ta\/}gp:?
[15] 5 1.93 SNSPD 20.2 No 0.392 Polarization 4.08
16 2.5 0.61 SNSPD 2.2 No 115.8 Polarization 19.22
[
[11] 2.5 0.4 SNSPD 1.58 Yes 64 Time-bin 9.21
[19] 1 3.0 InGaAs/InP 2.0 No 13.72 Phase 2.17
25 2.5 2.03 InGaAs/InP 20.2 Yes 0.014 Time-bin 0.15
[25]
20 1 2.17 InGaAs/InP 10 Yes 0.306 Phase 0.306
[20]
This work 5 2.34 InGaAs/InP 8.0 Yes 4.08 Phase 2.57

bance. In [25], InGaAs/InP SPADs performed a free-running operation, where the dark count rates were as low as
1 count/s. However, the 20 ps of deadtime reduced SKR [34].

The detection efficiency of the SNSPDs used in the aforementioned experiments reached 80% [15]. The SNSPDs
are unaffected by the afterpulse effect and exhibit low dark count rates, thus reducing QBER. However, their
detection efficiency is polarization-dependent, leading to SKR fluctuations. In contrast, the detection efficiency of
InGaAs/InP SPADs is polarization-independent. Notably, although our system employs eight SPADs, its total cost
is below one-fifth of that of the SNSPDs. Furthermore, considering the limitations of SNSPDs in size and readiness
for deployment, commercial QKD systems mainly employ InGaAs/InP SPADs [35,36]. Because of the differences
in attenuation, all the results were normalized to an optical fiber channel attenuation of 10 dB to facilitate the
comparison of SKR. Our study shows that improved performance can be achieved by utilizing InGaAs/InP SPADs
while maintaining robustness against channel polarization disturbance. Therefore, our system is a promising solution
for large-scale deployment.

4 Conclusion

By developing a hybrid TWDM approach, we have successfully implemented a QKD system with 5 GHz modulation.
The system demonstrated exceptionally remarkable stability, operating continuously for over 30 h on a 50 km
optical fiber channel, achieving SKR = 4.084 4 0.178 Mbps and e, = 2.34%. To address the polarization instability
in long-distance fiber transmission, we employed an FMI to achieve adaptive polarization compensation, thus
significantly improving system robustness. Furthermore, the integration of low-cost InGaAs/InP SPADs ensures
high performance while enhancing practical feasibility, which is critical in scalable, high-performance quantum
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communication networks. Future optimizations in system stability and deployability can be achieved by integrating
key functional modules [12-14, 37].
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Appendix A Phase tracking method for X-basis

The phase drift of Piezo in the interferometer at Bob is influenced by environmental factors. While the phase drift of Z-basis can be
compensated by tracking reference phase, the phase drift of X-basis also requires active tracking. To address this, we adopt a gradient
descent algorithm to determine the compensation voltage of Piezo by identifying the minimum e, as shown in Algorithm Al.
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Algorithm A1l Processing flowchart.

1: Step 1: Initialization.

2: wolt_signal < 1;

3: p <= 125; {value according to the device characteristics}

4: err_thld < 1%; {set ideal reference value}

5: Step 2: Calculate the step size of voltage value regulation according to the gradient of QBER difference, and calculate the QBER err_currt.
6: if (err_currt > err_thld) then

7 if (err_currt > err_old) then

8: volt_signal < volt_signal x (—1); {change sign}

9: end if

10: volt_step < |err_currt — err_thld| X 100 X p; {step size}

11: volt_-new <= volt_currt + volt_signal X volt_step; {regulate voltage value}
12: err_old < err_currt; {update QBER}

13: volt_currt <= volt_new; {update voltage value}

14: set(volt_-new); {configure voltage value}

15: else

16: set(volt_currt); {configure voltage value}

17: end if

The current Piezo voltage value is denoted as volt_currt, while updated voltage value resulting from tracking algorithm is denoted as
volt_new, current QBER is denoted as err_currt, and previous QBER is denoted as err_old, voltage regulation direction is indicated by
volt_signal, step size for voltage adjustment is denoted as wvolt_step, QBER threshold for Piezo voltage tracking is denoted as err_thld
is QBER, and gradient regulation factor is denoted as p.

To mitigate erroneous fluctuation of X-basis phase drift compensation voltage caused by inaccuracies in reference phase tracking, we
take an average of 10 consecutive e, values as reference, and the gradient descent algorithm is then applied to phase tracking for the
Piezo phase drift once per iteration. However, this phase tracking method for X-basis has two limitations. First, the time interval for
Piezo phase drift compensation is approximately 22 s, since the compensation voltage is calculated according to the previous average
QBER, phase drift cannot be compensated in real time, leading to e; higher than e,. Second, the gradient descent algorithm can get
trapped in local minima; when this occurs, the algorithm fails to identify the global minimum e; at that stage. Although the reference
phase and optimal values continuously evolve during operation, making the local minimum trap temporary, it still leads to elevated e,
during the process. To address the precision of X-basis Piezo phase tracking, future efforts will focus on stabilizing the environmental
conditions of the interferometer and refining the algorithm. These enhancements aim to reduce phase drift and improve the overall
stability and performance of the QKD system.
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