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Communication security requires sufficient updates to counter the
threat of quantum technologies in the new era of quantum comput-
ing. Quantum secure direct communication (QSDC) as a robust
candidate is able to withstand various attacks under infinite com-
putational resources and enable the near-instantaneous delivery of
secret messages without key management [1]. Existing research on
QSDC shows that methods to improve the secrecy capacity cannot
simultaneously address the requirements of noise suppression and
transmission reliability. Quantum error correction (QEC) tech-
niques utilize the redundancy of entanglement between multiple
physical qubits to encode a logical state that can correct the errors
of qubits. In particular, the concatenated bosonic encoding archi-
tecture formed by Gottesman-Kitaev-Preskill (GKP) codes [2] as
inner layer codes and DV quantum codes, such as repetition codes
and surface codes [3], as outer layer codes, is conducive to fault-
tolerant quantum computation and long-distance quantum com-
munication. However, surface codes fail to satisfy a linear relation
between the distance and the number of physical qubits and lead
to a poor code rate, which means more consumption of quantum
resources and lower actual communication efficiency.

In this study, we propose a QSDC protocol based on the GKP
code and quantum low-density parity-check (QLDPC) codes to
tackle noise and eavesdropping interferences and achieve highly
reliable message transmission. The properties of stabilizer codes
are exploited to illustrate the processes of state preparation, quan-
tum encoding, and decoding in the form of quantum circuits. In
the decoding process, the outer decoder employs the min-sum it-
erative decoding algorithm on the QLDPC code combined with
the syndromes provided by the inner GKP code for error correc-
tion. The secrecy capacity of the protocol is evaluated through
the wiretap channel theory, whose required channel parameters
are acquired through the numerical Monte Carlo simulation of the
QEC. Additionally, due to the excellent performance of the GKP-
QLDPC code, the proposed protocol exhibits benefits with regard
to resource consumption and communication efficiency.

QSDC protocol. The block diagram of the QSDC protocol
based on cascaded GKP-QLDPC codes is visualized as shown
in Figure 1. The designed QSDC protocol utilizes two non-
orthogonal GKP states, Z-basis states {|0)qxp, 1) qrp} for de-
livering messages and X-basis states {|+)qxp, |—)axp | for eaves-

dropping detection. Based on QLDPC codes [n, k,d] [4], the trans-
mission of n Z-basis states is referred to as message rounds, and
the transmission of n X-basis states is referred to as detection
rounds. The properties of GKP codes and QLDPC codes can be
found in Appendix A. The detailed procedures of the protocol are
described as follows.
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Figure 1 (Color online) The block diagram of QSDC protocol based
on cascaded GKP-QLDPC codes. Amp, quantum-limited optical am-
plifier. The panel below is the quantum circuit diagram for encoding
and decoding in quantum error correction codes. H, Hadamard gate;
M, measurement.

(a) Preparation and encoding. Bob randomly selects message
rounds and detection rounds with corresponding probabilities p.
and pg, respectively, and p; + p>, = 1. In the message round,
Bob prepares a sequence of random numbers of length k, de-
noted as rirg---rE, where r € (0,1). Meanwhile, Bob uses n
bits of Z-basis state [0) qxp to prepare the k-bit logical zero state
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|m>GKP' After that, the logical zero state is encoded to
the logical state |[r1m2 -~ 7%)qgp by selecting the corresponding
logical X operators according to the sequence of random numbers.
Similar to the message round, Bob in the detection round prepares
X-basis states of length k, where |[+) qyp refers to “0” and |—) qp
refers to “1”. The prepared logical zero state |m>GKP

is transformed into logical state ’dldz . dk> under the same

encoder according to the random number didz---dj of k bits.
Please refer to Appendix B for more details of the encoding pro-
cess. Finally, Bob transmits the encoded logical state to Alice over
a Gaussian thermal-loss channel (T7,¢1), called the forward chan-
nel transmission, where T" and € represent the transmittance and
excess noise, respectively.

(b) Error correction. Before each error correction, a quantum-
limited amplifier is utilized to convert the transmission loss in the
channel into Gaussian random displacement noise with a coeffi-
cient related to the transmittance 77. Alice performs Steane error
correction for each physical GKP state of the received logical state,
which involves syndrome extraction as well as displacement cor-
rection. Afterwards, the GKP analog information is applied to
estimate the logical errors and send them to the decoder of the
external QLDPC code. In the second level of error correction,
the syndrome information obtained from the measurements of the
stabilizer is also passed to the decoder. Based on these two syn-
dromes, the decoder estimates the most probable errors through an
iterative decoding algorithm and performs the appropriate logical
operators to accomplish the error correction.

(c) Eavesdropping detection. Alice randomly chooses some
rounds to perform X-based measurements on the logical states
and announces the corresponding measured results in the selected
rounds. Bob selects the measured results that belong to the detec-
tion rounds to compare them with the preparation information and
obtains the estimated values of quantum bit error rate (QBER)
and loss in the forward channel. The secrecy capacity can be eval-
uated based on the estimated parameters. If the secrecy capacity
is greater than zero, the communication continues; otherwise, the
communication terminates.

(d) Message modulation. First, Alice and Bob screen out
the remaining detection rounds to guarantee the success of mes-
sage modulation. Alice prepares secret messages mimsz - --my of
length k, where m € (0,1). Then, Alice encodes logical state
[F172 T%) op to logical state [5152---5;)qkp by selecting ap-
propriate logical X operator X{"1 X7"2 ... X,"* based on the se-
cret messages. The logical state carrying the secret messages
is transmitted to Bob through a Gaussian thermal-loss channel
(T»,e2), called the backward channel transmission. Forward and
backward channels represent two directions of transmission on the
same physical channel.

(e) Measurement. Before the measurement, Bob first performs
a channel conversion using a quantum-limited amplifier with co-
efficients related to the transmittance 75, followed by GKP and
QLDPC error correction. Bob acquires the Gaussian value of each
physical GKP state on the ¢ component using a homodyne de-
tector and obtains binary information through the results modulo
24/m. Finally, secret messages delivered by Alice are deduced from
the preparation and measurement information.

According to the wiretap channel theory [5], the secrecy capac-
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ity of the proposed protocol can be expressed as

Cs :QBob'(1_h(62))_QEVC'h(e$)7 (1)
where Qpop and Qgve represent the reception rates of Bob and
Eve, respectively. Here, h (-) denotes the binary Shannon entropy.
It is obvious that the key parameters determining the transmission
reliability are the QBERs on the X and Z basis, that is, e; and
e.. The details are presented in Appendix C.

System performance. To validate the system performance of
the proposed protocol, we built simulated experiments to acquire
relevant parameters. Through the noise model, the relationship
between the parameters of the Gaussian thermal loss channel and
the Gaussian random displacement channel is established, thereby
obtaining the probability of occurrence of logical errors in differ-
ent transmission environments. Furthermore, a syndrome-based
iterative decoding algorithm is utilized to enhance the decoding
performance of the concatenated codes. Finally, we substitute the
parameters obtained from the numerical Monte Carlo simulation
into the equation for calculating secrecy capacity to evaluate the
system performance. Specifically, we select the [7,1,3] Steane
code and [544, 80, 12] LP-QLDPC code with a close code rate and
get the error probability after error correction so as to compare
the estimated secrecy capacity. The results show that long codes
can provide a lower logical error rate under conditions where the
noise is below the error threshold. Thus, the proposed protocol can
provide highly reliable communication as expected. The details of
simulation experiments are provided in Appendix D.

Conclusion. In this study, we propose a QEC-based QSDC pro-
tocol with error correction implemented with GKP codes in the
inner layer and QLDPC codes in the outer layer. The secrecy ca-
pacity of the QSDC system is analyzed through the wiretap chan-
nel theory, and the simulation approach of the QEC provides its
required channel parameters. Simulation results demonstrate that
the advantages of the long code in achieving the low logical error
rate and high secrecy capacity are highly significant, which is ap-
plicable to the requirements of highly reliable and secure commu-
nications. Furthermore, the proposed protocol has the potential
to be implemented through optical GKP states.
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