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Appendix A GKP-QLDPC code

Appendix A.1 GKP code

The GKP code exploits continuous degrees of freedom for bosonic modes in quadrature position (q) and momentum (p)

and stabilizes infinite-dimensional oscillator spaces into two-dimensional subspaces corresponding to a single qubit via the

properties of stabilizer codes [1–3]. The stabilizers on the two commuting components are

Ŝq = D̂
[
2
√
π, 0

]
, Ŝp = D̂

[
0, 2

√
π
]
, (A1)

where the displacement operator is denoted as D̂ [α, β] = ei(αq̂−βp̂). These two stabilizers exhibit periodic functions of q̂ and

p̂, respectively, which enables the subspace corresponding to the GKP code to be stabilized. The Heisenberg uncertainty

principle states that q and p cannot be measured simultaneously, but the commutativity of two operators implies that can

be acquired simultaneously through the measurements of two components modulo a regular interval.
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Figure A1 The Wigner functions in phase space of ideal Z-based GKP states. Each dot represents a Dirac delta function.

For the square-lattice GKP code, the standard states in the Z- and X-basis are given by

|0⟩GKP =
∑
n∈Z

∣∣q = 2n
√
π
〉
, |1⟩GKP =

∑
n∈Z

∣∣q = (2n+ 1)
√
π
〉
, (A2)

and

|+⟩GKP =
∑
n∈Z

∣∣p = 2n
√
π
〉
, |−⟩GKP =

∑
n∈Z

∣∣p = (2n+ 1)
√
π
〉
. (A3)

Under the same basis, two GKP states representing different information realize their mutual transitions through the

displacement
√
π. The results will fall in the interval

[
−
√
π/2,

√
π/2

)
from measuring the q(p) component of the Z(X)-

basis state due to the measurement values modulo
√
π. Obviously, there is no effect on the carried information for the

displacement noise with an absolute value less than
√
π/2 [4, 5]. The Wigner functions of the Z-based GKP states in the

ideal case are shown in Figure A1.

There are two common ways, Steane-based and teleportation-based [6,7], to implement GKP error correction by stabilizer

measurements combined with displacement operators. For any unknown GKP state, error correction always includes noise

reductions on the q and p components. In realistic scenarios, ancillary GKP states with finite squeezing introduce additional
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noise into the data GKP states. Since the series structure produces an error propagation effect in the error correction of

two components compared to the parallel structure, the teleportation-based error correction causes less interference than

the Steane error correction. However, the two ways are equivalent in the assumption of ideal error correction.

To facilitate understanding, the schematic of Steane error correction is shown in Figure A2. The direct measurement

of an unknown quantum state can provide information about noise interferences, but also destroys their superposition. In

general, the operation of the stabilizer acts on the GKP state without altering its state [5], denoted as

Ŝq |µ⟩GKP = Ŝp|µ⟩GKP = |µ⟩GKP, (A4)

where µ ∈ (0, 1,+,−). The GKP states are stabilized by these two operators, satisfying the relation q̂ = p̂ = 0 mod
√
π.

Thus, the GKP states affected by noises can be indirectly attained through the measurement of stabilizers, with the

assistance of additional ancillary GKP states. As shown in Figure A2, two GKP stabilizers are measured through the

Steane error correction. Here, the measurement of stabilizer Ŝq is achieved through a sum gate with the assistance of a

prepared ancillary state |+⟩GKP, where the sum gate acts as

q̂D → q̂D, p̂D → p̂D − p̂A,

q̂A → q̂A + q̂D, p̂A → p̂A. (A5)

The q̂D component of the data mode is transferred to the ancillary mode through this gate, and the sum of the two modes

in q component is gained from measuring the ancillary mode with the homodyne detector. Since the ancillary mode meets

the relation q̂A = 0 mod
√
π, the measurement result module

√
π is equivalent to a direct measurement of the data mode.

The result q0 belongs to the interval
[
−
√
π/2,

√
π/2

)
and is feedback to the data mode through the displacement operator

D̂ to accomplish error correction. Also, the p component of the ancillary mode satisfies relation p̂A = 0 mod 2
√
π and so

does not affect the information carried by the data mode. In addition, the measurement of the stabilizer Ŝp relies on the

ancillary mode |0⟩GKP and the inverse sum gate.

In DV quantum information processing, a unitary group composed of four single qubit operators {I,X, Y, Z} is employed

to represent the manipulation of qubits [8]. Moreover, linear combinations of quantum gates sufficiently represent arbitrary

forms of noise suffered by qubits. Among them, the X and Z operators are called bit-flip and phase-flip errors, respectively,

and are able to represent the Y operators, which correspond to the simultaneous occurrence of both types of errors. In the

square-lattice GKP code, the logical Z and X operators are conveniently realized via the displacement operator, denoted

as

Z =

√
Ŝq = ei

√
πq̂ , X =

√
Ŝp = e−i

√
πp̂. (A6)

The two logical operators are implemented by displacing
√
π on different components, respectively.

In contrast to DV qubits, GKP states provide analog information that enhances robustness against noises. After the

measurements of the two stabilizers of the GKP state module
√
π, one can access the error syndrome information {q0, p0} ∈[

−
√
π/2,

√
π/2

)
. The noise-induced offset ξq(p) belongs to the interval

[√
π/2, 3

√
π/2

)
, and the syndrome information is

ξq(p)−
√
π. After correction, the quadrature component of the GKP state evolves to q̂ (p̂) → q̂ (p̂)+ξq(p)−q0 (p0) = q̂ (p̂)+

√
π,

which leads to a logical error X(Z). However, the offset belongs to the interval
[
3
√
π/2, 5

√
π/2

)
, and the syndrome

information is ξq(p) − 2
√
π, where the correction-induced displacement 2

√
π does not change the properties of the GKP

state and thus does not introduce a logical error. At the end of the stabilizer measurements, the syndrome information

belongs to the interval
∣∣ξq(p) − n

√
π
∣∣ < √

π/2. The correction leads to a logical error for an odd number n, and is successful

for an even number n.

Appendix A.2 GKP-QLDPC concatenation framework

GKP states are stabilized from an infinite-dimensional Hilbert space to a two-dimensional discrete Hilbert space by stabi-

lizers, and thus can be employed as quantum resources in DV quantum codes to accomplish encoding and decoding. We

first describe QEC codes by means of the stabilizer form.

The form of stabilizer codes is a highly efficient and convenient means of creating correspondences between quantum

codes and preparation circuits, error correction circuits, and logical gate operations [9]. A qubit |Ψ⟩ stabilized by an operator

K can be represented as K |Ψ⟩ = |Ψ⟩. Thus there is an eigenvalue of +1 for this qubit for the operator K. For groups

composed of single qubit operators, there exists a subgroup under matrix multiplication, and the elements of the group

satisfy the commutation and anti-commutation rules, which is denoted as the Pauli group P. The Pauli group of N -qubits

is the N fold tensor product of all elements in P, which is denoted as PN = P⊗N . Then, an N -qubit stabilizer state |Ψ⟩N
is defined by the N generators of an Abelian (all elements commute) subgroup S in PN . An [[n, k, d]] quantum stabilizer

code exists m = n−k stabilizer generators that stabilizes the 2n-dimensional Hilbert space into the 2m-dimensional Hilbert

space, and the redundant space is utilized for the warning of error syndromes. The weight ω (E) of a Pauli operator E ∈ Pn

is the number of quantum bits that fail to meet the identity of Pauli matrices. The error correction capacity of the code is

reflected in the minimum weight d of the error E ∈ Pn/S commuting with all stabilizers.

Low-density parity-check (LDPC) codes [10] are widely practiced in classical domains since their ability to approach an

upper bound on the amount of information that can be reliably transmitted over a noisy channel, as proposed by Shannon.

The corresponding QLDPC codes [11] have been extensively studied because of their advantages in low weight stabilizers and

low-complexity decoding algorithms compared to other quantum codes. QLDPC codes that satisfy the Calderbank-Shor-

Steane (CSS) [12,13] structure are able to be completely characterized through two classical codes, which is relatively conve-

nient for the comprehension of the QEC principle. Quantum CSS stabilizer codes are represented via the operators of pure
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Figure A2 GKP Steane error correction. The Sq(Sp) stabilizer measurement requires a single GKP ancilla |+GKP⟩(|0GKP⟩).
The sum gate and inverse sum gate are marked as controlled-⊕ and controlled-⊖, respectively, and control the data qubit (marked

as D) and the ancillary mode (marked as A) to perform the corresponding operations. Then the ancillary mode is measured in

the q̂(p̂) component and the syndrome q0(p0) is acquired through the outcome modulo
√
π. Finally the correction operation is

accomplished through the application of the displacement operator D̂.

X-type and pure Z-type. Specifically, two classical error-correction codes C[n,k1,d1] and C[n,k2,d2] are considered, with the

parity-check matrices HX and HZ , respectively, which result in a quantum CSS code [[n, k = k1 + k2 − n, d ⩾ min (d1, d2)]]

with the parity-check matrix H = (HX |HZ) [14]. The code rate of a quantum code is defined as R = k/n. These two

parity-check matrices need to meet the condition HXHT
Z = 0 to ensure the commutability among the stabilizers. k and n

denote the number of information qubits and encoded physical qubits, respectively. In particular, each row in the parity-

check matrix of the quantum stabilizer code corresponds to each of its stabilizers. Since the noise experienced by a qubit can

be completely decomposed into X-type and Z-type errors, the decoding procedure can be performed based on the matrices

HX and HZ , respectively.

In general, the framework of QLDPC codes consists of four modules: the input DV qubits, the multi-qubit encoder,

the channel, and the multi-qubit decoder [15]. The resulting extended GKP-QLDPC concatenation framework replaces

input qubits with GKP states and inserts GKP error correction in front of the multi-qubit decoder. As an example, the

concatenation framework of GKP codes with the repetition code [16] is shown in Figure A3. Under the operation of sum

gates, an arbitrary qubit |φ⟩GKP = α|0⟩GKP + β|1⟩GKP is encoded as α|000⟩GKP + β|111⟩GKP. After channel transmission,

one can assume that only the first qubit has a bit-flip error as event 1, and that only the first qubit has no bit-flip error as

event 2. The probabilities of these two cases are written as P1, P2, and the probabilities of occurrence of the logical error in

the three qubits are denoted as p1, p2, p3. Correspondingly, the relations P1 = p1 ·(1− p2)·(1− p3) and P2 = (1− p1)·p2 ·p3
are satisfied. If the GKP state is used as the DV qubit, the two events receive same syndrome information, and p1, p2, p3
are all equal to an average error probability. In the case where only small error probabilities are considered, one always

obtains P1 > P2 and can only determine the occurrence of event 1. But with the GKP analog information, p1, p2, p3 are

differentiated and it is possible to distinguish two events. The specific connection between the probability and the analog

information can be found in Eq. (D6). Thus, the combination of GKP states not only provides additional capability of

error correction but also provides analog information to enhance the decoding of the outer stabilizer codes.

So far, most studies about the GKP code have focused on their concatenation with repetition codes or two-dimensional

topological codes [17]. However, such codes have the drawback that it always encodes a fixed number of logical qubits for

a given topology. This implies an asymptotically zero code rate and indicates that the increasing distance d comes at the

expense of the growing number of physical qubits. In comparison, QLDPC codes encode multiple logical qubits into one

block that enables higher code rates and reduces the overhead of quantum resources [18]. Since both the rate and distance

of QLDPC codes scale linearly with the code length, this property means utilizing fewer quantum resources to achieve

stronger error correction, which is conducive to high-rate and high-efficiency quantum information processing. In addition,

the low weight of QLDPC codes reduces the circuit depth and facilitates their experimental realization. Therefore, the

GKP-QLDPC concatenation structure has significant advantages in constructing highly reliable quantum communications.

The more detailed concatenation model could refer to [19].

Appendix B QEC encoder and decoder

The core of the designed protocol is the QEC encoder and decoder with GKP states. In particular, the advantage of

the stabilizer form is the simplicity of the construction of quantum circuits. A quantum CSS code [[n, k, d]] contains

n − k stabilizers,
(
KX

1 , · · · ,KX
(n−k)/2

)
and

(
KZ

1 , · · · ,KZ
(n−k)/2

)
, corresponding to each row of the parity-check matrix.

Considering the quantum circuit of X and Z-stabilizer correction, for any input state, |φ⟩IN , some ancillary modes initialized

to |0⟩GKP are used as control qubits to perform stabilizer operators. Taking the stabilizer KX
i as an example, after the

second Hadamard gate, the state of the system composed of ancillary mode and input state can be expressed as

|φ⟩OUT =
1

2

(
|φ⟩IN +KX

i |φ⟩IN
)
|0⟩GKP +

1

2

(
|φ⟩IN −KX

i |φ⟩IN
)
|1⟩GKP. (B1)
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Figure A3 Circuit on the concatenation of the GKP code with the three-qubit bit-flip code. EC, error correction.

The q component of the ancillary mode is then measured. With the measurement |0⟩GKP , the input state is projected to

|φ⟩OUT = |φ⟩IN +KX
i |φ⟩IN. (B2)

Since the stabilizer is Hermitian, i.e., KX
i ·KX

i = I, thus KX
i |φ⟩OUT = |φ⟩OUT. Here |φ⟩OUT is a +1 eigenstate of KX

i , so

the output state is stabilized. If the measurement result is |0⟩GKP, the input state is projected to

|φ⟩OUT = |φ⟩IN −KX
i |φ⟩IN, (B3)

which is the −1 eigenstate of KX
i , so the output state is not stabilized by the stabilizer. This process is the measurement

of the stabilizers, and the process of performing the logical operators (Zi and Xi) based on the measurements is the error

correction.

Based on the properties of the above circuits, the logical zero state can be conveniently constructed using the ancillary

states |0⟩⊗n, denoted as [9, 20]:

∣∣00 · · · 0〉︸ ︷︷ ︸
k

=

n−k∏
i=1

(
I⊗n +Ki

)
|00 · · · 0⟩︸ ︷︷ ︸

n

, (B4)

where I represents the second order unit matrix. The classical information corresponding to the constructed logical zero

state is an k-bit zero. Further, this circuit not only accomplishes state preparation but also performs error correction. For

the error correction, after measuring each X-stabilizer, one synthesizes the measurements to infer the error position i and

corrects the error using a single Z operator. Correspondingly, one can infer the position i based on the measurements of all

Z-stabilizers and use a single X operator to correct the error. The completion of error correction in the X-stabilizer and

Z-stabilizer marks the end of error correction of the logical state.

The modulation for the logical zero state is necessary for the goal of information transmission. Assuming that the code

word to be delivered is c1c2 · · · ck and c ∈ (0, 1), the logical zero state can be converted to the logical state |c1c2 · · · ck⟩ via

the logical operators, indicated as

|c1c2 · · · ck⟩ =
(
X

c1
1 X

c2
2 · · ·Xck

k

) ∣∣00 · · · 0〉 , (B5)

where Xi represents the logical X operator at the i-th bit of the logical state.

Through Gaussian elimination, the parity-check matrix H of the stabilizers can be transformed into the standard form

Hstd =

I

0

A1 A2

0 0

∣∣∣∣∣∣B C1 C2

D I E

 . (B6)

All the matrices in matrix
[
I A1 A2

∣∣∣B C1 C2

]
have r rows, while the respective column dimensions are r, n−k−r, k, r,

n−k−r and k, respectively, and r is the rank of the matrix Hstd. The matrices in matrix
[
0 0 0

∣∣∣D I E
]
have (n− k − r)

rows. The commutativity between the logical X operator and the stabilizer is then used to get X = [0ET I
∣∣CT

2 00 ] [21],

which contains k logical operators
(
X1, · · · , Xk

)
. Thus, a combination of logical X operators can transform a logical zero

state into a required information state.

Appendix C Security analysis

The proposed protocol contains multiple quantum states in a round of transmission, but these states experience the same

channel and suffer from noise independent of each other, so that security analysis of one of the states is feasible. Based on

Wyners’ wiretap channel theory, the secrecy capacity of single qubits is denoted as [22,23]:

CS = max {I (A : B)− I (A : E)} , (C1)
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where I (A : B) and I (A : E) indicate the mutual information between Alice and Bob, and between Alice and Eve, respec-

tively. The former is limited by the noise coding theorem in the classical fields, expressed as

I (A : B) ⩽ QBob · (1− h (ez)) , (C2)

where QBob denotes Bob’s reception rate, which is related to the loss of two-way transmission and the received efficiency of

the detector. ez represents the QBER of the received Z-basis states, while h (x) = −xlog2x− (1− x) log2 (1− x) represents

the binary Shannon entropy.

The amount of information an eavesdropper extracts depends on the specific type of attack. Under collective attacks [24],

the eavesdropper Eve performs a joint operation on the quantum states passed in the forward channel and her own ancillary

states to maximize the gains. In detail, the density matrix of Bob’s initially prepared quantum states can be expressed as

ρB =
|0⟩ ⟨0|+ |1⟩ ⟨1|

2
=

|+⟩ ⟨+|+ |−⟩ ⟨−|
2

. (C3)

Under Eve’s interferences, Alice receives quantum states sent from Bob, with the density matrix denoted as

ρBE = U
(
ρB ⊗ |E⟩ ⟨E|

)
U+, (C4)

where |E⟩ and U denote the ancillary state prepared and the operation performed by Eve, respectively.

It is assumed that the classical “0” and “1” in Alice’s secret messages are equal probability, and their modulations are

denoted by I and X, respectively. Then the encoded quantum state is

ρABE =
(
ρBE
0 + ρBE

1

)
/2, (C5)

where ρBE
0 = IρBEI and ρBE

1 = XρBEX+. The upper bound on the amount of information Eve can access is

I (A : E) ⩽ χ = max
{U}

{
S
((

ρBE
0 + ρBE

1

)
/2

)
−

(
S
(
ρBE
0

)
+ S

(
ρBE
1

))
/2

}
, (C6)

where χ indicates the Holevo upper bound and S (·) represents the von Neumann entropy. Based on the Gram matrix

method [25,26], a specific upper bound can be obtained, denoted as

I (A : E) ⩽ QEve · h (ex) , (C7)

where QEve means the reception rate of Eve, and ex means the QBER of X-basis states in the forward channel. At this

point, the secrecy capacity can be calculated by Eqs.(C2) and (C7).

Appendix D System performance analysis

In order to analyze the performance of the QSDC system with GKP-LDPC codes, we need to build the simulation system

to obtain the relevant parameters. It is the channel model as well as the decoding algorithm that needs attention. The

parameters of the Gaussian thermal loss channel in our QSDC protocol cannot be directly converted to the probability of

occurrence of the logical error in the GKP states, so a connection between the two needs to be established for determining

the analog information provided by the GKP states. In addition, the syndrome information obtained after the measurements

of the stabilizers is employed to determine the GKP states that might be in fault, and we use a syndrome-based iterative

decoding algorithm to achieve a better decoding performance. Finally, the relevant communication parameters obtained

through Monte Carlo simulations are substituted into the equation of the secrecy capacity to access the system performance

of QSDC assisted by different GKP-QLDP codes.

Appendix D.1 Noise model

In CV quantum regimes, the noise is generally of two categories, namely, losses and thermal noises. As a result, three

common channel models are derived as well, the pure-loss channel, Gaussian random displacement channel and Gaussian

thermal loss channel [27], where the last one is a combination of the first two channels.

The Gaussian thermal loss channel is defined as

N [T, n̄th] (ρ̂1) = Tr2
[
B̂ (T ) (ρ̂1 ⊗ ρ̂n̄th ) B̂

† (T )
]
, (D1)

where B̂ (T ) denotes a beam splitter unit with the transmittance T ∈ [0, 1]. ρ̂n̄th denotes the thermal state with an average

photon number n̄th, from which the noise variance is expressed as v = 2n̄th + 1 [28]. Also, Tr2 indicates the partial trace

of the mode.

The quantum-limited amplification channel is denoted as

A [G] (ρ̂1) = Tr2
[
Ŝ2 (G)

(
ρ̂1 ⊗ |0⟩ ⟨0|2

)
Ŝ†
2 (G)

]
, (D2)
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Figure D1 The update process of syndrome-based iterative message passing decoder in the Tanner graph. The decoding process

involves the check node update Ψ and the variable node update Φ, shown as the orange connecting lines and the blue connecting

lines, both avoiding messages from the target node. Unlike the traditional syndrome-based decoder, the log-likelihood ratio λi

of each variable node is initialized through the error likelihood provided by the corresponding GKP state. In each iteration, the

update Ψ and update Φ are performed sequentially, followed by the decision update Φ̂. Up to the maximum number of iterations

lmax, the termination condition of the iterative decoder is that the syndrome ŝ(l) obtained from the estimated error ê(l) matches

the measured syndrome s.

where Ŝ2 (G) represents the two-mode squeezed unit with a gain G and |0⟩ indicates the vacuum state. The Gaussian

random displacement channel is represented as

N
[
σ2

]
(ρ̂) =

1

πσ2

∫
d2αe

− |α|2

σ2 D̂ (α) ρ̂D̂† (α), (D3)

where D̂ (·) indicates the displacement operator and σ2 represents the variance of random displacements.

The Gaussian thermal loss channel can be transformed into the Gaussian random displacement channel through a

quantum-limited amplifier, denoted as

A [1/η] · N [T, n̄th] = NB2

[
σ2
η,n̄th

]
, (D4)

where the variance of the Gaussian noise is

σ2
η,n̄th

=

(
1− T

T

)
(2n̄th + 2) =

(
1− T

T

)
(v + 1) . (D5)

The variance of thermal noises can be converted to the excess noise ε through the relationships of both [29], to obtain the

variance 2 (1− T )/T + ε.

Due to the conversion nature between the channels, it is sufficient to analyze the noises generated by the Gaussian

random displacement channel. The essence of this channel is to append Gaussian noises with the variance σ2 to the two

components of the boson state via the displacement operator. Based on stabilizer measurements, the syndrome information

{q0, p0} provided by the GKP state can be gotten. Taking the output q0 as an illustration, the probability of occurrence of

the logical error with a standard deviation of noises σ is [1]:

P (σ)q0 =

∑
n∈Z

exp
[
−
(
q0 − (2n+ 1)

√
π
)2

/2σ2
]

∑
n∈Z

exp
[
−
(
q0 − n

√
π
)2

/2σ2
] . (D6)

At a constant standard deviation, the probability of error will reach a maximum value 0.5 as the syndrome converge to the

boundaries, i.e., its absolute value converges to
√
π/2. The status of errors introduced after GKP correction can be verified

by post selection techniques. In addition, this analog information that the GKP code can provide to the external cascaded

DV codes promotes the error correction performance of the external decoding.

Appendix D.2 Syndrome-based iterative decoding

In classical error correction codes, the decoding process is to infer the maximum possible transmit vector based on the

receive vector under the establishment of channel characteristics. Relatively, in the protection of quantum information,

QEC requires the utilization of ancillary quantum states to accomplish the measurement of stabilizers and to estimate

the most likely errors based on the results. In quantum CSS codes, quantum states are perturbed by the noise [eX , eZ ]

after passing through a channel, and the measurement of stabilizers implies verifying the error and obtaining the syndrome
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information, denoted sX = HXeTZ and sZ = HZeTX , via each row in the parity-check matrices HX and HZ . The mission of

the decoder is to find a suitable error to match the syndrome information and use the appropriate quantum gate to correct

it according to this estimated error.

In terms of decoding, QLDPC codes have the advantage of the existence of iterative decoding algorithms with low

complexity to achieve highly accurate error estimation. The message passing iterative decoder can be graphically expressed

based on a sparse bipartite graph [30], called Tanner graph, of the parity-check matrix. Since X-type and Z-type errors

are independent of each other in the considered channel model, H, s, and e correspond to the parity-check matrix, the

measured syndrome, and the error vector, respectively, for the convenience of explaining the process of iterative decoding.

The Tanner graph for the syndrome-based iterative message passing is shown in Figure D1. The error experienced

during transmission is represented as a binary vector e = (e1, · · · , en), and then the measurements yield a syndrome

s = (s1, · · · , sn−k). The target of the decoder is to compute the posterior probability at each iteration, i.e., to estimate the

probability of an error or no error based on the measured syndromes P (ei |s )i={1,··· ,n}. The computation of this probability

relies on the initialization of the message, which is subsequently updated at the node and then propagated in the Tanner

graph.

In the decoding process without GKP analog information, each qubit is assigned the same initial value based on the

channel characteristics, i.e., the ensemble of probabilities that ei = 0 or ei = 1, denoted by the log-likelihood ratio (LLR)

as λi = ln (P (ei = 0)/P (ei = 1)). In general, the initialization process sets these LLRs to small positive values to favor

error-free modes, thus promoting decoder performance. In concatenated GKP-QLDPC codes, the stabilizer measurements

of the GKP states provide analog information, so the LLR of each bit is unique. The analog information provided by the

GKP state is q0, then its LLR is expressed as:

λi = ln

∑
n∈Z exp

[
−
(
q0 − 2n

√
π
)2

/
(
2σ2

) ]
∑

n∈Z exp
[
−
(
q0 − (2n+ 1)

√
π
)2

/(2σ2)
] . (D7)

There are two types of update functions in the iterative decoder, the variable node update (VNU) function and the check

node update (CNU) function. The decoder passes the message through the edges of the Tanner graph, and the passing of

extrinsic message from node x to node y in the k-th iteration is denoted as M
(k)
x→y . All the neighboring nodes of a node

x are denoted as Nx, while Nx/{y} denotes all other neighboring nodes except the node y. To speed up the computation

of the decoding process, the belief propagation (BP) decoding based on the min-sum algorithm [31] is utilized. For every

variable node, the VNU function is denoted as:

Mvi→cj = Φ(λi,Mc→vi ) = λi +
∑

c∈Nvi
/{cj}

Mc→vi . (D8)

The VNU function is a summing operation that takes the messages from all neighboring nodes except node cj and passes

it to node cj , while taking into account the LLR of the node itself. The CNU function is expressed as:

Mcj→vi = Ψ
(
sj ,Mv→cj

)
= sgn (sj) ·

∏
v∈Ncj

/{vi}
sgn

(
Mv→cj

)
· min
v∈Ncj

/{vi}

∣∣Mv→cj

∣∣ , (D9)

where the sign function represents sgn (a) = 1 if a is greater than zero and otherwise sgn (a) = −1. The CNU function

depends on a continuous multiplication of the symbols obtained from all neighboring nodes except the node vi, while

considering the syndrome of the node itself, and passes the updated value to the node vi.

At the iteration l less than the maximum iteration lmax, each round of the decoding process performs the CNU

first, followed by the VNU, and obtains the possible errors for each variable node. Specifically, an error estimate ê
(l)
i =(

1− sgn
(
Φ̂
(
λi,M

(l)
c→vi

)))
/2 is formed using the sign-based decision update function. The decoded output of the round is

ê(l) =
(
ê
(l)
1 , · · · , ê(l)n

)
, which is used to verify the match with each row of the parity-check matrix, i.e., whether the virtual

syndrome ŝ(l) = ê(l) ·HT formed by the estimated error is the same as the measured one. If they are identical, the decoding

is successful. Otherwise, the decoding will continue until it is terminated at the maximum iteration lmax.

Appendix D.3 System simulation

According to the equations for the secrecy capacity in Sec. Appendix C, it is readily known that the parameters that govern

system performances are ex after the forward transmission and ez after the two-way transmission. Due to the presence of

QEC, it is necessary to focus on the residual errors after two levels of error correction, GKP and QLDPC codes. Considering

the symmetry between the logical X operator and the logical Z operator, the probability of the residual error is the same

for both and is assumed to be Pres. This residual error channel can follow the form of a depolarization channel expressed as

D (ρ) = Pres (1− Pres) (XρX + ZρZ) + (1− Pres)
2ρ+ P 2

resY ρY, (D10)

where ρ represents the quantum state of the channel input [1]. The error rate of the quantum state in the X- and Z- basis

after traveling through this channel is obtained, denoted as ex = ez = Pres. Therefore, the secrecy capacity can be measured

via the probability of residual errors Pres.
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Figure D2 The logical error rate graph under different conditions. The blue and orange data points indicate the use of only single

qubits and GKP states, respectively. The yellow and green data points correspond to the [[7, 1, 3]] Steane code and [[544, 80, 12]]

LP-QLDPC code, respectively, which have a close code rate. The intersection point of two curves indicates an error threshold. At

σ less than the error threshold, the long code obtains a lower logical error rate compared to the short code. This advantage of the

long code becomes a drawback after σ is greater than the error threshold.
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Figure D3 Eavesdropping percentage as a function of standard deviation at different codes. The orange data points indicate

that only GKP error correction is utilized without the outer layer code. The yellow and green data points indicate that the [[7, 1, 3]]

Steane code and [[544, 80, 12]] code are served as the outer layer of the GKP code, respectively.

Due to technological limitations, the probability Pres is acquired by means of the numerical Monte Carlo simulation.

Meanwhile, the focus of this article is on the achievable performance of communication systems aided by quantum CSS

codes, so the assumptions of ideal GKP states and perfect operators are employed throughout the analysis. There are two

quantum codes chosen as external codes for the system. One is the [[7, 1, 3]] Steane code [32], which is expanded from the

classical [7, 4, 3] Hamming code. The other is the [[544, 80, 12]] lifted product (LP) QLDPC code [33,34], which belongs to the

quasi-cyclic (QC) QLDPC codes. Long codes provide better error-correction performance as they have larger d compared

to short codes. Our aim is to quantify the degree of improvement in system performance.

To compare the performance of the above two codes with the assistance of GKP codes, the logical error rate is plotted

as a function of the standard deviation σ of the Gaussian random displacement noise in Figure D2. In particular, the

standard deviation can be conveniently converted to the transmittance and excess noise through the relationship σ =√
2 (1− T )/T + ε. For an [[n, k, d]] quantum code, a logical error refers to the fact that one of the n physical qubits is

different from the original state after passing through the channel. In our simulations, the decoder utilizes the syndrome-

based min-sum algorithm and the sequential update schedule, with the maximum number of iterations lmax = 100. The

close code rate of the two codes indicates that the proportion of errors generated is similar for the code length under the

same noise variance σ2. The intersection of the two curves represents an error threshold that reflects the transition from

error suppression to error enhancement. Below the threshold, the effect of the long code on reducing the logical error rate

is remarkable. On the contrary, the short code shows a lower logical error rate compared to the long code.

This threshold illustrates that neither an increase in code length nor an increase in the number of iterations improves

the logical error rate as the channel noise exceeds a certain value. In other words, while the error rate of physical qubits

is less than the error threshold, the logical error rate can be infinitely low as the code length increases, which is also one

of the thresholds for fault-tolerant quantum computation. For a given family or similar code rate of QLDPC codes, there

exists a theoretical threshold to limit the probability of successful decoding [35], which also reflects the upper bound of error

correction capability. To get the threshold of QEC codes, some statistical mechanical models have been used to make indirect

estimations [36]. Without taking into account the specific hardware architecture as well as the actual implementation of

quantum gates, the error threshold depends mainly on the algorithm used for syndrome-based decoding. Consequently, the
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Figure D4 Secrecy capacity as a function of standard deviation at different codes. The orange data points indicate that only

GKP error correction is utilized without the outer layer code. The yellow and green data points indicate that the [[7, 1, 3]] Steane

code and [[544, 80, 12]] code are served as the outer layer of the GKP code, respectively. The intersection point of these two curves

represents an error threshold.

appropriate adjustment and improvement of the decoding algorithm is favorable to increase error threshold [37]. Besides,

it is possible to design QLDPC codes with high thresholds by analyzing the factors of non-convergence of decoding.

In addition, in order to demonstrate the effect of the second level QEC, the secrecy capacity with only GKP error

correction is analyzed by numerical evaluation. For ideal GKP states, the probability of X logical error and Z logical error

after error correction is equivalent [1], is given by

Perr (σ) =
1

√
2πσ

∫
|x|>

√
π
2

dx exp

(
−

x2

2σ2

)
= erfc

(√
π

8σ2

)
, (D11)

where the error function is erfc (z) = 2√
π

∫∞
z e−t2dt. Large random displacements on quadrature components that lie in

even multiples of the interval
[
−
√
π/2,

√
π/2

)
can be corrected, but the probability of this component is negligibly small

given the range of σ. Here, the considered range of the noise variance is shown on the horizontal axis. The orange data

points respond to the error correction capability of the GKP code, while the degree of decrease in the logical error rate

of the yellow and green data points reflects the error correction capability of the respective quantum codes. Obviously, a

cascade of GKP codes and QLDPC codes yields a better error correction capability. Notably, the green data points are

above the orange data points at larger variances, which indicates that the second level of error correction produces negative

gains. Moreover, the blue data points indicate the logical error rate of single qubits at different standard deviations of

noises [1], and have a higher logical error rate compared to orange data points. The reason is the robustness of GKP states

to the noise compared to single qubits.

After mastering the performance of the two codes, the channel parameter ex for evaluating the eavesdropping capacity

are derived through the simulation approach. The eavesdropping percentage, which represents the ratio of the estimated

and maximum eavesdropping channel capacity, is used to demonstrate the extent of eavesdropping, as shown in Figure

D3. The yellow data points and the green data points are almost always below the orange data points, indicating that

the employment of QLDPC codes effectively suppresses the eavesdropper’s abilities. Green data points have a very low

eavesdropping percentage compared to yellow data points over most of the noise range, indicating that eavesdroppers have

little access to valid information. Therefore, long codes are essential for building a secure quantum channel.

In our protocol, ex = Perr, while the value ez requires further estimation due to the influence of noises in the forward

and backward channels. With the two channels independent of each other, the total probability of logical errors can be

obtained from the accumulation of two errors. The secrecy capacity with only GKP error correction is shown as orange

data points in Figure D4. Due to the robustness of GKP states for noise-induced random displacements in the interval[
−
√
π/2,

√
π/2

)
, the secrecy capacity decreases smoothly with the standard deviation. As the standard deviation increases

further, the secrecy capacity rapidly decreases.

In the cascaded GKP-QLDPC structure, the processes of encoding and decoding of the two codes are simulated to get

the probability of remaining logical errors. The performance of [[7, 1, 3]] Steane code and [[544, 80, 12]] LP-QLDPC code in

the QSDC system is presented as the yellow and green data points. Compared to the orange data points, the extra outer

code is significant for maintaining a high level of secrecy capacity, so the transmission distance increases slightly as well.

The long code has an advantage over the short code in maintaining high secrecy capacity. However, due to the presence

of an error threshold, the advantage of the long code in secrecy capacity converts into a disadvantage as the noise variance

increases and shows a higher logical error rate. Nevertheless, the high fidelity provided by the long code in the corresponding

standard deviation below the threshold is indispensable for the protocols with highly reliable communication requirements.

As for potential experimental realizations, the possibilities and challenges of our scheme naturally depend on its physical

realization. To accommodate multiple error corrections, a possible implementation is to accomplish the preparation of

auxiliary GKP states and quantum gate operations via the CV quantum memory. Although high-quality GKP states have

been realized in ion trap and superconducting circuit platforms, there are barriers to efficient transduction between optical

field and these regions. Owing to the recent experimental realization of optical GKP states [38], all-optical implementation is
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an alternative option that can avoid the requirement of quantum memory. Such an implementation performs QEC through

the measurement-based approach, which is usually easier than the quantum circuit model based on the quantum gate in

the optical setup. To facilitate the practicability, the designed quantum circuits based on the quantum gate need to be

mapped into the form of cluster state representations [39] for the adaptation of all-optical implementations. Furthermore,

many non-ideal factors, such as GKP states with finite squeezing, lossy linear optical transformations, and noisy heterodyne

detectors, can be taken into account in the simulation analysis process. In this optical architecture, the weight optimization

of QLDPC codes to improve the noise tolerance performance also deserves further exploration. Finally, the extension of our

scheme to all-optical repeater structures will be an attractive research direction.
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