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Deep neural networks (DNNs) have been widely deployed in prac-
tical applications. To lower the usage barrier and free users
from heavy computing and data demands, service providers train
DNNSs on private datasets and offer machine learning as a service
(MLaasS) via cloud APIs in a pay-per-query manner. The query-
response mechanism fundamental to MLaaS inadvertently allows
an adversary to perform a model extraction attack by issuing care-
fully crafted queries to systematically probe the victim’s response
behaviors and replicate its functionality in a clone model. Be-
yond a direct infringement of intellectual property, such a clone
model can further facilitate downstream attacks against the vic-
tim model, such as adversarial attacks [1], thereby undermining
model integrity. In this work, we focus on data-free model extrac-
tion (DFME) [2], where the adversary conducts an attack without
relying on any accessible data from the victim’s training distri-
bution, and instead synthesizes queries and trains the clone using
the victim’s feedback. Under limited query budgets and restricted
feedback such as hard-label responses, accurate and query-efficient
model extraction is crucial for both risk assessment and the devel-
opment of effective countermeasures.

DFME typically adopts a cooperative optimization paradigm
between a generator and the clone model: the generator is opti-
mized to synthesize informative queries that maximize the learn-
ing utility of each victim interaction, while the clone is trained
to mimic the victim’s feedback on the synthesized queries. To
improve query efficiency, representative approaches such as Dis-
GUIDE and DS [3,4] introduce two simultaneously learned clones
and incorporate their inter-clone disagreement into the genera-
tor’s optimization as an internal signal to steer query synthesis:
disagreement on the same input indicates that at least one clone
deviates from the victim’s behavior, making such inputs more in-
formative for accelerating imitation. Nevertheless, this strategy
essentially performs a posteriori passive difference measurement
at the output level and underutilizes the white-box advantages in
DFME, where clone models are fully accessible to the adversary.
In particular, relying solely on decision-space feedback can provide
weak guidance when the victim returns restricted feedback such
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as hard-label responses. Some studies have shown that internal
feature characteristics can affect model behavior [5]. These obser-
vations motivate us to ask: how can we leverage the white-box in-
ternal information of the clone model to construct a self-enhancing
signal that guides query synthesis more effectively?

To answer this, we propose feature divergence-directed data-
free model extraction (FDDME). FDDME builds a dynamic
shadow model architecture by deriving two variant models from a
single base architecture. It actively constructs model representa-
tion differences in the feature space and embeds them as a prior to
encourage inconsistent decisions between the variants. Specifically,
two variants are used to form differentiated feature patterns for the
same batch of synthetic images, yielding a dual-difference coupling
with output-layer disagreement to guide query synthesis, providing
additional optimization incentives for the generator. We measure
batch-level feature divergence with maximum mean discrepancy
(MMD), a kernel-based distributional metric that captures dis-
crepancies between the variants’ same-layer feature distributions,
and promote class balance via the variants’ consensus entropy. The
two variants are integrated via soft voting to form the final clone.
Since synthesized queries are inexhaustible and nonrepetitive, we
maintain a replay pool to intermittently revisit past queries and
mitigate catastrophic forgetting. Complementarily, we propose a
robustness reinforcement mechanism that leverages the extracted
clone model and generator to improve the victim’s adversarial ro-
bustness under black-box and data-privacy constraints.

Methodology. We use V' to represent the victim model. A gener-
ator G(+;0¢), and two variants C (-;61) and C2(+; 02) are obtained
by separate random initialization from a single base architecture,
where C¢(x) denotes the logits output of variant ¢ € {1,2}. Given
z ~ N(0,1;), the generator produces a query x = G(z). For a
mini-batch {xi}lN:Bl, define the predicted probability of variant
con x; as A = (softmax(Cc(xi)))k for k € {0,..., K —1}.
We encourage class balance using the variants’ consensus entropy
Lgin = — 25;01 wy, log wy, where K is the number of classes and
wy = % ZlN*l %23:1 Acik. We further promote decision dis-
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(Color online) (a) The method pipeline involves three sequential steps in each iteration. Step 1: Optimize generator G by calculating

the loss between Variant 1 and Variant 2. Step 2: Optimize variant models via imitation learning. Step 3: Update variant models using past
data sampled from the replay data pool. The process ends when the query budget reaches the upper limit. We show quantitative comparisons

on CIFAR-10 (b) and CIFAR-100 (c) when the victim model only returns hard labels. Each entry is reported as
Best results are in bold.

ratio (X)”, where the ratio is computed as Acccione/ACCyictim-

S('?
exploit internal representations, let hgl) and hg) be same-depth
features of the i-th synthetic image from C7 and Ca, respectively.
We maximize feature-space discrepancy via the Gaussian-kernel
MMD-based feature divergence loss:

-) denotes the standard deviation across the two variants. To
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where N is the batch size and k(-,-) denotes the Gaussian kernel.
The generator is optimized by Lg = BLrpp — ALy + Lais-

The variants imitate V' on synthesized queries by querying
y = V(x) and minimizing Limitate(Cj(x),y) for j € {1,2}: with
probability feedback, we use ||C;(x) — Oy (x)|]1, where £y (x) de-
notes estimated victim logits inferred from the returned softmax
probabilities; with one-hot feedback, we use CE(C;(x),y), where
CE(+,-) is the cross-entropy. To mitigate catastrophic forget-
ting under streaming synthetic data, we maintain a replay pool
R (FIFO queue) that stores queried pairs (x,y) and intermit-
tently updates C7,C2 on mini-batches sampled from R. The final
clone uses soft voting p(x) = % Zi:l softmax(Ce(x)) and predicts
arg maxy, px (x). The overall procedure follows Figure 1(a).

For robustness reinforcement, we construct a synthetic adver-
sarial set Dgye using the trained G and clone: sample x' = G(z),
set pseudo-label y’ = arg maxy px(x’) (optionally keep only sam-
ples with ¢’ = maxy, px(x’) > 7), and generate x’ + § by a white-
box attack on the clone with ||§]| < e. The victim owner then
fine-tunes V' on private data D, and Dgye by optimizing

rglin (E(x,y)NDy [L(OV » X, Y)]
\%

(2)
7 E(xlvyl)Nune [Hl?l?’?e L(9V7X + 6 Yy )])

where « controls the robustness term and € bounds the perturba-
tion. Details and settings are in Appendixes C and D.
Ezperiments. Figures 1(b) and (c) summarize CIFAR-10/100
comparisons with representative baselines. Our method achieves
the strongest cloning accuracy and improves query efficiency: on
CIFAR-10, it reaches DisGUIDE’s final accuracy with 18.80%
fewer queries (6.50M vs. 8M) and attains 89.92 + 0.20 final accu-
racy; on CIFAR-100, it requires 12.00% fewer queries (8.80M vs.
10M) and achieves 61.66 £ 1.72 final accuracy. Adding decision

“clone accuracy (%)/accuracy

disagreement on top of feature divergence (FDDME_L ;¢ vs. FD-
DME) further improves performance, confirming their complemen-
tarity. Comprehensive experiments, including in-depth mechanism
analysis, attack-defense evaluation, and robustness reinforcement
studies, are provided in Appendix D.

Conclusion and discussion. Our method advances practical risk
assessment for MLaaS by showing that accurate, query-efficient ex-
traction remains feasible under limited feedback and budgets, and
by turning the extracted surrogate into a data-private robustness
reinforcement tool for deployed models. More broadly, it high-
lights a general principle: leveraging white-box signals from evolv-
ing surrogates to synthesize higher-information queries. This idea
is promising for large visual models, where queries are expensive:
one can parameterize the query generator with a generative prior
and drive search using surrogate-side representation divergence to-
gether with output disagreement on embedding/similarity scores,
thereby improving accuracy per query under API constraints.
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