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Abstract This paper investigates the covert transmission from multiple ground nodes to a full-duplex unmanned aerial vehicle (UAV)
under the surveillance of three types of wardens. The transmit nodes constitute a distributed antenna system to form sharp and flexible
beams. The UAV receiver generates jamming signals while receiving to confuse the wardens. The wardens are classified as ground wardens,
near UAV wardens, and far UAV wardens based on their positions; different channel models and covert communication strategies apply to
different warden types. Analytical expressions are derived to evaluate the wardens’ detection performance. Furthermore, the benefits of
increasing the number of collaborative transmit nodes are revealed via asymptotic analyses. The collaborative transmit nodes’ transmit
powers, phases, and the receiver’s jamming power are jointly optimized to minimize the receiver’s outage probability while satisfying
the covertness constraints for all the wardens. The formulated optimization problem is subtly decomposed by using the monotonicity
properties of the Marcum Q function and is tackled by alternating optimization, with one subproblem having a closed-form optimal
solution and the other solved with the semidefinite relaxation method. Numerical results show significant performance gains of the
proposed algorithm over the existing strategy.
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1 Introduction

Distributed antenna systems (DASs) have recently gained prominence due to their inherent advantages [1], such
as no single point of failure, on-demand deployment, high scalability, and ability extension of hardware/resource-
limited nodes. Civil [2,3] and military [4,5] prototypes have been reported. A typical civil application of DASs
is wireless sensor networks, where the main benefits of DASs are increased sensor node life time and extended
communication range [1]. A typical military application of DASs is long-range communications at the squad level,
where the main benefits of DASs are reduced size, weight and power and the elimination of single points of failure [4].

In many practical scenarios, wireless transmission must be stealthy. Typical examples include hiding nodes in
military applications and hiding secret activities under surveillance. To these ends, covert communication has gained
considerable research interest [6]. In the typical model of covert communication, transmitter Alice aims to transmit
information to receiver Bob without being discovered by warden Willie, in the sense of a high probability of error for
Willie’s detector. The existence and variations of background noise and interference play an important role; they
make Willie uncertain about whether his observations contain target communication signals. The most basic and
inherent uncertainty stems from the variations in the instantaneous value of the noise at Willie [7]. Furthermore,
Willie’s uncertainty about noise variance [8], transmission time [9], interference power [10], etc., can be exploited
to enhance the covert data rate.

Another effective way to enhance the covert data rate is to equip the transmit node with multiple antennas.
Specifically, by using the beamforming techniques, the signals from different transmit antennas can be constructively
superimposed at Bob, whereas the signals arriving at Willie are generally randomly superimposed or even can be
destructively superimposed in particular scenarios. In this field, the authors in [11] investigated the beamforming
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Table 1 Comparisons of the research on covert DASs.

. . . Source of wardens’ . . .
Ref. Scenario Channel model Beamforming strategy ource © W,dr ens Main contributions
uncertainty

Comparisons of

[16] 2D Rayleigh EGT Friendly jammers DASs and CASs

[17] 2D LoS EGT Noise Analyses O.f .
performance limit

[18] 2D LoS Phase align and Friendly jammers Deployment of jammers

power optimization and transmitters

Three models for Joint optimization of
three types of wardens phase and power

Performance analyses and

This work 3b beamforming designs

Full-duplex receiver

designs for three scenarios in terms of the channel state information (CSI) available at Alice, wherein the received
signal-to-noise ratio was maximized under the covertness constraint. It was revealed that the transmit power is not
constrained when full CST of Willie is available, and the maximum ratio transmission (MRT) strategy is optimal in
Rayleigh fading channels when Alice only knows Willie’s statistical CSI. The work in [12,13] further incorporated the
full-duplex technique, where Bob generates interference while receiving to create interference uncertainty at Willie.
The data beamformer and the interference beamformer were jointly optimized. The authors in [14] investigated
the employment of the frequency diverse array to generate a distance-and-angle-dependent beampattern for covert
transmission. Very recently, the authors in [15] incorporated the fluid antenna technique, where Alice adjusts the
positions of antennas to enhance covertness.

The aforementioned research is on centralized antenna systems (CASs). Although both CASs and DASs have
been substantially examined in terms of physical layer security [16], only a few studies have considered covert
DASs [16-18], which are summarized in Table 1. Specifically, the work in [16] showed that MRT-based CASs
outperform equal gain transmission (EGT)-based DASs in Rayleigh fading channels with randomly located wardens
and interferers. The authors in [17] proved that in line-of-sight (LoS) channels, if the number of collaborative
transmit nodes is large enough (of order of magnitude O (y/n)), the limit covert and reliable data rate can be
O (n) bits per n channel uses. The work in [18] studied the joint deployment of unmanned aerial vehicle (UAV)
transmitters and friendly UAV jammers for covert collaborative transmission.

Despite the pioneering contributions made by [16-18], the investigation of covert DASs is still nascent. As sum-
marized in Table 1, existing studies simply adopted the EGT beamforming strategy or merely optimized the power
allocation. Note that the performance of DASs considerably depends on the adopted beamforming strategy. Jointly
designing transmit power, phase shifts, and other key system parameters may fully exploit the potential of covert
DASs, which has not yet been investigated to the knowledge of the authors. In addition, as seen from Table 1,
existing studies merely considered a single type of channel model under two-dimensional (2D) scenarios. However,
in practical 3D scenarios, DASs may simultaneously face heterogeneous adversaries with diverse geographical rela-
tionships and channel characteristics. The performance analyses and parameter designs of covert DASs under such
unfriendly scenarios remain unsolved problems. To elucidate the aforementioned problems, this paper studies covert
DASs against three types of wardens, named ground Willie, near UAV Willie, and far UAV Willie. Theoretical
analyses are conducted to reveal the potential of the systems, and the key system parameters are jointly designed.
The main contributions are summarized as follows.

(1) For the covert collaborative transmission from multiple ground transmit nodes to a remote full-duplex UAV
receiver Bob, the diversity of warden types is considered in terms of the geographical relationships and channel
characteristics. Analytical expressions of the probabilities that wardens’ detection performance is worse than a
preset tolerance are derived to evaluate the covertness. Furthermore, the potential of collaborative beamforming for
covert communications is revealed. Specifically, on the basis of our constructed beamforming strategies, it is proven
that the outage probability and the covertness can be simultaneously improved to any desired level by increasing
the number of transmit nodes.

(2) The transmit power and phase shifts at the transmit nodes, as well as Bob’s interference power, are jointly
optimized to minimize the outage probability, on the premise of satisfying the covertness constraints for all three
types of wardens. The formulated nonconvex problem is solved by exploiting the monotonicity properties of the
Marcum Q function and by adopting the alternating optimization method. Particularly, the closed-form optimal
solution to the power optimization subproblem is obtained. Simulation results validate the theoretical results and
demonstrate the superior performance of the proposed algorithm over the benchmarks.

The main symbols and notations used in this paper are listed in Appendix G.
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Figure 1 (Color online) Illustration of the considered covert DASs.

2 System model

As shown in Figure 1, in the considered system model, in order to covertly transmit information to a distant UAV
(Bob) under the surveillance of three types of wardens, namely ground Willie, near UAV Willie, and far UAV Willie,
N, single-antenna ground transmit nodes collaboratively form the beam. For conciseness, we refer to the whole of
the transmit nodes as Alice. Each ground Willie is located on the ground, and is equipped with an omnidirectional
antenna so as to detect the communication behaviors around him. Similarly, each near UAV Willie is assumed to
hover around Alice’s area and is equipped with an omnidirectional antenna for detection. In contrast, the distances
from Alice to Bob/far UAV Willies are assumed to be much larger than the distances between different transmit
nodes, which means that Bob and far UAV Willies are in the far field of the array formed by the transmit nodes.
To create interference uncertainty at the wardens, Bob uses an antenna to generate interference and meanwhile
uses another antenna for reception [12,13]. From a conservative perspective, each far UAV Willie is assumed to be
equipped with a directional antenna, whose main lobe covers Alice’s area. For tractability, it is assumed that the
wardens are non-colluding and all the nodes are static during one transmission [16].

Quasi-static flat fading is assumed for all the channels. Specifically, the ground-to-ground channels are assumed
to follow the Rayleigh fading. The air-to-air channels are considered pure LoS channels. The ground-to-air channels
are modeled by the Rician fading [19,20], with different path loss exponents « (0) and different Rician K-factors
K (©) for different elevation angles © [21]. Perfect synchronization is assumed among the transmit nodes [16,17],
which can be done by cables [16] or by existing wireless synchronization techniques® [1]. As a result, Bob’s received

signals can be written as

b (1) = ———hTwa (n) +my (). (1)

Herein, x (n) ~ CN (0,1) denotes the normalized base-band symbol, where n = 1,2,..., N is the index of channel
uses. We focus on the scenarios where the number of channel uses in one transmission N is sufficiently large [16-18].
ny(n) ~ CN (0, Pyp+ U%) denotes the combination of residual loop interference and noise, with P, being Bob’s
interference power and 0 < p < 1 being the self-interference coefficient [22,23]. Both Alice and Willie are uninformed
about the specific value of P,, which is fixed during one transmission but is randomly chosen from the uniform
distribution U (0, Pyax) to confuse Willie [10]. d, and ©,, represent the distance and the elevation angle from Alice’s

1) The covertness of the wireless synchronization process is an interesting research topic but does not fit the focus of this work. Note that
the distances between the transmit nodes are much shorter than that from Alice to Bob, which reduces the difficulty of covert synchronization.
In addition, Bob can broadcast training sequences periodically to help with synchronization.
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geometric center to Bob, respectively. The large-scale path losses from all the transmit nodes to Bob are regarded

as equal [24], because Bob is in the far field of Alice. w £ [ Piet1 \/Pyet®2, ..., w/PNae“"Na]T denotes the
transmission weights of Alice, where P; and ¢; are the transmit power and the phase shift of the i-th transmit node

(i=1,2,...,N,), respectively. The normalized channel coefficients from Alice to Bob h; € CNa*! are modeled as
K (@b) — 1 N

hy = | ==V hy 4 | =y, 2

PTNEOG) 1 T\ K@) +1 @)

The first and the second terms of the right-hide side (RHS) of (2) are the LoS and the non-LoS components,
respectively, with hy following CN (0, Iy,). Without loss of generality, let Alice’s geometric center be the origin
of coordinates, as shown in Figure 1. Then, v is the phase shift due to the propagation from the origin to Bob,
which follows distribution U (0,27) [17]. Steering vector h; can be given by [25]

T
hy A eLZT”rl cos (0y) cos (¢b—¢1), eLQTT[’I‘Q cos (Oy) cos (¢b—¢2)7 o eLQTT[TNa cos (Oy) cos (¢b—¢NQ)} , (3)

where A\ denotes the wavelength, r; stands for the distance from the origin to the i-th transmit node, whereas ¢
and ¢; are the azimuth angles of Bob and the i-th transmit node, respectively.

Let the null hypothesis Hy represent that Alice keeps silence, and let the alternate hypothesis H; denote that Alice
transmits information. Conservatively, we follow the common assumption that Willies know the time framework of
the possible transmission [26]. The detection at ground Willies can be modeled as

B,
Ho : g5 (n) = Mmhq, gV (n) +ng; (n),
g b,j
P,
Hy iygj(n)= a(O hg,i e w (n) + Whg,bﬂ (n) +ngj(n), (4)
g 1,J 9:b,j

where j = 1,2,...,J, and J,; denote the index and the number of ground Willies, respectively. v (n) ~ CN (0,1)
and ng j(n) ~ CN (O,ow) are the normalized interference and the noise, respectively. dg;; and dgp ; are the
distances from the i-th transmit node and Bob to the j-th ground Willie, respectively. ©, ; is the elevation angle

from the j-th ground Willie to Bob. fyp,; = |/ e 2stret¥ari 4\ [oe by 5 and hy s j ~ CN (0,1) are the

normalized channel coefficients from Bob and the i-th transmit node to the j-th ground Willie, respectively, with
g p.; following U (0, 27) and hgy ; following CA (0, 1), as before.
Similarly, the detection of near UAV Willies is modeled as

Hy : Ye,j (TL) =

where j =1,2,...,J; and J. denote the index and the number of near UAV Willies, respectively. d.; ; and d¢p ;
are the distances from the i-th transmit node and Bob to the j-th near UAV Willie, respectively. ©.;; denotes
the elevation angle from the i-th transmit node to the j-th near UAV Willie. n.; (n) ~ CN (0,02) denotes the
noise. The ground-to-air channel coefficient from the i-th transmit node to the j-th near UAV Willie h. ; ; follows
the same model as hgyp j, whereas 1.5 j ~ U (0,27) is the phase shift due to the propagation from Bob to the j-th
near UAV Willie.

As the far UAV Willies are in the far field of Alice, the channels from Alice to the far UAV Willies are modeled
based on the steering vector. As a result, the detection of far UAV Willies can be modeled as

e"rriv (n) +ny; (n

Hy :ygj(n) = w
fb,J

Hi:ysj(n)= A hT wx (n) + /w
1 /da(of i) fd

”"“”v n) +ng;(n), (6)
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where j = 1,2,...,J¢ denotes the index of far UAV Willies. Herein, W; and wy represent the far UAV Willies’
antenna gain towards Alice and that towards Bob?), respectively. Without loss of generality, W and wy are assumed
as the same for different far UAV Willies for conciseness. dy; and O ; represent the distance and the elevation
angle from Alice’s geometric center to the j-th far UAV Willie, respectively. As before, dyy ; and ¢y ; ~ U (0, 271)
represent the distance from Bob to the j-th far UAV Willie and the corresponding phase shift, respectively, whereas
nyj (n) ~ CN (0,02) denotes the noise. Similar to hy, herein the normalized channel coefficients from Alice to the

j-th far UAV Willie hy ; are modeled as hy ; = %e“ﬁf@ hyj+, /mﬁﬁj. Herein, hy ; is the steering

vector and can also be written as (3), with Oy and ¢, replaced by O ; and the j-th far UAV Willie’s azimuth angle
¢7.;, respectively. 47 ; and hy; follow U (0,2m) and CN (0, I, ), respectively, as before.

Alice is assumed to know the instantaneous CSI of Alice-Bob channels [16], because Bob can periodically transmit
training sequences. However, Alice does not know the CSI of Alice-Willie channels, because the wardens can be
completely passive. Alternatively, it is assumed that Alice knows the positions of near UAV Willies and far UAV
Willies. This can be done completely passively based on visible light [27], infrared [28], acoustics [29], passive
radar [30], or communication/control signals [31]. In addition, additional cooperative nodes that do not need to
hide themselves can play the role of radar/reconnaissance to obtain and then broadcast the positions. Conservatively,
the number and the positions of ground Willies are considered unknown, due to the obstacles and/or camouflage.
Alternatively, the concept of protected zone [32] is adopted. Specifically, each transmit node knows a lower bound
of its minimum possible distance to the nearest ground Willie from it, denoted by dg;min (1 =1,2,..., Ny).

3 Performance analyses

In this section, Bob’s decoding performance and wardens’ detection performance are analyzed, based on which the
benefits of increasing the number of collaborative transmit nodes are analyzed.

3.1 Decoding performance at Bob
As per equation (1), the received signal-to-interference-plus-noise ratio (SINR) at Bob can be written as

[l

d?(gb) (Pop + 0?) '

(7)

Yo =

Define the outage probability at Bob as § £ Pr {”yb < 2ft 1}, where R denotes the transmit rate. Then, because
P, follows U (0, Ppax), with given hy, the outage probability can be given by

|y w]® 2 "
@ gn_y, b
d(hy) =ming 1, [1— =2 P , (8)

where [2] denotes max {, 0}.

3.2 Detection performance at the wardens

Wardens’ detection performance is evaluated based on the sum of false alarm probability Pra and miss detection
probability Pyp®. Let w € {g,c, f} represent the types of the wardens. Then, it follows from (4)-(6) that each
Willie’s reception can be uniformly expressed as

Ho : yw,j (n) =/ Poguw,jv (n) + 1y ; (n),
Hy i yw,j (n) = by jz (n) + / Pogu,jv (n) + 1,5 (), (9)

2) Because the far UAV Willies are in the far field, for each far UAV Willie, his antenna gains towards different transmit nodes are regarded
as the same. To ensure covertness, Alice only needs to know an upper bound of W and a lower bound of wy, which can be conservatively
determined (e.g., according to the antenna aperture and antenna pattern models based on public information, intelligence, or reconnaissance).

3) In general, the wardens do not know the prior probabilities of the hypotheses (i.e., Pr{Hp} and Pr{H:}). Because Pr{Hg} Ppa +
Pr{H1} Pup > min{Pr{Ho},Pr{H:1}} (Pra + Pup), regardless of the values of the prior probabilities, Willie’s detection performance can be
restricted by using Pra + Puvp as the metric [7,10].
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Herein, coefficients h,, ; and g, ; represent different expressions for different types of Willies. For example, for

113 A N P; LY; A . .
ground Willie, we have h,, ; = >°.7% th,je ®iand gy ; = j hg.p,j. From a conservative perspective,

ale A
g,%,3 d ( ngb,J
9,b,3

it is assumed that each Willie perfectly knows his noise variance, the distribution of P, coefficients h,, ; and g, j4).
Next, it follows from [10, Lemma 2] that the optimal detector at each Willie is a radiometer, which can be expressed
as

ot s ) 2 (10)
w,g -
N Dy

Herein, t,, ; stands for the threshold awaiting to be determined. Notations Dy and D; denote that Willie regards
Hy and H; as true, respectively. For conciseness, indices w and j are omitted in what follows.
Based on the central limit theorem [8], the sum of error probabilities of detector (10) is

0, Pylgf>+02 <t<|h>+Blgf° +02 2 E(Pyt),

1, otherwise.

Prp + Pup ~ { (11)

By taking Willie’s interference uncertainty (the randomness of P,) into account, Willie’s detection performance
should be evaluated by the expectation of £ (Py,t) with respect to P,, denoted by E {£ (P, t)}.

Lemma 1. When |A|> > Py |g|®, arbitrary value within {Pmax lg]> + 02, |h|* + Uﬁj} is Willie’s optimal threshold
t*. Otherwise, arbitrary value within ||h|* 4+ 02, Puax |9|> + 03,} is the optimal threshold. For both cases, Willie’s

optimal detection performance can be written as

9 +
€ Emin E{¢ (P, 1)} = |1- L] : (12)

Pmax |g|2

Proof. Please refer to Appendix A.

It follows from (12) that Alice cannot ensure perfect covertness (i.e., £* = 1) unless she keeps silence. Suppose
that Alice expects Willie’s detection performance satisfying £* > 1 — €, or equivalently |h|2 < €Prax | g|27 where
0 < e < 1 denotes the tolerance. Then, as h is unknown and random from Alice’s perspective, Alice cannot ensure
|h|? < €Paax |g|?, either. Therefore, we define covert probability

Peovert = Pr {|h|2 < €Phax |g|2} (13)

as the metric for evaluating Willie’s detection performance from Alice’s perspective.
Proposition 1. For the j-th ground Willie, the covert probability can be determined by

@
o™

e

Peovert =1 — K (Gg,b,j) eK(©Ogp,5)’

where we define 8 2 K (0,,;) K, 0 & =ty 4+ K, and K £ d*Os-v.3) (K (©gp,) +1).

b :
= 9,b,j
g,%,7

Proof. Please refer to Appendix B.

When the number of the transmit nodes is large enough, by utilizing the central limit theorem, it can be proven
that Eq. (14) serves as a well approximation for the scenarios in which the ground-to-ground channels follow other
distributions. This extends the applicability of the analyses and algorithm presented in what follows. Furthermore,
recall that the number and the positions of ground Willies are unknown from Alice and Bob’s perspective, which
means that Jy, dg;j, dgp;, and ©gp ; are unknown. As a result, Eq. (14) cannot be directly used for further
analyses and parameter optimization. To address this, it is noted that due to the path loss and obstacles, we only

4) For each of these involved parameters, Willie may suffer from different levels of uncertainty, depending on the specific application scenarios.
Thus, there are numerous specific situations to be discussed. Alternatively, it is assumed that Willie only suffers from the uncertainty about the
random jamming power. This assumption is conservative and is universally applicable from Alice’s perspective [33]. Specifically, because the
resultant covert communication performance serves as a lower bound of the performance when the wardens know less, the performance analyses
and optimization based on this assumption can ensure covertness for any scenarios where Willie suffers from more uncertainties.
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need to consider the ground Willies surrounding Alice, whose detection performance serves as an upper bound
of that of the ground Willies far away from Alice. As a result, the unknown parameters dyp ; and ©4 ; can be
approximated by d;, and Oy, respectively, since Bob is in the far field of Alice. On the other hand, it is noted
that Eq. (14) monotonically increases with dg; ;. Thus, we can replace dg; ; by dg i min to lower bound the covert
probability, with the help of the protected zone. As a result, for ground Willies, we have

’ ﬁ'
B2

I
Pcovert 2 1 K (@b) eK(@b) 9 (15)

where we define 5/ £ K (0,) K/, o £ ﬁ + K/, and K’ & d?(eb) (K (0p) +1).
T dOL

g,%,min

Proposition 2. For the j-th near UAV Willie, the accurate covert probability is

Peovery = /C“/ Jo (v/x) exp( )lHJO (Viv)

where we define V; £ \/ Ocig)  and 202 Na P . Furthermore, the covert
l \V/ oV K. 2 19009 (K(O101,5)+1)

iy ] [SX2V)

€Pmax

vdvdz, (16)

(>

probability can be well approximated by

EPmaX
Pcovert ~1 - exp | — 2 N, P; (17)
c,b,j £4i=1" (0., ;)
! dc,('f.)j )
Proof. Please refer to Appendix C.
Proposition 3. For the j-th far UAV Willie, the covert probability can be determined by
2| 2ePuax (K (O1,5) + 1) wyd} 07
Pcovcrt = 1 _Ql \/2K (@jj) f] w ( ( fJ) ) f , (18)
||wl| WjdbeHwH

m2+a2
2

where Q1 (a,b) = [, wexp (— )IO (az) dx is the Marcum Q function.

Proof. Please refer to Appendix D.

Remark 1. Different principles apply for the countermeasures against different types of wardens. Specifically, as
per [34], Q1 (a,b) monotonically increases with a for all @ > 0 and b > 0. In addition, it monotonically decreases
with b for all a,b > 0. Thus, it follows from (18) that Alice should reduce ’h}J \\z\\’ and ||w|| for confusing the
far UAV Willies, which means that she should construct null lobes towards far UAV Willies and reduce the total
transmit power. In comparison, for near UAV Willies, it follows from (17) that Alice should adjust each transmit
node’s transmit power according to their respective large-scale path losses from the near UAV Willies. For ground
Willies, it follows from (15) that Alice should adjust each transmit node’s transmit power according to the sizes of
their respective protected zones. In conclusion, it is not straightforward to conceive a single transmission strategy
under the hierarchical surveillance of the three types of wardens with multiple wardens of each type. In Section 4,
the joint optimization of key system parameters will be presented to solve this problem.

3.3 The benefits of increasing the number of collaborative transmit nodes

We firstly demonstrate the benefits of increasing N, in the absence of far UAV Willies, by focusing on the large-N,
region. For such, a specific collaborative beamforming strategy is constructed as

-  Pae ()",
/Pt = X 9 i i=1,2,...,N,. 19
Ne [l =

2O (Praptod) (27-1)+A
Cyc?
K(9)

Cye &, RCHES) ez x [(1 + K (0)) Iy (K(Gb)) + K (©p) I (@)} Based on this beamforming strategy,

. A . . L.
Herein, Py, = is a constant, where A > 0 can be an arbitrary positive constant, whereas
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it follows from (7) that Bob’s received SINR is given by

vy = ch <Zi_al |[hb]i|> ' (20)

dg(gb) (Pop +0?) Na

Note that |[hs];| independently and identically follows the Rice distribution for different i. Thus, as N, — oo, it
follows from the law of large numbers that

S0 [l o2

N, E{[[ho;|} = Coe- (21)

Combining the foregoing results, we can conclude that Bob’s decoding requirement ~;, > 27 — 1 is ensured in the
large- N, region.
Next, we turn to consider the covert performance. It follows from (19) that

o EPmax /
=pn 1 K =N

NZ 2ui=1 o0

g,%,min

€Pax min;—12, N, {d;,(i?r)nin}
) + IC/

P (22)

As N, — o0, it follows from (22) that ¢ — co. As a result, the RHS of (15) approaches one. Similarly, one can
readily show that the RHS of (17) approaches one as N, — oo by noting that

Na

N,
. Pz P c 1 P, c
> T ]\?2 2@ S . N (23)
i=1 i @ im1 ey Nemini—io,..N, {dc,i.,jc’m }

In conclusion, by adopting the collaborative beamforming strategy in (19) and by increasing N,, the covert
performance for ground Willies and near UAV Willies can be arbitrarily enhanced and meanwhile Bob’s decoding
threshold is satisfied.

Now we turn to the scenarios with far UAV Willies only, which is much more complicated due to the involvement
of the steering vectors. To obtain tractable results, hereafter and until the end of this section, it is additionally
assumed that the transmit nodes are located uniformly in a disc centered at the origin with radius R, whereas the
rest of the paper is applicable regardless of the specific distribution of the transmit nodes. Then, a collaborative
beamforming strategy is constructed as

P — *
YU (1\{ZHE—19) (b~ AE™g) ", 24

where we define A £ [ﬁ 1 hpo o hyy f], whereas constant Py > 0 will be elaborated in what follows. Herein,

matrix E € R77*7s and vector g € R77*! are defined, respectively, as

2 AOmon), MM n,
wmmé{rw*(’) nrr 25
gl 2 1 (). (26)

where o, ,, and o, are defined as

Qo = @\/(cos (Ofn)cos(Pfn)—cos (O ) cos (¢f,m))2 +(cos (Oy,,) sin (¢ r,n)—cos (O, ) sin (qﬁf’m)){ (27)

21R : :
am = T\/(COS (O) cos (¢p) — c08 (O f.m) €08 (D f.m))” + (cos (Op) sin (¢p) — c0s (O f,pm) sin (¢ 5.m))° (28)
Next, by generalizing the derivations in [24] from 2D scenarios to 3D scenarios, one can show that
. T 2 pl T 2 .
Jim R w] 2 E{ BT w0l = Prj =120y, (29)
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: 7T, |2 Pl T, |2 T -1
Jim |hyw|” = B hyw|p = NoPy (1-g"E™g), (30)
@ —>00

. 2 pl 2| _
JimJlwl* 2 B {Jlwl} = Py (31)

As a result, for the far UAV Willies, it follows from (18) that

26 Prnax (K (©45) + 1) wpd 1)

J . (32)
Wyd3, Py

lim  Peovert le 1- Ql 2K (@j’_’j),

Ng,—o0

Since limp—, o0 @Q1(a,b) = 0 for a > 0, it follows from (32) that, in the large-N, region, based on the constructed
collaborative beamforming strategy (24), the covert probability can be arbitrarily close to one by adopting a small
enough Py, whereas IV, has no impacts on the covert probability.

Next, we consider Bob’s outage probability. Since Py, < Pypax, we have

[

0 <Pr
{ di' ) (Paxp + 07)

<2R—1}é6

2 2(K(0)) + 1) dX ) (Paxp + 02) (28 — 1)

)

= w
hT
* ]l

=1-Q \/QK(Gb) ; (33)

2
||l

where the second step can be proven by following a similar derivation process as that in Appendix D. Then, it
follows from (30), (31), and (33) that

2 (K (0p) + 1) d2©) (Praxp + 02) (28 — 1)
Py

lim 021~ lim O \/2K(®b)Na(1—gTE—19),\/

Ng—00 Ng—o00

(34)

Note that herein gTE~'g is a constant determined by the azimuth angles and the elevation angles of far UAV
Willies and Bob, as per (25)—(28).

Thus, we can conclude that limy, o0 0 — O for arbitrarily given Py. Combining this conclusion with (32),
it is concluded that, in the large-N, region, based on the constructed collaborative beamforming strategy (24),
an arbitrarily given covert probability requirement against far UAV Willies can be satisfied and meanwhile Bob’s
decoding performance can be arbitrarily enhanced, by adopting a small enough P and then by increasing N,.

Until now, by focusing on the scenarios with only one or two warden types and by focusing on the large-N,
region, the benefits of increasing N, have been analyzed to demonstrate the potential of collaborative beamforming
for covert communications. In what follows, key system parameters are jointly designed, where all three warden
types are jointly considered and meanwhile the whole N, region is considered.

4 Parameter optimization against hierarchical surveillance

4.1 Problem formulation and conversion

This section aims to minimize Bob’s outage probability while satisfying the covert constraint P.oyert = 1 — x for
all the wardens, where 0 < y < 1 reflects the required level of covertness. To begin with, define PZ and Pmax as
the transmit power limits of the i-th transmit node and Bob, respectively. According to expressions (8), (15), and
propositions 2 and 3, the optimization problem is formulated as

w7
a2 (%0 (ar 4
PO: max L ( )
W, Pmax Proaxp
St (a')o Plg‘pzu :1727 '7Na7
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B B @)
(C) €Pmax / exp €Pmax / g XK (@b)
g S sm. 22— + K
=1 g (o) i=1 ja(0)
EPmax .
(d) exp d2 Na P <x,j=12,...,J
c,b,j i=1 d"‘(_@_c,i,j)
Cc,1,7
2| 2¢Pax (K (© )+1)w da(Of])
w max fJ f .

e) Q1 2K (Oy,; <x,ji=12,...,J¢. 35

<—K,(§b)71)(1;"(617)(1((@1,)“) N

€ 1=1

%, where
g.i,min

5 is the only solution to equation ze” = y K (@b) K(®) with respect to z. Note that x can be efficiently obtained
by using the bisection method and inequality z; < K (©p) definitely holds. Furthermore one can readily rewrite

=12, J.

To simplify P0, note that constraint (c) can be rewritten as Ppayx >

constraint (d) as Ppax = b (3 ) et Zz 1 a(O

c,i ])
Unfortunately, constraint (e) involves the Marcum Q function and thus is difficult to address. To address this, it
is noted that in constraint (e), optimization variable w appears in the forms of and |Jw|®>. Particularly,

IIwH le\
only appears in the first component of the Marcum Q function, whereas ||w|| as well as optimization variable Py ax
only appear in the second component. This motivates us to decompose optimization variable w into optimization

T 2 . . o
variables wy £ Tl WH £ [wg1,wd2, -, wan,] and Pa = ||w]||”, named collaborative beamforming direction and

total transmit power, respectively. Corresponding, we have w = /Piotaiwg and P; = Piotal |wd7i|2. Then, PO can
be rewritten as

|:Pcoca1|h;,rwd|2 _ 0_2:| *
)

d>(®) (gr

P1: max
W, Prmax, Protal Praxp

s.t. (a)O\Ptota1|de| Pi,i:1,2,...,Na,
(b) 0 < Pax < Prax,

o ) 0
(C) max = 4 total € L da(-0)~ ’
i=1 Yg,i,min
I (L)a2,; N 2
X c,0,7 |wd 1| .
(d) Pmax>Ptotal 6 Z a(@c1])7‘]_172’."7(]c’

1=1 Yeyi,j

}2 26 Prax (K (07)) + 1) wyd] "))

o 2K (O, }BT wq|
( ) Ql \/ ( fvj) ¥ d Wfdf_’byjptotal

(f) [[wall* = 1. (36)

Now, the two components of the Marcum Q function in constraint (e) do not involve the same optimization variables.
Specifically, wy only appears in the first component, whereas Py ax and Piota only appear in the second component.
This facilitates us to optimize wg and { Pyax, Protal } alternately, with the help of the monotonicity properties of the
Marcum Q function, which is elaborated in what follows.

4.2 Optimize {Pmax, Piotal} With given wgy

It is noted that the Marcum Q function Q1 (a,b) is strictly decreasing in b for all a,b > 0 [34]. As a result, with
given wyg, constraint (e) of P1 can be rewritten as

26 P (K (©15) + 1) wyd ")
Wfdﬁb)j Ptotal

>ap,j=1,2...,J;, (37)
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where '} ; is the only solution to equation

o (\/2K (©1.5)

with respect to z and can be determined efficiently by the bisection method. Furthermore, we define

iL}:jwd

" f) —x (38)

1) 42 N,
I ($)d2,; Ny,

A
MAXc—jzlrgfi{ . . 2 e [ (39)
1= C,1,]0
Wed2, % .
MAX; £ max AN Y NCIRE (40)
I=L2eds (26 (K (©4,5) + 1) wydy 777
K(©y) a(05) N,
. (M52 = 1) ) (K (©0) +1) Xy
MAX,, £ max { MAX,, MAX, 0 (41)
€ 103
i=1 Yg,i,min

Then, with given wy, constraints (b)—(e) of P1 can be combined as PotaiMAX,, < Ppax < Prax. As a result, the
subproblem of optimizing { Pmax, Piotal} can be written as

|:Pcoca1 |h’br'wd|2 _ 02:| *

a>(®v) (ar 1)

SubP1 :
h ngl,%:’)c{ocal Pmaxp
s.t. (a) 0 g Ptotal g MINPa
(b) PtotalMAXw g Pmax § Pmax; (42)

:;IQ Note that problem SubP1 definitely has feasible solution {Ppyax,

Ptotal} = {07 O}
Next, because the objective function of SubP1 is nonincreasing in Ppax, for arbitrarily given P;qta1, the optimal
Pmax is

P[;ax = PtotalMAXw' (43)
Inserting (43) into (42), we can arrive at
+
hde‘Q 02
SubP1(a) : max | b — b
( ) Protal pMAde?((—)b) (QR — 1) pMAXthotal
s.t. (a) 0 g Ptotal g MINPv

(b) PtotalMAXw g Pmax- (44)

Because the objective function of SubP1(a) is nondecreasing in Piotal, the optimal Pyt is

(45)

total — Pronax

. {MIN Py MINpMAX, < Pras,
MAX,,?

otherwise.

Remark 2. A larger signal power Py, enhances transmission reliability but requires a larger interference power
Ppax to ensure covertness, which in turn leads to larger self-interference at Bob. Thus, it is not straightforward
to know the optimal setup of Piotal. Eqs. (43) and (45) show that, for any given self-interference coefficient p and
beamforming direction wy, Piotal should be as large as possible, on the premise that P,y is set as the corresponding
minimum required value that satisfies the covert constraints.
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4.3 Optimize wg with given {Pmax, Protal }

It is noted that the Marcum Q function Q4 (a,b) is strictly increasing in a for all @ > 0 and b > 0 [34]. As a result,
_ 2
with given {Pmax, Piotal}, constraint (e) of P1 can be rewritten as ‘h?’jwd’ <a),7=1,2,...,Jf where z ; is

the only solution to equation

1ol i)
26 P (K (©1,7) + 1) wyd} 1
/2K (05 : X =
@ (©r4)2, W;d2, Protal X

£:b,j

with respect to x and can be determined efficiently by the bisection method. Furthermore, note that in P1, variable
wy appears in the form of either ’hde‘2, ||wal|?, or [wa,]?. This motivates us to use the semidefinite relaxation
(SDR) technique to solve the subproblem of optimizing wg. Specifically, we define W £ wqywl, H, £ (hbh?)T,

_ o T _ 2 B
and Hy ; £ (hf_,jh?j) . Then, we have |had|2 = wg (hbh?)T’wd = tr (H,W) and ‘hrfr)jwd’ = tr (H”W)

Also, we have |wd7i|2 £ [W], ;. As aresult, after relaxing the rank-one constraint, the subproblem can be formulated
as

SubP2 :m\%xtr (H,W)
st (a) 0 < Protal [W],; < Pri=1,2,... N,

(K;—C:)b) _ 1) dg’“(@)b) (K (©p) +1) Na W], .
(b) Pmax 2 Ptotal g 150 ,
€ — a(.O) .

1= g,7,min

In ()220, & (W)
X €9, 7,7 .
(C) Pmax 2 Ptotal c Zda((—)c,i’,j),j = 1725"'3‘167
i=1 Yei,j
(d) tr (Hp ;W) <ajpj,j=12,....J;, (e)tr(W)=1, (f) W30, (46)

which is a convex optimization problem and can be efficiently solved by the CVX tool.
The solution W* obtained by solving SubP2 is generally not rank-one. The Gaussian randomization method
[35] is invoked to recover wg from W*. Specifically, multiple candidate collaborative beamforming directions

w, = UE%r/ ‘ ‘UE%’PH are generated based on eigenvalue decomposition W* = UXUH, where random vector 7

follows CN (0, Iy, ). Next, note that with given { Pyax, Piotal |, & specific candidate direction w, does not necessarily
satisfy constraints (a)—(d) of SubP2. Also, it is noted that (a) it may happen that {w.,, Pmax, Piotal} merely
slightly violate the constraints but lead to good performance; (b) it may happen that {w,, Pnax, Piotal} lead to
bad performance but w, is still a potential collaborative beamforming direction because there is a large margin
for the constraints. Therefore, to fully utilize all the obtained w,., the alternating optimization of {Pyax, Protal } is
incorporated into the selection of wy. Specifically, for each w,, Egs. (43) and (45) are applied to determine the
corresponding optimal { Ppax, Protal}, denoted by {Pf,. (w,), P, (w,)}. Then, the {w,, Py, (w,), P, (w.)}
that maximizes the objective function of P1 is selected as the solution. Note that each {w,, P}, . (w,), Pt (w,)}
is definitely a feasible solution, as per the analyses in Subsection 4.2.

4.4 Overall algorithm and complexity analyses

Before alternating optimization, an initial wy is required. Recall that P1 is definitely feasible since we can set
{Pmax, Piota1} = {0,0}. Therefore, the initial w, indeed can be randomly generated. Alternatively, in order to start
the alternating optimization with a good initial solution, the initial wq is generated by

T N, < Jy
R 1A axJf
W, initial = { (Ib*PA)(hb)_* otherwise (47)
[[(T=Pa)(hy)" ’

where we define P4 £ A* (ATA*) ! A" with A defined as in (24). The explanation of the above proposed initial
wy is as follows. To begin with, note that it is difficult to optimize wy before { Pyax, Piotal} have been determined.
Alternatively, we resort to closed-form expression (47), which requires few computational resources and meanwhile



Chen WY, et al. Scit China Inf Sci July 2026, Vol. 69, Iss. 7, 172304:13

does not rely on the values of { Pyax, Piota1}- To be more specific, the second case of the RHS of (47) is the optimal
solution to [24]

P-Initial : max ‘hgwd|2
wq
st (a) A jwa=0,5=1,2,....05, (b)|lwa|]®=1. (48)

P-Initial maximizes Bob’s received power on the premise of nulling the signals leaked to the far UAV Willies via
the LoS links, whereas ground Willies and near UAV Willies are ignored. Note that the phases of the elements of
wy do not influence the covert constraints for ground Willies or near UAV Willies, whereas the covert constraints
for far UAV Willies are influenced by both the phases and amplitudes of wy. Thus, the latter deserves priorities
when w, is initialized. In contrast, the first case of the RHS of (47) is the MRT strategy, which merely considers
enhancing the transmission reliability and ignores the covertness. The first case is adopted when N, < J; because
P-Initial is infeasible when N, < Jy.

Finally, the whole algorithm for solving PO is summarized in Algorithm 1, where Ng and p denote the Gaussian
randomization times and the convergence tolerance, respectively, whereas ¢ (wq, Pmax, Protal) denotes the outage
probability determined by solution {wg, Pmax, Piotal}- Note that step 11 ensures the convergence of Algorithm 1
since the outage probability is lower bounded by zero [36-38].

Algorithm 1 Outage probability minimization algorithm.

: Initialize iteration index of alternating optimization ¢ = 0;

: Initialize 'wét) = Wg, initial according to (47); compute the corresponding m*P’j by the bisection method as per (38);
: Determine {Pr(ntgx, Pt(cft)al as per (43) and (45) based on wgq = Wq, initial;

1
2
3
4: repeat
5: t=t+1;
6 Generate W* by solving SubP2 based on { Pmax, Protal } = {Péf;xl), Pt(cf;ll) ;

7 Conduct eigenvalue decomposition W* = USUH;

8 Generate Ng candidate collaborative beamforming directions w, = UE%’I‘/ HUE% 7" ‘; compute the corresponding x*P’j by the bisection

method as per (38);

9: Determine {P}, . (w.), Py, (w,)} as per (43) and (45) based on each w,;
10: Select the candidate solution {w,, Py, (w,), P/, (w,)} that maximizes the objective function of P1 as the solution of the ¢-th iteration
{w;t) p®  p®

» Pmaxs yotal 3

) . (t—1) _ (t—1) £ (t) t—1 _ (t—1)\.
11: until § (w, ,Plgfaxl), P ) -4 (wfi s Pr(ntgx., P, ) < pd (wfi ), P,Efax”., Pmml))

total ’

12: return {wg‘)_’p(t) pw

max’ ~ total [*

The computational complexity of Algorithm 1 is mainly due to steps 810, because the Gaussian randomization
technique generally requires numerous realizations to obtain a relatively good solution [35]. Furthermore, note
that the execution of the bisection method accounts for the major computational complexity among steps 8-
10, because the Marcum Q function is basically a double integral, and because the remaining calculations have
closed-form expressions and thus result in much smaller computational complexity. As a result, the computational
complexity of Algorithm 1 can be given by O (T'NgJslog (Zp/up)), where T denotes the iteration times of the
alternating optimization, whereas [0,Zp] and pp represent the range and the solution accuracy of the bisection
method, respectively.

5 Numerical results and discussion

In this section, representative numerical results are presented to demonstrate the performance of the proposed
algorithm. Without loss of generality, two near UAV Willies and two far UAV Willies are considered. The locations
of the near UAV Willies are set as (20, —20,200) and (—20, 20, 200) in meters. The locations of the far UAV Willies
are set as (100, —100, 1000) and (—100, 100, 1000) in meters. Bob’s location is set as (100, 100, 1000) in meters. The
locations of the transmit nodes are uniformly and randomly generated within a square with side length of 20 m
centered at (0,0, 0); the specific setup is listed in Appendix E. Unless otherwise specified, the remaining parameters
are set as dg i min = 30 m®, A = 0.1 m, W; = 100, w; = 0.01, Ng = 1000, P; = 1 W, Ppa = 10 W, R = 1
bit/s/Hz, e = 0.01, x = 0.005, N, = 10, p = —90 dB [12], and 07 = —110 dBm. One important criterion of the
parameter setup is that three types of covert constraints should be balanced, in the sense that none of them is much
more stringent or loose than the others.

5) We do not need to specify the number and the coordinates of ground Willies because of the protected zone.
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Figure 2 (Color online) Distribution of the required number of iterations for convergence.

For the path loss exponent and the Rician K-factor, we adopt the same models as those in [21]. Specifically, the
path loss exponent is determined by « (0) = a1 Pros (©) + b1, where Pros () = m denotes the probability
of LoS. Herein, a1, as, by, and by are the parameters determined by environment characteristics. Note that a; ~
o (%) —«a(0) and by = « (0), because Pros (0) ~ 0 and P05 (%) ~ 1. Therefore, the values of a; and b; can be set
by setting o (%) and a (0). The Rician K-factor is modeled as K (©) = aze’®, where parameters as and bs can
be set according to ag = K (0) and bg = 2 1In (K (Z)/K (0)). Without loss of generality, in the simulations, we set

(%) =2,a(0) =35, a2 =10, b, =5, K (0) =5 dB, and K (¥) =15 dB [21].

Figure 2 shows the convergence behaviors of the proposed algorithm. The results are based on 10* times random
realizations of wireless channels. As the figure shows, the required number of iterations 7' is stable and acceptable,
which demonstrates the efficiency of the proposed algorithm.

Figure 3 shows the performance of the proposed algorithm under different levels of covertness constraint in terms
of various x. Herein, Benchmark 1 is the EGT strategy adopted in [16,17], in which the collaborative beamforming

direction is determined by wq,; = \/% ) (i=1,2,..., N,). Benchmark 2 is the initial solution of the proposed

Na |[hb]i|
algorithm, in which the collaborative beamforming direction is determined by wy = % (i.e., the optimal

solution of P-Initial). For fair comparison and to satisfy the covertness constraints, in Benchmarks 1 and 2, Bob’s
interference power and Alice’s total transmit power are set as their optimal values according to (43) and (45),
respectively. As can be observed, when the number of collaborative transmit nodes increases, the performance of
the proposed algorithm is dramatically improved. Note that this performance gain comes from at least three aspects.
First, increasing N, allows Alice to generate narrower and more flexible beams, which is critical for countering far
UAV Willies. Second, increasing N, allows Alice to adjust the spatial distribution of the signal energy more flexibly.
Specifically, a transmit node that is relatively far from all the ground Willies and near UAV Willies can adopt a
relatively large transmit power. Third, both ground Willies’ and near UAV Willies’ received signals from different
transmit nodes are randomly superimposed, whereas Bob’s received signals can be constructively superimposed by
properly setting wy. Thus, a larger N, leads to a larger gap of the received power between Bob and ground/near
UAV Willies. Moreover, the performance of Benchmark 1 is observed to be much worse than that of the proposed
algorithm. This finding indicates that merely optimizing Bob’s reception while ignoring Willies’ reception cannot
fully exploit the potential of collaborative beamforming for covert communication. In contrast, Benchmark 2’s
performance is close to but is still worse than that of the proposed algorithm. This performance gap arises mainly
because Benchmark 2 only considers far UAV Willies when determining wg, which indicates the importance of
considering heterogeneous wardens in 3D scenarios. Note that another drawback of Benchmark 2 is that it is
feasible only when N, > J;. However, Benchmark 2 can be adopted as a low-complexity solution of problem P0
when N, > Jy.

Figure 4 shows the effects of the limit of Bob’s interference power (i.e. Pmax) on the performance of the proposed
algorithm. It is first noted from problem PO that increasing Prax can only enhance and will not degrade the
performance, since increasing Pmax extends the feasible set. However, as observed from the figure, increasing PmaX
has negligible effects on the performance. This finding can be explained by revisiting optimal solutions (43), (45),
and the objective function of SubP1(a). Specifically, expressions (43) and (45) indicate that at least one of the
optimal values of P;ta and Pyax equals the corresponding upper limits MIN p and Pmax. For covert communication,
the interference power should be large to conceal the communication behaviors, whereas Alice’s transmit power is
generally much smaller, so that generally it is Pyax that equals the corresponding upper limit Prax. In this case, we



Chen WY, et al. Scit China Inf Sci July 2026, Vol. 69, Iss. 7, 172304:15

/
—
o
=)
bl
D
D1

_A
S,
‘
|

-
<
IS
T
1

—o—x = 0.001
—o--x = 0.005
104 x = 0.01 b
@ Benchmark 1 (x = 0.01)
¢ Benchmark 2 (x = 0.01)
107 : ‘ : P
4 6 8 10 12 max
Number of transmit nodes N,

——N,=4
-o--N,=8
N, =12

Bob’s outage probability &
Bob’s outage probability §

L L

5 10 50 100

-
.
&)

Figure 3 (Color online) Effects of the number of collaborative trans- Figure 4 (Color online) Effects of the limit of Bob’s interference
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+
" P .. . |h;,r'wd|2 _ o}
have P, .| = yr%s so that the objective function of SubP1(a) equals X I r ) 7P| As observed

from this expression, when the self-interference at Bob is much larger than his received power (i.e., ppmax > Uf),

which commonly holds, increasing Paay brings negligible improvement to the performance. To sum up, although
Bob’s interference plays the role of Willie’s uncertainty source, its marginal benefit is limited, as increasing the
interference simultaneously degrades Bob’s received SINR.

6 Concluding remarks

In this paper, the covert transmission from a ground DAS to a remote full-duplex UAV receiver was investigated.
The expressions of the detection performance of ground Willies, near UAV Willies, and far UAV Willies were
derived, based on which the potential of collaborative transmission was analyzed. Furthermore, the interference
power, collaborative beamforming direction, and transmit power were jointly optimized to minimize the receiver’s
outage probability on the premise of satisfying the covert constraints for the three types of wardens. Numerical
results demonstrated significant performance gains of the proposed algorithm over the EGT benchmark, validated
the key role of the number of collaborative transmit nodes, and demonstrated the importance of considering the
heterogeneity of wardens.

An important future direction is to further analytically reveal the effects of the distribution of the transmit nodes
and to optimize the deployment of the transmit nodes. Additionally, the covert performance and algorithm designs
merit study under more general channel models in future work.
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