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Abstract The resilient human-in-the-loop (HiTL) cooperative optimal control problem for constrained-input multiagent systems
(MASSs) under denial-of-service (DoS) attacks is studied in this work. First, the HiTL structure allows the supervisor to enhance
the safety of MASs by transmitting commands to the leader in emergency scenarios. However, the occurrence of DoS attacks period-
ically disrupts communication between agents and their neighbors, leading to intermittent topology connectivity. To counteract these
disruptions, a switching control strategy is proposed. Specifically, agents execute optimal consensus control during dormant attack in-
tervals; during active attack periods, the attacked agents switch to optimal stabilizing control, while the non-attacked ones maintain the
optimal consensus control. Then, to achieve optimal performance under physical limitations, a nonquadratic cost function is designed to
accommodate asymmetric input constraints, leading to the formulation of a Hamilton-Jacobi-Bellman (HJB) equation. Subsequently, the
reinforcement learning method is developed to derive the optimal control strategy, in which the critic neural network (NN) approximates
the solution of the HJB equation, with its weights updated via the gradient descent method. The boundedness of all signals in the
closed-loop system is proven. Finally, the simulation results verify the effectiveness of the control scheme.
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1 Introduction

Inspired by the cooperative behaviors of animals, scholars have been fascinated by the study of multiagent systems
(MASs) [1]. One key reason for this interest is the applications of MASs in engineering areas such as spacecraft
formation flying [2] and cooperative surveillance [3]. Over the past decades, a wide range of cooperative control
issues in MASs have been thoroughly explored. Consensus control, as a key area of cooperative control for MASs,
has been favored by scholars. In particular, the majority of recent studies on MASs focus on fully autonomous
operation. However, accidents involving Boeing 737 jetliners and Tesla’s autonomous driving have served as critical
reminders for the control of autonomous systems. Consequently, it is crucial to develop schemes for monitoring the
entire system to ensure task completion when MASs are at risk or in unexpected situations. As a result, the human-
in-the-loop (HiTL) control approach was first introduced for MASs in [4], where a human operator supervised the
system in response to sudden changes by broadcasting a signal to the leader. Later, based on [4], abundant results
associated with HiTL control for MASs popped up [5-10]. In [5], an asynchronous edge-based event-triggered
HiTL control scheme was proposed to achieve time-varying formation of MASs, subject to the unknown input
of the human-manipulated leader. The problem of fuzzy dynamic event-triggered containment control for HiTL
MASs with error constraints was explored in [7]. Using its inherent strengths in safety and reliability, the HiTL
method has achieved significant success in various practical applications, including multi-UAV systems [9] and
marine vehicles [10]. These practical implementations highlight the considerable promise of the HiITL method.
Based on this, optimal control has emerged as a pivotal framework for MASs. To integrate the benefits of
optimal control and adaptive control, concepts from the field of machine learning, namely reinforcement learning
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(RL), are adopted. The adaptive dynamic programming (ADP) approach is similar to RL. Thus, they are two
interchangeable concepts in the field of optimal control [11]. For nonlinear systems, the optimal solution is associated
with the Hamilton-Jacobi-Bellman (HJB) equation [12]. However, solving the HIB equation numerically is not
straightforward. To address this issue, Werbos in [13] introduced the ADP method. The core concept of ADP is to
approximate the solution to the HJB equation through a function approximation structure. Building on pioneering
work, several results have been made for MASs. For example, the RL-based event-triggered optimal consensus
control problem for cooperative-competitive MASs was solved in [14]. In [15], a novel policy iteration-based RL
method was designed, in which distributed optimal control policies can be learned based only on the agent’s and its
neighbors’ states. In the standard ADP architecture [13], the actor network typically improves the control policy,
while the critic network learns the value function. For control-affine systems, this structure can be simplified to a
critic-only network structure, which alleviates the computational burden and eliminates the approximation errors
caused by the action network [16]. In [17], the problem of secure containment control for multiple autonomous aerial
vehicles was solved using the fixed-time convergent RL method with the critic-only NN structure. To investigate the
optimal consensus control problem for nonlinear MASs with unknown dynamics and disturbances, an RL method
with a critic-only structure was designed in [18]. For MASs under false data injection attacks, the RL-based secure
formation control scheme using a critic-only structure was developed in [19].

However, in practical systems, there are many physical constraints, such as input or actuator constraints. These
have led to extensive discussions regarding the safety of the RL-based optimal controller design under such physical
constraints. Consequently, the study of the optimal controller design subject to input constraints has become a
prominent research topic. In [20], an RL-based method was first constructed to solve the optimal control problem
for nonlinear systems with saturating actuators. Subsequently, in [21], a novel RL-based algorithm was proposed
to address the constrained-input robust control problem for uncertain nonlinear systems. Furthermore, an RL
algorithm was developed to solve the tracking control problem for partially unknown systems with input constraints
in [22]. In [23], the robust tracking control problem for constrained-input MASs was addressed, and a novel function
was constructed to tackle asymmetric constraints.

MASs operating in open communication networks are vulnerable to malicious cyber attacks due to inherent
security vulnerabilities. Typical types of cyber attacks include deception attacks and denial-of-service (DoS) attacks
[24]. DoS attacks can induce switching of communication topologies, potentially causing transient instability during
the switching process [25]. Additionally, when an agent is targeted, the information flow between that agent and
its neighbors is blocked, thereby disrupting the connectivity of the communication graph. More critically, such a
disruption of communication topology may ultimately compromise the stability of the MASs. Therefore, cooperative
control for MASs under DoS attacks has been extensively discussed. In [26], the problem of containment control
for MASs with output saturation and aperiodic DoS attacks was considered. In [27], the bipartite leader-follower
consensus control problem for MASs under DoS attacks and completely unknown system dynamics was studied.
In [28], the stabilization problem for switched systems in the presence of DoS attacks was solved, where multiple
Lyapunov functions were constructed capturing the joint effects of DoS attacks and controller modes. For microgrids
facing time-constrained DoS attacks, a mitigation adaptive secondary control method was proposed in [29]. However,
most existing studies on DoS attacks rely on the assumption of continuous topology connectivity, which is often
impractical. Thus, developing an RL-based HiTL optimal control scheme for input-constrained MASs under DoS
attacks, which cause intermittent topology connectivity, remains a challenging research direction.

To address these issues, this work aims to develop a resilient HiTL optimal control strategy for constrained-input
MASs under DoS attacks, relaxing the assumption of continuous topology connectivity. However, achieving this
objective presents at least two significant technical challenges.

(1) Intermittent DoS attacks block communication between agents, resulting in discontinuous topology connec-
tivity. This renders the control scheme designed in previous studies, such as [25,26], which rely on continuous
connectivity, inapplicable, and poses a significant challenge to optimal control design.

(2) The presence of asymmetric input constraints in practical systems imposes additional complexity, which
makes the design of an optimal control scheme for MASs particularly challenging.

The main contributions are summarized below.

(1) A supervisor is integrated to monitor the MASs and send commands to the leader, thus enhancing the
security and emergency response capabilities for accident prevention. Moreover, this work generalizes existing HiTL
consensus results from regular environments, as in [5, 8], to scenarios involving malicious attacks, thus broadening
the scope of HiTL research.

(2) This work distinguishes itself from existing studies on DoS attacks, such as [25,26], which rely on the
assumption of continuous topology connectivity. To address this gap, this work proposes a more practical control
scheme capable of handling communication interruptions induced by intermittent DoS attacks. Specifically, the
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scheme stabilizes the attacked agents while maintaining cooperative control for the unaffected agents, thereby
reducing the conservatism in the controller design.

(3) To address practical application requirements, this work incorporates asymmetric input constraints. By em-
ploying a nonquadratic cost function tailored for such constraints, the proposed approach achieves greater generality
than existing methods that only address symmetric constraints, as seen in [21,22].

The structure is listed below. In Section 2, the considered system and some assumptions are given. In Section
3, the main results regarding controller design and stability analysis are provided. The simulation results are given
in Section 4. Finally, the conclusion is presented in Section 5.

Notations: Throughout the article, Apin () denotes the minimal eigenvalue of the matrix.

2 Problem formulation and preliminaries

2.1 Communication topology

The communication topology containing N followers is represented by a directed graph G = {V, e, A}, where V =
{V1,Va,--,Vn} represents the vertex set, ¢ C V x V represents the edge set of N followers. Let A = [a;;] € RV*V
be the weight matrix, where a;; > 0 if (V;,V;) € ¢; otherwise, a;; = 0. Define £ =D — A € RV*Y as the Laplacian
matrix of G, where D = diag(dy, ds, - - - ,dy) € RV*Y denotes the degree matrix with d; = Zjvzl ai;. The augmented

graph consisting of one leader and N followers is denoted by G = {f/, £}, in which V= {Vo, V1,Va, -+, Vn} and
ECV xV. Let B =diag{b, b, - ,bx} € RY*N where b; = 1 indicates that leader’s information is available for
the ith node; otherwise, b; = 0.

2.2 Problem formulation

Assume that the nonlinear MAS is composed of N (> 2) followers and one leader. The dynamic model of the ith
follower is provided as
:bi:fi(xi)—’—gi(xi)uiui:1727"' 7N7 (1)

where x;(t) € R™ denotes the state, fi(x;) € R™ is the internal dynamics, g;(z;) € R™ " is the input dynamics,
and u;(t) € U C R™ is the control input suffering from asymmetric constraints, where U = {(u; 1, %i 2, , Uim) €
R™ : U min < Uie < Uimax, ¢ = 1,2, ,m} with %; min and u; max being the minimum and maximum limits and
|ui,min| ?A |ui,max|-

To improve the security of the MASs in emergency situations, a supervisor is introduced to monitor the entire
system and send commands u{ to the leader. The dynamic model of the supervisor-guided leader is given by

i = fo(x5) + ug, (2)

where z{(t) € R™ denotes the state, f5(x§) € R™ represents the internal dynamics, and u§(¢) € R™ is the trajectory
adjustment signal that the supervisor sends to the leader.
Remark 1. When MASs encounter emergencies during operation, such as a sudden obstacle or collision, the
supervisor sends a bounded trajectory adjustment signal u§(t) # 0 to the leader. The leader then adjusts its
trajectory. Simultaneously, this adjustment signal is indirectly transmitted to followers via the communication
topology, allowing MASs to collaboratively avert the emergency and improve their safety and reliability.

Then, some necessary assumptions are provided.
Assumption 1. There exist known constants % and ug that satisfy uf < ug < 4.
Assumption 2. For any z;, ¢imin < ||¢i(%:)]] < ¢i,max holds, where g; min > 0 and g; max > 0 are known constants.
Remark 2. Assumption 1 is reasonable in practical applications, as the control input of the non-autonomous leader
is bounded. Similar assumptions can be found in the literature, e.g., [5-8]. For Assumption 2, the boundedness
of ||gi(z;)]| is standard in nonlinear control design. The positive lower bound g; min > 0 ensures that the control
direction is well-defined and avoids singularity, while the upper bound g¢; max ensures that the control effort remains
bounded. Similar assumptions can be found in [30,31].

2.3 DoS attacks modeling

In this paper, we consider the topology in which agents are subjected to intermittent DoS attacks. When an agent
is subjected to the DoS attack, it cannot send or receive information and temporarily ceases communication, relying
solely on its own inherent dynamics to evolve. Since the energy of the attacks is limited, the communication can
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Figure 1 (Color online) The effect of DoS attacks on topology structure.

quickly recover during the intervals when the attack is dormant. For simplicity, let 0 =ty < t; < --- <, < ---

denote the time sequence of dormant attacks and t(j‘ <t <. < t;‘ < --- denote the time sequence of active
attacks. Therefore, the time sequence of topology switching is denoted by 0 = ¢y < tg‘ <t <t <. < t, <
t;‘ < tpt1---. The intervals [t,, t;‘) and [t;f‘,tp+1),p =0,1,2,- - represent periods without and with DoS attacks,

respectively, where ¢, < t;f‘ < tp41, and t;‘ marks the occurrence of the (p + 1)-th DoS attack. Once the attack is
dormant, the topology recovers to Go with Gy = G until the next attack occurs. When certain agents are attacked,
the topology reorganizes into a new graph described by a finite set {Q~1, Go, ... ,Qq}. Thus, the switching signal
¢(t) : [0,00) = A = {0,1,2,...,q} is used to describe the evolution of the topology, where ¢ > 1. The set of
graphs Qg(t) = {GO, G1,Ga,. .., Qq} captures all potential topologies. Figure 1 describes the effect of DoS attacks on
topology.
To develop the controller, the assumption is given below.

Assumption 3. For¢(t) € Aand T >t > 0, the constant v represents the dwell time of the switching signal ¢(t)
if the following condition is satisfied: N (¢,7) < Ny + %, where Nog > 0, v > 0, and N(¢,7T) is the number of
switchings of the signal ¢(¢) within the interval [¢, T].

Remark 3. Inspired by [12], a restriction is imposed on the switching topology: the number of the switchings of
the signal ¢(¢) is limited. Therefore, Assumption 3 describes a restriction on the frequency of switching. According
to [32], the durations of the attacks and the dormant periods satisfy ¢,4+1 — t;f‘ > v and t;‘ —tp>7v,p=0,1,2,---.

3 Main results

3.1 Optimal controller design under DoS attacks

The optimal controller design under DoS attacks is divided into two parts: (1) the dormant periods of attacks
[tp, tﬁ); (2) the active periods of attacks [t;f‘, tpt1),p =0,1,2,---.

Part I: Controller design during the dormant periods of attacks [t,, t;;‘).

During ¢ € [tp, tﬁ), all agents implement cooperative control. The consensus error of agent ¢ during the dormant
periods of the attacks is denoted by w; 1 = Zjvzl aij(z; — ;) + bi(x; — xf).

Considering that Eq. (1) is affected by asymmetric input constraints, the cost function is defined as

Vi(@ia) = /t (@, Qumin + Riluy,))dr. 3)

where Q;; is a positive symmetric definite matrix, N; = {i} UN; and N; is the set of neighbors of the ith follower.
Following [30], R;(uy;,) is defined as

Ri(uy,) = 20@2/ ot (a; (ki — Bi)) dkic + Z 2%2/[5 ’ G (a5 (ke — By)) dkje,
c=1 @ =1 J

jENi c=

where L;l denotes a bounded monotonic odd function that satisfies L;l(O) =0, with & = (U, max — Wi,min)/2 and
Bi = (Uimax + Wimin)/2. Without loss of generality, we set ¢;(-) = tanh(:) (or equivalently, ¢; '(-) = tanh™'(-)).
Although tanh(-) is symmetric, the mapping R;(uy,) in (3) incorporates asymmetric input constraints. This comes
from the condition |u; min| # |%i max|, Which implies 3; # 0.

The Bellman function, as well as the Hamiltonian function, is defined as

Hii(wi,uy,, V) = @1 Quiwin + Ri(ugy,) + VYV 1 =0, (4)
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optimal controller v} during dormant periods is derived by differentiating (4) with respect to u;, which produces

d; +b; T

%

u; (w;,1) = —ay tanh < i (1) VYV (wi,1)> + i, (5)
where 15, = [Bi, ..., Bi]T € R™.

Note that VV; in (5) is a nonlinear term, which makes it difficult to obtain directly by solving (4). The critic
NN is applied to approximate the optimal cost function V; as

Vi(win) = 07 ¢i(win) + vi(wi),

where 6; € R™ is the ideal weight vector and nj; denotes the number of neurons in the hidden layer, ¢;(w; 1) is
the activation function and v;(w; 1) is the approximate error.

The gradient form can be expressed as VV; (w; 1) = VoI (w0, 1)0:+Vvi(wi 1), where Vo, (1) = 0¢i(ww;.1)/0wia
and Vui(wiyl) = 8yi(wi71)/8wi11.
Assumption 4. The critic weight, the gradient of the activation function, the approximation error, and the term
l;,1 are bounded as ||60;]| < 0; max; [|¢ill < Gimaxs [|Vill < Viymax, and ||l 1]] < 15,1, max-

The optimal controller u} in (5) becomes

uj (win) = —a; tanh(Kq (w4,1)) + xi(@i1) + 15, (6)
where . 0 —I—bz T
1(wi1) = o, L (@) Vo] (wi1)0i,
Xi(@i) = Jdirh (I, — D(v(wi1))) gi' () Vi(wi),

2
with D(v(w; 1)) = diag (tanh2(vc(wi 1))) c=1,2,....myv(wi1) = [vi(@i1),v2(w@i1)s -, vm(wi1)]T € R™, and
v(w; 1) € R™ selected between (d i o T (2, ) VYV (i, 1)) and Ky (w;,1).

Remark 4. We make the following simplified procedure to explain (6). Define

C(ICO(’(DZ'J)) = —Q4 tanh(ICo(wiﬂl)), 0 = 0, 1,

where
d; + b; T

Ko(wi1) = e,

i (2) VY] (@i1)-
Using the mean value theorem, one has

di + b
2

C(’Co(wiyl)) - C(Kl(wzyl)) = —ai(tanh(lCo) - tanh(ICl)) = — (]Im — D(v(wzyl))) g;r(Il)VVl(wzyl)

Thus, we obtain

di +b;
2

uf (wi)l) = — «; tanh (Ko(wi)l)) + 18, = —q; tanh (/Cl(wm)) +18; — (Hm - D(’U(wi)l))) g;r(xi)Vui(wi,l).

(7)
This confirms that Eq. (6) is valid.
As mentioned above, 6; in (6) is typically not available. Therefore, u*(w; 1) in (6) cannot be applied directly.
Thus, the estimated form of (6) is expressed as

U = —a; tanh (Ko (w;1)) + 144, (8)

K2

where 6; is the estimate of 6;, and Ko(wiq) = 4 +b detbi o T(2;) VoI (i, 1)6‘ The weight estimation error is defined as

éi =0; — 6‘1 Then, the estimated Hamiltonian functlon is given by

Hir(wis,0;) ZW;FlQu‘wi 1+ R(ﬁm) + VT (wi1)0; ((di + bi)gi(ai)as — digj(w;)a;)
+ Vo (@i1)0(di(filws) — fi(x5)) + bi(filws) — f5(x5) — uf)),
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and efl = 7:[“ is defined as the Bellman residual error.
The objective function is defined as Efl = %(651)2, which is minimized by updating 6;. The gradient descent

method is applied to obtain the NN weight updating law as

A Ni,lﬁi,l
0; = — TJGED 9)

where the learning rate 0 < p;1 < 1,II; ; = 1+ h;rlhl 1 By =Ry /T, and By = Vo7 (wi1)(di(fi(xs) — fi () +
bi(fiwi) — f5(x3)) + (di + bi)gi(ws)a; — dig; (:EJ) —b; uo)

Part II: Controller design in active attack perlods [t A tpi1)

During ¢ € [t ?,tp+1), when a portion of the agents is attacked, the remaining unaffected agents execute the
optimal consensus strategy, while the attacked agents focus on stabilizing control. For clarity, let N4 and N'¢
denote the sets of attacked agents and non-attacked agents, respectively.

First, the consensus error of the non-attacked agent ¢ is defined as w; 2 = > ai;(x; — ;) + bi(x; — ), where

JENFE
N is the set of neighbors of non-attacked agent i. The cost function for the non-attacked agent is constructed as

Vi(wiz2) = / (w;r,zQiiwu + Ri(up,))dr,i € N€,
t

where N; = {i} UNC. Let d; = Y. ai;. The Hamiltonian function is defined as
JENF
Hi72(wi)2, U, VVZ*) = wEQQiiwiﬂ + Rl(u/\*fl) + VV;Tlig =0, (10)

where VV/ = ; g = di(fi(ai) = fi(x;) + b fiws) — f5(x8) + (di + bi)gi(wi)ui — dig;(w;)u; — bug and
i 2ll <1 2,max- The optimal controller u} is given by

d; + b; oF
2

%

’U,r (wiﬁg) = —q; tanh < ( )VV (wi,2)> + 13-

The critic NN is designed as V} (w; 2) = 0F ¢;(ww; 2) + vi(w;.2). The gradient form is VV} (w;2) = V] (w;.2)0; +
Vyi(wiﬁg), where V(bz(wlg) = 8¢i(wi12)/8wi72 and Vyi(wiﬁg) = ayi(wiﬁg)/awiﬁg. Therefore, the estimated control
law u} (ww;,2) is given by

0 (w;2) = —a; tanh(Ko(wi2)) + 254, (11)
where ’CQ(WLQ) = %g?(zl)V(Jﬁ?(whg)éi

The estimated form of the Hamiltonian equation is derived as
ayr,) + Vor (wi1)0:((di + bi)gi(w)af — digj(a;)il)

(fi(mi) = f3(25)) + bi(filw:) = f5(25) — ug)),
and 652 =M, > is defined as the Bellman residual error.

By repeating the process in Part I, the NN weight updating law is obtained as

HLQ(wi,Qv é) =W, QQZ'sz 2+ R; (
+ Vo (wi2)0;(di (f

A Mi,2ﬁi,2
91' = —Tﬂ6527 (12)
where the learning rate 0 < iz < 1, Hi72 = 1+h;-1:2hi)2, fii’z = hi72/Hi)2, and h@z = V¢;r(wl72)(CZl(fz(£L‘l) — fj (,TJ)) +
bi(filxi) — f5(x5)) + (di + bi)gi(ws) ] — digj ()0} — biug).
Second, the optimal cost function for the attacked agent i is defined as

Vi(z;) = /too(.%'ZTQ”.’L'l + Ri(u;))dr,i € NA. (13)

Similarly, R;(u;) is defined as R;(w;) = 2a; Yo ; - Li_l (ai_l(ki,c — BZ-)) dk; ., where the symbols are as previ-
ously defined. The corresponding Hamiltonian function is given by
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The optimal stabilizing controller u; for the attacked agent is given by
u*(z;) = —ay tanh(Ky (x5)) + xi(zi) + 281,

where Ky (2;) = %ng(xl)VqS;r (23)0;, xi(x;)=— % (L, — D (v(x:))) g (2:)Vvi(xi), with D(v(x;)) =diag(tanh2(vc(aci))),
fore=1,2,...,m,and v(x;)=[v1(2;), v2(x;), . .., vm(z;)]T € R™. Here, v(z;) is selected between (ﬁg;f(xi)vvgﬂ (x4))
and Ky (x;). Consequently, the estimated form of u} is

G = —a; tanh (Ko () + 144, (15)

where Ko(2;) = Q%igiT(:vi)V@F (2:)0;
The Bellman error becomes

Py = o] Quizi + Ri(t) + Vi (2:)0;(fi(w:) + g:t}).

The critic NN weight updating law is

A i ﬁz‘
6, = — “ﬁ?’ijefg, (16)

where the learning rate 0 < p;3 <1, II; 3 =1+ h;F)3hi,3, ﬁi)3 = hi3/W;3, and h; 3 = Vol (x;)(fi(z:) + git}).
3.2 Stability analysis

The stability analysis of the proposed control scheme will be given in the theorem.

Theorem 1. Consider the nonlinear MASs consisting of the followers (1) and the supervisor-guided leader (2)
under Assumptions 1-4. If the optimal strategies under DoS attacks are chosen as (8), (11) and (15), the weight
update laws are designed as (9), (12) and (16), and the dwell time satisfies v > In(0)/¢ with o > 1,£ > 0, then the
following results can be reached.

(1) All signals in the closed-loop system are bounded.

(2) All agents can perform consensus control during the dormant periods of the attacks.

(3) During the active periods of the attacks, the attacked agents maintain stabilizing control, while the unaffected
agents achieve consensus.
Proof. Part I: For the dormant periods of the attacks [, p) construct the following Lyapunov function:

£ = Vi(@ia) + (17)
Taking the derivative of V/(w; 1), it yields
Vi (@in) =YV (i fimi) = i) + bi i) = f5(x5)) + (di + bi)ga(wi)ui — digy(x)uf — biug) (1s)
+ V(i + bi)gi(wa) (@ — uf) — digy () (i — u})).
From (4) and (5), one has
20 u; — 1g; T
*T ) — 1 —1 i ‘Pt
VYV gi(x;) R (tanh (7% )) , (19)
w1 Qumin — Ri(uly,) =YV (di(filws) — f3(x5)) + bi(fix:) — £5(x5)) + (di + bi)gi(wi)uy (20)
—dig; (IJ) — biug).
Substituting (19) and (20) into (18), the derivative of V;(c; 1) becomes
Vi (win) = —w; Qi — Ri(uy,) +Sia + Sj1, (21)

where

x T
Si,l = —2041' (tanhl (u>) ('&z — uf),
Q;

2d;0g; u; — 184 T
140 —1 i~ YO ~ *
Sj1= 7(611_ n bi)Jgi (tanh (70% )) (U — uj).



Huang Z S, et al. Sci China Inf Sci July 2026, Vol. 69, Iss. 7, 172209:8

Using Young’s inequality, the following results hold by employing (6) and (8):

m * _ Q. 2
aly (tanh_l (UMTBZ>) + |lovs (tanh(KC1 (@4,1)) — tanh(Ka(@i1))) — xi(w@i 1)1,
c=1 v

Si2

m * 2
_ U; o — ﬂz
S <T2Y (tanh 1 (— _ )) T 15 (banh(Ks (,.0)) — tanh(Ka(;))) — x (@50l
c=1 @i S
7,2
diigj max

where T;; = IR T
Thus, following [30] and using the facts that

Jtanh(KCo (g )l| < Vi, (0 = 1,2, = i, ), [T — diag(tanh? (va(:,1))) |, < 2
it follows that

Si2 <207 ||tanh(K: (w4,1)) — tanh(Ka(wi1))|1 + 2l|xi(@i,1) )12

di +b; ?
<4a? (||tfmh(’C1(wi,l))H2 + ||tanh(/C2(Wi,1))||2) +2|=5— (In — D(v(wia))) 9i (2)Vvi(win) (22)
<8a2m +2(d; + b-)2gfmaxuzmax,
J 2 \87_/27’)1 + 2(d + bj ) g],maxyjz',max'
Similarly, referring to [21], R;(u%, ) has the following results:
% 1 2 1 2 2\ h- ui . — Pi ?
_Ri (U‘Nl) 2gz masz max + 29] maxvj max — & ; tan T
Y ey <tanh < >) ,
JEN; c=1 Qj

where Vi max 1s the upper bound of V| i.e., [|[V}|| < Vimax. Then, from (9) and using 6; = 6; — 6,, it can be deduced

that 6; = —p1;.1hu, 1 AT, 0; + Bt lhl YW1, where Wiy = =Vl (w; ) (di(fi(zi) — fi(x;)) + 0i( filzi) — f5(25)) + (di +
bi)gi(zi)i; — dig;(xs)a; — b uo) Then, it follows that
d(5—076;) N

2 T T
Mdt = —0; hih;,0;

i1 (24)

11 <1 and g—llélTW“ < % Thi 1h 91- + %WZTlW“ As a result, we obtain

d(ﬁﬁ@) 1)\ . (fi'ﬁT)
- 4, a\min T, 0,1

Loy 2 (25)
AN 5 Wil

Invoking (21)—(23) and (25), it yields

. 1 .. ~ 1|12
ﬁ:-(t) < — Amin (Qii) sz',1||2 - 5)\min(hi,1hzl) 0:|| +wvin, (26)
T2
where Vi1 = 80412m+2(d1+b ) gz max z max+8T2m+2(d +b ) gjz,maxyjz,max—i_(% 402? )giz,mdxvfmdx 4g§,deV]2mdx
2
3 Wiall™.
Based on the above analysis, one has
£59 < 157 + v, (27)

where €i71 = min{QAmin(Qii), /\min(ﬁi,lﬁzl)}-
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Part II: For the active periods of the attacks [ > tp+1), we first analyze the stability of the attacked agents.
Similarly to the above process, develop the following Lyapunov function:

S _ ey L ogTg
£ =y (wl)+2ui6‘z 0. (28)

Taking the derivative of V}(z;), one obtains

Vi =V (filwi) + gi(aa)u)) + VYV T gias) (@ — uf).

Calculating R;(u}) < 397 max Vi max> We have
. 1
V’L* (Il) < - Amin(Qii) HI1H2 + 80‘?"” =+ 2gi2,maxyi2,max + §gl'z,maxvi2,max' (29)
According to (16), the dynamics of the weight estimation error is 6‘1 = —umﬁi,gﬁ}?ﬁi + ’“HZ—’Z” 5,2, Where
W2 = =Vl (z;)(fi(x:) + gi(z:)a}). Then, we have
'C(t) 2 1 5 iT Y C t
L7 < =Amin(Qii) ||z ||” — EAmin(hi,2hi72) 0; + Vi < —&i2L; ) + V4,2, (30)

where gi,Q = min{2/\min(Qii)a Amin(ﬁLQﬁEQ)} and Vi,2 = 80&12771 + 2gzz,maxui2,max + %gzmaxvfmax % ||Wi12||2'
Furthermore, the stability of the unaffected agents is investigated. By following a similar procedure, the Lyapunov
function is constructed as

1 e
£ =V (w;0) + —056;.
i V’L (w 12)_'—2/“ i

Repeating the above process, we can obtain the following result:
£ < €550 + vy, (31)

where gl 3 = HllIl{QAmm(Q”) min(ﬁi,BﬁE;g)}, Vi3 = 80412m—|—2(d1—|—b ) gz maxVi, mdx+872m+2(d +b ) g_?,maxy_]z,max_F
72 2 S S
(3 202)98 max Vimax T 197 maxV s max T 3 [Waall” and Wi s = =V (@i 2)(d Li(filws) — f() + i filws) — f (x5)) +

(di + bi)gi ()i — dig; ()5 — byug).
Integrating (27), (30) and (31), the following result can be derived:

LY < 659 1, (32)
where & = min{§; 1,&2,& 3} and v; = max{v;1,v;2,v;3}. Then, we have LW < —¢£5® 44, in which £5®) =

N s . Al
E‘Cl 7§:m1n{€1a€25"'a€N}’U:Evi'
i=1 i=1

" To facilitate stability analysis, we introduce the following coordinate transformation from [12]:
P(t) = eStLs® (1), (33)

From (32) and (33), for each interval [t,,t/}) and [t3',tp11), we have

P(t) = €S LO (1) 4+ S LD (1) < ve,

Subsequently, considering the dormant period [t,, p) it follows that
A A Y (A A A t
P(t) =8ty L5t )(tp) < oebtr Eg(tp)(tp) <o | Pty —|—/ vestdt | . (34)
t

Applying (34) iteratively from x =0 to k = N.(0,T) — 1, the result is

T N (0,T)—1 ¢
P(T7) <™ ODP(0) + / vettdt + Y N O Tr g / vestdt. (35)
N¢(0,T) t

k=0 P
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Given 7 > In(0) /¢, there exists a constant 7 satisfying 0 < n < { —In(o)/v. One has N.(0,7) < Ny + (EJ(Z))T. It
holds that No(0,T) — k < 14 Ne(t2,T), 5 =0,...,No(0,T) such that

14N, +(£777)(T7t{}) A
N0 =  GIFNot == — (14 No) o(E=m)(T—t})

A A
Since n < &, one obtains ftt: vebtdt < &=t f:: vedt. From (33), one has

T
P(T™) <0(1+N0)e(£—n)T/ ve"tdt+aN<(O’T)P(0)- (36)
0

It follows from (33) and (36), one obtains

T -nT
Eg(Tf)(T—) < e—ft(o,(l-l-No)e(f—n)T/ Uentdt_i_o_Ng(O,T)fp(O)) < O.Noe—nTﬁg(t) (0) + U(l —e " )U(N0+l).
0 n

Then, we obtain
lim £59(t) < oWorDY _ G,
t—o0 n
Finally, referring to the analysis in [12] and choosing suitable parameters, we can show that all signals in the
MASSs remain bounded, and the MASs achieve stability.
This completes the proof.

Remark 5. For the dormant periods [t,, '), based on the inequality (27), one has |@; 1| < [2(?; + ﬁf-(t) (0))]z.

During the active periods [t;, t,1), invoking (30) and (31), it is obtained that |a;| < [2(?—~§+£§(t)(0))]% and |w; 2| <

[2(?—2 + Ef-(t) (0))]2, respectively. In general, the variables w; 1, w; 2 and 2; converge to the set (2(¢ + L£5M(0))]z.
This’implies that the variables can be decreased by increasing ¢ or decreasing v. In addition, for the cost function,
the value of @;; can reflect the speed of convergence of the states, while parameters «; and (; characterize the
asymmetric input constraints. Choosing the appropriate Q;;, «;, and §; can achieve a better control effect.

4 Simulation

4.1 Application example

A nonlinear MAS consisting of five single-link robot arms is provided to verify the effectiveness of the proposed
control scheme. The agent model is adopted from [6], where the physical parameters g, M;, D;, J; and d; can be
found. We select J; = D; = 1, M;gd; = 10 in this paper. Simulations are conducted in MATLAB R2025a to
validate the efficacy of the proposed strategy. The initial states of the followers and the leader are given as z; 1(0) =
7;2(0) = 2§ 1(0) = 25 5(0) = —2,i = 1,--- ,4. For the optimal controller, choose Qi; = Iz, Ui min = —4, Ui max = 2

for the cost functions. Select the initial critic NN weight vectors 950) =1[0,0,0,0,0]T. The activation functions are
given as ¢;(+) = [tanh(-(1))%; tanh(-(1) - (2)); tanh(-(2))%; tanh(-(1)% - (2)); tanh(-(2)° - (1))], where - = w1, 71, wi.2.
The learning rates are chosen as p;,1 = 2 = i3 = 0.01. The leader’s input u§ is defined as

cos (Lt , if 1s<t<10s,
s t —20
uy = 4 sin (%) , if20s <t < 35s,
0, otherwise.

The switching signal ¢(¢), which represents the different topology modes, satisfies the following condition:

0, t€[0s,10s)U[15s,358)U[45s,508],
¢t)=<1, te[l0s,15s), (37)
2, te€[35s,455).

As illustrated in (37), the attack occurs at 10 s, 35 s and disappears at 15 s, 45 s. Specifically, (1) ¢(t) = 0 during

0-10 s, 15-35 s and 45-50 s, representing the topology during dormant periods, which corresponds to Gy in Figure
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Figure 2 (Color online) Communication graph under DoS attacks.
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Figure 3 (Color online) Curves of the states x;,1 and zj; under Figure 4 (Color online) Curves of the states x;,> and zj , under
DoS attacks. DoS attacks.

2; (2) <(t) = 1 during 10-15 s, representing the topological configuration G; in Figure 2; (3) ¢(t) = 2 during 545 s,
corresponding to the topological relationship G, in Figure 2.

Figures 3 and 4 display the state trajectories of the supervisor-guided leader and the followers. Corresponding to
the attacked nodes designated in Figure 2, agent 2 maintains stabilizing control during the interval of 10 s to 15 s,
while agent 3 performs stabilizing control between 35 and 45 s, as indicated by the gray shaded regions. During these
attack periods, the remaining unaffected agents continue to achieve consensus control. Once the DoS attacks cease
and the communication topology is restored, all agents recover their consensus performance. Figure 5 illustrates
the convergence process of the consensus errors. In particular, transient spikes appear in the error curves at the
switching moments of the attack modes, which are also reflected in the control input curves in Figure 6. These
spikes result from abrupt changes in topological connectivity that lead to discontinuous variations in consensus
errors. For example, when agent 2 is subject to the DoS attack from 10 to 15 s, its communication with neighbors is
interrupted. By applying a stabilizing control strategy, the control law becomes solely dependent on its local states,
causing a sudden shift in the error dynamics. Figure 6 presents the curves of the constrained optimal control input,
which remain strictly within the asymmetric limits [—4, 2]. The boundedness of the critic NN weights is confirmed
in Figure 7. Finally, the convergence curves of the cost functions during the training process are shown in Figure
8, showing that they converge to the optimal values.

4.2 Comparison experiment

Motivated by practical engineering requirements, this work considers asymmetric input constraints, which are
addressed through a nonquadratic cost function. This approach offers a higher degree of generality compared to
the symmetric constraints investigated in [22]. To provide a baseline for comparison with [22], the optimal control
input under symmetric constraints during dormant periods is formulated as

di bi *
’U,:F (wi)l) = —Qy tanh (%g?(mz)vm (wm)) . (38)

i
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Figure 5 (Color online) Curves of consensus error under DoS at- Figure 6 (Color online) Curves of constrained optimal control input
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x10™ 0 ' T ‘
[ | — 2 ] —Vi—V,— Vv,V
8 —11611] —1161] — 18] — 16| L
-1
2 ]
2|
1 ]
0 ‘ ‘ ‘ | o 10 20 80 40 50
0 10 20 30 40 50 .
. Time(s)
Time(s)
Figure 7 (Color online) Convergence curves of the norm of NN Figure 8 (Color online) Convergence curves of cost functions V.

weights 0; ().

Figure 9 (Color online) Curves of symmetric constrained optimal control input u; [22].

According to (38), the control input is constrained within the symmetric range [—ay,a;]. Setting w;min =
—2, Ui max = 2,04 = 2 and conducting the simulation under conditions as previously described, the result is
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illustrated in Figure 9. A comparison with the symmetric constrained optimal control in [22] demonstrates that
setting |t min| = |%imax|, the proposed u; recovers the symmetric form given in (38). Furthermore, asymmetric
constraints characterize practical engineering systems more accurately, such as aero-engines [33] and mobile robots
[34], where actuator limitations are inherently non-uniform.

5 Conclusion

The resilient HiTL optimal cooperative control problem for constrained-input MASs under DoS attacks has been
addressed in this paper. First, the leader has been designed to be non-autonomous. Then, a nonquadratic cost
function has been constructed to tackle the asymmetric constraints, and an HJB equation has been defined to obtain
the optimal control strategy. Afterward, the solution to the HJB equation was learned using the critic NN. Using
Lyapunov stability theory, it has been shown that all signals in closed-loop systems remain bounded. Finally, the
effectiveness and superiority of the proposed control scheme have been demonstrated through simulation. In future
work, we will extend the results to MASs with hybrid cyber attacks.
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