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Abstract The continuous-variable quantum key distribution (CVQKD) is of great value in the practical secure quantum cryptography.
However, the signal-to-noise ratio (SNR) of the CVQKD scheme can be extremely low under high channel loss, which greatly affects
the performance of key reconciliation algorithms in practical systems, resulting in low reconciliation efficiency and high frame error rate,
thus making the secret key rate extremely low. Meanwhile, the low SNR puts higher requirements on the signal processing. In this
paper, we present a novel reverse-encoded quantum key distribution (RE-QKD) with Gaussian-modulated coherent states (GMCS) where
the encoding of raw keys is implemented by the Gaussian modulation at the Bob site instead of the Alice site, which greatly improves
the SNR. We build the prepare-and-measure (PM) scheme and entanglement-based (EB) scheme for the RE-QKD protocol and conduct
the security analysis under general collective attacks. The simulation results indicate that the proposed protocol can tolerate higher
channel loss and excess noise compared with the conventional GMCS-CVQKD protocol. The RE-QKD protocol inherits the advantages
of GMCS-CVQKD while reducing difficulties in high-performance reconciliation, facilitating the signal processing, and improving its
ability to tolerate the channel loss and the excess noise, which shows its applicability in quantum communication networks.
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1 Introduction

Continuous variable quantum key distribution (CVQKD) is an efficient method for two remote users to share
secret keys, which is information-theoretically secure even when facing powerful quantum computing. The common
CVQKD protocols currently include the Gaussian-modulated coherent-state (GMCS) CVQKD [1-6] and discrete-
modulated coherent-state (DMCS) CVQKD [7-11]. The GMCS-CVQKD and DMCS-CVQKD encode the key-
related information by modulating the coherent state at the Alice site according to the Gaussian distribution and
the discrete probability distribution, respectively. Both GMCS-CVQKD and DMCS-CVQKD protocols have been
proved secure against individual [12-15], collective [16-22] and coherent attacks [23-26]. The secret key rates
for them when considering the finite-size effect have also been evaluated [27-30]. In practical implementationsl,
CVQKD has also made great progress in the long-distance implementation [31-33], the high secret key rate [34-37],
and field tests [38—41].

The CVQKD protocols have the advantages of low cost, a high secret key rate, and compatibility with classical
coherent optical communication facilities [42]. CVQKD protocols have also shown great potential for application
in quantum metropolitan networks [39] and quantum access networks [43]. However, the high-performance rec-
onciliation for both the GMCS-CVQKD and DMCS-CVQKD protocols is difficult due to the low signal-to-noise
ratio (SNR), especially when the channel loss is high, which leads to the low reconciliation efficiency and high
frame error rate, thus making the secret key rate extremely low. Meanwhile, the low SNR makes signal processing
at the Bob site difficult. Moreover, theoretical secret key rates of current CVQKD protocols are sensitive to the
channel loss and the excess noise, even for GMCS-CVQKD, which currently has the best performance in terms of
tolerable channel loss and excess noise for CVQKD with coherent states. These characteristics limit the current
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Figure 1 (Color online) The prepare-and-measure scheme for the RE-QKD protocol.

transmission distance of CVQKD protocols, which makes it difficult for CVQKD to adapt to channel environments
of the satellite-to-ground channel, the submarine optical fiber channel, and so on. Although many studies have
made a great contribution to extending the transmission distance of CVQKD from an engineering perspective, such
as controlling the excess noise [32,44], the above physical characteristics of CVQKD protocols still greatly limit the
extension of the transmission distance of CVQKD.

To solve these, we propose a reverse-encoded quantum key distribution (RE-QKD) with Gaussian-modulated
coherent states, where the raw key encoding is implemented by the Gaussian modulation at the Bob site instead
of the Alice site. In the proposed protocol, Alice can obtain raw keys with a high SNR, which remains approx-
imately unchanged as the channel loss increases and is greatly improved compared with conventional CVQKD
protocols. It makes the reconciliation for RE-QKD much easier and facilitates the signal processing for Bob. We
give out the prepare-and-measure scheme of the RE-QKD protocol. For the security analysis of it, we also develop
the entanglement-based scheme that is equivalent to the prepare-and-measure scheme. Based on the equivalent
entanglement-based scheme, we analyze the secret key rate of the RE-QKD protocol under general collective at-
tacks. The simulation results show that the RE-QKD protocol can tolerate higher channel loss and excess noise than
the conventional GMCS-CVQKD protocol, both in the asymptotic limit of infinitely long keys and when considering
the finite size effect.

2 RE-QKD protocol

The prepare-and-measure scheme of the RE-QKD protocol is shown in Figure 1. The specific process is as follows.
(1) Alice prepares n coherent states |z, + pai) according to two sets of independent Gaussian random numbers
{4} and {p,} with length n, where z,po ~ N(0,V§). Then, Alice sends them to Bob through the quantum
channel with the channel loss 7" and the excess noise €.
(2) Bob also prepares n coherent states |x5 + pgi) according to two sets of independent Gaussian random numbers

{z} and {pg} with length n, where x5, pg ~ N (0, Vf). It is noted that {zg} and {pg} are the raw key information
instead of {z,} and {p,}. Then, Bob couples these prepared coherent states with the quantum state received from
the quantum channel through a 50:50 beam splitter.

(3) Bob performs heterodyne measurements on the coupled quantum state and publicly announces the measure-
ment results {zp} and {pp}.

(4) Bob randomly selects parts of the modulation information {zg} and {pg} and publishes them. According to
the modulation information published by Bob, measurement results, {x,} and {p,}, Alice executes the parameter
estimation, including the channel loss, the excess noise, and the modulation variance. Then, Alice uses these
parameters to estimate the secret key rate.

(5) Alice decodes the raw key information based on {z,}, {po} and Bob’s measurement results {zp} and {pp}
to obtain {2(zp — v0.25Tx,)} and {2(pp — V0.25Tp,)}. Then, Alice and Bob share two sets of correlated raw
keys (i.e., {2(zp — V0.25Tx,)} and {z3}, {2(ps — V0.25Tp,)} and {ps}).

(6) Alice and Bob discard the raw keys related to the information published in the parameter estimation process.
Alice and Bob execute the reconciliation and privacy amplification on the remaining raw keys to distill the final
secret keys.

It is worth noting that in order to achieve Gaussian modulation at the Bob site in the RE-QKD process, we
do not need to add additional lasers in the actual implementation, because Bob can split the local oscillator light
and then perform the Gaussian modulation on it. At the same time, since the light modulated with a Gaussian
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Figure 2 (Color online) The entanglement-based scheme for the RE-QKD protocol.

distribution at Bob site and the local oscillator light used for heterodyne detection are generated from the same light
source, there is no rapid phase drift (caused by the laser linewidth and frequency offset) in the proposed scheme.
For slow phase drift (caused by fluctuations in optical path length), it can be corrected using mature slow phase
drift compensation algorithms [32,33,45] during data post-processing.

Although most experimental implementations of QKD adopt PM schemes, theoretical analyses are typically
conducted using equivalent entanglement-based schemes, as they simplify the calculation of information leakage
(e.g., simplify the calculation of related von Neumann entropy) to Eve. Thus, for calculating the secret key rate of
the RE-QKD protocol, we also need to develop the entanglement-based scheme, which is equivalent to the prepare-
and-measure scheme, as shown in Figure 2. If the quantum states at the input site of the quantum channel are the
same for two schemes, then these two schemes are equivalent for Eve [15], as the quantum states generated by both
schemes are indistinguishable for Eve. If the classical information possessed by Alice and Bob is consistent between
the PM scheme and the EB scheme, then these two schemes are equivalent for Alice and Bob. If the two schemes
are equivalent for Alice, Bob, and Eve, then these two schemes are equivalent. Based on the above principles, we
develop the equivalent EB scheme for RE-QKD. The specific process is as follows.

(1) Alice prepares an EPR state (i.e., two-mode squeezed vacuum state (TMSV state)) with the variance V,, =
V& + 1. Alice performs the heterodyne detection on one mode A of the EPR state, and sends the other mode By
to Bob through the quantum channel with the channel loss T" and the excess noise . After performing heterodyne
detection on the mode A of the EPR state, the quantum state at By is projected onto a coherent state where both
the X vector and P vector follow a Gaussian distribution with variance V{, which is the same as the quantum
state at the input site of the quantum channel in the PM scheme. By performing a classical multiplication on the
heterodyne detection result of the mode A in the EB scheme of the RE-QKD protocol, it becomes consistent with
the modulation information at the Alice site in the PM scheme. Thus, this process is equivalent to the Gaussian
modulation at the Alice site in the PM scheme and makes the two schemes equivalent for Eve and Alice.

(2) Bob prepares a EPR state with the variance Vi = Vf + 1. Bob performs the heterodyne detection on one
mode G5 and sends the other mode Gy to couple with the mode B; received from Alice through a 50:50 beam
splitter. Due to the reason similar to the above discussion, this process is equivalent to the Gaussian modulation
at the Bob site in the PM scheme and makes the two schemes equivalent for Bob.

(3) Bob performs heterodyne measurements on the mode By and publicly announces the measurement results
{zp} and {pp}.

(4) Alice and Bob perform the data post-processing similar to the process in the PM scheme, including the
parameter estimation, Alice decoding the raw key, the reconciliation, and the privacy amplification.

For the convenience of readers to understand, we have detailed the process of decoding the raw key at the Alice
site. In the proposed RE-QKD protocol, the raw key that Alice wants to decode is the Gaussian modulation
information of Bob {z3} and {pg}. For Alice, the information she has is the measurement results published by Bob
{zp} and {pp}, and her local Gaussian modulation information {x,} and {p,}. Meanwhile, Figure 3 describes
the quantum state before the heterodyne measurement at the Bob site (i.e., mode Bs). As shown in Figure 3, the
heterodyne measurement results zp and pp of the quantum state at By consist of three parts:

rp = \/O.25Ta:a + \/0.25@5 + noise,
pp = V0.25Tp, + V0.25ps + noise,
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Figure 3 (Color online) The quantum state at the mode Bs.

where noise ~ N(0,140.25T¢). Thus, Alice can decode the raw key information by performing {2(xp—+/0.25Tz)}
and {2(pp — v0.25Tp,)}. Furthermore, since Alice knows the value of =, and p,, and x5 and pp are published

s
by Bob, Alice can obtain raw keys x3 and pg with the SNR = % (it is much higher than the SNR of the

conventional GMCS-CVQKD (i.e., 2 —;—50T5}§éa) when the channel loss is high). However, Eve does not know the accurate
0.25V%

140.25T=+0.25TV g

through the classical channel. So, as long as the information obtained from performing the joint optimal POVM
0.25V% 0.25V%

Trosrz) — 1082 (Tromsraro mrvy

information advantage between legal users against the eavesdropper and the QKD can be performed.

value of z, and p,. Thus, Eve can only directly obtain the raw keys zg and pg with the SNR =

for Eve on the quantum state at EyFs is not greater than log( ), there is an

3 Security proof approach

In this section, we give out the security analysis of the RE-QKD protocol under general collective attacks. The basic
principle of RE-QKD security analysis is to calculate the secure key rate by subtracting the leaked information to
Eve from the mutual information between Alice and Bob. The leaked information to Eve consists of the information
directly obtained for Eve from the measurement results published by Bob and the information obtained for Eve
from performing the joint optimal POVM on the quantum state at Fq F»>. The information channels related to the
above two pieces of leaked information are independent. Therefore, the leaked information is equal to the sum of
the leaked information of the above two parts. For the above classical information, we can calculate it based on the
SNR. For information obtained for Eve from performing the joint optimal POVM on the quantum state at £y Es, we
can use the Holevo bound for calculation. For the Holevo bound, we can obtain it by calculating the von Neumann
entropy of the quantum state at Eve’s site when Bob uses different encoding values and Eve employs the optimal
attack. Based on the above discussion, the total secret key rate of RE-QKD in the asymptotic limit of infinitely
long keys is given by

K = BI(A; B) = I(Bi E) = xup. v

where [ represents the reconciliation efficiency and x,g represents the Holevo bound. The mutual information
between Alice and Bob is given by

0.25V%
I(A,B) = 10g2 <1 + m) . (2)
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The classical information directly leaked from the measurement results published by Bob is given by

1(B: E) = log, <1 + 0.25V} ) . ()

1+ 0.25Te + 0.25TV§

The information obtained for Eve from performing the joint optimal POVM on the quantum state at EyFEy (i.e.,
the Holevo bound) is given by

XbE = /p(:vB,pB)xiﬁ’dedepB

= [otan.a) (S22 ) = [p0)5(0577 7)) depn, (@)

where yr2P® represents the Holevo bound in the sub-channel where the heterodyne measurement results for the
XbvE p y

mode By are (zg,pp), p%wr’xB’pB represents the density matrix of the overall (i.e., the quantum state at the mode
Gy is a thermal state with the variance Vg = Vf + 1) conditional quantum state at Eve when the heterodyne

measurement results for the mode By are (zp,pp) and p"?""” represents the density matrix of the conditional

quantum state at Eve when Bob encodes raw keys as (2R(v), 23 (v)) (SNU, shot noise units) (i.e., the quantum
state at the mode Gy is a coherent state |v)) and the heterodyne measurement results for the mode Bs are (xp,pp).
Since all the operations in the entanglement-based scheme of the RE-QKD protocol are Gaussian operations, states
prepared at the Alice and Bob sites are Gaussian states, and the key information is encoded in the X and P
components, the optimal attack for the RE-QKD protocol is the Gaussian attack [46] according to the optimality
of Gaussian attacks. Thus, S(p'2“""#P5) and S(p's"®"*?) only depend on their corresponding covariance matrices.
Furthermore, S(pi“*#*5) and S(p’%"""*") remain unchanged for all z, pp and v. Meanwhile, because E is the
purification of ABy, S(pire"#P5) = S(pglfgff’p]g) and S(pg"?"?) = S(pG &Y ). Thus, Eq. (4) can be simplified
as

e = [plen.n) <S<p%”“’p8> -/ p(u)S(png%du) dwpdps

— [ lanpa)(SEET27) - S(57 ") dedps
= S(pherer ) — ()
= S(pgicad ") = SpGi&lR)- (5)

ther,zp,pB V,ZB,PB ; : : ther,zp,pB
In order to calculate the S(pg G, #"") and S(pg 8"y ), we need to obtain the covariance matrices for p; ;s

and pgfgjf. We can first give out covariance matrices for states at AB; and GoG2, and the symplectic matrix for

the beamsplitters operation of transmittance T,

B Valy VTVZ =1)o. ©)
Tam VT(VZ =)o, 1+TV§ +Te)ly |’
ther VBI2 V Vﬂ2 o 102 (7)
VGG, = ,
G\ VE-10. Vil

’YéoGz = Lo, (8)

S(T) = VTL V1-TI
\-VI-TL VTI, )’

where o, = diag(1,—1). We can then further obtain covariance matrices for the state at BoG1G2A,

VABacica = (Ta®S(T = 0.5)816,)(Yan ©16ye,) a®S(T = 0.5)8la,)", (10)

ther (7?5;@1@2 (3:8,3:8) 7f4h§;G1G2 (3:8,1:2) ) (12)

/YB G G A - er er
S YT G (1:2,3:8) YIS o (1:2,1:2)
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v ([ ViBycic,(3:8,3:8) Vip,a,q, (3:8,1:2) )
TB2G1G2A = v . . (13)
’YABQGle (1:25 38) FYABzChGg (1:2, 12)
After Bob performs the heterodyne measurement on the mode Bs, we can obtain
her,zp, er
’Yélc2f PE = FYtBthngA(3:85 38)
- /th];eCT;leA(?):& 1:2)[’753}128510214(1:27 1:2) + 132]71[7%];651@2,4(328, 1:2)]T7 (14)
,7811527;?43 = ’7§2G1G2A(3:87 38)
- 7%26'16'214(3:8’ 1:2)[’7}]326'16'214(1:27 1:2) + IBz]_1[7E2G1G2A(328, 122)]T. (15)

Then, we can calculate the symplectic eigenvalues \i"e" AfPer and A" for Wghleéﬁf PE and Ay, Ay and \j for
V,XB,PB
7G,G2A >

1 /
)\3}7267‘ = \/5 (Ather + A%her - 4Dt2he'r)7 )\éher = 17 (16)
1
o=\ 3a £ VATTIDD), N =1 a7)

Asher = (T2(V)2(VE)? + 6T2(VE)2VE + T2 (V)2e® — 2T2(V§)%e + 10T (V)2 + 2TV (V)2
+ 12TV Ve + 2TV 5e? + 16T Ve + TH(VE)2e? + 6TV e? + 10722 — 2T (V)2 (V)2
+2T(VE)2Vie —14T(VE)2VE + 8T (V§)%e — 24T (V§)? — 2TV (V)2 + 4TVSV e
—12TVSVE +16TV§e — 16TVS + 2T (VF)2e + 16TV e 4+ 32T + (V§)2(VE)? +8(VE)2 VS
+16(VE)? + 2V (V)2 +16VSVE + 32V + 2(VD)2 + 16V +32)/(VE + TV + Te +4)2,  (18)
A, = (THVE)?e® = 2T*H(VE)%e + 10T%(V§)? + 212V e + 16TV e + 10T%* + 8T(Vy)%e
—24T(V§)? + 16TVie — 16TV + 32T + 16(V{)? + 32V + 32)/(TVS + Te + 4)?, (19)
AVE +VE = 3TV 4+ VQVE +3Te —TVYVE + 3TV e + TVie + TVSVie + 4

Diher = 5 : (20)
Vy+TVi+Te+ 4
D, — 4Ve = 3TVE +3Te +3TVie + 4' (21)
TV +Te+4
Finally, we can obtain the value of the required von Neumann entropy,
)\ther -1 )\ther -1 )\ther -1
ther,x g, _ 1 2 3
s =6 () ve (E ) e (), 22)
Vg, A —1 Ay —1 Ay —1
S(pGIgQB):G( 2 )+G( 2 )+G( > ) (23)

where G(z) = (x4 1) logy(x+ 1) — zlogy 2. Then, we can use (1)—(3), (5), (16)—(23) to calculate the secret key rate
of the RE-QKD protocol in the asymptotic limit of infinitely long keys. We can also give the secret key rate of the
RE-QKD protocol when considering the finite-size effect [48],

2
1+Te
T = | VT — —_ 24
< Repr /2 (N—TL)VX‘) ) ( )
A 2 !
g = |Te+ 2zepy s2(1 + Te) N —n T, (25)

A =122 4 2 iog, 1), (26)

KT = S (K™(T',e) = An)), (27)

where 2.,/ follows the equation (1 —erf(zep,/2/V2))/2 = epg/2, erf(z) = % IN e~ dt, epg and epy represent the
failure probability of the parameter estimation and the privacy amplification process, € is a smoothing parameter,
n represents the block length for the final key distillation, and N represents the whole block size.
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Figure 4 (Color online) Secret key rates for the RE-QKD protocol as a function of the channel loss under different excess noises in the
asymptotic limit of infinitely long keys. The modulation variance is set as V§ = Vf = 30 for RE-QKD. The modulation variance for the
conventional GMCS-CVQKD is also set as 30. The gray solid curve shows the Pirandola-Laurenza-Ottaviani-Banchi (PLOB) bound [47].

4 The simulation performance

In this section, we perform the numerical simulation for the secret key rate of the RE-QKD protocol. Since we
are mainly concerned with the physical characteristics of the proposed protocol, we set the reconciliation efficiency
as 1 for the RE-QKD protocol and the conventional GMCS-CVQKD protocol in the simulation. Moreover, the
units for the excess noise and the modulation variance in this paper are fixed as the SNU. Figures 4 and 5 show
secret key rates for the RE-QKD protocol against the channel loss under different excess noises in the asymptotic
limit of infinitely long keys and when considering the finite-size effect, respectively. It indicates that the RE-QKD
protocol can tolerate larger channel loss and higher excess noise than the conventional GMCS-CVQKD, both in the
asymptotic limit and when considering the finite-size effect. This is because the raw key-related information is not
directly transmitted through the quantum channel, which is assumed to be completely controlled by Eve. Thus,
it is easier for the legal users in the RE-QKD protocol to build an information advantage against Eve. Therefore,
RE-QKD has advantages over the conventional GMCS-CVQKD in adapting to complex and harsh real channel
environments.

Figure 6 shows secret key rates for the RE-QKD protocol as a function of the modulation variance at the Alice
site V{ and the modulation variance at the Bob site Vf when considering the finite-size effect. It can be seen that
whether for the modulation variance at the Alice site or at the Bob site, the key rate of RE-QKD increases with
the modulation variance. Therefore, the performance advantage of RE-QKD is more obvious at larger modulation
variance. As depicted in Figure 7, the tolerable excess noise for the RE-QKD protocol can achieve a high level
under different channel losses. The tolerable excess noise for the proposed protocol can still be larger than 0.04
SNU when the channel loss is up to 80 dB and the modulation variance is larger than 30 SNU in the asymptotic
limit. At the relatively small channel loss, e.g., 10 dB, the tolerable excess noise for RE-QKD can be as high as
0.18 SNU. The tolerable excess noise of RE-QKD increases with the modulation variance. After the modulation
variance is greater than 30 SNU, the increase in the tolerable excess noise becomes extremely slow.

As depicted in Figure 8, the figure shows the tolerable channel loss for the RE-QKD protocol against the mod-
ulation variance in the asymptotic limit of infinitely long keys. The tolerable channel loss for RE-QKD becomes
larger as the modulation variance increases. It also indicates that the tolerable channel loss for RE-QKD is higher
than that of the conventional GMCS-CVQKD at any modulation variance, which further proves the advantages of
the RE-QKD protocol over the conventional GMCS-CVQKD in terms of the transmission distance.
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Figure 5 (Color online) Secret key rates for the RE-QKD protocol as a function of the channel loss under different excess noise when considering
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Figure 6 (Color online) Secret key rates for the RE-QKD protocol as a function of the modulation variance at the Alice site Vi and the
modulation variance at the Bob site Vf when considering the finite-size effect. The channel loss and the excess noise are set as 10 dB and 0.01
shot noise units, respectively. n and N are set as 10*? and 2 x 10'2, respectively. We set epa = epr = € = 10~ 'Y for typical values [48].

5 Conclusion

In this paper, we propose a reverse-encoded quantum key distribution with Gaussian-modulated coherent states
and develop its prepare-and-measure scheme and entanglement-based scheme. The secret key rate for the proposed
protocol is evaluated under general collective attacks. The simulation results indicate that the RE-QKD protocol
is able to tolerate higher channel loss and larger excess noise than the conventional GMCS-CVQKD protocol,
making it highly promising for application in the practical quantum encryption and quantum networks. The
proposed RE-QKD protocol can increase the transmission distance while improving the reconciliation efficiency
and reducing the frame error rate, thereby increasing the key rate of QKD. This helps improve the performance
of QKD and has potential applications in typical quantum network applications such as quantum signatures [49],
quantum e-commerce [50]. In addition, it reduces the difficulty of reconciliation, which helps reduce post-processing
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Figure 7 (Color online) Tolerable excess noise for the RE-QKD Figure 8 (Color online) Tolerable channel loss for the RE-QKD pro-
protocol as a function of the channel loss under different modulation tocol as a function of the modulation variance under different excess
variances in the asymptotic limit of infinitely long keys. noises in the asymptotic limit of infinitely long keys. The modulation

variance at the Alice site and the Bob site is set to be the same for
RE-QKD.

costs and facilitates its widespread deployment in quantum networks. Future work will include the experimental
demonstration of the RE-QKD protocol.
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