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Appendix A Attack IDs

Table A1 Adversarial attack algorithms

ID Name Measurement Knowledge Introduction

0 JSMA [53] L2 White-box
Constructing an adversarial saliency map involves generating input features that

have the most significant influence on the output.

1 Deep-Fool [54] L2 White-box
Calculating the minimum distance between normal examples and the decision

boundary of the model in order to generate perturbations.

2
Universal-

Perturbation [55]
L∞ White-box

Searching for general perturbations at training points, aggregate perturbation

vectors that send successful data points to decision boundaries.

3 Newton-Fool [56] L2/L0 White-box Generating AEs based on model gradient.

4
Boundary-

Attack [57]
L2 Black-box

Reducing the size of disturbances gradually starting fromlarge disturbances

while maintaining aggressiveness based on decision boundary.

5 Elastic Net [58] L1 White-box
Expressing the adversarial attack problem as the elastic network regularization

optimization problem.

6 Zoo-Attack [59] L0 Black-box
Generating AEs based on the gradient of the zero-order

optimization estimation target model.

7
Spatial-Trans-

formation [60]
LN

1) Black-box
Generating perturbation based on natural perturbation categories such as

translation.

8
Hop-Skip-

Jump [61]
L∞/L2 Black-box

Generating perturbation gradient direction estimation at decision boundaries

based on binary information.

9 Sim-BA [62] L2 Black-box Adding sample vector from a predefined orthogonal offset on the original image.

10
Shadow-

Attack [63]
LN

1) White-box
Keeping the adversarial example far away from the decision-making

boundary under the premise that it is not perceivable.

11 GeoDA [64] L∞ Black-box Black-box iterative attack algorithm based on query.

12 Wasserstein [65] LN
1) White-box

Searching for adversarial perturbations of Wasserstein distance based on

Sinkhorn iteratively.

13 FGSM [41] L∞ White-box
Adding perturbations in reverse based on the gradient direction of normal

examples.

14 BIM [66] L∞ White-box Adversarial sample attacks against the physical world.

15 CW [67] L∞ White-box
Transforming the problem of finding the smallest perturbation that causes a

neural network to misclassify into a convex optimization problem.

16 MIFGSM [68] L∞ White-box
Generating perturbations by an iterative approach based on momentum to find

counter perturbations.

17 TIFGSM [69] L∞ White-box
Generating a more transferable perturbations by optimizing the perturbation of

the image transformation set.

18 PGD [13] L∞ White-box
Generating adversarial perturbation based on gradient projection direction

iterative algorithm.

19 PGD-L2 [13] L2 White-box
Generating L2 perturbation based on gradient projection direction iterative

algorithm.

20 TPGD [44] L∞ White-box
Generating adversarial perturbations by an iterative algorithm of gradient

projection direction based on KL-Divergence loss.

21 RFGSM [70] L∞ White-box A single-step gradient attack method based on small random step size.

22 APGD [38] L∞/L2 White-box
Generating adversarial perturbation an iterative algorithm of gradient projection

direction based on variable step size with loss “ce”.

23 APGD2 [38] L∞/L2 White-box
Generating adversarial perturbation an iterative algorithm of gradient projection

direction based on variable step size with loss “dlr”.

24 FFGSM [22] L∞ White-box Gradient single-step attack method based on random initialization.

25 Square [71] L∞/L2 Black-box
An iterative algorithm to find feasible set boundaries against perturbations by

updating local squares at random locations.

26 TIFGSM2 [69] L∞ White-box
Generating a more transferable perturbations by optimizing the perturbation of

the image transformation set with different resize rate.

27 EOTPGD [72] L∞ White-box
An iterative method for generating AEs by estimating the

direction of gradient projection by multiple random vectors.

28 One-Pixel [73] L0 Black-box Generating single-pixel perturbations based on differential evolution.

29 FAB [74] L∞/L2/L1 White-box Generating minimal perturbation based on fast adaptive boundaries.

1) LN indicates the unconventional perturbation measurement.



Xiaoxu Peng, et al. Sci China Inf Sci 3

Appendix B Attacked Datasets
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Figure B1 Robust accuracy (RA) of the initial validation datasets under various attacks. Dashed lines indicate the baseline

standard accuracy (SA) for each dataset.
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