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Abstract This paper studies the security of distributed state estimation under integrity attacks. Considering cost and energy con-

straints, only a subset of the sensors within the network is protected. To reveal the vulnerability of such partial protection schemes, we

investigate integrity attacks in distributed networks that can bypass anomaly detectors and lead to unbounded estimation errors. First,

the feasibility analyses of such attacks under both strict and non-strict stealthiness are derived using matrix decomposition theory, along

with the corresponding necessary conditions and sufficient conditions. Second, an explicit form of integrity attack is presented, and an

offline algorithm for generating attack sequences is provided. These reflect how an adversary can undermine the estimation performance

by targeting only unprotected sensors. It is demonstrated that the deviations of the detected quantities induced by the attack sequences

decay exponentially, suggesting that the stealthiness of the proposed attack is enhanced compared to previous methods, particularly

with an increased detection interval. Third, a sufficient condition for securing sensor networks is established. Utilizing the constraints

determined by this condition, the optimization of the selective protection strategy is formulated, which identifies both the minimum

number of sensors to protect and which specific sensors they are. Finally, a numerical simulation is conducted to validate the proposed

results.
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1 Introduction

Thanks to advances in ubiquitous sensing and cloud-edge computing, the scale of cyber-physical systems (CPS) has
expanded dramatically, leading to a wide range of applications in many fields such as power, transportation, and
manufacturing [1]. In CPS, a large number of sensing devices, interconnected via wireless networks, are typically
deployed to leverage their information interaction for executing intricate engineering tasks [2]. Therefore, how to
accurately monitor the operational status of CPS is critical to the completion of the tasks. In this regard, distributed
state estimation has attracted a great deal of attention for providing reliable technical support [3–5]. The openness of
sensor networks, while enhancing communication efficiency, also presents one of the primary avenues for adversaries
to compromise the accuracy of state estimation. Depending on the purpose of the attack, they can be primarily
categorized into eavesdropping attacks, denial-of-service (DoS) attacks, and integrity attacks [6–8]. In contrast to
the first two types of attacks, integrity attacks aim to tamper with data. Such attacks compromise the precision of
state estimation, resulting in erroneous decisions and control actions within CPS.

So far, many efforts have been made on data integrity in state estimation by studying the possible strategies
adopted by adversaries. Niu et al. [9] proposed an innovation-based stealthy attack on distributed networks and
determined the optimal parameters through semi-definite programming. Based on the input and output signals of
the system, Park et al. [10] constructed a zero-dynamic attack to destabilize the internal state of the system. In
order to make the compromised estimates of the nodes as close as possible to the predetermined values, Choraria
et al. [11] developed an algorithm to find the optimal values for a class of linear attacks and demonstrated its
convergence. For the scenario where only a subset of network sensors are reliable, Xu et al. [12] proposed a stealthy
attack strategy based on historical data. Moreover, the authors showed that the strategy is capable of circumventing
detection mechanisms that rely on mutual verification of information between secure and suspicious sensors. The

*Corresponding author (email: tianzhihong@gzhu.edu.cn)

http://crossmark.crossref.org/dialog/?doi=10.1007/s11432-025-4567-3&domain=pdf&date_stamp=2026-3-5
https://doi.org/10.1007/s11432-025-4567-3
info.scichina.com
link.springer.com
https://doi.org/10.1007/s11432-025-4567-3
https://doi.org/10.1007/s11432-025-4567-3


Zhou J Y, et al. Sci China Inf Sci April 2026, Vol. 69, Iss. 4, 142108:2

concept of perfect attack, which aims at diverging the estimation error, has also attracted great interest from
researchers in the field. Hu et al. [13] derived a necessary and sufficient condition under which a remote estimator
cannot withstand perfect attacks and provided an algorithm for generating attack sequences. In the case where
the estimates can be manipulated, Ni et al. [14] established a necessary and sufficient condition for the existence
of a perfect attack on remote estimation systems. Similar work was studied in [15], where Jin et al. introduced a
completely stealthy attack to impair the estimation performance.

In addition to investigating the potential attack strategies that adversaries might employ, some researchers
have delved deeper into the design and implementation of defense mechanisms. Regarding deception attacks on
measurement data, Xiao et al. [16] developed an adaptive event-triggered scheme to address the state estimation
problem in large-scale systems. In order to resist the influence of unbounded attack signals on the system, Kircher et
al. [17] proposed an estimator based on the resolution of a convex optimization problem and proved the boundedness
of the resulting estimation error. In view of the complexity and diversity of integrity attacks, the design of detection
mechanisms for wireless communication data has garnered significant attention. Li et al. [18] presented three data
validation methods that leverage the correlation between reliable and suspicious sensors to identify false data. To
improve the detection of stealthy attacks, Zhou et al. [19] proposed a watermarking-based data transmission strategy
and analyzed its effect on stealthy attacks in different scenarios. For the purpose of excluding suspicious sensors
under false data injection attacks, Suo et al. [20] put forward an attack detection scheduling algorithm and discussed
the boundedness of the estimation error.

Despite the advancements made in the previously discussed studies, essential challenges remain to be addressed.
To begin with, the attack strategies suggested by previous studies sacrifice a certain level of stealthiness for achieving
attack utility, potentially increasing the risk of detection for adversaries who lack comprehensive system information.
In addition, the current research does not fully consider the impact of resource constraints, such as cost and energy,
on sensor networks, resulting in inadequate scalability of the protection schemes. These gaps highlight the need
to utilize limited resources to provide protection against integrity attacks. Given the practical consideration of
protecting only a subset of sensors in large-scale distributed networks, it is imperative to investigate the reliability
and security of such selective protection schemes. Consequently, three important issues are worth discussing.
(i) How to assess the vulnerability of such selective protection schemes? (ii) What attack sequences would an
adversary design to impair system performance? (iii) Which sensors need to be protected to defend against integrity
attacks? In light of the aforementioned issues, this paper undertakes a comprehensive investigation, and the main
contributions are as follows.

(1) We demonstrate the infeasibility of strictly stealthy integrity attacks in sensor networks with partial protec-
tion. In addition, we establish the necessary conditions and sufficient conditions for the feasibility of non-strictly
stealthy attacks, enhancing the insights into security vulnerabilities in sensor networks.

(2) From the perspective of an adversary, we derive an explicit form of the attack that circumvents the anomaly
detector and leads to unbounded estimation errors. Additionally, we demonstrated that the deviations of the
detected quantities induced by the attack exhibit exponential decay, indicating that the proposed attack possesses
a higher degree of stealth compared to the method in [13].

(3) From the perspective of a defender, we determine a sufficient condition for securing sensor networks. By
formulating this condition as an optimization problem, we propose a defense scheme that strategically selects the
smallest set of sensors for protection, thereby enabling a more efficient and targeted allocation of resources towards
countermeasure implementation.

Notations: R
n and R

m×n represent the n-dimensional Euclidean space and m× n matrices, respectively. For a
matrix X , Col(X), Nul(X), Rank(X), ρ(X) and Ψ(X) denote its column space, null space, rank, spectral radius and
the set consisting of all its columns, respectively. X ≻ 0 (or X � 0) means that X is a positive definite (or positive
semi-definite) matrix. | · | indicates the determinant of a matrix or the absolute value of a scalar, and ∅ stands
for the empty set. Span(·) represents the set of all possible linear combinations of a given collection of vectors,
and Diag(·) refers to a diagonal matrix or a block diagonal matrix. For a set of vectors or matrices x1, . . . , xN ,
we sometimes abbreviate Diag(x1, . . . , xN ) to Diag(xi) for ease of expression. 1 denotes a column vector where all
entries are equal to 1 and ‖ · ‖ stand for the Euclidean norm or spectral norm.



Zhou J Y, et al. Sci China Inf Sci April 2026, Vol. 69, Iss. 4, 142108:3

Figure 1 (Color online) Communication diagram for clustered sensor networks.

2 Problem formulation

2.1 Distributed sensor network and attack model

Consider a discrete-time system characterized by the following state-space model:

xk+1 = Axk + wk, (1)

where xk ∈ R
n is the system state, and wk ∈ R

n is the Gaussian noise with zero-mean and covariance Q � 0.
A clustered sensor network containing N sink nodes is deployed for estimating the state of the system (1). To
obtain the measurement output of the system, each sink node communicates with a set of wireless sensors. Letting
Mi = {1, . . . ,mi} denote the set of sensors corresponding to the sink node i, the measurement equation for the s-th
sensor is given as follows:

y
(s)
i,k = H

(s)
i xk + ν

(s)
i,k , s ∈Mi, (2)

where y
(s)
i,k ∈ R is the measurement output and ν

(s)
i,k ∈ R is the Gaussian noise with zero-mean and covariance Ri > 0.

It is assumed that all the measurement noises are mutually uncorrelated and are uncorrelated with process noise.
The data transmission process of the clustered sensor network is shown in Figure 1. At each time step, each sink
node conducts state estimation by integrating its own measurements with those sent from neighboring nodes.

For the sake of clarity, we utilize a directed graph G = (V , E) to represent the network topology of the sink nodes.
The set of sink nodes is defined as V = {1, . . . , N}, and the relationship between nodes is represented by the edge
set E = V × V . If sink node i can directly receive information from sink node j, then (i, j) ∈ E . The in-neighboring
set of the sink node i is defined as Ni = {j ∈ V|(i, j) ∈ E}. The adjacency of the graph G is defined as A = [aij ],
where

aij =

{

1, if (i, j) ∈ E ,

0, otherwise.
(3)

Data encryption is widely recognized as an important defense against cyber attacks. However, the large scale of
sensor networks, where sensors may rely on battery power, renders limitations such as cost and energy to be factors
that cannot be ignored. In view of this, it is a feasible approach to use sensors with encryption capability only
for some critical measurement data. Compared to protecting all sensors, this approach is cost-effective because it
reduces overall security expenditures by focusing resources where they are most needed. Such a method is similar
to those presented in [12,18], which assumed that only some of the sensors in the network are reliable. To facilitate
the presentation, we define a binary variable that signifies the encryption status of the measurement as follows:

η
(s)
i =

{

1, the measurement y
(s)
i,k is encrypted,

0, otherwise.
(4)
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The measurement of the encrypted sensor is defined as

ψ
(s)
i,k = C

(

y
(s)
i,k , δi,k

)

, (5)

where ψ
(s)
i,k is the ciphertext, C (·, ·) is the encryption function, and δi,k is the secret key. To reduce the computational

complexity, the encryption mode is considered to be symmetric, i.e., the encryption and decryption operations both
utilize the same secret key. After the sink node receives the encrypted data, it decrypts the ciphertext using the
secret key δi,k to recover the original data:

y
(s)
i,k = C

−1
(

ψ
(s)
i,k , δi,k

)

. (6)

Overall, the deployed sensors are classified into two categories based on their capabilities: one category is endowed
with encryption functionality, while the other lacks this feature. In addition to encrypting data, utilizing communi-
cation channels with higher security to transmit data is also one approach to protect the integrity of data [21]. This
approach typically involves the use of dedicated network links, such as through private networks or trusted provider
services, to reduce the risks associated with data transmission over public networks. In terms of the research issue
of this paper, the transmission of data from the sensors to the sink node over secure channels can also be modeled
as shown in (4).

Since the sink node is capable of communication, it can transmit its measurement to neighboring nodes to increase

their accuracy. Let yi,k = [y
(1)
i,k , . . . , y

(mi)
i,k ]⊤ and Hi = [H

(1)⊤
i , . . . , H

(mi)⊤
i ]⊤. For a given topology, each sink node

estimates the state of the system by utilizing the following distributed recursive estimator [9]:

x̂i,k+1 = Ax̂i,k +AKi,k(yi,k −Hix̂i,k)

+AGi,k

∑

j∈Ni

(yj,k −Hj x̂i,k),
(7)

where x̂i,k is the estimate generated by sink node i, and Ki,k and Gi,k are the gain matrices.

Assumption 1. The pair (A, H̆i) is observable, where H̆i = [H⊤
i ,

∑

j∈Ni
H⊤

j ]⊤.

The observability mentioned in the above assumption suggests that the sensor network is regionally observable,
which is weaker than that in the existing studies [22,23]. Under Assumption 1, the error covariance of the estimator
(7) converges to a unique steady-state value with arbitrary initial state [24]. Moreover, the gain matrices that lead
to the minimum mean square error are given by

[

Ki,k, Gi,k

]

= P̆i,kH̆
⊤
i (H̆iP̆i,kH̆

⊤
i + R̆i)

−1,

R̆i = Diag

[

Ri,
∑

j∈Ni

Rj

]

,

P̆i,k+1 = AP̆i,kA
⊤ +Q −A

[

Ki,k, Gi,k

]

H̆iP̆i,kA
⊤.

(8)

Without loss of generality, we assume that the error dynamics have achieved a steady state at k = 0. Therefore,
the subscripts for Ki,k and Gi,k are omitted in the rest of the paper.

2.2 Integrity attack

Since only a portion of the sensor data is encrypted, a malicious attacker could tamper with the unencrypted data
to threaten the security of the sensor network. Dolev et al. [25] introduced an attack model that characterizes an
adversary’s capability to intercept and tamper with data as it is transmitted over the network. Inspired by this, we
establish the following assumptions regarding the adversary’s capabilities.

(1) The adversary has knowledge of the system’s parameters A, Hi, Ki and Gi.
(2) The adversary is able to tamper with any unencrypted data.
In light of (4), the compromised measurement is modeled as the following form:

yai,k = yi,k + (I − ηi)φi,k, (9)

where ηi = Diag(η
(1)
i , . . . , η

(mi)
i ), and φi,k is the attack vector designed by the adversary.

Remark 1. As the adversary is not aware of the encryption key, tampering with the data indiscriminately increases
the risk of being detected by security measures. Hence, a sophisticated adversary should avoid tampering with the
encrypted data without knowing the secret key of the encryption mechanism to prevent unpredictable decryption
results from undermining the stealthiness of the attack. This setting follows similar assumptions to those in [12,18],
in which only a subset of the sensors’ data within the system is considered trustworthy.
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2.3 Anomaly detector

It is well known that the χ2 detector is a widely used detector for disclosing anomalies in the system [26, 27]. Its
essence is to discriminate the authenticity of the data based on the fact that normal data exhibits a stationary
distribution. Driven by this motivation, a residual-based detector is employed in each sink node to verify the
integrity of the measurements. Define εiℓ,k , yℓ,k −Hℓx̂i,k, where ℓ ∈ Ni ∪ {i}. The detected quantity in the sink
node i is given by

ζiℓ,k ,
k
∑

h=k−c+1

ε⊤iℓ,hΩεiℓ,h
H0

≶
H1

γ, (10)

where c > 0 is the detection interval, Ω ≻ 0 is the weight matrix, and γ is the detection threshold. At each time
step, the anomaly detector identifies the authenticity of the measurements sent by the neighboring nodes. The
hypotheses H0 and H1 are used to represent whether the data has been tampered with. Specifically, ζiℓ,k 6 γ
indicates that the measurement yℓ,k is normal, while ζiℓ,k > γ signifies that it has been tampered with.

2.4 Problem of interests

In this paper, we consider a more realistic scenario where only a portion of the sensor data is protected. Such a
scenario complicates the analysis of attack modeling and the assessment of network security. In view of this, we
aim to investigate the following problems.

Problem 1. In the case where only part of the sensor data is susceptible to tampering, what are the conditions
under which an integrity attack remains stealthy and leads to estimation error divergence?

Problem 2. If the adversary is unaware of the detection threshold, what tactics will it adopt to stay as stealthy
as possible in the attack?

Problem 3. With limited costs and budgets, how to determine which sensors need to be protected to balance
data integrity and resource efficiency?

3 Main results

To enhance the relevance of defense measures, it is imperative to study the formulation and implementation of attack
strategies from the perspective of an adversary. In this section, we first survey the conditions for the existence
of integrity attacks and derive an explicit form of the feasible attack sequences. Subsequently, we investigate
deployment schemes for encrypted sensors to ensure the security of distributed systems.

3.1 Feasibility of integrity attacks

In what follows, we focus on the vulnerability of sensor networks with partial protection. The evolution of the
distributed recursive estimator under integrity attack is given by

x̂∗i,k+1 = Ax̂∗i,k +AKi

(

yai,k −Hix̂
∗
i,k

)

+AGi

∑

j∈Ni

(

yaj,k −Hj x̂
∗
i,k

)

, (11)

where x̂∗i,k is the estimate induced by compromised measurements yai,k and yaj,k. Accordingly, the detected quantity
induced by the attack in sink node i is

ζ∗iℓ,k ,
k

∑

h=k−c+1

ε∗⊤iℓ,hΩε
∗
iℓ,h, (12)

where ε∗iℓ,h = yaℓ,h −Hℓx̂
∗
i,h. Letting e

∗
i,k , xk − x̂∗i,k, the estimation error under integrity attack is expressed as

e∗i,k+1 =
(

A−AKiHi −AGi

∑

j∈Ni

Hj

)

e∗i,k + wk

−AKi(I − ηi)φi,k −AGi

∑

j∈Ni

(I − ηj)φj,k

−AGi

∑

j∈Ni

νj,k −AKiνi,k.

(13)
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To quantify the performance of integrity attacks, the definitions regarding perfection and stealthiness of the attack
are introduced as follows [28, 29].

Definition 1 (Perfection). The integrity attack in (9) is perfect if the following condition holds:

lim
k→∞

‖e∗i,k‖ → ∞, i ∈ {1, . . . , N}. (14)

Definition 2 (Stealthiness). The integrity attack in (9) is stealthy if the following condition is satisfied:

∥

∥ε̃iℓ,k
∥

∥ 6 γ′, ℓ ∈ Ni ∪ {i}, (15)

where ε̃iℓ,k , ε∗iℓ,k − εiℓ,k , and γ′ > 0 is a sufficiently small constant. In particular, the integrity attack is strictly
stealthy if γ′ = 0.

The above two definitions reflect two important attributes required for integrity attacks. The concept of perfection
encapsulates the effectiveness of an attack in compromising data integrity. A perfect integrity attack can lead to
a complete loss of accuracy and credibility of the data, which in the case of state estimation is manifested as
the divergence of the estimation error. Stealthiness characterizes the capability of the attack in evading anomaly
detectors. A smaller deviation in the residuals indicates that the false data does not elicit a significant change in
the detected quantity. Stealthy attacks can be particularly challenging to defend against because they may not
trigger alarms or raise suspicion until significant damage has been done.

Remark 2. The aforementioned definitions align with existing studies [13, 14], in which the authors consider a
system insecure if the attack is both perfect and stealthy. In addition to perfect attacks, there are also non-perfect
attacks whose bias on the estimates is bounded. Comparatively, perfect attacks are deemed more destructive as
they can result in unpredictable consequences for the system.

Theorem 1. Under the anomaly detector (10), an integrity attack cannot simultaneously satisfy both perfection
and strict stealthiness in sensor networks with partial protection.

Proof. By integrating all e∗i,k into a compact form, the estimation error for the whole network under integrity
attack is given by

e∗k+1 =
(

I ⊗A− ΛH̄ −ΥDiag(Ai ⊗ I)(I ⊗H)
)

e∗k

− Λ(I − η̄)φk −Υ(A⊗ I)(I − η̄)φk

− Λνk −Υ(A⊗ I)νk + 1wk,

(16)

where

e∗k =
[

e∗⊤1,k, . . . , e
∗⊤
N,k

]⊤
, νk =

[

ν⊤1,k, . . . , ν
⊤
N,k

]⊤
, Λ = Diag(AKi),

Υ = Diag(AGi), H̄ = Diag(Hi), η̄ = Diag(ηi),

H = [H⊤
1 , . . . , H

⊤
N ]⊤, Ai = [ai1, . . . , aiN ], φk = [φ⊤1,k, . . . , φ

⊤
N,k]

⊤.

Let the deviation between the estimation errors e∗k and ek be ẽk , e∗k − ek. In view of (16), one has

ẽk+1 =
(

I ⊗A− ΛH̄ −ΥDiag(Ai ⊗ I)(I ⊗H)
)

ẽk

− Λ(I − η̄)φk −Υ(A⊗ I)(I − η̄)φk.
(17)

To streamline later analysis, we further define

ǫk ,
[

ε̃⊤11,k, . . . , ε̃
⊤
NN,k

]⊤
, ǫ′k ,

[

ǫ′⊤1,k, . . . , ǫ
′⊤
N,k

]⊤
,

ǫ′i,k ,
[

ǫ′⊤i1,k, . . . , ǫ
′⊤
iN,k

]⊤
, ǫ′ij,k ,

{

ε̃ij,k, if j ∈ Ni,

0, otherwise.

(18)

Based on the above definitions, it is derived that

ǫk = H̄ẽk + (I − η̄)φk,

ǫ′k = Diag(Āi ⊗ I)(I ⊗H)ẽk +Diag(Āi ⊗ I)
(

1⊗ (I − η̄)
)

φk,
(19)
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where Āi = Diag(ai1, . . . , aiN ). Substituting (19) into (17) yields

ẽk+1 = (I ⊗A)ẽk − Λǫk −ΥDiag(Ai ⊗ I)ǫ′k

=

k
∑

r=0

(I ⊗A)k−r
(

− Λǫr −ΥDiag(Ai ⊗ I)ǫ′r
)

,
(20)

where ẽ0 = 0. When ε̃iℓ,k = 0 for all i ∈ V and ℓ ∈ Ni ∪{i}, it follows that ǫk = ǫ′k = 0. In this case, we can deduce
that ẽk = 0, ∀k > 0. Overall, an integrity attack cannot be guaranteed to be both perfect and strictly stealthy in
sensor networks with partial protection. The proof is completed.

Theorem 1 demonstrates the infeasibility of executing a perfect attack with strict stealthiness in networks where
only a subset of sensors is protected. It is noteworthy that the threshold of anomaly detectors is typically not set too
low to prevent undue sensitivity to noise in detection residuals. Consequently, a sophisticated adversary may still
be able to undermine the system by designing false data sequences that achieve a general level of stealth. In light
of this, we further study whether non-strictly stealthy attacks exist in partially protected networks when γ′ > 0.

Define D as the sum of the adjacency matrix A and the identity matrix I, where dij represents the (i, j)-th entry
of D, for all i, j ∈ {1, . . . , N}. Assume that the system matrix A possesses v distinct eigenvalues, ordered such that
|λ1| 6 |λ2| 6 · · · 6 |λv|. Before proceeding further, let us introduce the Jordan canonical form of the system matrix
I ⊗ A:

J = P (I ⊗A)Q, (21)

where J = Diag{J1, . . . , Jv}, P = [P1, . . . , Pv] and Q = [Q1, . . . , Qv]. In (21), Jι, ι ∈ κ , {1, . . . , v}, is the Jordan
block associated with the eigenvalue λι, P is the matrix consisting of the eigenvectors and generalized eigenvectors
of the matrix I ⊗ A, and Q = P−1. The following theorem presents the necessary conditions for the existence of
non-strictly stealthy attacks in sensor networks with partial protection.

Theorem 2. If there exists an integrity attack that is both perfect and stealthy in networks with partial sensor
protection, then the following conditions are satisfied.

(1) The spectral radius of A is not less than 1, i.e., ρ(A) > 1.
(2) ∃ϑ̄ ∈ Ψ([Qq, . . . , Qv]) such that Diag(Di ⊗ I)(I ⊗H)ϑ̄ ∈ Col(1⊗ (I − η̄)), where Di = Diag(di1, . . . , diN ) and

q = min{ι ∈ κ|1 6 |λι|}.

Proof. We prove the above theorem by contradiction. First, it is assumed that the integrity attack is perfect
and stealthy and that ρ(A) < 1. Based on the definition of stealthiness, it can be derived that ǫk and ǫ′k are
norm-bounded, i.e., ‖ǫk‖ 6 γ1 and ‖ǫ′k‖ 6 γ2, where γ1 and γ2 are positive constants. In view of (20), we can
obtain

lim
k→∞

‖ẽk‖ 6 lim
k→∞

k−1
∑

r=0

‖I ⊗ A‖k−r−1
(

γ1‖Λ‖

+ γ2‖ΥDiag(Ai ⊗ I)‖
)

.

(22)

Based on Gelfand’s formula, if all eigenvalues in the matrix A satisfy |λι| < 1, then we deduce that

lim
k→∞

‖ẽk‖ 6
υ
(

γ1‖Λ‖+ γ2‖ΥDiag(Ai ⊗ I)‖
)

1− ρ(A)
<∞, (23)

where υ > 0 is a constant. Since the error dynamics without attack is asymptotically stable, the boundedness of
‖ẽk‖ in (23) suggests that the integrity attack is not perfect, which contradicts the aforementioned assumption.
Therefore, it can be concluded that there exists at least one eigenvalue of the system matrix A such that |λι| > 1.

Next, we demonstrate that there exists no attack that is both perfect and stealthy if condition (2) does not hold.
Since the system matrix A has at least one eigenvalue with absolute value greater than 1, there exists a positive
integer q such that

|λ1| 6 · · · 6 |λq−1| < 1 6 |λq| 6 · · · 6 |λv|. (24)

According to (24), the system matrix A can be expressed in its Jordan canonical form as follows:

I ⊗A = QJP =
[

Q̆ Q̄
]

[

J̆

J̄

][

P̆

P̄

]

, (25)
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where

Q̆ =
[

Q1, . . . , Qq−1

]

, Q̄ =
[

Qq, . . . , Qv

]

, P̆ =
[

P1, . . . , Pq−1

]

,

P̄ =
[

Pq, . . . , Pv

]

, J̆ = Diag
(

J1, . . . , Jq−1

)

, J̄ = Diag
(

Jq, . . . , Jv
)

.

Based on (25), one has

lim
k→∞

k
∑

r=0

JrPξr = lim
k→∞

k
∑

r=0

[

J̆rP̆

J̄rP̄

]

ξr

= ∞ · Pς + Pς ′,

(26)

where ξr = −Λǫr−ΥDiag(Ai⊗I)ǫ′r, and ς and ς
′ are constant vectors. It follows from ρ(J̆) < 1 that

∑∞
r=0 ‖J̆

rP̆ ξr‖
is bounded. Therefore,

∑∞
r=0 ‖J̄

rP̄ ξr‖ → ∞ holds if
∑∞

r=0 ‖J
rPξr‖ → ∞. The above deduction implies that

P̄ ς 6= 0 and P̆ ς = 0. Since P̄ ς 6= 0, there exists a nonzero vector b such that P̄ ς = b. By premultiplying the matrix
Q̄ to both sides of the aforementioned equation, we obtain

Q̄b = ς. (27)

Eq. (27) shows that ς belongs to the column space of Q̄, i.e., ς ∈ Col(Q̄). Given the preceding analysis, the vector
ς can be represented as a linear combination of the column vectors of the matrix Q̄, expressed formally as

ς =

z
∑

r=1

crϑr, (28)

where z is the number of columns in matrix Q̄, ϑr is the r-th column of the matrix Q̄, and cr, ∀r ∈ {1, . . . , z}, are
constants that are not all zero. Combining (19), (26) and (28) yields

lim
k→∞

ǫk = ∞ · H̄
z

∑

r=1

crϑr + (I − η̄)φk + ς ′,

lim
k→∞

ǫ′k = ∞ ·Diag(Āi ⊗ I)(I ⊗H)

z
∑

r=1

crϑr

+Diag(Āi ⊗ I)
(

1⊗ (I − η̄)
)

φk + ς ′.

(29)

If Diag(Di⊗I)(I⊗H)ϑr /∈ Col(1⊗(I− η̄)) for any ϑr ∈ Ψ(Q̄), then one has limk→∞ ‖ǫk‖ → ∞ and limk→∞ ‖ǫ′k‖ →
∞. In this case, we can further deduce that limk→∞ ‖ε̃iℓ,k‖ → ∞, which contradicts the stealthiness in Definition
2. The proof is complete.

Theorem 2 outlines the necessary conditions for an adversary to perform an integrity attack in sensor networks
with partial protection. In general, the first condition is determined by calculating the spectral radius of the system
matrix A. The second condition is assessed by judging whether Rank(1 ⊗ (I − η̄)) is equal to Rank([1 ⊗ (I −
η̄),Diag(Di⊗ I)(I ⊗H)ϑ̄]). If any of the conditions in Theorem 2 is not satisfied, it implies that the sensor network
with partial protection is capable of resisting integrity attacks. Conversely, satisfaction of these conditions may
provide an adversary with the opportunity to launch integrity attacks that evade detection by the anomaly detector
and lead to divergence of estimation errors. Following this revelation, we extend our investigation to explore the
explicit forms these attacks may devise and their potential impacts.

To ensure that the attack is perfect and stealthy, the false data sequence is designed in the following form:

φi,k = −ϕiα
k̺i, i ∈ V , (30)

where ϕi ∈ R, α ∈ R and ̺i ∈ R
mi are the constants and vectors to be determined, respectively. Intuitively, these

parameters serve different purposes for achieving integrity attacks. To be specific, the scalar ϕi is designed to adjust
the magnitude of the attack sequence. A small value of ϕi indicates that the perturbation in the data due to an
integrity attack is relatively minor at each time step. The role of αk is to achieve the perfectness of the attack,
i.e., as k tends to infinity, the false data are able to drive the estimation error to diverge. The function of the ̺i is
to realize the stealthiness of the attack, namely, it has to be carefully designed to ensure that the perfect attack is
executed without alerting the detector. Based on the attack sequence in (30), we provide sufficient conditions for
implementing a perfect and stealthy attack in partially protected networks through the following theorem.
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Theorem 3. For the attack sequence presented in (30), an integrity attack in the partially protected sensor
network is both perfect and stealthy if the following conditions hold:

(1) α ∈ Ξ(A) , {λι ∈ R||A− λιI| = 0, |λι| > 1};
(2) ∃ω′ ∈ Span(Θ(A)) such that Rank(1 ⊗ (I − η̄)) = Rank([1 ⊗ (I − η̄),Diag(Di ⊗ I)(I ⊗ H)ω′]), where

Θ(A) , {ω|(I ⊗A)ω = αω};
(3) max(|ϕi|) 6 γ′‖H‖−1‖ω′‖−1.

Proof. To facilitate the analysis, we set ~k+1 , ẽk+1 − ẽk. Substituting (30) into (20), one has

~k+1 = Φ~k + Λ(I − η̄)Diag
(

ϕi(α
k − αk−1)I

)

̺

+ΥDiag(Āi ⊗ I)
(

1⊗ (I − η̄)
)

×Diag
(

ϕi(α
k − αk−1)I

)

̺,

(31)

where Φ = I ⊗ A − ΛH̄ − ΥDiag(Ai ⊗ I)(I ⊗ H) and ̺ =
[

̺⊤1 , . . . , ̺
⊤
N

]⊤
. The second condition in Theorem 3

suggests that there exists a nonzero vector τ such that the following linear equation is consistent:

(

1⊗ (I − η̄)
)

τ = Diag(Di ⊗ I)(I ⊗H)ω′. (32)

By solving (32) and setting ̺ = τ , the incremental error ~k+1 is given by

~k+1 = Φ
[

~k −Diag
(

ϕi(α
k − αk−1)I

)

ω′
]

+Diag
(

ϕi(α
k+1 − αk)I

)

ω′.
(33)

Noting that ~0 = 0, Eq. (33) can be rewritten in the following power form:

~k = Φk−1Diag(ϕiI)(I − Φ)ω′

+Diag
(

ϕi(α
k − αk−1)I

)

ω′.
(34)

Accordingly, the differential error ẽk induced by the integrity attack is expressed as

ẽk =

k
∑

r=1

[

Φr−1Diag(ϕiI)(I − Φ) + Diag
(

ϕi(α
r − αr−1)I

)

]

ω′. (35)

Since the error covariance of the estimator (7) converges to a unique steady-state value under Assumption 1, it
follows that Φ is stable. In other words, the spectral radius of the matrix Φ is less than 1, i.e., ρ(Φ) < 1. Hence,
the limit of ẽk as k approaches ∞ is

lim
k→∞

ẽk = lim
k→∞

k
∑

r=1

Diag
(

ϕi(α
r − αr−1)I

)

ω′ +Diag(ϕiI)ω
′. (36)

If α ∈ Ξ(A), then we can deduce that

lim
k→∞

∥

∥

∥

k
∑

r=1

Diag
(

ϕi(α
r − αr−1)I

)

ω′
∥

∥

∥

=
∥

∥Diag
(

ϕi(α
∞ − 1)I

)

ω′
∥

∥

→∞.

(37)

Applying the triangle inequality, one has

lim
k→∞

‖ẽk‖ > lim
k→∞

∥

∥

∥

k
∑

r=1

Diag
(

ϕi(α
r − αr−1)I

)

ω′
∥

∥

∥

− ‖Diag(ϕiI)ω
′‖

→ ∞.

(38)
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Algorithm 1 Integrity attack in partially protected sensor networks.

Require: System parameters A, H and A, and encrypted index η̄;

Ensure: Attack vectors φi,k, ∀i ∈ V;

1: Based on (24), determine all the eigenvalues of the matrix A with absolute values greater than 1, i.e., λι, ι ∈ {p, . . . , v};

2: for ι ∈ {p, . . . , v} do

3: Calculate the generalized solution for (I ⊗ A − λιI)ω = 0, where ω is the solution vector;

4: Construct ω′ based on Span(Θ(A));

5: if Rank(1 ⊗ (I − η̄)) = Rank([1⊗ (I − η̄),Diag(Di ⊗ I)(I ⊗ H)ω′]) then

6: Solve the linear equations
(

1 ⊗ (I − η̄)
)

τ =
[

1⊗ (I − η̄),Diag(Di ⊗ I)(I ⊗ H)ω′
]

;

7: Set α = λι, ̺ = τ ;

8: Determine ϕi based on condition (3) in Theorem 3;

9: Set φi,k = −ϕiα
k̺i;

10: break

11: end if

12: end for

Additionally, we define σk , ǫk − ǫk−1 and σ′
k , ǫ′k − ǫ′k−1, respectively. It follows from (19) and (32) that

σk = H̄Φk−1Diag(ϕiI)(I − Φ)ω′,

σ′
k = Diag(Āi ⊗ I)(I ⊗H)Φk−1Diag(ϕiI)(I − Φ)ω′.

(39)

Based on (30), we can infer that

ǫ0 = −H̄Diag(ϕiI)ω
′,

ǫ′0 = Diag(Āi ⊗ I)(I ⊗H)Diag(ϕiI)ω
′.

(40)

Combining (39) and (40) leads to

ǫk = H̄

k
∑

r=1

Φr−1Diag(ϕiI)(I − Φ)ω′ − H̄Diag(ϕiI)ω
′,

ǫ′k = Diag(Āi ⊗ I)(I ⊗H)
(

−
k
∑

r=1

Φr−1Diag(ϕiI)

× (I − Φ)ω′ +Diag(ϕiI)ω
′
)

.

(41)

By means of the properties of the norm inequality, we have

‖ǫk‖ 6
∥

∥

∥
H̄

k
∑

r=1

Φr−1Diag(ϕiI)(I − Φ)ω′
∥

∥

∥
+ ‖H̄Diag(ϕiI)ω

′‖

6 2max(|ϕi|)‖H̄‖‖ω′‖.

(42)

Similarly, the upper bound of ‖ǫ′k‖ is given by

‖ǫ′k‖ 6 max(|ϕi|)‖H‖‖ω′‖. (43)

Since ‖H̄‖ = max(‖H1‖, . . . , ‖HN‖) and H⊤H = H⊤
1 H1 + · · · + H⊤

NHN , it is easy to derive that ‖H̄‖ 6 ‖H‖.
Consequently, the attack will be stealthy if the following inequality holds:

max |ϕi| 6 γ′(‖H‖‖ω′‖)−1. (44)

The proof is complete.
Algorithm 1 provides the steps to implement a perfect and stealthy attack in a partially protected sensor net-

work. The attack sequence is evidently generated in an offline manner, implying that its construction does not
necessitate reliance on real-time measurements. Such an attack is easier to execute with lower computational and
communication overheads compared to the attack algorithm described in [10], which requires online generation.

In summary, Theorems 1–3 as well as Algorithm 1 provide a comprehensive and definitive response to Problem
1. These findings reveal that a distributed network, despite partial encryption of sensor data, remains vulnerable
to integrity attacks when certain specific conditions are satisfied. According to Definition 2, the key to carrying
out stealthy integrity attacks is to accurately determine the magnitude of the γ′. Thus, an interesting question is
whether a partially protected sensor network is secure if the detection threshold is kept secret from the adversary.
This question is actually formulated as Problem 2 in Section 2.4. By the following theorem, we show that an attack
sequence of the form (30) is still able to maintain a certain degree of stealthiness.
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Theorem 4. If condition (2) of Theorem 3 is satisfied, then the residual deviation ε̃iℓ,k decays exponentially to
zero for all i ∈ V and ℓ ∈Mi as k increases.

Proof. The sum of the first k terms of Φk−1 is given by

k
∑

r=1

Φr−1 = (I − Φk)(I − Φ)−1. (45)

The second equal sign holds because the matrix I −Φ is positive definite and invertible. Substituting (45) into (41)
yields

ǫk = −H̄Diag(ϕiI)Φ
kω′,

ǫ′k = Diag(Āi ⊗ I)(I ⊗H)Φkω′.
(46)

Based on the analysis of Theorem 3, it follows that ρ(Φ) < 1. Hence, the limits of ǫk and ǫ′k as k approaches infinity
are

lim
k→∞

ǫk = lim
k→∞

−H̄Diag(ϕiI)Φ
kω′

= 0,

lim
k→∞

ǫ′k = Diag(Āi ⊗ I)(I ⊗H)Φkω′

= 0.

(47)

From (18), we observe that ε̃iℓ,k decays exponentially to zero as k increases. The proof is complete.
According to Theorem 4, the deviations of the residuals induced by the integrity attack decay exponentially over

time. In other words, the proposed attack sequence in (30) enables the alarm rate to gradually converge to the
false positive rate, which is superior to the one in [13] in terms of stealthiness. Furthermore, it can be deduced that
the larger the detection interval, the smaller the deviation of the detected quantity caused by the attack sequence.
Thus, even if the adversary is not aware of the detection threshold, it can damage the estimation system while
maintaining stealth by virtue of the attack sequence presented in (30).

3.2 Countermeasures to integrity attacks

The previous results analyze the security vulnerabilities that exist in partially protected sensor networks. To address
Problem 3, we focus on determining the selection of sensor data for encryption to safeguard the distributed network
against integrity attacks. To this end, we first determine the sufficient conditions under which an adversary cannot
perform a perfect and stealthy attack.

Theorem 5. Perfect integrity attacks with stealthiness cannot be achieved in partially protected networks if
Diag(Di ⊗ I)(I ⊗H)̟ /∈ Nul(1⊗ η̄) for all ̟ ∈ Ψ([Qq, . . . , Qv]).

Proof. The theorem can be proven by contradiction. First, we assume that a perfect and stealthy attack can
be implemented on a partially protected sensor network even if Diag(Di ⊗ I)(I ⊗ H)̟ /∈ Nul(1⊤ ⊗ η̄) for all

̟ ∈ Ψ([Qq, . . . , Qv]). By the definition of η
(s)
i in (4), it can be derived that

η̄(I − η̄) = 0. (48)

Recalling Theorem 2, one of the prerequisites for a perfect and stealthy attack to be feasible in a partially protected
sensor network is that Diag(Di⊗ I)(I⊗H)̟ ∈ Col(1⊗ (I− η̄)), where ̟ ∈ Ψ([Qq, . . . , Qv]). This condition implies
that there exists a nonzero vector κ such that

(

1⊗ (I − η̄)
)

κ = Diag(Di ⊗ I)(I ⊗H)̟. (49)

Combining (48) and (49) yields

(

1⊗ η̄
)⊤

Diag(Di ⊗ I)(I ⊗H)̟ = 0. (50)

Eq. (50) shows that Diag(Di ⊗ I)(I ⊗H)̟ ∈ Nul(1⊤ ⊗ η̄), which contradicts the previous assumption. The proof
is complete.
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Theorem 5 reflects that the execution of perfect and stealthy attacks depends on the binary variable η̄, which
indicates whether the sensor data are encrypted. In order to protect the system from integrity attacks, the parameter
η̄ needs to be carefully designed to meet the criteria specified in Theorem 5. For this purpose, we model the scheme
for determining the encrypted sensors as the following optimization problem:

(P1) : argmin
η̄

Tr(η̄)

s.t. (1⊤ ⊗ η̄)β̟ 6= 0, ∀̟ ∈ Ψ(Q̄),

η
(s)
i ∈ {0, 1}, ∀i ∈ V and s ∈Mi,

(51)

where β = Diag(Di ⊗ I)(I ⊗H). Notice that η̄ is a diagonal matrix with diagonal entries that are either 0 or 1.
Minimizing the trace of η̄ is equivalent to minimizing the number of sensors that are to be encrypted. Therefore,
the solution to the above optimization problem identifies the minimal set of sensors whose data require protection.

Given that the problem involves constraints on binary variables, the solution space is discrete since the decision
variables are required to take values of either 0 or 1. Consequently, this problem is classified as a mixed-integer
programming (MIP) problem. The discreteness and combinatorial nature of MIP problems result in high complexity,
often requiring the exploration of many possible combinations to find an optimal solution. Solving this type of
problem typically requires specialized algorithms such as heuristic methods, branch-and-bound, or branch-and-cut.
Utilizing the Gurobi optimizer in MATLAB, the above optimization problem can be solved efficiently. In summary,
the results in Section 3.2 provide a comprehensive and definitive response to Problem 3. These findings provide
a practical strategy for improving system efficiency while ensuring the security of sensor networks under integrity
attacks.

Remark 3. There are various types of data transmitted in distributed state estimation, such as measurement,
estimate, and innovation. It is worth noting that the results obtained in Section 3 can be extended to the case
where the transmission data are estimates or innovations, and this will be our future work.

4 Simulation

In this section, a numerical example is presented to verify the theoretical results. Consider a four-degree-of-freedom
aircraft model with the system dynamics represented as follows [30]:

V̇ = −gµ+
Pmaxδ

c
T

m · 100
−

1

m

(

qSaCD0
+ km2g2

n2
y

qSa

)

,

µ̇ =
g

V
· nc

y −
g

V
,

θ̇ =
g

V
· ny · γ

c,

(52)

where V , µ, θ, δcT , n
c
y and γc are the velocity, track angle, track azimuth, normal overload, roll angle, and thrust of

the aircraft, respectively. The model is linearized with

A =









1.25 1 0

0 0.9 7

0 0 0.6









. (53)

It can be calculated that the unstable eigenvalue of the system matrix A is 1.125. Hence, the value of α is set
to 1.125. To monitor the state of the system, there are 6 sink nodes that collect their sensor measurements and
communicate with other sink nodes. The communication topology of the sink nodes is illustrated in Figure 2, and
the other system parameters are selected as follows:

Q = 0.1I, R = 0.15I, P̆i,0 = I, Ω = I,

c = 1, ϕi = 0.5, M̄ = 400.
(54)

Without loss of generality, all simulation results are derived from 400 Monte Carlo trials. It is assumed that the
adversary starts attacking at k = 0. To quantify the impact of integrity attacks on the estimation performance, the
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Figure 2 (Color online) Topology of sink nodes.

Figure 3 (Color online) Comparison of RMSEs for estimators with

and without integrity attacks.

Figure 4 (Color online) Evolutions of ε̆k under integrity attacks in

this paper and in [13].

root mean square error (RMSE) is introduced as follows:

RMSE(k) =

√

√

√

√

1

M̄

M̄
∑

r=1

‖x
(r)
k − x̄

(r)
k ‖2, (55)

where x̄
(r)
k = 1

N

∑N
i=1 x̂

(r)
i,k , and the superscript (r) denotes the r-th Monte Carlo trial. Figure 3 presents a comparison

of the RMSE of the estimators with and without integrity attacks. In the absence of attacks, the RMSE is observed
to be relatively low and stable, which indicates that the estimator is accurate and reliable under normal conditions.
Conversely, the RMSE of the estimator under integrity attack exhibits a significant and rapid increase, suggesting
that the proposed attack algorithm is a perfect attack strategy. To assess the stealthiness of the attack sequence,
the following average residual deviation is introduced:

ε̆k =
1

N + m̄

N
∑

i=1

∑

ℓ∈Mi∪{i}

ε̃iℓ,k, ∀i ∈ V , (56)

where m̄ =
∑N

i=1mi.
Figure 4 exhibits the evolution of ε̆k under the attack scheme proposed in this paper as well as the one in [13].

It can be seen that the deviation in the residual induced by the proposed attack sequence decays exponentially,
demonstrating superior stealthiness compared to the existing work in [13]. In addition, Figure 5 illustrates the trend
of the average residual deviation for different values of ϕi. A smaller value of ϕi is more conducive to reducing
the deviation of the residual induced by the integrity attack. Consequently, a malicious adversary can evade the
anomaly detector by strategically selecting a smaller value for ϕi. Figure 6 presents the relationship between the
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Figure 5 (Color online) Average residual deviation ε̆k across differ-

ent parameter values ϕi.

Figure 6 (Color online) Moving average residual deviation for dif-

ferent values of detection interval c.

Figure 7 (Color online) Average residual deviation changes after protecting vulnerable nodes in the network.

detection interval and the stealthiness of the attack, where the moving average residual deviation ε̂k is defined as
follows:

ε̂k =
1

N + m̄

N
∑

i=1

∑

ℓ∈Mi∪{i}

(1

c

k
∑

ℓ=k−c+1

‖ε̃iℓ,h‖
)

. (57)

Intuitively, the moving average residual deviation caused by an attack decreases as the detection interval increases.
In the domain of anomaly detection, the detection interval is commonly set to values greater than 1 to reduce the
likelihood of false positives attributable to noise interference. Nevertheless, this characteristic is exploited by
adversaries to augment the stealthiness of their attacks. The larger the detection interval, the less likely it is
that an integrity attack will be detected. In summary, the above results reveal how an adversary can capitalize
on vulnerabilities in a partially protected network to devise perfect and stealthy attack sequences to infringe on
the estimation performance of the network. To withstand such integrity attacks, it is imperative to safeguard the
vulnerable sensors within the network. By solving the optimization problem in (51), the sensors to be protected

are determined as y
(1)
1,k and y

(1)
5,k. Accordingly, the binary variables indicating whether the sensor is encrypted or not

are given by

η
(s)
i =

{

1, i ∈ {1, 5}, s = 1,

0, otherwise.
(58)

As shown in Figure 7, the average residual ε̄ under integrity attack increases dramatically when the data from
vulnerable sensors are protected, which suggests that the attacker is unable to remain stealthy while launching a
perfect attack. It is evident that safeguarding the data of two vulnerable sensors results in more effective security
than the existing approach, which involved protecting all sensors. In conclusion, the proposed algorithm offers a
cost-effective solution by strategically protecting only vulnerable nodes, thereby outperforming the indiscriminate
protection of numerous nodes.

5 Conclusion

In this paper, the vulnerability of selective protection strategies in sensor networks has been investigated. The
feasibility of strict stealth and non-strict stealth integrity attacks against selective protection strategies has been
analyzed. The necessary conditions and sufficient conditions for an integrity attack that leads to unbounded
estimation errors and evades anomaly detectors have been established. Moreover, an explicit form of integrity
attacks has been designed, and an offline algorithm for generating attack sequences has been proposed. In response
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to the threat of integrity attacks, a sufficient condition has been established to ensure the security of sensor networks.
Additionally, a defense scheme has been provided for determining which sensors need protection to address sensor
security under resource constraints. In future work, we will investigate encryption algorithms that protect data
integrity for distributed state estimation.
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