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Abstract Password creation policy designs (PCPDs) are the design of site interfaces for user password registration. Much attention
has been paid to the security of password policies, but there is a lack of research on the presentation of PCPDs (i.e., password rule (PR),
password registration error message (PREM), and password strength meter (PSM)). To fill this gap, we, for the first time, evaluate the
user-friendliness of PCPDs across 163 Chinese and 202 U.S. websites. We define two key criteria for PCPD user-friendliness: friendly
timing and friendly explanation. Our results present a concerning picture: only 8.6% (14/163) of Chinese sites and 3.5% (7/202) of U.S.
sites meet our user-friendliness criteria for PCPDs. To validate our user-friendly PCPDs, we conduct a survey with 249 U.S. and Chinese
participants, confirming that over 75% of participants support our criteria for optimal password creation interfaces. Furthermore, we
conduct a correlation analysis of the security of the PCPD and corresponding password datasets from eleven Chinese and U.S. websites.
We reveal that an unfriendly PCPD increases the time for password creation and login, but does not improve password security. Our
work highlights that leading services need substantial improvements in the usability of PCPDs during the user registration process.
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1 Introduction

Passwords remain the most prevalent authentication method across various online platforms, e.g., social media, e-
commerce sites, and other digital services [1,2]. This popularity is due to the cost-effectiveness of password systems,
their ease of reset, and simple usage, unlike other authentication methods (e.g., multi-factor authentication or mobile
one-time passwords that may require additional tools). Additionally, the cost of switching from passwords to other
systems is hard to calculate, and often, the advantages do not seem to outweigh the significant effort and expense
required for such a change.

System-assigned passwords are often difficult to memorize by users [3,4]. In our survey, 90.7% of Chinese users
and 82% of American users prefer creating their own passwords over using system-assigned ones (see Section 5).
For human-chosen passwords, people tend to choose passwords that are easy to remember and short [5]. However,
this choice makes their accounts more vulnerable to hacking [6,7]. Recent research shows that well-thought-out
password creation policies can steer users towards selecting passwords that balance security and ease of recall [8,9].
Generally, a password creation policy design (PCPD) typically involves design elements such as password rules
(PR), password registration error messages (PREM), and a password strength meter (PSM). PRs make sure that
users create passwords that are complex enough, like those that include a mix of letters and numbers, encouraging
the creation of stronger passwords [10]. PSM offers password strength feedback on how robust a password is during
the registration process [11]. PREM explains what is wrong if the passwords do not comply and prompts users
to revise their passwords [12]. This approach highlights the importance of effective password policies for online
security.

As we all know, password security faces ongoing threats from password guessing [13-15] and leaks [16]. To tackle
this, researchers have rolled out some key strategies in password creation, like setting up complex password rules
[17,18] that require using different types of characters and applying accurate strength meters [19,20] to encourage
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stronger passwords. However, strict password rules required by websites can often leave users frustrated [21]. This
complexity in the password registration process can greatly decrease the ease of creating and managing passwords.
Though a number of user studies have predominantly focused on the security of password rules [18,22,23] or password
strength meters [19,24], they often overlook how websites present and communicate password creation policies to
users. Specifically, the content and presentation of password rules have a significant impact on the effectiveness
of users’ password creation efforts [5,9]. Overlooking this aspect can lead to poor presentation of PCPDs, which
in turn can complicate the user experience during the password registration process. This highlights the need for
clear, concise, and user-friendly PCPDs to enhance security while maintaining usability [25].

1.1 Motivations

Although website password policies are widely deployed across the Internet, how these policies are presented by
different websites remains a contentious issue. Some prior research (e.g., [1,2,11]) has conducted user studies on
PRs, PREMs and PSMs, but they primarily focus on the user-friendliness of sites” PCPDs. Relatively little attention
has been given to investigate users’ expectations during the password registration process. In 2022, Lee et al. [1]
conducted a survey on the deployment of website password policies and found that many sites failed to effectively
implement password strength meters, with some even unable to reject common weak passwords, e.g., “abc123456.”
These findings suggest that even high-value service websites do not surpass the industry norms of regular sites in
terms of presenting their password policies. Additionally, Fujita et al. [26] discovered that only 35% of 231 Japanese
websites employed user-friendly PREMs, highlighting a greater need for usable security. This reveals a significant
inconsistency in the presentation of password policies across websites (e.g., the display form of PRs, PREM and
PSM), highlighting the absence of a widely accepted industry standard for password creation policy design. Clearly
communicating password requirements, offering real-time PSM, and presenting clear PREMs can motivate users to
create more secure passwords [2]. However, completing password creation within the interface poses challenges for
users in fully understanding and adhering to the PCPDs.

As far as we know, Fujita et al.’s work [26] at SOUPS’22 may be the closest to our paper: they conducted
a survey on PREMs (i.e., interpretability and efficiency). But our work differs in the following five key aspects.
(1) We explore three design aspects (i.e., PRs, PREMs, and PSMs) during the password registration process, while
SOUPS’22 paper [26] focuses exclusively on the PREM. PREM only appears when the password does not meet the
website’s rules, while PR and PSM are equally important and cannot be overlooked. (2) Unlike SOUPS’22 [26], which
only referred to user-friendly guidelines to define and monitor websites, we invite Chinese and U.S. participants to
engage in a real-world simulated password registration process, capturing genuine user reactions and time costs. Our
goal is to clarify how different PCPDs influence the usability and security of passwords. (3) To further investigate
the impact of PCPD on users’ password security, we assess the overall security of leaked website passwords (e.g.,
password length, entropy, composition, and resistance to attacks) based on different PCPDs; a topic not explored in
related work [1,26]. (4) We find that 56.4% of Chinese websites and 26.24% of U.S. websites use friendly PREMs,
which is comparable to the finding (35%) in SOUPS’22. However, when considering all three PCPDs, only 8.6% of
Chinese websites and 3.5% of U.S. websites meet all three “friendly” PCPDs. This issue has not been highlighted
in previous studies (e.g., [1,26]). (5) We offer new insights (e.g., unfriendly PCPDs not only waste users’ time but
also do not improve password security) beyond prior studies [1,26]. In summary, we try to answer the following key
research questions (RQs).

RQ1. [User expectations]: What are users’ perceptions of user-friendliness and their expectations regarding the
usability of password creation policy designs?

RQ2. [Service practices]: Do Chinese and U.S. sites adopt friendly password creation policy designs?

RQ3. [Usable security]: Do password creation policy designs affect users’ password security?

Addressing the aforementioned research questions is essential to facilitate the design, evaluation, and selection of
user-friendly guidelines in password creation policy design for any given site. Our work represents the initial step
towards tackling these questions.

1.2 Contributions

In this paper, we take the first step by conducting user surveys to understand users’ perceptions of user-friendliness
and expectations regarding PCPDs, as illustrated in our workflow (see Figure 1). It consists of four main steps:
(1) our researchers outline the criteria for friendly PCPDs based on guidelines (see Section 6); (2) we assess the user-
friendliness of PCPDs on U.S. and Chinese sites (see Section 3); (3) we conduct a user study using PCPD examples
derived from the site surveys (see Section 4). We analyze users’ perceptions of user-friendliness and expectations
regarding PCPDs to determine if they match our defined criteria (see Section 5); (4) we examine the impact of
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Figure 1 (Color online) Workflow of our study on the user-friendliness of password creation policy designs (PCPDs).

various PCPDs on password security for websites corresponding to eleven leaked password datasets. Most Chinese
and U.S. websites have unfriendly PCPDs, which waste users’ time during password creation and login without
effectively enhancing password security.

The key contributions of our study are four-fold.

e A new issue. This study takes the first step toward assessing the user-friendliness of PCPDs from a user
perspective, uncovering a significant issue: the majority of sites do not adopt user-friendly PCPDs, and unfriendly
PCPDs hinder users’ password registration and login processes while failing to enhance password security. We, for
the first time, propose a systematic evaluation framework, built on guidelines and criteria across different dimensions,
to assess the user-friendliness of PCPDs (e.g., PRs, PREMs and PSMs). Our evaluation framework can be applied
to evaluate other user-friendly scenarios with slight modifications. It facilitates systematic evaluation of existing
and emerging PCPDs and informs the design of more friendly and secure password creation policies.

e New sites survey. Due to the inconsistency in the registration steps across websites, automated tools have
difficulty correctly collecting registration information. We manually register on the 163 Chinese sites and the 202
U.S. sites to evaluate the user-friendliness of their PCPDs (see Section 3). We find that only 8.6% (14/163) of
Chinese sites and 3.5% (7/202) of U.S. sites meet the user-friendliness criteria (e.g., PR, PREM, and PSM; see
Section 6).

e Impact of PCPDs on password security. We evaluate and analyze password length, entropy [27], guess-
ability [28], composition, and resistance to guessing [29,30] across 11 publicly available datasets. Our findings show
that unfriendly PCPDs do not improve the overall security of users’ real passwords on websites (see Section 7.2).
Additionally, we use Spearman’s p and multiple regression to confirm that there is no significant correlation between
the user-friendliness of PCPD and password entropy or length.

e Some insights. Based on our experiments, we derive several key insights and offer actionable recommendations
to advance the overall password ecosystem (see Section 8). We confirm that unfriendly PCPDs not only hinder users’
password registration and login processes but also fail to improve password security. We offer various suggestions
for password policy makers, system vendors, and users to improve password security and usability.

2 Related work

As introduced in Section 1, a PCPD typically incorporates PR, PREM, and PSM. We review prior research on PR,
PREM, and PSM that examines the impact of PCPDs and usable security practices.

2.1 Password creation policy designs’ impact on password security

Prior research (e.g., [2,4,10]) has underscored the significant relationship between password policy and the security
of users’ passwords. Shay et al. [10] surveyed 470 users, revealing that stricter PRs result in longer and more
secure passwords. Concerning PREM, Shay et al. [9] investigated the impact of PREM through a study involving
6435 participants, emphasizing the role of PREMs in guiding users toward more secure password choices. In the
context of PSM, Ur et al. [31] discussed how PSMs help users in generating more secure passwords. Nonetheless,
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these studies have neither explored the connection between PCPDs and user experience guidelines, nor have they
addressed the specific requirements of PCPDs or the prevalence of their implementation across sites.

2.2 Usable security in password creation policy designs

Recently, there is a growing interest in how effectively PCPDs are implemented on real-world sites (e.g., [1,26]).
Researchers delve into practical applications, striving to enhance the real-life usability of these policies. Lee et al. [1]
have highlighted that a significant number of authoritative sites are yet to master the implementation of robust
password policies, with 75% of them failing to block weak passwords like “abc123456.” This research focuses on
the practices around password policies, aiming at usable security but frequently misses how PCPDs directly affect
the user experience. This shows that there remains a noticeable gap in user-centered research regarding how users
perceive the usability of PCPDs.

At SOUPS’22, Fujita et al. [26] took a closer look at the user-friendliness of PREMs across 231 Japanese sites.
Their findings indicated that only around 35% of these sites conformed to user-friendly design standards, revealing
a widespread discrepancy in how authentication sites meet the practical design guidelines. Despite referencing User
Experience guidelines, Fujita et al.’s study lacks direct user engagement to verify these user-friendliness criteria,
pointing to a gap between theoretical guidelines and actual user feedback. Their primary reliance on guidelines,
without conducting a user study, might not fully substantiate their findings. We propose that incorporating a
detailed user survey and evaluation could significantly bolster the credibility of their conclusions. Additionally,
their research is limited to Japanese sites, without considering sites of other countries (e.g., U.S. and China). To
address this oversight, we gather and categorize sites’ PCPDs based on criteria for user-friendliness. We then invite
users to evaluate the user-friendliness of these PCPDs and verify the effectiveness of our criteria for user-friendly
PCPDs.

2.3 The impact of usable security

For over two decades, researchers have delved into the realm of usable security [32]. Frgkjeer et al. [33] argued that
efficiency and user-friendliness should be treated as distinct metrics in usability testing. Green et al. [34] stressed
the importance of adopting developer-friendly approach to enhance security systems. Golla et al. [2] conducted a
study with 180 participants to evaluate the effectiveness of notifications in discouraging password reuse, concluding
that notifications alone are inadequate for tackling the problem.

Despite extensive research on password policies, the enhancements to the password registration process have been
modest. Recently, a growing number of researchers have dedicated their efforts to improving usable security [35-37].
A few earlier studies [17,38,39] have examined the requirements for password rules during registration and how
password strength meters influence password security and usability. Over the years, definitions of user-friendliness
have been based on user experience guidelines [40,41]. Although these guidelines set clear benchmarks, some
research (e.g., [26,42]) overlooks capturing the actual expectations and experiences of users in specific contexts.
Our user studies address this limitation.

3 Website survey

To tackle RQ1, we evaluate the user-friendliness of PCPDs on a total of 365 sites, including 202 U.S. sites [43] and
163 Chinese sites [44] in February 2023. Since the registration steps and processes vary across websites, automated
tools are ineffective on account registration interfaces [26,45]. We manually register on these sites to capture reliable
screenshots, develop evaluation criteria based on genuine user experiences, and effectively gauge the usability of
PCPDs.

Site URL retrieval. We compile a list of existing site rankings and identify key factors that influence the
usability of PCPDs. To provide a thorough overview of the password registration process, we examine twenty web
service themes, including e-commerce, accommodation, gaming, information technology, jobs, education, and more.
We used the Chinese site ranking service [44] and the U.S. site ranking service [43] for the task conducted from June
to July 2023. This approach ensures a comprehensive evaluation of PCPDs across a wide range of online services. In
our analysis of the 500 Chinese websites, we successfully access 447 sites, while 53 are inaccessible. Of the accessible
sites, 163 employ password registration, 133 allow registration without a password, and 151 do not require identity
authentication. For the 500 U.S. websites, we access 319 sites, with 131 being inaccessible. Among these, 202 sites
require users to register with a password, 56 offer registration without a password, and 61 do not demand identity



Wang D, et al. Sci China Inf Sci April 2026, Vol. 69, Iss. 4, 142105:5

authentication (see Table E1 in Supplementary File). We hire seven workers, who are undergraduate computer
security students, to register on 163 Chinese and 202 U.S. sites using specific password samples.

Password registration process. We create an account for password registration, which includes a new user-
name, phone number, and email address. We record with screenshots, not limited to the operation steps, conditions
of account registration, and any notifications or instructions. These screenshots serve as compelling evidence and
examples for subsequent user research (see Table B1 in Supplementary File). We try to identify the critical steps
and potential obstacles in creating passwords.

Password samples. To gather PCPD practices, we use password samples to examine how sites respond.
Leveraging the Top 10 most popular passwords lists [46] for our empirical analysis, we modify these passwords
to assess the PCPDs provided by various sites. We evaluate the sites with “123456” (e.g., “123”, “12345678”,
“123456abc”, “123456Abc”, “123456Abc.”). Additionally, we include the password “w2i@K8Duh!91,” which has a
guess number exceeding one trillion with zxcvbn [28], to test the effectiveness of the sites” PSM. We capture genuine
user experiences and actual PCPDs through manual registrations. Seven workers are undergraduate students with
a background in cryptography and have a detailed understanding of the survey’s rules (more details can be found
in Supplementary File).

Results of site survey. We categorize the display methods of PRs into four types: shown before the user
creates the password, shown when the input box is clicked, shown when an error occurs, and not shown at all. The
PSM may either be provided or not, with the former including strength indicators and explanations. Password
registration error messages include: step-by-step showing errors, displaying all errors, not showing any errors, and
showing feedback only after clicking the submit button. We presents the results of PCPDs across the websites
(see Section 6) and the PCPD interfaces of these site registrations (see Figures F4-F15 in Supplementary File).
Additionally, we summarize the common distribution of components during the registration process. The reasons
for the unavailability of other sites include (1) 54.2% have ceased offering services without registration; (2) 9.2%
use verification codes sent to the user’s mobile phone or email for registration, bypassing traditional password
registration; (3) 6.3% do not require registration at all (e.g., Xinhuanet, Globalnet, Weathernet); (4) 2.5% direct
users to download a mobile app for registration; (5) 1% are inaccessible due to IP restrictions, including Y ahoo.

4 User study

The survey questions are designed based on the PCPD framework and users’ password creation behaviors. Before
the main study, we conduct three pilot studies to refine the phrasing and clarify the distinction between friendly
explanation and technical explicability. Each question corresponds to a key aspect of how users evaluate the
friendliness of PCPDs. The complete questionnaire is available in Appendix A in Supplementary File. Our research
addresses RQ1 through the following steps.

4.1 Online survey

The survey comprises three main parts. In the first part, we introduce participants to the entire password registration
process. We ask about their familiarity with the password registration process, excluding those who have never
participated in a password registration before participating in the survey. At the same time, we collect data on
users’ preferred methods for creating passwords. In the second part, we categorize PCPDs into groups according
to user-friendliness of definitions (see Section 6) and guide participants to specific URLs for registration (see Table
C1 in Supplementary File). Consequently, we introduce two new metrics: registration efficiency and text friendly-
explanation, to assess alignment with user experience guidelines (discussed in Section 6). We invite users to
rate the PCPDs’ user-friendliness from time efficiency and text friendly-explanation. Additionally, to investigate
the impact of PCPD on user behavior, we inquire about users’ password-related practices across various PCPD
scenarios. Finally, we collect demographic information. The questionnaire’s content remains the same across
different languages.

4.2 Semi-structured interview

To better understand what user-friendly PCPDs are, we conduct interviews with participants (see the details of the
offline interview in Appendix B in Supplementary File). The interview process begins with the moderator addressing
any questions participants may have about the consent form, which is sent via email prior to the interview. Upon
obtaining explicit consent, the recording begins. Participants are reassured that their personal information will
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Table 1 Demographics of the questionnaire participants (Chinese participants (N = 96), American participants (N = 153)). CP = Chinese
participants; AP = American participants.

Gender Age Education Professional background Proficiency
CP (%)AP (%) CP (%) AP (%) CP (%)AP (%) CP (%) AP (%) CP (%) AP (%)
Male 60 50 18-25 31 20 Below bachelor degree 22 42 Irrelevant 23 33 Not familiar 15 26
Female 40 48 26-35 36 12 Bachelor’s degree or equivalent 43 34 Not relevant 9 24 Basic 40 46
No response 2 36-45 14 24 Master’s degree or equivalent 26 20 Normal 26 25 Familiar 29 23
46-55 16 26 Doctor degree or equivalent 9 4 Relevant 23 11 Developer/Professional 16 5
56-65 3 10 No response Highly relevant 19 3 No response
66+ 8

remain strictly confidential and will not be disclosed outside the research team, ensuring adherence to ethical
research standards.

Part 1: Experiment. In this section, we provide participants with computers, new email addresses, mobile
phone numbers, and fresh user information, setting the stage for them to engage in the password registration process.
We categorize the PCPDs into groups based on their user-friendliness, focusing on the efficiency and interpretability
of various components in the account registration process. We then introduce our organized PCPDs (i.e., PR, PSM,
PREM, and other components) and ask participants to evaluate the user-friendliness. The overall rating of a website
depends on two key aspects: efficiency and friendly-explanation, which significantly impact users’ experience and
their perceptions of the account password registration process. A higher score indicates that the site offers a simpler
and more streamlined password creation process. We select some sites for our study (see Table C1 in Supplementary
File).

During the experiment, participants are randomly assigned a site from each PCPD category. We instruct them
to interact with these accounts as though they were their own. We measure the time taken by users to successfully
create a password and count the number of mouse clicks during the password creation process. After completing the
interview, users are asked to attempt logging into the account, and the number of failed login attempts is recorded.

Part 2: Interview. After the experiment, we conduct a semi-structured interview to address any concerns
participants have about different PCPDs. We encourage participants to share their experiences with password
registration and provide feedback on the security, usability, and expectations of PCPDs.

4.3 Recruitment and demographics

Online survey. In our online survey, we recruit 321 participants via online research platforms, 183 from Prolific in
the U.S. and 138 from Wenjuanxing in China. Prolific, a crowdsourcing platform, is efficient in data collection [47].
Wenjuanxing, known for its easy operation, allows users to easily navigate the platform and receive effective payment
for their participation. We conduct a power analysis using G*Power software (F tests, « = 0.05, f = 0.25, Power
(1 —B) = 0.95, groups = 5), which indicates that a minimum sample size of 305 is required to ensure statistical
significance and reliable research conclusions. Based on the participants’ individual preferences in the categorical
data and in accordance with our pre-defined friendly criteria, we have decided to cease the distribution of the
survey. This signifies that we have gathered sufficient data and achieved our desired objectives. We reject responses
completed in less than 3 min to ensure quality and obtain 249 (78%) qualitative answers. The participants comprise
153 in the U.S. and 96 in China. The survey takes place from August 2023 to December 2024. Table 1 shows the
demographic information. Considering gender, age, and educational background, we seek balanced recruitment
with pre-screened demographic data specifying availability. On average, participants spend 12.68 min completing
the survey. Based on the local income, we pay them 10 Chinese Yuan in China and 4 US dollars in the US.
Offline interview. We recruit volunteers for the interviews through campus recruitment in China. We collect
demographic information from the participants which includes their gender, age range, educational background,
etc. Each interview is semi-structured and typically takes 30 min. After interviewing the 16th participant, we do
not obtain more diverse results, so data collection continues until 20 participants are reached, at which point data
collection stops. We reward each participant with 30 Chinese Yuan in China. The interview is conducted from
October 2024 to January 2025. Sixteen participants are college students aged between 20 and 30, with a gender
ratio of 1:1. University students are chosen for their insightful perspectives and familiarity with digital services.
Four participants are members of the general public, aged between 35 and 45, all holding a bachelor’s degree.

4.4 Data analysis

In our study, we employ a mixed-methods approach that combines quantitative and qualitative methods. In
our statistical analysis, we apply different tests to understand the relationship between variables. We use a 5-
point Likert scale to measure participants’ perceptions of the efficiency and friendly-explanation of PCPDs in the
user survey. This scale enables the interpretation of user responses along a sentiment continuum, ranging from
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negative (scores 1-2) to neutral (score 3) to positive (scores 4-5). We employ the Chi-squared test when expected
frequencies are at least 5 and Fisher’s Exact Test (FET) otherwise, ensuring statistical significance with a significance
level (o) set at 0.05 for all tests. The goal is to determine if there are significant associations between different
variables, such as user-friendliness and PCPD characteristics. Additionally, we use FET to compare the viewpoints
of Chinese and American participants, aiming to identify any shared opinions on user-friendly PCPDs between the
two groups. To ensure the reliability of user ratings, we assess consistency using Cronbach’s «, with values above
0.7 indicating acceptable reliability. Our two researchers independently perform inductive coding to analyze the
open-ended responses, following the guidelines [48]. The inter-coder agreement between the coders is assessed using
Cohen’s k, yielding a value greater than 0.7 (0.83), which indicates a significant level of agreement [49]. We resolve
coding conflicts through sufficient group discussions among coders, following the practices employed in previous
studies [9,50]. We adjust the codebook by updating the codes.

4.5 Ethical considerations

Password dataset. Our datasets are publicly accessible on the internet and dark web, and are commonly used
in password research [14,51-53]. Although they contain sensitive data, we take three measures to protect users.
(1) We store and process all datasets on offline computers. (2) We report only aggregated statistical data to ensure
that individual account information is kept confidential. (3) We delete all intermediate sensitive data (e.g., email
addresses) after analysis. While these datasets could be misused by others, our work helps security teams identify
which PCPDs are more effective in improving user password strength, rather than solely relying on password
strength meters [54-56], ultimately benefiting the public. Since the datasets are publicly available, the results of
this study can be reproduced. Our use of these datasets has been reviewed by security and privacy experts.

User study. This study is approved by the Institutional Review Board (IRB) at our institution. We review the
Menlo Report for general ethical guidelines and ensure compliance with local laws and regulations. Participants
give informed consent before completing the questionnaire and can leave at any time without any penalties. We do
not collect personal information, and results are stored on the offline computer. We process data offline and report
only aggregated data. Interviews take place in a meeting room with consistent conditions. We offer post-survey
support to address any concerns.

5 RQ1: user expectations of PCPDs

In this section, we present the scores and perceptions of participants regarding user-friendliness of PCPDs (see
Table 2). We answer the RQ1: What are user-friendliness and users’ expectations regarding the usability of password
creation policy designs? Our findings reveal consistent responses from participants in both the United States and
China across most queries.

Our results show that 85% of participants prefer creating their own passwords rather than using system-assigned
passphrases. 90.7% of Chinese participants and 82% of Americans prefer to design and create passwords indepen-
dently, while 48.2% of Chinese and 46% of Americans like password reuse. 9.26% of Chinese and 17% of Americans
prefer passwords generated by password managers. 5.56% of Chinese and 11% of Americans prefer system-assigned
passphrases.

User-friendliness about password creation policy design. As participants ranked the user-friendliness
of the PCPDs, we focus on analyzing the data in PR (Chinese participant: rankl; American participant: rankl),
PREM (American participant: rank2; Chinese participant: rank3) and PSM (American participant: rank3; Chinese
participant: rank2). In PRs, 89.56% (223/249) of participants agree that “Directly Display PR” is friendly (Q1,
Q4, average score: 4.41). 83.53% (208/249) of participants prefer “Fully Display PREM” (Q7). 65.46% (163/249)
of participants agree that “Step-by-step Feedback” is friendly (Q8). Additionally, over 80% of participants prefer
to be guided by a PSM during password registration (Q15). 59% of participants believe PCPDs (e.g., PR, PSM,
PREM) play the most crucial role in determining the user-friendliness of the registration process.

5.1 User-friendliness about password rule

In PR, 91% (87/96) of Chinese participants and 89% (136/153) of American participants think that “Directly
display PR” is user-friendly. When the PR is shown directly, participants report high user-friendliness with their
overall registration experience, with scores ranging from 4.4 to 5. They rate the friendly-explanation of the PR at
4.3, indicating clear and understandable instructions. 55% (137/249) of participants consider “Enter then Display
PR” friendly (Q2). For “Click Submit Button then Display PR”, 53% (51/96) of Chinese participants and 14%
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Table 2 Participants’ ratings for the user-friendliness scores for password creation policy designs (N = 249). B represents 5-point or 4-point,
O represents 1-point or 2-point. We remove the neutral option 3-point, resulting in our total count not being able to reach 100%. v' represents
that participants are satisfied with the designs (where Cronbach’s 0.7 < a < 0.8, acceptable). The bolded value indicates the score of the
top-ranked friendliness.

Average score Friendly

Condition Score Participants Timing Explanation
User-friendliness Efficiency Friendly-explanation rank
Directly display | | 90 4.4 4.3 4.5 1 v v
O 6
Password Enter then display | | 55 3.4 3.1 3.6 2 v
rule O 22
Click submit button ] 29 2.6 2.1 3.2 3
O 57
Fully feedback | | 84 4.5 4.7 4.2 1 v v
O 4
Password Step-by-step feedback | | 65 3.5 3.2 3.8 2 v
registration O 20
error Nothing feedback | 19 1.9 1.2 2.7 4
message O 74
No explanation | | 22 2.3 1.8 2.9 3
O 63
No PSM | 27 2.9 2.4 3.4 5
O 42
Strong or weak feedback W 65 3.9 4.1 3.7 3 v v
O 13
Password Text explanation | 80 4.2 4.1 4.3 1 v v
strength O 6
meter Allow popular passwords W 70 3.9 3.8 4.1 2 v v
O 10
Block popular passwords W 42 3 2.6 3.4 4
O 38

(21/153) of American participants view it as friendly (Q3). 33% of participants claim that clicking the submit
button and displaying the PR is accepted.

An unfriendly PR display will lead participants to create longer and more complex passwords, and may even
cause them to abandon registration. The proportion of Chinese participants who increase their password length due
to the influence of PR gradually increases under the three conditions (e.g., displaying password rules after clicking
the button, displaying password rules after entering the password, no display of PR), with values of 12.96%, 14.81%,
and 22.22%, respectively. For U.S. participants, the proportion of those who increase password length grows under
the three conditions, with values of 11%, 13%, and 22%. Additionally, unfriendly PR may lead to Chinese users
(9.26%) and U.S. users (13%) abandoning account registration. Participants describe how the display forms of PR
influence their password choices, the comment from P3 is a good summation: “The PRs are similar from site to
site, so I can use a pre-designed password to suit the site’s requirements. [..] If my action is denied. I create a
longer password to register without PRs, which adds to my memory burden. [..]. Certainly! If the site provides
clear and specific PRs, I will adjust my password design accordingly to align with those PRs.” (P3)

Memory burden, too many accounts to manage, and lack of energy to create passwords are important factors
leading to password reuse among users. Chinese and U.S. participants identify simplified memory (25.93%, 83%),
too many accounts and passwords to manage (24.07%, 62%), and saving effort in designing passwords (20.37%,
51%) as the top three factors contributing to password reuse. U.S. participants note personal habits (25%) and
websites not preventing password reuse (17%) as influencing factors, while Chinese participants mention unclear
PR (11.11%) as a factor affecting their password reuse behavior.

5.2 User-friendliness about password registration error message

Chinese participants’ preference shows no significant difference between “Fully Display PREM” (74/96) and “Step-
by-step Feedback” (67/96). In contrast, American participants prefer “Fully Display PREM” (134/153) to “Step-
by-step Feedback” (96/153). 95% of participants are more inclined to accept the “Fully Display PREM”. When
participants receive the “Full PREM” feedback all at once, they report high user-friendliness with their overall
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registration experience, awarding it a score of 4.5 out of 5. They give the friendly-explanation of the PREM a rating
of 4.2, indicating that the instructions are clear and easy to understand. Participants view the registration process as
highly efficient, with a top score of 4.7, suggesting that the process is simple and fast. A few participants (21, 22%)
believe that the absence of a specific explanation is user-friendly, while some (39, 41%) think that not displaying
a PREM is user-friendly, even when something goes wrong. Three participants express low user-friendliness with
the “Step-by-step Feedback”, highlighting its inconvenience (P5, P11, P17). P14 indicates: “Displaying all warning
messages helps me comprehensively judge and design my password.” (P14)

Absence of PREMs on password rules increases users’ password reuse and abandonment of registration. The
proportion of password reuse among Chinese participants under the four PREM conditions (i.e., “Step-by-step
Feedback”, “Displaying all PREM”, “No explanation”, “No feedback”) is 25.93%, 37.04%, 37.04%, and 37.04%.
For U.S. participants that is 4%, 6%, 20%, and 20%. Under the four PREM conditions, the abandonment rates
for registration among Chinese participants are 22.22%, 20.37%, 25.93%, and 35.19%. For U.S. participants, the
abandonment rates are 9%, 17%, 24.44%, and 31%.

Our surveys demonstrate that 72.7% of users modify their passwords more than once due to website rules or
design during password creation. Chinese users modifying their passwords are as follows: 12.96% for once, 25.93%
for twice, 50% for three times, 0% for four times, 3.7% for five times, and 0% for more than five times, with 7.41%
unsure. For U.S. users, the proportions are 17% for once, 24% for twice, 30% for three times, 6% for four times,
2% for five times, 7% for more than five times, and 15% unsure.

Our results show that 62.79% of Chinese participants and 64% of U.S. participants believe that frequent password
changes in registration can cause memory confusion and increase password forgetting. Chinese users are more likely
to report increased security risks (46.51%) and password reuse (39.53%) compared to U.S. users (22% and 31%).
Meanwhile, U.S. users are more likely to rely on password managers (9%) or face account recovery difficulties
(2%), while no Chinese users reported these issues. In our interview, participants (P8, P11, P19) create disposable
passwords to meet PRs for less-used accounts. P15 states that frequent password changes during creation cause
confusion and make the password hard to remember. “I gradually encounter PREMs, which constantly modify my
password and confuse my final password. The next time I log in, I have to click the ‘forgot password’ button.” (P15)
In interviews, most participants (13/20) highlight the importance of comprehensive PREM. They recommend that
websites display all errors and offer detailed feedback to minimize confusion and reduce attempts. “The more often
I change my password, the more likely I am confused and lost track of the final confirmed password.” (P8)

5.3 User-friendliness about password strength meter

We find 42.17% (105/249) of participants consider a PSM essential for password registration. When participants
receive the PSM, they express a high level of user-friendliness with their overall registration experience, giving it a
score of 4.2 out of 5. The friendly-explanation of the “text explanations” provided by the PSM receives a rating
of 4.2, showing that the instructions are clear and straightforward. Participants do not show differences in their
feedback on different forms of PSM. In terms of efficiency, the “Strong or Weak” and “Text Explanation” options
both receive similar average scores, at 4.13 and 4.14.

Users believe that password strength meters provide more benefits. When PSMs are provided, both groups
find them helpful for improving password creation efficiency (Chinese: 46.3% (44/96), U.S.: 45% (69/153)). Due
to some participants choosing ‘Don’t Know,” the number of people who gave a favorable rating did not exceed
50%. However, the proportion of those who considered PSM to be user-friendly remained the highest. Chinese
participants (61.11%, 59/96) are more likely than U.S. participants (28%, 43/153) to believe that PSM enhances
security. Without PSM, Chinese participants struggle more to assess password strength (50% vs. 20%) and are
more likely to increase password complexity (46.3% vs. 15%), while U.S. participants are more likely to rely on
memory or reuse passwords from other accounts (11%). Additionally, Chinese users are more prone to overlook
security (42.59%) without PSM, while U.S. users tend to choose simpler passwords (46%).

Compared to U.S. users, Chinese users are more confused by PSM. When only PSMs (e.g., strength bars or
colors) are shown, Chinese participants are more likely to increase password complexity (61.11% vs. 37%) but also
report higher confusion (29.63% vs. 19%). U.S. participants are slightly more likely to adjust their passwords based
on strength feedback (46% vs. 38.89%) but are more prone to ignoring password strength and choosing simple
passwords (24% vs. 22.22%). When detailed explanations and guidance are provided, Chinese participants show
a significant increase in password complexity (68.52% vs. 43%) but still report more confusion (48.15% vs. 19%).
U.S. participants are more likely to adjust passwords (44%) but are more prone to ignoring strength and choosing
simple passwords (24%).
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Although the password strength meters are inconsistent, users are more willing to believe that their passwords
are secure. Five participants express that different sites display different password strength results. They suspect
that this inconsistency arises from different measurement criteria. Out of the five participants, two participants
express understanding and acceptance of this inconsistency (P8, P20). “I am confident of my password and hope
the site can approve its security.” (P8). Many (16/20) participants prefer the site to provide PSM for a heightened
sense of security. However, the remaining three participants state they cannot tolerate it (P4, P12, P14). “T want
sites to provide password strength without blocking my selection (like simple passwords).” (P12)

When a website refuses the use of popular passwords, compared to U.S. users, Chinese users are more likely
to modify popular passwords and rely on password managers to store passwords. When a website refuses the
popular passwords, U.S. participants (56%) are more likely than Chinese participants (42.59%) to create unique
and stronger passwords. Meanwhile, Chinese participants are more likely to modify popular passwords to make
them secure (46.3% vs. 28%) or rely on password managers (53.7% vs. 26%). Few participants from either group
give up registration (Chinese: 1.85%, U.S.: 2%), and only a small portion of U.S. participants (4%) refer to other
accounts’ passwords or provide alternative responses, behaviors not observed among Chinese participants.

PCPD significantly influences users’ efficiency in password creation and login, with highly interactive setups like
‘Block popular passwords’ and ‘Step-by-step feedback’ taking the longest time and most clicks, while simpler setups
like ‘No PSM’ and ’Text explanation’ result in faster and fewer interactions, though these outcomes are relative to
the specific PRs (see Figure D2 in Supplementary File).

5.4 Comparing perceptions of friendly PCPDs

Upon evaluating the user-friendliness of PCPDs, participants’ judgments exhibit a significant difference among
American participants (average 2.72, range 1.2-4.66, Q9), whereas Chinese participants show little differences
(average 3.40, range 2.65-4.19, Q9, see Table 2).

Participants with more than 20 passwords show a more distinct scoring difference between different types of
PCPDs. More concretely, 33% of participants (fewer than five passwords) show no significant preference between
the user-friendliness ratings of PR and PREM, with user-friendliness scores of (PR: 4.4, 3.7, 3.83) and (PREM:
4.03, 4.2, 3.4, 3.23) respectively (Q37). These scores reflect slight variations across different PCPDs. In contrast,
the 15% of participants managing more than 20 passwords marked a distinct difference in their assessments. Their
ratings show significant differences among (PR: 4.75, 3.63, 2.06) and (PREM: 4.38, 3.31, 2.19, 1.5).

Participants with higher educational qualifications tend to have higher expectations regarding the user-friendliness
of PCPDs. Participants with lower educational levels tend to be more accepting of certain practices. 80% of
participants with a high school education consider displaying PR after clicking the submission button to be user-
friendly. In contrast, approval rates decrease among those with higher education: 56% (23/41) of undergraduates,
32% (8/25) of master’s degree holders, and 33% (3/9) of doctoral degree holders. Similarly, tolerance for PREMs
that lack detailed information and deny login without providing any message, decreases with higher educational
attainment. 71% (15/21) of high school-educated participants consider the PREM friendly (Q7). We find that
educational background significantly influences user expectations and perceptions, highlighting the importance of
tailoring password creation practices to meet the diverse needs and preferences of users across various educational
levels.

6 RAQ2: practices in user-friendly PCPDs

In this section, we answer RQ2 and present the user-friendliness PCPDs for the 163 Chinese and 202 U.S. sites. We
combine user study results (see Section 5) and guidelines (see Section 6) to define the user-friendliness of PCPDs.
Following guidelines (e.g., [41,57,58]), we define two criteria for user-friendly PCPDs.

Criteria 1 (friendly-timing). In guidelines [41,58-60], sites are advised to automatically show important
messages close to the relevant fields right away. However, the challenge arises because each site has its own cultural
characteristics, standard color scheme, and background style. Our main concern is the immediacy of message
display, regardless of font type or background. Based on our user research results (see Section 5), PRs should be
displayed before password input, PSM should be shown after input, and a PREM should automatically appear
following the submission of an invalid password.

Criteria 2 (friendly-explanation). The guidelines [57,61,62] recommend that message prompts offer solutions
to avoid errors and provide actionable advice, particularly for users to input a valid password meeting all criteria.
Thus, we suggest that sites should clarify why a password is invalid and provide practical guidance and steps to fulfill
the registration criteria. Our second requirement specifies that PRs must detail essential criteria like length and
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Table 3 (Color online) Password creation policy design of Chinese and U.S. sites in registration. W represents the design is friendly, O

represents the design is unfriendly; N denotes the intersection of two conditions, meaning both are satisfied at the same time. The green font
indicates the number of websites with user-friendly PCPDs. The bolded value indicates the number of friendly websites under the current
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character types, PREMs should give clear advice for modifications, and the PSM should offer tangible suggestions
for improvement or explain the rationale clearly. Based on our user study findings, we classify a PSM as user-friendly
as long as the website provides either visual strength feedback or textual explanations.

Our research reveals that (14/163) Chinese sites and (7/202) U.S. sites fulfill the user-friendliness criteria of
PCPDs, including PR, PREM, and PSM (see Table 3). 56.4% of Chinese sites and 26.24% of U.S. sites meet the
friendly PR. 28.22% of Chinese sites and 32.18% of U.S. sites satisfy the friendly PREM, while 28.83% of Chinese
sites and 21.29% of U.S. sites provide a PSM. We survey other components of sites (see Table E2 in Supplementary
File).

Password rule: more than half of the Chinese sites (92, 56.4%) display PR directly, whereas only 53 (26.2%)
of U.S. sites follow this practice. Chinese sites commonly present PR upfront, while U.S. sites often inform users
about PR either after they enter their passwords (74, 36.6%) or upon clicking the Submit button (72, 35.6%).
Interestingly, we find that three Chinese and one U.S. site do not enforce PR, allowing simply passwords (e.g.,
“123456”).

Password registration error messages: less than half of Chinese (46, 28.2%) and U.S. (65, 32.2%) sites adopt
the Friendly PREM. About half of Chinese (89/163, 54.6%) and U.S. (112/202, 55.4%) sites provide step-by-step
PREM on passwords rather than displaying all PREM after a single password attempt. Some sites directly reject
users’ password choices without offering any rationale (Chinese sites: 26, 16.0%; U.S. sites: 24, 11.9%). More
critically, some sites (e.g., 3dmgame and livejournal) allow simple passwords (e.g., “123456”) for registration
without any warning.

Password strength meters: some Chinese (47, 28.8%) and U.S. (43, 21.3%) sites implement PSM to assess
password security. Among these, a portion of Chinese (14.7%) and U.S. (8.4%) sites provide textual advice on en-
hancing password strength, whereas others simply indicate password strength without any detailed guidance (14.1%
of Chinese and 12.9% of U.S. sites). Overall, a minority of the sites (28.83% Chinese, 21.29% U.S.) incorporate
PSM, and fewer than half of those that do offer textual explanations. While some Chinese (91.5%, 43/47) and
U.S. (30.2%, 13/43) sites consider popular passwords with diverse character types to be strong passwords (e.g.,
“123456Abc.”).

The type of website shows no significant correlation with the user-friendliness of PCPD. Our investigation analyzed
20 types of sites. Regarding PR and PREM, E-commerce, and Retail (PR:8/8; 9/16) and Education (PREM:
8/8; 8/16) demonstrated the highest level of user-friendliness, whereas Games (PR:9/13; 7/15) and Information
technology (PREM: 10/13; 8/15) performed poorly. However, neither E-commerce and Retail (PSM:8/8) nor
Education (PSM:16/16) provided PSM, whereas types of Games, Information technology, Market research, Music,
News and Media, Sports, and Vehicles (PSM:11/12; 9/10; 6/7; 6/6; 12/13; 8/10; 13/14) generally offered PSM.

7 RQ3: PCPD’s impact on password security

To analyze the impact of various PCPDs on user password security (RQ3), we conduct a password security evaluation
using publicly available leaked password datasets [30,52] and their corresponding websites. Since users’ password
behavior is highly sensitive, collecting user behavior data and password change actions often results in volumes of
unrealistic password datasets [31]. In our interviews, most users indicate that they deliberately avoided revealing
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Table 4 (Color online) Basic information of 11 real-world password datasets. PWs = passwords, PR = Password Rule, PSM = Password

Strength Meter, and PREM = Password Registration Error Message. Purple text represents English language web service and green text
represents Chinese language web service. Numbers (1, 2, 3, 4, 5) correspond to Table 3. Len. = password length. LIDS includes uppercase
letters (L), lowercase letters (1), digits (D), and symbols (S). “~” indicates no restrictions on password character types.

Dataset Web service When leaked Total PWs Len. > 30 Removed Unique PWs
Wishbone Social forum Jan. 2020 10092037 250 0.01% 5933902
Twitter(X) Social forum Jun. 2016 40669963 282149 0.69% 10583709

Matel Dating website Mar. 2016 27401505 12430 0.06% 11916080
ClixSense E-commerce Jun. 2016 2222045 0 0 1627069
000Webhost Web hosting Oct. 2015 15209907 4159 0.76% 10526769
LinkedIn Job hunting Jan. 2012 54656615 17162 0.22% 34282741
Yahoo Job hunting Jul. 2012 5737798 54224 0.95% 5683574
taobao E-commerce Feb. 2016 15072418 88 0.01% 11633759
12306 Train ticketing Dec. 2014 129303 0 0 117808
CSDN Programmer forum Dec. 2011 6428632 0 0.01% 4037605
126 Email Dec. 2011 6392568 1265 0.024% 3764740

Dataset PR PREM PSM Len. PWs length distribution PWs entropy
Wishbone 4 3 1&5 6 QI medium Q3 Ql medum Q3
Twitter(X) 1 a 2 6 —-— A

Matol . 5 : 5 —— ——
e —

ClixSense 2 3 1 8-12 o J—

000Webhost 1 3 1 8 — —

LinkedIn 1 1 1 6 — O ——

Yahoo 2 a 285 8 —{— +—— [—

taobao 1 3 1 6-20 - ] —

12306 1 3 284 6-30 — @:D
CSDN 1 2 1 5-20 | o  —
126 1 3 1 816 6 2 8 9 10 11 22 24 2.6 28 3 3234

their actual password behavior, leading to deviations in password security analysis. Therefore, our study focuses
on analyzing the authentic websites’ overall password security reputation rather than evaluating individual users’
password security. Although our password dataset is not extracted under specific environmental conditions, it
consists of real leaked user password data, which can still reflect the actual behavior of user passwords.

7.1 Password data and associated websites

Dataset selection. Considering that large-scale collection of real-world password user behavior may raise ethical
and privacy risks, we use publicly available leaked password datasets [46,63,64] for password security testing. We
select seven widely-used U.S. datasets and four Chinese datasets. These datasets cover various languages, service
types, and PCPDs, thereby reflecting real-world password characteristics. Although these datasets were leaked
5-14 years ago, they still represent current passwords reasonably well, because password changes over time are
marginal [27], and statistical studies on password trends over the last decade have demonstrated that improvements
have been rather limited [65]. To ensure consistency, we check the PCPDs of the corresponding websites (via
Wayback Machine https://web.archive.org/) prior to the leaks (see Table 4). They collectively contain a total of
1.8 billion passwords. Notably, 000Webhost, a platform primarily used by web administrators, is expected to have
a user base with higher security awareness, contributing to a higher level of security in this dataset.

Data cleaning. We discard entries with empty passwords, email addresses missing the ‘Q’ character, and
incorrectly formatted data (e.g., datasets lacking proper escaping of special characters). Following [21,24, 63], we
exclude strings containing characters beyond the 95 printable ASCII characters. Additionally, we filter out strings
with lengths > 30, as manual inspection of the original dataset suggests these longer strings are unlikely to be
user-generated. Instead, longer passwords are more likely to be generated by password managers or to be irrelevant
data.

Password policy. The Chinese and U.S. websites services in our dataset are various and compositive (see
Table 4). In the early stages of password registration, there were no restrictions on character types in password
composition requirements and password strength meters. Later, websites upgraded their password policies, requiring
at least two types of password characters (e.g., letters and numbers). In password length, Chinese websites enforce
maximum length restrictions (16, 20, and 30 characters), whereas U.S. websites generally do not impose such limits.
U.S. websites tend to feature more passwords exceeding 30 characters in length (e.g., Twitter). To ensure a fair
comparison of password distributions, we restrict our analysis to passwords with lengths of 30 characters or fewer.

7.2 Password security and PCPD relationship

Various factors influence user passwords (e.g., user demographics [33,66] and password requirements [20,63]). Thus,
we highlight the differences in password characteristics (e.g., password length, structure, entropy and resistance to
guessing) between Chinese and American users (see Appendix F in Supplementary File). American users tend to
create longer passwords than Chinese users, with higher password entropy. Chinese users prefer numeric passwords
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Figure 2 (Color online) Under controlled PR, PREM, and PSM conditions, the percentage of passwords guessed is calculated using Random
Forest [29] (training dataset: Rockyou). (a) PR impacts on password security; (b) PREM impacts on password security; (c) PSM impacts on
password security. PR stands for password rules, PREM for password registration error messages, and PSM for password strength meter.

and American users favor lowercase-letter passwords. The number of password guesses for Chinese passwords is
higher than for English passwords.

To account for these variations, we treat the entire user base of each website as a whole and control for variables
to analyze how the website’s PCPD impacts the overall security of its password dataset. To control the interference
of other influencing factors, we compare password datasets under different PCPDs with the same password require-
ments (i.e., password length) and language. We use two of the state-of-the-art password guessing algorithms [29,30]
to evaluate the online and offline guessing rates of Chinese and English password datasets (training datasets: Rock-
you, Dodonew). Using RockYou (English password dataset) as the training set leads to higher cracking rates for
English passwords, while using dodonew (Chinese password dataset) results in higher cracking rates for Chinese
passwords (see Figure F3 in Supplementary File). Controlling for PCPDs (i.e., PR, PREM and PSM), we assess
the correlation between PCPD friendliness and password security using Spearman’s method.

Unfriendly PCPDs hinder password creation and login without improving security. In our interviews, participants
show low efficiency in password creation and login under unfriendly PCPDs. Figure 2 shows the overall password
resistance to guessing across different PCPDs (i.e., PR, PREM and PSM). Although Clixsense and Matel show
different levels of PR user-friendliness, their password security distributions are strongly correlated (r = 0.956, p <
0.0001), suggesting a limited effect of PR user-friendliness on password guess resistance. Similarly, while LinkedIn
and Matel differ in PREM user-friendliness, their password security distributions remain highly correlated (r =
0.936, p < 0.0001), indicating minimal influence of PREM user-friendliness. Furthermore, despite Taobao and
12306 applying different PSM user-friendliness levels, their password security distributions also show a robust
correlation (r = 0.973, p < 0.0001), suggesting little impact of PSM user-friendliness on password guess resistance.
Surprisingly, when the password guess attempts reach 10¢, 12306’s (31%) password security is weaker than that of
Taobao (25.9%). The password strength evaluation results of zxcvbn [28] and the Random Forest model [29] are
consistent on the rockyou dataset, primarily because both rely on similar password feature extraction methods, such
as dictionary matching, common pattern recognition, and character combination analysis. We provide more details
to verify the impact of PCPD on password guessing resistance (see our Supplementary File). For each subfigure, the
two selected sites differ only in the given aspect. For instance, in Figure 2(a), the PRs of Twitter and ClixSense are
different (see Table 4), while both employ the same PREM and PSM mechanisms; other subfigures follow the same
pattern. In this manner, the closer the two guessing curves are, the less significant the impact of that aspect. We
validate the results using other training datasets (e.g., Dodonew), PSM (e.g., zxcvbn [28]), and password guessing
RankGuess [30], as shown in Figures F1-F3 in Supplementary File.

8 Discussion and countermeasures

In this section, we summarize key insights derived from our experiments and provide practical suggestions to assist
in designing a more user-friendly PCPD. Below we discuss how PCPDs can better assist and protect users in creating
usable and secure passwords during the registration process.

The presentation of password policies, along with the policies themselves, significantly affects both user password
security and usability. Prior work [1,22] has primarily focused on password policy (e.g., password length and
characters), overlooking the rule presentation methods on websites’ password creation interfaces. Our study finds
that 85% of participants prefer creating their own passwords, underscoring the need for user-friendly PCPDs (see
Section 5.1). However, only 14/163 Chinese websites and 7/202 U.S. websites meet the user-friendly requirements
for PCPDs. We confirm that the PCPD user-friendliness of current Chinese and U.S. websites is comparably low,
aligning closely with the user-friendliness of Japanese websites, as observed in SOUPS’22 [26].



Wang D, et al. Sci China Inf Sci  April 2026, Vol. 69, Iss. 4, 142105:14

Establishing and strengthening relevant laws and regulations. Unlike previous user studies [8,10,67], which
focused more on password security issues caused by password rules, we examine the impact of policy display designs
on user behavior and perception. Our findings supplement this by revealing that 72.7% of participants modify
their passwords more than once during the creation process (see Section 5.2), which highlights how unfriendly
PCPDs can disrupt users’ ability to register securely and efficiently. Unfriendly designs not only hinder registration
and login but also fail to enhance password security (see Section 7.2). Although there are many standards and
rules (e.g., [68,69]) regarding password security and usability, the management of interface design is still relatively
loose. To better align with user preferences and improve security, we urge websites to adopt clear PRs, provide
comprehensive PREMs, and utilize effective PSMs in their password creation process.

Websites establish security thresholds for password distribution to ensure a balanced and secure spread of pass-
words. Websites with password breaches rely on overly simplistic password policies (see Section 7.1), such as setting
a minimum password length of just six characters or permitting weak passwords like ‘123456.” These policies fail
to help users create sufficiently secure passwords. The importance of password blacklists has always been empha-
sized [70], but the scope of the blacklist affects the usability of passwords [71,72]. We supplement the website
survey results on password blacklists, which are absent in Kevin et al.’s work [1]. One-third of leaked passwords
are repetitive and common (see Table 4), yet only 4/163 Chinese websites and 30/202 U.S. websites use password
blacklists to block these common passwords (see Section 6). 68.52% of Chinese users and 43% of U.S. users believe
blocking common passwords improves password security (see Section 5.3). Without PSM, they tend to neglect pass-
word security. We urge policymakers to enforce regulations that require websites to block common passwords and
implement a site-wide password frequency calculation. When the frequency of repeated passwords across the site
reaches a certain security threshold, the system should prevent their reuse, thereby enhancing the overall security
of the website’s password ecosystem.

Users should collaborate with websites to defend against attacks, rather than adopting an adversarial stance.
Users should be educated that password strength requirements aim to enhance account security, not hinder the
registration process (see Section 5.3). The website should inform users that account security is a shared responsibility
and encourage them to create secure passwords. In our interviews, users express a preference for websites that label
their passwords as strong, rather than weak, as this makes them feel confident and reassured (see Section 5). This
is consistent with Ur et al.’s observation of users’ false sense of security regarding their password safety [64]. Our
findings underscore the need to cultivate a proper understanding of password strength in users, rather than leaving
it to chance.

Limitations. This study has three limitations. First, a controlled experiment would be an effective way to
quantify the causal effects of PR, PREM, and PSM on users’ password choices. However, because password creation
is a highly sensitive behavior and collecting direct behavioral data raises significant ethical concerns, we rely on
publicly leaked password datasets to evaluate large-scale password security under different PCPD conditions. We
leave the investigation of password creation by the same users under multiple PCPD conditions as future work.
Second, social desirability bias may influence participants’ responses. To mitigate this, we inform participants that
the study does not evaluate them and encourage honest sharing of their practices. Third, our online survey includes
only native English speakers from the U.S. and Chinese participants, and we plan to recruit participants from other
countries in future work.

9 Conclusion

We systematically explore how to understand, define, and evaluate the user-friendliness of a site’s PCPDs. We,
for the first time, study users’ perceptions and expectations of friendly PCPDs among 249 participants (153 in the
U.S. and 96 in China). This investigation provides valuable insights into the usability of PCPDs and helps define
two key user-friendliness criteria. Our user study is based on the PCPDs we proposed, which are summarized
from an empirical measurement covering 163 Chinese and 202 U.S. sites. Our findings reveal that only 8.6% of
Chinese sites and 3.5% of U.S. sites meet users’ expectations. We emphasize the need to enhance users’ security
awareness and simplify the password creation process. Specifically, we address two open problems left in [26] and
one in [73]. Given the multifaceted nature of factors influencing password security, quantitative data alone may not
be sufficient to establish direct causal relationships. Unfriendly PCPDs not only hinder users’ password creation
and login processes but also fail to enhance password security. We believe that our insights will contribute to the
development of more user-friendly and secure password creation processes.
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