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As cyber-physical systems become more interconnected and com-
plex, their vulnerability to cyberattacks has increased significantly.
Among these attacks, sensor attacks pose a particular risk as they
can manipulate measurement data, rendering the system to oper-
ate under false assumptions and potentially leading to catastrophic
consequences. Logic finite state machines (LFSMs) [1] provide an
effective framework for identifying these cyberattacks and control-
ling them before harm or violations occur [2].

In general, the system model will improve the system’s re-
silience to attacks by introducing encrypted channels, which can
prevent attackers from manipulating sensor data. Previous re-
search, such as [3], proposes detecting replay and covert attacks
by embedding permutation matrices in sensor and actuator chan-
nels. This approach can disrupt the stealthiness of the attacker
and enable the localization of compromised signals. However, the
permutation matrices in that work were static and were not based
on the system’s current state. Meanwhile, how to design a super-
visory control mechanism, which can prevent transitions to unsafe
states even after an attack is detected and located, has not been
fully studied and is a very challenging problem.

In this study, based on semi-tensor product (STP) method [4],
we develop a novel supervisory control scheme for LESMs subject
to sensor substitution attacks over the encrypted channel. The
main contributions are threefold. (1) We formulate the LFSMs
substitution attack model and the permutation-based encryption-
decryption channel within the STP framework. (2) We derive a
necessary and sufficient algebraic condition for real-time detec-
tion of substitution attacks on observable events. (3) We design
a sensor-attack resilient supervisory controller that can dynami-
cally restrict hazardous transitions within the safe state set. This
unified framework provides a novel solution that combines detec-
tion, encryption, and control to address the security issue of cyber-
physical systems.

Problem statement. This research aims to develop a secure su-
pervisory control scheme based on the STP algebraic framework
for LFSMs with encrypted channel, which can effectively detect
sensor substitution attacks and prohibit the system from transi-
tioning to unsafe states.

Preliminaries. Let B,,x, denote the set of m x n Boolean ma-
trices, |S| the cardinality of finite set S, 1, the all-ones column
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vector, M7T the transpose of matrix M, and v’ the i-th element
of vector v. Denote by 6% the k-th column of the identity matrix
I, with Ay, = {6},...,67}. The Boolean semi-tensor product is
denoted by x pg.

System model. An LFSM can be expressed as G = (Q, X%, 9, qo),
where Q = Qs U Q. is the partition of states into safe (Qs)
and unsafe (Qu) states, and ¥ = X, U Zyo = 3c U Zye
is the set of events with observable/unobservable and control-
lable/uncontrollable subsets. The transition function is 6 : @ x
¥ — Q, and qo € Qs is the initial state. The extended transition
function is 6 : Q X £* — @, X* is the Kleene closure of 3.

The states and observable events are encoded as vectors Q =
Ay, and 3, = Ay, where n = |Q| and m = |X,|. The transition
behavior of each state is represented by a block matrix F; € By, xm,
with each entry Fj(r,j) defined by

Fi(r,j) = )

1, if 3¢’ € UR(¢:),qr € UR(3(q',05)),
0, otherwise

with the unobservable reachability set UR(q;) for state ¢;, defined
by UR(q;) ={q€Q|3s€ X}, :q=0q,s)}.

The complete transition matrix F = [F1 Fo -+ Fp] € Buxnm,
and the system dynamics can be represented by
(b +1) = Fxp a(t) g eolt), )

where z(t) is the state vector and eo(t) is the observable event
vector at time ¢.

Sensor attack. The attacker can perform a sensor substitu-
tion attack, in which an observable event is substituted with an-
other from a predefined set. Only observable events are vulnerable.
For each vulnerable event o € X, C X,, a substitution function
¢ : 3, — 2%0 maps o to a set of possible substitutions, including
itself (no attack). This work focuses on sensor substitution at-
tacks, where attackers can modify event signals but cannot insert
or delete events. Our model reflects real-world scenarios with lim-
ited attacker access. Extending this framework to more general
attack models is a key direction for future work.

Let A € B,,xm denote the attack matrix encoding possible
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event substitutions. It is defined by

1, ifor € ¢(oj) or (r =7 and o5 ¢ 3y),

0, otherwise.

A(r,j) = { ®3)

It can be observed that the attack matrix represents all possible
substitutions for vulnerable events and indicates no change for
non-vulnerable events.

In practice, the attacker may apply a specific and unknown
substitution sub-matrix A(t) € By,xm, and in each column there
is a “1” that indicates the selected substitution. The attacker’s
behavior is characterized by

(1) Stealthiness. Substitutions are valid in the current state,
avoiding detection unless designed to detect them.

(2) Time-varying choices. A(t) evolves over time based on
the attacker’s decisions and represents the substitutions selected
from the full attack matrix A at time ¢.

Encrypted channel via permutation matrices. To enhance secu-
rity and detect potential attacks, an encrypted channel based on
the permutation matrix is established between the system and the
supervisor. The permutation matrix alters the signal’s position for
encryption, and its inverse decrypts it at the receiving end. The
permutation matrix satisfies the following properties.

(1) Undefined substitution mapping. The permutation
matrix P(t) € By,xm, based on state z(t) and event vector e, (t),
ensures that any attacker substitution maps to an undefined event
during the decryption.

(2) Secure transmission. The permutation matrix is securely
transmitted, preventing tampering or decoding by the attacker,
who can modify event data but not the matrix.

These properties will guarantee that all substitution attacks can
be detected while ensuring no interference with normal system op-
eration in the absence of attacks. To achieve the above character-
istics, the corresponding permutation matrices can be configured
in the following steps.

(1) From the received vector eo(t), extract the set of vulnerable
events %, (t) = {87, € Sy | eo(t) A S, # O}

(2) From set ¢(8%,) of each &%, € 3y(t), seek the substitution
events ®(t) = Uss ey, (1) (0% \ {0 € Amleo(t) A Am = eo(t)},
and calculate Q(t) = {6k € An|z(t) A Ap = z(t)}.

(3) Construct P(t) € Byxm such that for each &, € o),
ap = P~1(t)(6),) satisfies 6(5%,0p) is undefined for all 6% € Q(¢).

Attack detection. After obtaining the permutation matrix P(t),
the encrypted event vector €’(t) = P(t) X g eo(t) is modified by the
attacker as é(t) = A(t) xp €/(t). After decryption using P~1(t),
the event vector becomes &, (t) = P~1(t) x g é(t).

Definition 1 (Attack detection).
can be detected if the decrypted event vector contains undefined
events in the current state.

The substitution sensor attack

Theorem 1. The substitution sensor attack is detected if and
only if there exists at least one element in v(t) = d(t) —és(t) € Bm,
that equals to —1, where d(t) = (1T x5 (F xp :c(t)))T is the de-
fined event vector, and €,(t) is the decrypted event vector after
the attack.
Proof. (=) If an attack occurs, é,(t) will contain at least one
undefined event in the current state. This causes v(t) to have an
entry equal to —1, indicating an attack.

(<) If v(t) contains —1, it means that an event in é,(¢) is not
defined in the current state, which confirms the attack.
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Supervisory control. The goal of supervisory control is to de-
velop strategies that prevent transitions to unsafe states based on
state estimation. We propose a state estimation algorithm (Algo-
rithm 1) with attack detection, where a modified event vector is
used if an attack is detected.

Algorithm 1 State estimation with attack detection.

Input: F E]annm) A€B7n><7n) m(t)7 éo(t)) P(t)
Output: #(t+ 1) € B,,.

1:d+ (1 x5 (Fxpa@®)™;

2: v d—é,(t);

3: if 3ie {1,2,...,m} : v* <0 then

4: a<—[ai:1if’ui<0else0}6ﬂ3§m;

5: B+ AT Xp P(t) Xp aV (é(t) — a);

6: else

7 B éo(1);

8: end if

9: Z(t+ 1)+ F xpx(t) Xp B.

Remark 1. The algorithm checks for an attack using Theorem

1. If no attack is detected, the state estimate is computed directly
from the decrypted event vector. If an attack is detected, the al-
gorithm identifies all possible original event vectors by leveraging
the full attack matrix and the permutation matrix.

Remark 2. The overall complexity of Algorithm 1 is O(n?m +
m?), with O(n?m) from state transition calculations and O(m?)
from attack detection and event processing.

Let C(t+ 1) denote the control strategy applied at time (¢t + 1)
to avoid unsafe state transitions. The following theorem tells us
how to calculate the control strategy.

Theorem 2. Given the state estimate Z(¢+1), the control strat-
egy that ensures the system avoids unsafe states can be computed
as

C(t-‘rl):l‘z‘—BKB f(t-i—l), (4)

where B € B|x|«,, is the forbidden event matrix, defined by

B, j) = 1, ifo; €XcANTwe Xy, :5(5((]]‘,0'1'),10)6@”,
J 0, otherwise.

Proof. The forbidden event matrix B defines the events that
must be disabled to avoid unsafe state transitions, and identifies
controllable events o; that can lead to unsafe states, directly or
via uncontrollable transitions. The term B xp &(t + 1) repre-
sents the prohibited events based on the current state estimate.
lg| — B xp (¢t + 1) includes both the allowed events and the
uncontrollable events, ensuring that only safe transitions occur.
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