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Abstract Distributed secondary controllers based on sparse network for microgrids are not only vulnerable to malicious attacks, but
also redundant on communications. As cyber-physical systems (CPSs), microgrids can achieve frequency and voltage restoration under
secondary controllers governed by multi-agent systems (MASs). In this paper, a distributed resilient secondary control strategy is
proposed for microgrids to eliminate the adverse effects caused by asynchronous denial-of-service (DoS) attacks. To avoid unnecessary
energy wastes on communications between distributed generations (DGs), an event-triggered control strategy is designed for the secondary
controller. To fully describe DoS attacks in microgrids, a more general attack model is built, in which valid and invalid DoS attacks
are introduced. A time-triggered control strategy is proposed as a complement to the event-triggered control in order that objectives
of the secondary control are achieved under DoS attacks. By using Lyapunov stability theory, it can be proved that the frequency and
voltage will converge to the reference value. At the same time, the Zeno behavior can be excluded. Finally, the validity of the proposed
secondary controller is verified through a microgrid simulation on MATLAB/Simulink.
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1 Introduction

Microgrids provide a reliable solution for the management and integration of DGs in power grids. As a small power
generation and distribution system, a microgrid is composed of DGs, inverters, distributed energy storage systems
(DESSs) and loads [1]. To balance the energy efficiency and instability problems caused by the penetration of DGs
in grids, the hierarchical control strategy is applied to microgrids, which includes three control levels [2-4]. The
droop-based primary control aims to coordinate power distributions of DGs according to the load demand. The
restoration of frequency and voltage is achieved by the secondary control [5]. The tertiary control is responsible for
the economic dispatch and energy management between microgrids and the main grid [6].

The frequency/voltage of microgrids is needed to be consistent with the value in the main grids so that the
safety of grid-connected process is guaranteed. As a result, keeping the consistency of the two is a prerequisite
for the plug-and-play of microgrids [5]. The primary control is a type of differential regulation which will cause
deviations between the frequency/voltage and reference values. Therefore, the secondary control plays an important
role in the hierarchical control of microgrids. Compared with centralized and decentralized secondary controllers,
the distributed secondary controller based on a sparse communication network is considered to be more effective [7].
The control input of a distributed secondary controller is updated based on the information of adjacent DGs and
the local information. Microgrids can be regarded as CPSs under the distributed secondary control. Therefore,
objectives of the secondary control can be achieved through consensus algorithms, for example, the average/leader-
follower consensus algorithm in MASs [8,9]. Though the distributed secondary control is an effective strategy to
ensure the stable and reliable operation of microgrids, many problems and limitations are still caused, such as
cyber attacks, faults and delays. To solve these problems, various distributed secondary control algorithm, such as
attack- /fault-resilient control [10], finite-time control [11] and optimal control [12], are proposed.

However, the distributed secondary control algorithms mentioned above are based on consecutive information
exchanges. The traditional consecutive communication can be regarded as a high-frequency sampling communication

* Corresponding author (email: 1zhx@nankai.edu.cn)

(© Science China Press 2026 info.scichina.com  link.springer.com


http://crossmark.crossref.org/dialog/?doi=10.1007/s11432-024-4537-7&domain=pdf&date_stamp=2026-1-19
https://doi.org/10.1007/s11432-024-4537-7
info.scichina.com
link.springer.com
https://doi.org/10.1007/s11432-024-4537-7
https://doi.org/10.1007/s11432-024-4537-7

Wang F Y, et al. Sci China Inf Sct March 2026, Vol. 69, Iss. 3, 132207:2

Table 1 Comparison of different distributed secondary control methods. Frequency, voltage, active power are denoted by w, v and P. SoC
denotes the state of charge.

[18] [21] [25] [34] [31] [32] [33] This paper
Resilience of DoS attacks X v v v v X X v
Event-trigger-based v v v v v v v v
Time-trigger-based X X X X X X X v
Controlled object w& v w& v w, v & SoC w& v w& P w,v &P v w& v

with fixed sample period, which consumes plenty of computation and communication resources. Considering the
limitations of this, distributed event-/self-triggered secondary controllers with time-varying sampling period are
proposed. Under a distributed event-/self-triggered secondary controller, the control input is not updated until a
certain trigger condition is satisfied [13]. For example, frequency restoration and active power sharing are achieved
in microgrids under a distributed secondary self-triggered control algorithmic in [14]. In [15], a distributed event-
triggered control strategy is proposed for grid-connected microgrids to achieve power sharing between DGs.

In addition to the problems of limited computation and communication resources, the cyber security is also
an important issue we cannot ignore. Due to the deep dependence of distributed secondary controllers on the
communication network, malicious cyber attacks, such as false data injection (FDI) attacks, replay attacks and DoS
attacks, pose more serious threats to microgrids. FDI attacks compromise the authenticity of data by injecting
false data into sensors, controllers, and communication networks in microgrids [16-18]. In [18], distributed dynamic
event-triggered k-step attack observers are designed for the estimation of FDI attacks in AC microgrids. Replay
attacks deceive systems by repeatedly sending data that has already been accepted before. DoS attacks aim
at interrupting communication links between DGs and damaging the connectivity of communication networks.
Distributed asynchronous DoS attacks are launched by multiple adversaries through joint behaviors, which are
more difficult to resist than common DoS attacks [19-21]. Based on an evolutionary game strategy, the optimal
DoS attack-defense strategy is obtained to maintain normal processes of the secondary control in [19]. Though the
defense of DoS attacks in data transmission channel is achieved through the proposed attack-defense mechanism
in [19], a serious communication burden is caused because of the frequent communication.

In consideration of both resource limitation problems and cyber security problems, resilient event-/self-triggering
control strategies against DoS attacks have been studied in recent years [22,23]. Various attack-resilient event-
triggered secondary controllers are also proposed for DoS attacks in microgrids [20,21,24-33]. In DC microgrids,
many event-triggered resilient secondary controllers are designed. To deal with intermittent DoS attacks in a
switched linear DC microgrid, a dynamic event-triggered mechanism based on acknowledgement character tech-
nique is proposed in [26]. In [20], the optimal current sharing of DC microgrid subject to DoS attacks is realized
by a resilient secondary controller with a new resilient sampling mechanism. In [24], a resilient secondary controller
based on a time-varying sampling period is proposed for DoS attacks in DC microgrids. In essential, the sampling
mechanism based on a time-varying sampling period proposed in [20,24] is a kind of event-triggered control strate-
gies based on trigger conditions. Different from DC microgrids, there is less research on event-triggered resilient
secondary control of AC microgrids. In [25], the objectives of the secondary control are achieved by a distributed
event-triggered controller with an estimator, which is only activated over attack periods. In [21], the stability of
microgrids under latency attacks and random DoS attacks is guaranteed by an adaptive-gain resilient controller
and an event-triggered topology reconfiguration controller, respectively. Other researches [31-34] on event-triggered
resilient control of AC microgrids are categorized in Table 1.

Motivated by the above discussion, intermittent communication methods in sparse networks are provided to solve
problems of DoS attacks in the secondary control layer of AC microgrids. In this paper, we focus on the restoration
of frequency and voltage for microgrids under DoS attacks. In order to give an accurate description of DoS attacks
in microgrids, a more general attack model for microgrids is built. To deal with the problem of communication
interruptions caused by DoS attacks, a distributed resilient secondary frequency /voltage control strategy combining
event-triggered and time-triggered control is proposed. According to the proposed secondary controller, trigger
functions and trigger conditions are designed for every DGs under valid and invalid DoS attacks respectively. The
main contributions of this paper can be summarized as follows.

(1) A distributed event-triggered secondary controller is designed for DGs to achieve the restoration of frequencies
and voltages in islanded microgrids. Continuous updates of control inputs and continuous communications between
DGs are avoided under the proposed controller. At the same time, the trigger condition of the controller is designed
without any global information.

(2) A time-triggered control strategy is designed for the proposed secondary controller to specify the max-
imum time interval between two successful communications under DoS attacks. Dynamic event-triggered and
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time-triggered control are combined in the designed controller and applied in invalid and valid attack intervals
respectively.

(3) A more general DoS attack model is built for microgrids. Different from the conventional attack modeling
in most papers like [25], in this paper, valid and invalid attack intervals are proposed to describe DoS attacks in
microgrids. Valid DoS attacks are modeled as aperiodic and asynchronous based on the full consideration of reality.

Notations. The following notations are set for this paper. R is a set of real numbers and R"*"™ represents
n x m-dimensional real matrix. For a finite set M, |M| denotes the number of elements in M. A\(H) is defined as a
eigenvalue for a matrix #. 1,, means a n-dimensional column vector with all 1 elements. For a matrix or a vector
z, ||z]] denotes the 2-norm of z.

2 Preliminaries and problem statement

2.1 Graph theory

The communication network of microgrids can be represented by an undirected connected graph G = (S, €, A) with
N nodes. Each DG of a single microgrid can be considered as anode in G. § = {s1, s2,...,sn} is the set of N nodes
and £ C § x S denotes the set of edges between nodes. A = [a;5] € RNXN g the adjacency matrix with a;; = 1 if
i # j when (s;,s;) € S, and a;; = 0 otherwise. Define M; = {j|(si,s;) € £} as the neighbor set of s;. Then we get
|M;| = Zjvzl a;; and the degree matrix M can be described as M = diag{|M;|} € RV*N . The Laplacian matrix of
G is calculated as L = M — A. The reference value of the frequency and voltage can be considered as the virtual
leader of the consensus. The communication between nodes and the leader is denoted by D = diag{d;} € RN*V,
with d; = 1 if the virtual leader can be accessed by s; and d; = 0 otherwise.

Lemma 1. For a graph G with N nodes, the eigenvalues of the Laplacian matrix L € RY*N of G is defined as
AL, A2,  An. Let A < Ao < --- < Ay, then \g is known as the algebraic connectivity of the graph. A\ > 0 if and
only if the graph G is connected.

2.2 Hierarchical control strategy of microgrids

The control structures of microgrids can be modeled into multiple types, among which the hierarchical control
structure is widely recognized as the most effective. As shown in Figure 1, the control of microgrids is divided into
three control layers under the hierarchical control structure. The purpose of the primary control is to ensure the
balance between the supply and demand of microgrids when small disturbances such as loads switching are existed.
The primary control adopts the droop controller, which simulates the external characteristic curves of synchronous
generators. The droop controller of the ith DG can be modeled as follows [35]:

w; = :l—‘K'ZPPl7 (1)
vi:vn—KiQQi, (2)

2

where w; and v; are the measured angular frequency and voltage of DG;, w]* and v}’ are the nominal set-points of
angular frequency and voltage, P; and Q; are the active and reactive powers, K’ and K ZQ are the droop gains for
B and QZ

The dynamics of active power P; in (1) and reactive power ); in (2) are given by [36, 37]

dP; . ;
praie ~wei P + Wei(Vaitodi + Vgitogi), ®)
dQ; , ~
2 = _WciQi + Wei ('qulodi - 'Udiloqi)v (4)

where w,; is the cut-off frequency of first-order low-pass filters used for power measuring and it usually takes the
value of 31.25 rad/s. For the ith inverter, vg; and vg; are the d- and g-axis output voltages, io4; and ioq; are the d-
and g-axis output currents.

The droop controller achieves the power redistribution by adjusting frequencies and voltages. During this pro-
cess, frequencies and voltages will deviate from the reference value. The secondary control is designed to restore
frequencies and voltages through secondary controllers. The auxiliary control inputs of the conventional secondary
controller can be represented as [38,39]
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Figure 1 (Color online) Hierarchical control structure of DG;.

where @] and 0] are the estimated values of w]* and v, v and u; are the consensus inputs of the frequency and
voltage controllers.

DGs of a microgrid can be considered as agents in an MAS and reference values of frequencies and voltages
can be regarded as virtual leaders from the external. The leader-follower approach is applied to the distributed
secondary control of microgrids to ensure a consensus on frequencies and voltages. The leader-follower secondary
control strategies are designed as follows [7]:

w =01 > (W —wl) = Cudy (W] — KPPy — wier) (7)
JEM;

U;} = —Cz Z (’U,? — ’U;I) — Cvdi ('U’Zn‘ - K,LQQz - Uref) ’ (8)
JjEM;

where Cy, Cs, C,,, C, > 0 are control gains, wys and vyt are the reference values of angular frequency and voltage
of DGZ

2.3 Model of DoS attacks in microgrids

In this section, a general model of DoS attacks in microgrids is introduced. The communication between two DGs
is interrupted under DoS attacks in the secondary control of microgrids. In view of the asynchronous characteristics
of DoS attacks on different edges, for any edge (s;,s;) € &, Fi) = [t ¢4 4 7i7) represents the nth interval of
attacks on (s;, s;), where t% denotes on-instant of the nth attack and the duration of this attack interval is denoted
by Tff . The definition of ]_-7(11',;' ) implies that in a period (t1,t2) C ]_-7(11',;' ) where t1 < ty, the communication between
DG; and DG is constantly interrupted and the transmission attempts are always unsuccessful. Define the sum of
the attack intervals on (s;,s;) € € in the period from ¢ to ¢ as

W (to, 1) = [to, t] (| UpZy FiP, (9)

where t > tg.
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Figure 2 (Color online) Examples of invalid and valid attacks. (a) Invalid attack; (b) valid attack.

\ : DoS attack

Then the set of instants with no attacks on (s;, s;) during (¢o,t) can be denoted as
Y (to,t) = [to, t]\ U (o, 1). (10)

Remark 1. Microgrids under the secondary control can be regarded as an MAS. When microgrids are under DoS
attacks, interruptions are present on transmission links between a few of DGs, which corresponds to the disconnected
edges between nodes in the network topology of an MAS. However, the disconnections of some edges may have no
effect on the connectivity of the graph. In this case, the consensus control in the MAS is unaffected, meaning
that the secondary control objectives of microgrids can still be reached. DoS attacks that are not functioning
on the connectivity of the graph are defined as invalid attacks. On the other hand, if the network topology is
disconnected under a DoS attack, this attack can be known as a valid attack. Examples of invalid and valid attacks
are demonstrated in Figure 2.

Consider the above analysis, the sum of invalid and valid DoS attack intervals in the period from ¢ to ¢ is denoted
as follows based on Lemma 1.

{ ‘I)N(to,t) = {t S (to,t)|)\2(£) > 0}, (11&)
\I]N(t()?t) = [toat)\(I)N(t07t)7 (11b)

where ¢t > tg, Py (to,t) and Uy (tg,t) denote the invalid and valid DoS attack intervals, respectively. For example,
attacks shown in Figure 2(a) are invalid attacks W for the reason that the network communication is still connecting
under attacks on edge (s1,s2) and (s3, s4). At the same tome, Figure 2(b) demonstrates a valid attack ®y because
the communication connectivity is damaged by attacks on edge (s1, $2) and (s2, $4).
Assumption 1 (Valid DoS frequency [40]). For valid DoS attacks in microgrids, there exist constants ¢; € Rxq
and Ty € Ry satisfying

t—to

Ny < ,
v < Cf + T

(12)

where t > to, Ny represents the number of vaild DoS attacks during [to, ].

Assumption 2 (Valid DoS duration [40]). For valid DoS attacks in microgrids, there exist constants {5 € R

and Ty € R+ satisfying

t—to
Ty’

|UN| < Cat (13)

where t > tg, |U x| represents the overall length of vaild DoS attacks during [to, ¢].

Remark 2. 7T, can be used to represent the average duration of valid DoS attacks in microgrids. (y is a regular-
ization term to guarantee the validity of (12). 1/T is considered the average frequency of valid DoS attacks. (4 is
an indispensable regularization term for validity as same as (;. Actually, for a valid DoS attack Wy (tn, tn + Tn),
|U N (tn, tn + Tn)| = Tn > 7 /T. To satisfy Assumption 2, a condition (q > 7, — 7, /Ty needs to be guaranteed.
Assumptions 1 and 2 are constraints on the frequency and duration of valid DoS attacks in microgrids. The
satisfaction of assumptions implies that valid DoS attacks in microgrids cannot occur at an infinitely high frequency
and the dwell time of attacks cannot last for an infinite period of time. From the perspective of the attacker, the
energy for sustaining a valid attack is limited. As a result, Assumptions 1 and 2 are reasonable in practice.

2.4 Distributed secondary control objectives of microgrids under DoS attacks

Deviations of frequencies and voltages of DGs can be caused by the primary control of microgrids. As a result, the
secondary control objectives of microgrids are compensating the deviations and restoring the frequency and voltage
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of DGs to reference values. By this means, the grid-connections between microgrids and the main grid can be safely
implemented. The objectives of the secondary control under DoS attacks can be expressed as follows:

{ tli)ngo |wi — wret| = 0, (14)
tlggo |v; — Vret] = 0. (15)

3 Distributed dynamic event-triggered secondary control strategy

To save communication resources and strengthen the resilience of microgrids under DoS attacks, a distributed
dynamic event-triggered secondary control strategy is introduced in this section. The continuous updating of
control inputs is avoided under the proposed event-triggered secondary controller in microgrids. At the same time,
the objectives of the secondary control (14) and (15) can be reached.

3.1 Dynamic event-triggered frequency controller

The updating of control inputs and the communication between DGs only occur under the trigger of specific events.
Let t;* be the kth trigger instant of the frequency controller for DG;. Then the estimator of frequency can be

designed as
{wi () =wi(®),  t=1",

~n n(4t,w W T,Ww (16)
Ort) =wlr(t”), te [tk’ =tk’+1)-

The updating rule of the estimated frequency @ (¢) implies that &7 (¢) only updates at t;'c’w and it will never update
until the next trigger instant.
Without loss of generality, the secondary controller of the frequency is modified from (7) to the following:

_p

& Z ((Illn —(Z);l) + Cud; (d);l — KZPPl —wref)‘| , t= tz’w € by,
JEM;

0, t=1t" €Wy,
ut (1), ve [ne ).

where P € Rlﬁ)l satisfies a condition of —\in (H)P? + <0, H = C1 L+ C,,D, B € Rsq. H is a positive definite
matrix if the graph of communication topology is connected. u¥(t) is piecewise continuous and it is updated only
at trigger instants.

Define the error of the frequency as ef = &f —wl'. Let ¢f = C1 Y- 00y, (0F — @F) + Codi (O] — K P — wrer) be
the deviation of the controller for DG;. Then we have u%(t) = —Pg¥. The trigger instant t;* is defined by the
following trigger condition:

(17)

tpy = imf{t > 67| fi(8) = mi(0)}, (18)
where the trigger function f;(t) is designed as
fi(t) = oi(mles (1)1 = yelaf’ (B)), (19)

and the dynamic threshold 7;(t) is decided by the following dynamic equation:

20
te Uy, ( )

. _{—mmurwmmwﬂwP—WMﬂm%,te¢m
1i(t) =
O,

where 7;(0) > 0, 0 < a;<1, 0; and 7; are non-negative and satisfy the condition a; > (1 — 7;)/0;. 71 and 2 will
be discussed later.
Theorem 1. Consider a microgrid system (5) with DoS attacks (11a) which satisfy Assumptions 1 and 2. The
objective (14) can be reached under the event-triggered frequency controller (17) with the trigger condition in (19).
Proof.  For the convenience of the following proof, a target deviation is defined as §(t) = w™(t) — w", where
wh = WP wh - w}(,]T, W' = 1ywrer + KPP, where P = [P, P, --- Py]" and K¥ = diag{ K[}, i =1,2,...,N.
Then the secondary control objective (14) can be analyzed through the stability of the target deviation §(t).
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For t € ®y, we have d(t) = u“(t) = —P[C1L&" + C,D(@" — w")], where u® = [u% u§ --- u%]". Then the
dynamic equation of § can be represented as

§=—P[H(6 +e)], (21)
where e = [e‘l" e‘é" e‘]"’V]T.

The Lyapunov function for the system §(t) is designed as

W) = V) + Do mo). 22)

where V = § T P§. The derivative of V takes the form
V= §TPs 4 6T

=—2P?[0"HS+ 6" He]
—2)\P25T5 — AP e
28876~ 8" e (23)
—B6"6 —Bq"H g+ pe'H 'q
—B8"6 = A"8q" g+ e H 'q
—B878 +yillell* — y2llall?,

where ¢ = [¢¥ ¢§ -+ %17, A= Amin(H), 1 = 38[H 'a € Ruo, 72 = B — 381 H'||/a € Rxo.
Then the derivative of W takes the form

YA/ AN/ANV/ANV/AN

N
W=V + Z 7
i=1
N
< =BT 5+ yllel* = vallal® + D s
i=1
N N (24)
=—B0T5+ > (nles P —velgf ?) + Y [—aim — i (mled]? — 12lgf )]
i=1 i=1
al 1—m
<—B5'6 - i~ =) < —piW,
763 (o= )<
where p; = min(%,ai — %) € R-g.
Based on (24), the Lyapunov function W satisfies
W(t) < e_pltW(to) < e_Pll(I)N(tLht)‘W(to)' (25)

Then lim;, o, W (t) < 0. The consensus of the frequency is obtained.
3.2 Dynamic event-triggered voltage controller
The trigger instant of the voltage controller is denoted as t = tfc’”. Then the estimator for voltage can be designed
N RO =, =t

{ n(t) = vt (t;;”) , te [t}’;”,t};il) .

Similar to the proposed frequency controller, the updating rule of the control input for voltage is improved as a
piecewise continuous function based on (8)

(26)

P,

Co ¥ (07 —07) + Cud; (un — K2Q; - vref)] L b=t € dy,
JEM;

0, t = tz’v € Uy,
@, 1,0 41,V
ug (tk )a te [tk ’tk+1)v
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where P, € R%l satisfies the condition of —/\mm(H)’ﬁg 4+ B,<0, H =C3L+C,D, 3, € R-q is an arbitrary positive
real number.

The error of the voltage is represented as ej = 0" — v;". Like the definition of ¢;’, the deviation of the voltage
controller is defined as ¢¥ = Cs Zjezm (or — @;‘) + Cpd; (07 — KiQQl- — Urer). Then the control input at t = t;" € ®y

can be expressed as u} (t) = —P,q;.

The trigger instant ¢;" is defined by the following trigger condition of the voltage controller:
iy =it {t> G = )], (28)
where the trigger function f7(¢) and the dynamic threshold n}(¢) are designed as follows:
f2) = of (ilef (01 = 13lai (B)7) (29)

0 () = —afnf (t) = (Wlef () —3laf (D), t € P,
! 0, te Uy,

where 7¥(0) > 0, 0 < a¥<1, o} and 7} are non-negative and satisfy the condition of > (1 —n})/c?.

Theorem 2. Consider a microgrid system (6) with DoS attacks (11a) which satisfy Assumptions 1 and 2. The
objective (15) can be reached under the event-triggered voltage controller (27) with the trigger condition in (28).
Proof.  The proof of Theorem 2 is similar to Theorem 1 and no further discussion will be made here.

4 Time-triggered secondary control strategy

As same as the event-triggered secondary controller, estimated values and control inputs of the time-triggered
secondary controller never update until specific trigger conditions are satisfied. However, different from the event-
triggered control, the time-triggered control strategy follows the rule of periodic communications. If the communi-
cation period satisfies certain conditions, the time-triggered secondary controller will achieve resilience against valid
DoS attacks under the condition of limited communication resources.

In this section, the time-triggered secondary control strategy is applied during the period of time when valid DoS
attacks exist in microgrids to ensure that communications can be restored as soon as possible.

4.1 Time-triggered frequency controller

We consider that a failed trigger occurs on DG, at t5¢ if t4¢ = t7* € Wy. Based on (17), u¢(t) = 0 when t = ti*
and therefore w]' does not update. As a result, f;(t) = 0 is always true if the previous trigger condition (18) is
followed. During the nth valid DoS attack Wy (t,,t, + 7»), triggers occur continuously without interruption in
[tn, tn +7n] if t2% = t,,, meaning that the event-triggered frequency controller under valid DoS attacks exhibits Zeno
behavior. On this account, a time-triggered frequency controller is designed when ¢, € ¥y.
The trigger period of DG; is fixed under a time-triggered frequency controller. The trigger instant t;'c’w e Uy is
defined as follows: ‘ .
tug, = t.° +0i, (31)

where T% + 5 =&, 0<6i<L

Lemma 2. For t?c € Uy, the interval between two unfailed communication transmissions is less than A; +6; when
the time-trigger condition (31) is followed, where A; = ((¢0; + (4)/(1 — &) and the controller is designed in (17).
Proof.  Delays can be caused by the time-triggered controller (31). Consider the most serious delays when the end
time of an attack overlaps a trigger time, there exists a delay of length ;. The nth valid DoS attack with a delay is
defined as V% (¢, ty, + 7o + 0;), where ¢, and 7,, are the begin instant and the duration of the attack, respectively.
Then the length of total attacks during [t,,, t] satisfying

(W (s )| = (W (Ens )] + Nabs < Ca+ Cpbi + (E— tn)Si. (32)
Based on (32), the length of intervals without attacks during [¢,,t] satisfying

O (tns 8)] 28—t = [Un (En, 8)] = (1= &) (E — b — Ai). (33)
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Then we have |®% (¢, t)] = 0 with |PN (tn,t)] > 0if t > ¢, + Ay, and [Py (tn,t)] = 0 if £, <t < b, + Ay
Assume that Lemma 2 is false, in other words, the interval between two unfailed triggers is not less than A; + 6.
In this case, we have |®% (t5%, th% +0,)| = 0 for t4% € [t,,, t, + A;], where ¢4 is the last trigger instant between t,,

and t, + A;. Hence, the following equation holds:
PN (tn, 15+ 05)] = [ @ (tn, 15°)| + | (85, 15 + 0:)] = 0. (34)

On account of the fact that tfi“’ is the last trigger instant between ¢,, and ¢, + A, tfi“’ +6; > t,+A,; holds. Therefore,

|®% (tn, t5% +6;)| > 0 is deduced based on (33). This conclusion contradicts (34). As a result, the assumption fails
and Lemma 2 is proved.

Remark 3. Only the convergence instead of the stability of frequency is affected by valid DoS attacks in microgrids.
Therefore, the time-triggered secondary controller guarantees that the communication between DGs can be restored
as soon as possible. For tfl*“’ € Un(tn, tn +7), Lemma 2 means that there exists at least one unfailed trigger during
the interval [t59,t, + 7, + A;).
Take ;¥ € @y and ;) € Uy together into consideration, the update of trigger instants under resilient event-
triggered secondary frequency controller is designed as
o _ [E{t>GURO >0}, 6 € an, )
k - . .
i t;w—l-@i, tzw € Uy.

According to the trigger condition (35), different communication schemes are applied under valid and invalid DoS
attacks by the frequency controller (17). For t;“ € @, control inputs of the designed event-triggered controller will
never update until certain trigger conditions are satisfied. During this period, normal communication is guaranteed
and unnecessary information transmission is avoided by the event-triggered controller. For ¢;* € Wy, a time-
triggered communication scheme is designed for the controller to guarantee that a successful communication exists
within the shortest time interval after a failed transmission attempt.

Theorem 3. Consider a microgrid system (5) with DoS attacks (11a) and (11b) which satisfy Assumptions 1 and
2. The objective (14) can be reached through the resilient event-triggered secondary frequency controller (17) with
trigger instants generated by (35). At the same time, the following can be guaranteed.
(1) For t;* € Wy, the interval between two unfailed triggers is less than A; 4 6; with A; = (¢¢6; + Cq)/(1 — &).
(2) The proposed resilient event-triggered frequency controller implements with no Zeno behaviors.
Proof.  For t € @, the convergence of the frequency will be guaranteed according to Theorem 1. For ¢t € Uy,
due to the fact that §(£) = u®(t) = 0, we can get W = 0. By this means, the following holds.

W < p2 W, (36)
where 0<pa< Tde—iei p1-
In consideration of (25) and (36), we can derive
W(t) < epzl‘I’N(tmt)lw(tO) < e—Pl|‘I’N(t07t)\eP2|‘I’N(t0xt)|W(t0). (37)

According to Assumptions 1, 2 and the identical equation |®y(to,t)] = t — |Un(to,t)|, further derivations are
given as

W(t) < e—P1t+(P1+P2)|‘I’N(t0,t)|W(to) < e—P1t+(P1+P2)Cd+(P1+p2)(t—t0)(1—%)W(to) < egeEtW(to), (38)

where © = (p1+p2)Ca— (p1+p2)(1— T%)to and 2 = pa — (p1 —l—pg)%. Because of Z<0, we can get lim;_, o, W (t) < 0.
Then the consensus of the frequency is obtained and exponential convergence for the control algorithm is proved.
The occurrence of Zeno behavior indicates that the design of a controller fails [41]. The following proof proves
that the proposed resilient event-triggered secondary controller for microgrids is Zeno behavior free.
For t;* € WUy, the interval 6; € Rso between two trigger instants is constant for DG;. Therefore, the Zeno
behavior can be avoided. For t;'c’w € @y, the trigger condition (18) is satisfied when ¢ = tZ’w. Based on (18), the
trigger condition at this instant can be expressed as

1 1
N =
Y104 Y104

2
led|? > %W + . (39)
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When ¢ € (1%, tZ’il], we have

Tt
M = — (ai + —> ;. (40)
g;
Therefore, 7; meets the following form:
ne > mi(0)e (4 +5)! (41)
Then we have
|@n>¢ﬁ@%_@ﬁ%ﬁ' (42)
Y103

Based on the definition of the frequency error, we can deduce that

By integrating from t;'c’w to t with ¢ € (t;'c’w, tZ’il], we have

e; =P (t - t;;’w) qi- (44)

Based on (42) and (44), the interval between two trigger instants takes the form

. . 1 . _ LT ) phw
i — 7 2 =— 0 - (ot 3 )i (45)
Plail | 1oi
Assume that Zeno behavior occurs in DG;. It implies that there exists a constant Tg € Ry with limg— tfc’w = Tg .
For arbitrary ¢ € R, there exists an integer N(¢) € R~ with arbitrary k& > N(¢) satisfying
6 e [To — e Tp) - (46)
Choosing € = 2751‘%‘ ?1—(336_(0‘”72”8, on account of the fact that tZil < T¢, then we have
. . 1 (0) _ LT i
ey 10 W G L (47)
Plas| | o

Eq. (47) contradicts (46). As a result, the proposed resilient event-triggered controller for microgrids is Zeno
behavior free.

4.2 Time-triggered voltage controller

In analogous to (35), for t?f € Uy, trigger instants of the time-triggered controller for voltage are designed as
follows: _ _
toyy =t 467, (48)
where A + 7t = €7 with 0<€/<1.
In this case, trigger instants for the resilient event-triggered voltage controller (27) can be written as
o _ [mf{e>EIRO > w0}, 60 e o, )
SR A £ € Wy

The schematic diagram of the resilient event-triggered secondary control strategy is illustrated in Figure 3.

Theorem 4. Consider a microgrid system (6) with DoS attacks (11a) and (11b) which satisfy Assumptions 1 and

2. The secondary control objective of voltage (15) can be reached through the resilient event-triggered secondary

frequency controller (27) with trigger instants updated by (49). At the same time, the following can be guaranteed.
(1) For ;" € Wy, the interval between two successful triggers is less than AY +60Y with AY = ((0Y +Ca)/(1—&Y).
(2) Zeno behaviors are excluded in the proposed resilient event-triggered voltage controller.

Proof.  The proof of Theorem 4 is similar to Lemma 2 and Theorem 3. So no more discussion will be made here.
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(Color online) Resilient event-triggered secondary controller for microgrids.

Bus

DGy DG2 DGs DGy
R(Q) 0.05 0.05 0.1 0.1
RLC filter of DG; L(H) 1073 1073 1073 1073
C(F) 3e—5 3e—5 3e—5 3e—5
P; (W) before load switching 3.344 3.344 1.813 1.813
Qi (W) before load switching 0.4146 0.4146 0.2145 0.2145
P; (W) after load switching 3.733 3.733 2.033 2.033
Q; (W) after load switching 0.3957 0.3957 0.1998 0.1998

5 Case studies

To verify the validity of the proposed resilient event-triggered frequency/voltage controller under DoS attacks
satisfying Assumptions 1 and 2, case studies are carried out through MATLAB/Simulink. Consider a simulation
model of microgrids with 4 DGs. The communication topology between DGs and the physical structure of the
tested microgrid are illustrated in Figure 4. The communication topology of the model satisfies the condition of
being connected. The parameters of the tested microgrids are listed in Tables 2-4. Behaviors of DoS attacks on
each communication link are shown in Figure 5. The reference value of the frequency and voltage is set to be the
nominal value with wyerf = 1 p.u. and v = 1 p.u. As a virtual leader, the reference value is only obtained by DGj.

The sampling time for the simulation is T, = 107 s.
Events in the simulation process include.
(1) DGs in microgrids are under the primary control from ¢t = 0.
(2) The event-triggered frequency controller and voltage controller are activated at t = 5.
(3) Load; is disconnected from the microgrid at ¢ = 14.

(4) Load; is reconnected at ¢t = 20.



Wang F Y, et al. Scit China Inf Sci March 2026, Vol. 69, Iss. 3, 132207:12
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Figure 4 (Color online) Physical structure and communication topology of test microgrids.
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Figure 5 (Color online) Signals of DoS attacks on different edges.

Table 3 Parameter settings of loads.

R () L (H)
Load; 1072 0.005
Loads 1072 0.005
Loads 1072 0.005
Loady 1072 0.005

Table 4 Parameter settings of lines.

R (Q) L (H)
Line; 0.05 1073
Liney 0.05 1073
Lines 0.05 1073
Liney 0.05 1073

Lines 0.05 1073
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Figure 6 (Color online) Frequency and voltage of each DG under load changes and communication link failures.
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Figure 7 (Color online) Active and reactive power of each DG under load changes and communication link failures.

5.1 Performance of the proposed secondary controller

The frequency and voltage of DGs under the dynamic event-triggered secondary controller are illustrated in Figure 6.
The active and reactive power of each DG are shown in Figure 7. It can be obtained that w and v are able to
converge to reference values under DoS attacks. Results of power sharing are shown in Figure 8. According to
Figure 8, K”P and K“(Q achieve convergence under the proposed controller, which means that active/reactive
power sharing has been guaranteed.

Dynamic thresholds and trigger functions for w and v of four DGs are shown in Figures 9 and 10, respectively.
Trigger instants for w and v are represented in Figure 11. It can be observed that successively triggering is avoided
and each DG is triggered asynchronously. In summary, the objectives (14) and (15) can be achieved with DoS
attacks under the proposed dynamic event-triggered secondary controller.

5.2 Comparison with previous methods

To demonstrate the resilience of the proposed secondary controller against DoS attacks, a comparison simulation
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Figure 9 (Color online) Dynamic thresholds and trigger functions for frequency of each DG.

of the frequency is provided in Figure 12. As shown in Figure 12(b), a two-second attack appears at t = 22,
which leads to the instability of the frequency. As a comparison, the proposed resilient controller illustrated in
Figure 12(c) shows a stable performance under the same attack as Figure 12(b). As a result, the resilience of the
proposed controller is verified in Figure 12.

For the problem of designing controllers based on event-triggered on AC microgrid operating in islanded mode,
similar secondary control strategies are proposed in [13,25,30]. To verify the advantages of the proposed method,
the following methods are chosen for comparison under the same situation of the DoS attacks in Figure 5.

e Method in [13]. Similar event-trigger-based secondary controllers are designed for frequency and voltage in [13].
Different from this paper, a trigger condition checking period is provided to reduce computing resource. However,
no attacks are being considered in [13].

e Method in [25]. The target in both [25] and this paper is to achieve consistency of frequency and voltage under
DoS attacks, and the methods proposed by both are based on event-triggered strategy. Different from this paper,
the secondary control strategy proposed in [25] contains an estimator that is only activated over attack periods.
Since the estimated values of every neighboring DG need to be continuously monitored, the designed estimator
in [25] will lead to a waste of communication resources.
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Figure 10 (Color online) Dynamic thresholds and trigger functions for the voltage of each DG.
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Figure 11 (Color online) Event trigger instants for frequency and voltage of each DG.

e Method in [30]. A dynamic event-triggered controller is designed for frequency, voltage and power sharing
in [30]. Different from this paper, an active power controller is considered to guarantee a precise power sharing. As
same as [13], no attacks are being considered in [30].

The comparison of the frequency controller is illustrated in Figure 13. To clearly show the difference, only the
dynamics of DGg are presented. From Figure 13, the conventional method without event-triggered strategy has the
superior performance. The proposed controller shows better stability compared with the method in [13,25,30]. The
trigger number of every method is shown in Table 5 (DG; obtains the reference value so that its trigger number
is far less than that of the other three DGs). The conventional successive controller triggers 250000 times during
the simulation and 69%-99% communication resources have been reduced by the proposed method in this paper.
At the same time, the proposed controller also has obvious advantages in the trigger numbers compared with other
methods in [13,25,30]. From the results, the controller proposed in this paper has a superior performance compared
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Figure 12 (Color online) Resilience of the proposed method against Dos attacks. (a) Without DoS attacks; (b) DoS attacks without resilience;
(c) DoS attacks with the proposed resilient controller.

Table 5 Number of triggers.

CO;";’;‘E‘;‘“] P;‘lfﬁizd Method in [13] Method in [25] Method in [30]
DG, 250000 104 50085 50359 81414
DG, 250000 70170 66640 111187 121728
“ DGs 250000 60255 63080 99372 119908
DG4 250000 49923 55428 59757 112272
DG, 250000 71 50076 50187 55505
DG, 250000 532 50789 104149 113540
! DG3 250000 508 50555 83593 122909
DG4 250000 581 50710 95663 130949

with the conventional method and other proposed methods.

6 Conclusion

To resolve the problem of the secondary control for microgrids under DoS attacks, a distributed resilient secondary
controller with the dynamic event-/time-triggered control strategy is designed for attack-resilience and energy
saving. According to the proposed secondary controller, the conventional communication protocol for microgrids is
improved and each DG updates its control inputs based on trigger conditions. Finally, the theoretical analysis of
the convergence is discussed and the effectiveness is proved through simulations. Results of the simulation illustrate
that the objectives of the secondary control for microgrids can be achieved under DoS attacks. The frequency
and voltage of DGs converge to the reference value under the proposed controller, which provides a basis for the
plug-and-play of microgrids. At the same time, control inputs of DGs only update at trigger instants, meaning
that the frequency of communications is greatly reduced compared with conventional secondary controllers. The
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Figure 13 (Color online) Comparison of the proposed frequency controller and the methods in [13,25, 30].

limitation of the research is the inevitability of the continuous calculation of trigger conditions and we will focus on
this problem in the future.
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