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Abstract To boost the secrecy rate (SR) of the conventional directional modulation (DM) network and overcome the
“double fading” effect of the cascade channels of the passive intelligent reflecting surface (IRS), a novel active IRS-aided
DM system with a power adjustment strategy between transmitter and active IRS is proposed in this study. Then, the
SR is maximized by jointly optimizing the power allocation (PA) factors, transmit beamforming, receive beamforming,
and reflect beamforming at the active IRS, subject to the IRS power constraint. To solve the formulated non-convex
optimization problem, a high-performance scheme of maximizing SR based on successive convex approximation (SCA) and
Schur complement, called Max-SR-SS, is proposed, where the derivative operation is employed to optimize the PA factors,
the generalized Rayleigh-Ritz theorem is adopted to derive the receive beamforming, and the SCA strategy is utilized to
design the transmit beamforming and IRS phase shift matrix. To reduce the high complexity, a low-complexity scheme
of maximizing SR based on equal amplitude reflecting (EAR) and majorization-minimization (MM), called Max-SR-EM,
is developed, where the EAR and MM methods are adopted to derive the amplitude and phase of the IRS phase shift
matrix, respectively. In particular, when the receivers are equipped with single antenna, a scheme of maximizing SR based
on alternating optimization, called Max-SR-AQO, is proposed, where the PA factors, transmit beamforming, and reflect
beamforming are derived by the fractional programming and SCA algorithms. The simulation results show that, with the
same power constraint, the SR gains achieved by the proposed schemes outperform those of the fixed PA and passive IRS
schemes.
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1 Introduction

The broadcast nature of wireless communication makes confidential messages vulnerable to eavesdrop-
ping by illegal users, leading to the security issue of confidential message leakage. Directional modulation
(DM), as an advanced and promising physical layer security technology, has attracted the research inter-
est of many researchers [1-5]. DM provides security via directives and is suitable for line-of-sight (LoS)
channels, such as millimeter waves, unmanned aerial vehicles, intelligent transportation, maritime com-
munication, and satellite communication [6]. The main ideas of DM are as follows. In the LoS channels,
DM transmits confidential messages to legitimate users along the desired direction via beamforming and
interferes with illegal user eavesdropping by sending artificial noise (AN) in the undesired direction, hence
enhancing the secure performance of the system [7]. Thus far, the research on DM technology is mainly
focused on the radio frequency frontend (RF) and baseband.

To enhance the secrecy rate (SR) of the DM network with an eavesdropper, in [8], in accordance with the
convex optimization method, a sparse array of DM was synthesized, and the proposed approach achieved
better flexibility in terms of control security performance and power efficiency. A DM network with
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hybrid active and passive eavesdroppers was considered in [9], and a scheme, which used the frequency
division array with assisted AN technique at the transmitter to achieve secure transmission with angle-
range dependence, was proposed. In contrast to the aforementioned single legitimate user networks,
n [10], the authors investigated a multi-legitimate user DM network and designed a security-enhancing
symbol-level precoding vector, which outperformed the benchmark method in terms of both the power
efficiency and security enhancement. Multi-beam DM networks were investigated in [11,12]. Moreover,
a generalized synthesis method and an AN-aided zero-forcing synthesis method were proposed in [11,12]
to enhance the system performance, respectively. However, the aforementioned works mainly focused on
the scenario where the legitimate user and the eavesdropper have different directions. To ensure secure
transmission of the system when the eavesdropper was in the same direction as the legitimate user, secure
precise wireless transmission DM systems were investigated in [13,14], which sent confidential messages
to a specific direction and distance to ensure secure wireless transmission.

With the development of wireless communication, the demand for networks increases dramatically
[15,16]. The use of a large number of active devices will lead to serious energy consumption problems;
fortunately, the emergence of an intelligent reflecting surface (IRS) provides a novel paradigm to overcome
this problem. IRS is a planar array of a large number of electromagnetic elements, each of which is
capable of independently adjusting the amplitude and phase of the incident signal [17-20]. Because of
this capability, the signal strength at the receiver can be significantly enhanced by properly tuning the
reflected signal. Recently, various wireless communication scenarios assisted by IRS have been extensively
investigated, including the multicell communications [15], unmanned aerial vehicle communications [21],
simultaneous wireless information and power transfer (SWIPT) network [22], non-orthogonal multiple
access network [23], and wireless-powered communication network [24].

Given the advantages of the IRS in wireless communication, in recent years, the passive IRS-aided DM
network has also been investigated. With the help of the IRS, the DM can overcome the limitation of
being able to transmit only one confidential bit stream and significantly enhance the SR performance.
In [25], an IRS-aided DM system was considered, and two confidential bit streams were transmitted
from Alice to Bob at the same time. Based on the system model proposed in [25,26], to enhance the
SR performance, two low-complexity algorithms were proposed to jointly design the transmit and reflect
beamforming vectors of the IRS-aided DM network. An IRS-aided DM network equipped with single
antenna for both legitimate user and eavesdropper was investigated in [27], and the SR closed-form
expression was derived. Moreover, in [28], the authors proposed two beamforming algorithms to enhance
the SR in the DM network aided by IRS and achieved approximately 30% SR gains over no-IRS and
random phase shift IRS schemes. The aforementioned studies showed that the passive IRS can boost the
SR performance of the conventional DM network.

However, the “double fading” effect that accompanies passive IRS is inevitable, which is caused by
the fact that the signal reflected through the IRS needs to pass through the transmitter-to-IRS and
IRS-to-receiver cascade links [29-31]. To overcome this physical limitation, an emerging IRS structure
called active IRS has been proposed. In contrast to the passive IRS, which can only adjust the phase
of the incident signal, the active IRS integrates active reflection-type amplifiers that can simultaneously
tune the amplitude and phase of incident signals. Hence the “double fading” effect of the cascade link
can be effectively attenuated, enabling better performance than the passive IRS [29]. Notably, although
the active IRS can both amplify and reflect incident signals, it is fundamentally different from the full-
duplex amplify-and-forward relay. The active IRS does not require RF chains, has no signal processing
capability, and has lower hardware cost [32]. Moreover, the relay takes two time slots to accomplish the
transmission of one signal, whereas the active IRS only requires one time slot [29].

Similar to the passive IRS, in recent years, many researchers have investigated various wireless com-
munication scenarios with the help of the active IRS [33-37]. For example, to maximize the rate of
the IRS-aided downlink/uplink communication system, the placement of the active IRS was investigated
in [38], which revealed that the system rate was optimal when the active IRS was placed close to the
receiver. An active IRS-aided single input multiple output network was considered in [39], and an al-
ternating optimization (AQO) approach was proposed to obtain the IRS reflection coefficient matrix and
received beamforming, which achieved better performance compared with the passive IRS-aided network
with the same power budget. An active IRS-aided SWIPT network was proposed in [40], an alternating
iteration method was employed to maximize the weighted sum rate, and the high-performance gain was
achieved. In a single input single output system, in [41], the authors provided a theoretical and numeri-
cal comparison of the performance between passive and active IRSs with the same power budget, which
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showed that the active IRS performed better than the passive IRS when the power budget is not very
low and the number of IRS elements is not very large. The aforementioned studies presented the benefits
of the active IRS for wireless network performance gains.

Motivated by the aforementioned discussions, to further enhance the SR performance of the passive
IRS-aided DM system, an active IRS-aided DM network with an eavesdropper is investigated in this
paper. Given that the confidential message beamforming and AN powers of the base station (BS) and
active IRS power are subject to the total power constraint of the system, to investigate the impact of the
power allocation (PA) among them and beamforming optimization on the system performance, we focus
on maximizing the SR by jointly optimizing the PA factors, transmit beamforming, receive beamforming,
and reflect beamforming at the active IRS. The main contributions of this paper are summarized as
follows.

(1) To enhance the SR performance of the conventional DM system, a novel DM network with the
introduction of the active IRS is proposed in this paper. In particular, a PA strategy is proposed to adjust
the power fraction between BS and active IRS to further harvest the rate performance gain achieved by
active IRS, which does not exist in a passive IRS-aided network. Then, an active IRS-aided DM system
with PA is presented. Finally, we formulate the SR maximization problem by jointly optimizing the PA
factors, transmit beamforming, receive beamforming, and IRS phase shift matrix for the active IRS-aided
secure DM system in the presence of an eavesdropper, subject to the IRS power constraint. By optimizing
the PA between BS and IRS as well as beamforming, the SR of the system is significantly boosted.

(2) To address the formulated non-convex maximum SR optimization problem in which the five vari-
ables are coupled with each other, a high-performance AO scheme, called maximizing SR based on suc-
cessive convex approximation (SCA) and Schur complement (Max-SR-SS), is proposed. In this scheme,
the derivative operation is employed to calculate the optimal PA factor of the confidential message and
the PA factor of power allocated to the BS. The corresponding transmit and receive beamforming are
derived by the SCA method and generalized Rayleigh-Ritz theorem, respectively, and the IRS phase shift
matrix is calculated by the SCA and Schur complement methods. Moreover, a low-complexity scheme,
called maximizing SR based on equal amplitude reflecting (EAR) and majorization-minimization (MM)
(Max-SR-EM), is proposed to address the formulated problem, where the EAR and MM strategies are
adopted to obtain the amplitude and phase of the IRS phase shift matrix, respectively.

(3) In particular, when the receivers are equipped with single antenna, the optimization problem can
be simplified without receive beamforming. To solve the problem, a scheme of maximizing SR based
on alternating optimization (Max-SR-AQO) is proposed, where the PA factors, transmit beamforming,
and IRS phase shift matrix are designed by the fractional programming (FP) and SCA algorithms. The
simulation results show that, with the same total power, the SRs harvested by the three proposed schemes
are higher than those of the benchmark schemes. In addition, when the number of phase shift elements
tends to be large, the gap in terms of the SR between Max-SR-SS and Max-SR-EM schemes is trivial.

The remainder of this paper is organized as follows. Section 2 describes the system model of the active
IRS-aided DM network and formulates the maximum SR problem. Section 3 introduces the proposed
Max-SR-SS and Max-SR-EM schemes. Section 4 presents the proposed Max-SR-AO scheme. Sections 5
and 6 provide the numerical simulation results and conclusions, respectively.

Notations. In this work, the scalars, vectors, and matrices are marked in lowercase, boldface lowercase,
and uppercase letters, respectively. The symbols ()T, (:)*, ()B, (), Tr(:), rank(-), ()T, Anax(+), R{-},
diag{-}, and blkdiag{-} refer to the transpose, conjugate, conjugate transpose, partial derivative, trace,
rank, pseudo-inverse, maximum eigenvalue, real part, diagonal, and block diagonal matrix operations,
respectively. The sign | - | stands for the absolute value of the scalar or the determinant of the matrix.
The notations Ig and CP*Q mean the identity matrix of @ x @ and complex-valued matrix space of
P x @Q, respectively. The symbol CN (0, I) denotes the circularly symmetric complex Gaussian random
vector with mean 0 and covariance I.

2 System model

As illustrated in Figure 1, we investigate an active IRS-assisted secure DM network, where the BS (Alice)
sends a confidential message to the legitimate user (Bob) with the assistance of active IRS, while sending
AN to the eavesdropper (Eve) to reduce the risk of confidential information being intercepted by Eve.
There are N, Ny, and N, antennas at Alice, Bob, and Eve, respectively. There are M reflection elements



Dong R E, et al. Sci China Inf Sci December 2025, Vol. 68, Iss. 12, 222301:4

Active IRS

Power
source

oooo
oooo
oooo

oooog

AN P
[ ANg s AN pro_lgcuon
matrix
Bit Symbol

stream Symbol stream Beamforming
mapping vector
| T I i Eve

Figure 1 (Color online) System diagram of the active IRS-assisted DM network.

D/A conversion

on the active IRS with tunable amplitude and phase. In this paper, it is assumed that the active IRS
reflects signal only once and there exists the line-of-sight channels. Moreover, all channel state information
is assumed to be available owing to the channel estimation®.

The transmit signal at Alice is expressed as

s = +/BlPvx + /(1 — B)IPTxNz, (1)

where P stands for the total power; 8 € (0,1] and (1 — j3) refer to the PA parameters of the confidential
message and AN; [ € (0,1) means the PA factor of the total power allocated to the BS; v € CV*! and z
refer to the beamforming vector and confidential message intent to Bob, and they satisfy vHv = 1 and
E[|z|?] = 1, respectively; Tax € CV*N and z € CV*! represent the projection matrix and vector of AN,
and they meet Tr(TanThy) = 1 and z ~ CN(0, Iy), respectively.

Given the existence of path loss, the received signal at Bob is formulated as

yo = ul (VO HY + \/Gan HEW H )s + /goul H O, 4y,
VBIPull (Vo HE + /G HEW H v + /(1 — B)IPull (\/gan HEL
+ \V/Gan HIWH ) Tanz + /gput HI®n, 4+ ny, (2)

where u;, € CV»*! refers to the receive beamforming. g., and g;, stand for the path loss parameters
of Alice-to-Bob and IRS-to-Bob channels, respectively. g¢.ib = ¢aigib means the equivalent path loss
parameter of Alice-to-IRS and IRS-to-Bob channels. ¥ = diag{v1,...,¥m,...,¥n} € CM*M and
Y =[U1,...,Um,...,0n]T € CM*1 refer to the reflection coefficient matrix and vector of the active IRS,
P = ame®m ., and ¢m are the amplitude and phase of the m-th reflecting element, respectively. n, ~
CN(0,02I)) and ny, ~ CN(0,07) mean the complex additive white Gaussian noise (AWGN) at IRS and
Bob, respectively. Hg) = hbahgb € CVox N, Hi% = hbihi% € CVo*M and Hy,; = hiahgli € CM*N denote
the Alice-to-Bob, IRS-to-Bob, and Alice-to-IRS channels, respectively. It is assumed that by, = h(6y,.) for

simplicity, and the normalized steering vector is h(6) 2 \/—% [@27®o(1) o2 ®a(n) | ei27®o(N)T wwhere
Pp(n) = —(n — %)W,n =1,2,..., N, 0 represents the direction angle of the signal departure or

arrival, n stands for the antenna index, d indicates the distance between adjacent transmitting antennas,
and A refers to the wavelength.
Similarly, the received signal at Eve is cast as

Ye = u?(\/ gaeH;{C + v gaieHiIg‘IlHai)S + v gieu(};IHiiI‘I’nr + ne
= /BIPul (\/Gae HE + /G HEW H i) vz + /(1 — B)IPull (\/gac HLL
+ V gaieHiiI‘IlHai)TANz + V gieu?HiIg‘I’nr + e, (3)
where u, € CVe*! denotes the receive beamforming. g.. and gj. stand for the path loss parameters of

Alice-to-Eve and IRS-to-Eve channels, respectively. gaie = ¢aigie means the equivalent path loss parameter
of Alice-to-IRS and IRS-to-Eve channels. n, represents the AWGN at Eve that satisfies the distribution

1) The results in this paper can serve as a performance benchmark in the presence of imperfect channel state information.
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ne ~ CN(0,02). HE = hhll € CN*N and HY = hghll € C*M refer to the Alice-to-Eve and
IRS-to-Eve channels, respectively.

It is assumed that AN is transmitted to Eve for jamming eavesdropping only and does not impact Bob,
based on the criterion of null-space projection, and Tan should meet

H,Tax = Orrxn, HYTan =0y xn- (4)

Let Hoy = [Hai; H, fb]( M+N,)x N denote an equivalent virtual channel matrix of the confidential message.
Then, Tan can be designed as

Tan=1In — HgM[HCMHgM]THCM- (5)

At this point, Egs. (2) and (3) can be rewritten as

yo = /BIPuL (VI HE, + VGun HE W H ) v + /gmul Hi ¥n, +ny, (6)
and
Yo =\/ BIPUL (\/Gao HEL + \/Gaic Hia W H ;v (7)
+ V(1 = B)IPgacul HE Tanz + \/Giou H O n, + n,,
respectively.

Based on (6) and (7), the achievable rates at Bob and Eve are given by

ﬁlP|UE (\/gabHEb + \/gaini%‘I’Hai) 'U|2
of|vavuy Hiy®|* + of

Ry, =log, <1 +

and
Re =log, (1+7), (9)
respectively, where

BIP|u (\/Gae HE + \/Garc HEW H ;) v|?
(1 = B)IPgac B HEETAN|? + 02| \/Gicull HI W2 4 02

"Y:

Due to the fact that Alice and Bob cannot capture Eve’s received beamforming wu, in general, an upper
bound of (9) can be obtained by

Re <logy(1+ Tr((1 — B)IPgac HETANTE H..
+ 02 HIO O Hio + 02In,) " (BIP(\/ac HLL
+ VOaie HE W H ) oo™ (Vgae HE + /Gaic Ho® H,i)™))

Re. (10)

1>

The detailed derivation is available in Appendix A.
At this point, the lower bound of SR for the system is expressed as

R, = max{0, Ry, — R.}. (11)
Moreover, the transmitted power at active IRS can be formulated as follows:
P, = Tr (U(guiSIPHayvv " HY + 021,) ) . (12)

In this paper, we maximize the SR by jointly deriving the PA factors 5 and [, transmit beamforming
v, receive beamforming wuy,, and active IRS phase shift matrix ¥. The overall optimization problem is
formulated as follows:

5 jmax Ry (13a)
L v,u,
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st. vl =1, ullu, =1, (13b)
0<p<L,0<i<, (13c¢)
[T (m,m)| <P m=1,..., M, (13d)
P.<(1-1)P, (13e)

where ™ means the amplification gain threshold of the active IRS elements, and (1 — )P refers to the
maximum transmit power of the active IRS. It is obvious that this optimization problem has a non-convex
objective function and constraints, and the optimization variables are highly coupled with each other,
which makes it a challenge to address it directly in general. Hence, the alternating iteration strategy is
taken into account for solving this optimization problem in what follows.

3 Proposed Max-SR-SS and Max-SR-EM schemes

In this section, to streamline the solution of the problem, we aim at maximizing SR and decompose the
problem (13) into five subproblems. In what follows, the parameters j3, [, v, uy,, and ¥ are sequentially
optimized by fixing the other variables.

3.1 Optimization of the PA factor 3

In this subsection, the transmit beamforming v, receive beamforming uy,, and IRS phase shift matrix ¥
are given for the sake of simplicity. We re-arrange the IRS power constraint (13e) as

BITr (¥ (gai PHauvv" HY) W) + Tr(o? @) < (1 - )P (14)

For the sake of simplicity, let A, = Plufl(\/gabHL + \/Gan H1 O H i )v|?, By, = 02|\ /gwul HIW||? + o2
Then, Eq. (8) can be degenerated to

Ry, = log, (%:—Bb). (15)
Let us define
A = P(\/gacH e + /GaicHio W Hoi )ov" (gac Hye + \/Gaic Hie W Hoi) ™, (16)
B = o2 HI WU Hy, + 021y, (17)
and based on
(1 = BNPGac HATANT N\ Hoe = (1 — B)l Pgac HLLTANT N\ Prea R, (18)
q

Eq. (10) can be reformulated as

Re =logy(1+ Tr[(B + (1 — B)lghl,) "' (B1A)]). (19)

Due to the presence of inverse operation, the Sherman-Morrison theorem is taken into account for the
simplification, i.e.,

_ o ZlxyTz !
Then, we have
_ _ 1-38)IB 'qhll B!
B+(1—B)ight)' =g -\ ac 21
(B+(1- Bahtl) e (21)
and Eq. (19) becomes
o L B0 B)PT(BqhL B A)
Re = log, (1 + pITe[B™ A] (= BIhEB 1q 11 (22)
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Let A, = Tr[B~'A], B, = Tr[B~'qhL B~1 A], and C, = hll B~1q. Then, Eq. (10) can be reformulated
as

_ ((1 — B)ICe +1+ B(1 = B)I*(ACe — Be) +ﬁlAe). (23)

Re =1
©82 (1—B)ICo + 1

In what follows, we handle the optimization of the PA parameters § and [ successively.
Define By = [?(A.Ce — Be), Bz = 1?(AcCe — Be) — ICe + lAe, E3 = 1Ce + 1, and E4 = IC,. Given I,
in accordance with (13), (15), and (23), the optimization problem with respect to 3 can be simplified as

follows:
_ BPA - BB -y
g M= e Er -6y
s.t. ﬂKl < L,0< ﬂ <1, (24b)

(24a)

where Al = lAbE4, Bl = lAbE3 — BbE4, Cl = BbEg, Dl = Ele, Kl = lTT(‘I’(gaiPHai’U’UHHg)‘I’H),
Fy = E3By, and Ly = (1 — )P — Tr(o2 0¥,
Then, Eq. (24) can be recast as
_ BPA - BB -y
mgx 1) =g, —hE 6y
s.t. 0< B <M, (25Db)

(25a)

where [F™M2% 2 min{%, 1}. Given that the denominator 32D — 8F; — Cy # 0, we can obtain that the
objective function of problem (25) is continuous and differentiable in the interval (0, 5™?*]. Then, taking
its partial derivative and making it equal to 0 yield

afl(ﬁ) = ! 3 [BQ(BlDl — AlFl) + 26(011)1 — Alcl) + (Blcl — ClFl)] = 0, (26)

op (82Dy — BFL — Ch)

which can be simplified as

B?(B1Dy — A Fy) +2B(C1 Dy — Ay Cy) + (B1Cy — C1Fy) = 0. (27)
3.1.1 When B1D1 — A1F1 #0
Eq. (27) is a quadratic. Let
Ag =4(C1Dy — A1C1)? — 4(B1 Dy — A1 Fy)(B1Cy — C1 Fy). (28)
If Ag > 0, based on the formula for the roots of a quadratic function, we can get its roots as

—Q(ClDl — Alcl) + \/AB

b= 2(BiD; — A Fy) (29)
By — —2(C1Dy — A1Ch) — /A (30)
2 2(B1D; — A F)) '
3.1.2 When BlDl — AlFl =0
Eq. (27) can be degraded to
Zﬂ(chl — A101) =+ (B101 — OlFl) =0, (31)
which yields
By — Fi
B3 23Dy = Ay) (32)

Next, we judge whether these candidate solutions of 5 are in the interval (0, ™**]. Finally, the optimal
value of 3 can be obtained by comparing the values of f1(3) at endpoints and candidate solutions. The
detailed procedure for deriving the PA factor § is shown in Algorithm 1.
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Algorithm 1 Algorithm for optimizing /3.

1: If BiDy — A1 F1 # 0 and Ag > 0, the four different scenarios are considered as follows:
(1) If B1, B2 € (0, B™*], then compare the values of f1(0), f1(B1), f1(B2), and f1(B™**);
(2) If B1 € (0, 8™ and B2 ¢ (0, ™|, then compare the values of f1(0), f1(81), and f1(8™%%);
(3) If 81 ¢ (0, 8™ and B2 € (0, B™**], then compare the values of f1(0), f1(B2), and f1(B8™**);
(4) If B1, B2 ¢ (0, ™**], then compare the values of f1(0) and fi (8™*);

2: If BiD1 — A1F1 # 0 and Ag < 0, the optimal PA parameter has been shown in aforementioned (4);
3: If ByDy — A1 F1 = 0, the two different scenarios are taken into account as follows:

(1) If B3 € (0, B™7%], then compare the values of f1(0), f1(B3), and f1(8™*);
(2) If B3 ¢ (0, B™%*], then compare the values of f1(0) and fi(8™*);

4: Output the optimal PA factor P,

3.2 Optimization of the PA factor

Fixed v, up, and ¥, given that the optimal 5 has been found in Subsection 3.1, we shift our focus to
solving 1. Let E5 = B(1 — 8)(A.Ce — B.), Es = (1 = 5)Cs + fA., and E; = (1 — 8)C,. In accordance
with (15) and (23), by neglecting the constant terms, the optimization problem with respect to [ can be
simplified as follows:

max (l) . l2A2 + 1By + Cs
lX 2 _12D2+1F2+02
s.t. Ky < LQ,O <l< 1, (33b)

(33a)

where Ay = BALE7, By = BAy, + E7By, Ca = By, Dy = E5By, Ko = Tr(®(ga PHavo " HIH)WH) + P,
Fy = EgBy, and Ly = P — Tr(o2®W¥H). Further simplification yields

max (l) - 1245 + 1By + Oy
lX 2 _12D2+1F2+02
st 0 << mex, (34b)

(34a)

where [™8% 2 min{ %, 1}. Because the denominator 12Dy 41 F, +C4y # 0, we can obtain that the objective
function of problem (34) is continuous and differentiable in the interval (0, ™2*]. Then, taking its partial
derivative and making it equal to 0 yield

df2(1) 1
Al (2D +1F; + C)?2 [I2(A2Fy — BaDa) + 21(A2C2 — CoDa) + (B2Co — CoFa)| =0, (35)

which yields

12(AgFy — ByDs3) 4 21(A3Cy — CoDy) + (ByCoy — CoFy) = 0. (36)

3.2.1 When A2F2 - B2D2 7§ 0
Eq. (36) is quadratic. Let

A = 4(A2C5 — CoD2)? — 4(AsFy — Bo Do) (BoCo — Co F). (37)
If A; > 0, based on the formula for the roots of a quadratic function, we can get its roots as

I = —2(14202 — C2D2) + VA (38)
2(A2Cy — Co Do) ’

o —2(A202 — CQDQ) -V Al
I = . (39)
2(A3Cy — CyDy)
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3.2.2 When A2F2 — BQDQ =0
Eq. (36) can be recast as

QZ(AQCQ — CQDQ) + (BQCQ — CQFQ) =0. (40)
We have
By — Iy
l3 = —————. 41
= 34, ~ Dy) (41)

Next, an analysis similar to solving for 8 needs to be performed, and we ignore the procedure for the
sake of avoiding repetition.

3.3 Optimization of the transmit beamforming vector v
Given 3, I, up, and ¥, we reformulate the IRS power constraint (13e) as follows:
P, = oM (g pIPHEOR O H i )v + Tr (o2 0 TH)
< (1-=-1)P. (42)

With ignoring the constant term, Eq. (13) can be re-arranged as the optimization problem with respect
to v as follows:

H
max % (43a)
st vlo =1,(42), (43b)

where

H
C = BIP (/g Hop + /Gan Hp WH ) upuy (v/Gab Hop,

+VGan Hiy W Hes) [ (o7 ||Vgwuy, Hy® | + o) + In, (44)
D - BZP (\/ gacHi + \/gaicHiIéI\IlHai)H [(1 - B)lpgacHiTANTENHaC
+ UggieHiIg\Il\I’HHie + USINe] - (\/ gaeHi + \% gaieHilg\I’Hai) + IN' (45)

Given that the objective function value in (43a) is insensitive to the scaling of v, we relax the equation
constraint to v?v < 1 [25]. Then, in accordance with the first order Taylor approximation, we have

2 =k ORL 7+
b, 7y, 2Ry (46)
z z z
Then, the problem (43a) can be recast as
vlCv 4 2R{v1Cv}
max -~ Gipe? PU iy (47a)
st vl <1, (42), (47Db)

where v stands for the given vector. This is a convex optimization problem that can be tackled directly
with CVX toolbox [42].

3.4 Optimization of the receive beamforming vector uy

Fixed 3, [, v, and ¥, the optimization problem with respect to u;, can be re-arranged as

H
max % (48a)
st ubuy =1, (48Db)
where
Ay = BIP (Vg H + G HEW H ) vo'' (Vg HE + aam HEWH,)" | (49)
Ay = o2gn HI WO Hy 4 620y (50)

In accordance with the generalized Rayleigh-Ritz theorem, the optimal wuy, is given by the eigenvector
corresponding to the largest eigenvalue of A;'A;.
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3.5 Optimization of the IRS phase shift matrix ¥

In Subsections 3.1-3.4, the PA factors S and [, transmit beamforming v, and receive beamforming wuy,
have been optimized. In this section, we turn our focus to the optimization of the IRS phase shift matrix
W¥. In what follows, two strategies for optimizing W by fixing the variables 3, [, v, and up will be
proposed.

3.5.1 Maz-SR-SS algorithm

First, we transform the power constraint (13e) into a constraint on ¥. Based on the fact that diag{p}q =
diag{q}p for Vp,q € CM*! Eq. (13e) can be re-arranged as follows:

P, = Tr (¥(guiSIPHuyvv HY + 021),)TH)
= T (gl Pdiag{v" HI N diag{ H.iv} + 02 I )9
<(A-0P. (51)

Given that the inverse operation in (10), it is difficult to tackle the optimization problem (13) directly.
Hence, to transform R, in (10) into a tractable form, let
H, = o2gi.diag{h. }diag{h},
H; = (1= B)IPgac H\ TANTA\NHoe + 021y,

Hs = \/BIPgai H diag{ H,jv}, (52c
e =/BlPg..H v. (52d
Then, we introduce a slack variable t, which meets
t > (H3y + e) (Y Hiphehl + Ho) ' (H3v + e). (53)
In accordance with the nature of Schur complement, we can obtain

’l,bH_Hl’l,thihg + H2 Hg’l/i +e

> 0. 54
YHIHI 4 el t - (54

S(%b,t)—[

According to the first-order Taylor approximation of YH H 4 at feasible point 1), we have YT H 1y >
2R{YpH H )} — U Hy4p. Then, Eq. (54) can be rewritten as

S, 1) = l@%{’#HHﬂ/_f} — U H ¢)hehll + Hy Hyyp + e 0. (55)

YHHY + et t

At this point, the optimization problem with respect to ¥ can be recast as
max Ry, — logy (1 + 1), (56a)
st [p(m)] < y™™, (51), (55). (56b)

The objective function of the problem (56) is the difference of two logarithmic functions and is non-
convex. To address this problem, let afl = \/BngaibuEHi%diag{Haiv}, by = \/ﬁngabuEHgav, and
Ci = o, /gindiag{ul! H{1}. Then, we have

latep + by |? )
Ry, =1lo 1+ —
bR ( ICy]” + o2
— logy (¥ (aa? + CHCy ) + 2R{biatp} + [ba]? + 02) — logy(1+ [ Crp|2/02) — logy(02).  (57)
————
E

Based on the first-order Taylor approximation of Y1 E, i.e., yTEyp > 2R{ypHEyp} — U Eep and the
result in [43], for a fixed point ey,

1—|—€1
1+e

—In(1+e1) > —In(1 +¢1) - +1, (58)
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after neglecting the constant entries, Eq. (56) can be recast as
max InR{YEP} — B + 2R {blay} + b + of)

2
GO (v ieiro) - (592)
b

.t [gp(m)] < ™, (51), (55), (59b)

S

where ¢ stands for the value obtained at the previous iteration of ¢. It is noted that the problem (59) is
convex, which can be derived directly with the convex optimizing toolbox.

3.5.2 Maz-SR-EM algorithm

In Subsection 3.5.1, a Max-SR-SS algorithm has been proposed to optimize the IRS phase shift matrix
W, which has a high computational complexity. To reduce the complexity, a Max-SR-EM algorithm with
lower complexity is proposed in this section. Given that W consists of amplitude and phase, we will
derive W by solving for them separately in the following.

First, the derivation of the amplitude is taken into account. For the sake of derivation, we assume
that |®(m,m)| < ¢¥™ in (13) always holds and the amplitude of each TRS phase shift elements is the
same, noted as |¥(m,m)| = a,,, = a, and © = diag{el?r, ... el%m . . M} ¢ CM*XM  Then, we have
¥ = a®. Based on the IRS power constraint (13e) and the fact that it is optimal when taking the
equivalent value, i.e.,

Tr (a©(gai BIPHovv" HY + 021))a®) = (1 - )P, (60)
we yield the amplitude:
(1-np
o=
O (gl PH v HY + 021,,)0OH)
(1-1
- (61)
Tr gdlﬁlPH(nm;HHH +02Iy)’

In the following, we focus on finding the phase matrix ®. Let
0:[ej¢17"'7ej¢m,""ej¢M]T7 ¢:[0;1],
H., = blkdiag{a’H,,0}, He = [aHj3 e],
hil = [a/BIPgapull HE diag{ H.;v} /BIPg.,ull H,p,v), (62¢
Hy, = blkdiag{aardlag{\/gibub H{Y, 0} (62d
Then, Egs. (8) and (10) can be rewritten as

|hi ol )
Ry, =1o 1+ —— 63
P < [Hy¢l” + o7 o
and
D He2¢¢HH%
R. =1 14+ Tr © 64
082 ( * |:¢HH01¢hcih?i + H2 ( )
respectively.
Next, we perform a transformation of Ry. By (63) and the fact that for fixed points é2 and eés,
|82|2) ( |é2|2) lea|?  2R{ezea} |ea]? 9
In{l+— ) >2n(l+—= - —+ — - = — + , 65
n( €3 " €3 €3 €3 €s(e3 + |e2]?) (e3 + leal) (65)
one obtains
hH 2 hH_Q hH_2 2 HhhH_
Rb-1n2—1n<1+|b7¢|2>—ln<l+| b¢|>—| N + Al b¢}+G (66)
[ Hyl|? + o, T T T
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where 7 = || H,¢||? + o2, and

[Py I

G=-¢"| —>2= ___(HIH, + hyhi) | ¢ 67
o I H) B o
M
With the MM algorithm in [44], i.e.,
—2yax > -2 Zx - 2R{2(Y - 2)7) - Z"(Z - V)7, (68)

where Z = Apax(Y)I, Eq. (67) can be recast as

~ "M > ~¢" N (M) Tar 19 = 2R{ @™ (M — Mo (M) Inr 1) 8} = & i (M) Inr 1 — M) .
(69)
Next, we transform R, in (10) into a form that is tractable to solving. Based on the fact that for
VX € CX*Y and Y € CY*X, one has
lIx +XY|=|Iy +YX]| (70)

Then, we have

He.p¢"HY D 2
" He phehll + H,

=In|]1 + ¢"HL (¢"H 1 pheihll + Hy) "' H 0

= In|Iy, + (¢" He1pheihll + Hy) ' Herpp™ H|

= In|¢p" Hey pheihg + Hy + Hoopp" His| — In|¢p" Hey dheihg + Ho|

= In|¢" Herpheihil + Ha + Heopp" HY| — In(|¢" HeypheihGHy ' + In, | Ha|)

= In| ¢ Ho 1 phoihll + Ho + Hoopp" HE | — In(1 + ¢ Hoyph H, ' he;) — In| Hy|. (71)

J n

1og2(1+ﬂ{

To simplify the first term of (71), based on
In|X| < In|X|+ Tr[ X H(X - X)], (72)
we have
—In|J| > —In|J| = Te[J (T = J))
= —In|J| + Te[J ' J] — ¢" Ho ¢Tr[J *heihll] - Te[J 1 Hy) — ¢"HE T ' Ho o
= —In|J| 4+ Te[J'J] — Te[J ' Hy) — ¢V (H Te[J 'hehl] + HY T 'H.,) e, (73)

K

where J means the solution obtained at the previous iteration of J. By utilizing (68), one has
— "K¢ > — " Anax(K)Inpr1¢0 — 2R{" (K — Anax (K) Inr41) 0} — " (Ammax (K ) Inrg1 — K)o, (74)
To make the second term of (71) tractable, according to (58), we can obtain

1 + ¢HHe1¢th;1hei +

—In(1+4+n) > —1In(1 +7) — T+ 7

1, (75)
where 7] is the solution obtained at the previous iteration. Based on the first-order Taylor series expansion,
we have

¢HHel¢hEH2_lhei
147

H.i(hiH, 'he) ¢}_ i He UH; 'he) -

H
>23fe{¢> T T o (76)
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At this point, combined with (66), (69), (74), and (76), after neglecting the constant term, the opti-
mization problem with respect to ¢ can be recast as

max 2R{pg} (77a)
st. Jom)=1,m=1,....M, (M +1) =1, (77b)

where g = [P — (M — Ay (M) Inr11) — (B — A (K) gy + et The)

solution of @ can be obtain directly by

}Q_S Then, the optimal

gopt — ¢opt(1 . M) _ ejarg(g(liM))_ (78)
3.6 Overall scheme and complexity analysis

Up to now, we have completed the derivation of the PA factors § and [, transmit beamforming v, receive
beamforming uy,, and IRS phase shift matrix ¥. To make the process clearer, we summarize the entire
proposed schemes’ ideas below.

The iterative idea of the proposed Max-SR~SS scheme is as follows: (1) the PA factors 8 and [, transmit
beamforming v, receive beamforming uy,, and IRS phase shift matrix ¥ are initialized to feasible solutions;
(2) given I, v, up, and ¥, based on Algorithm 1, update 3; (3) fixed 8, v, up, and ¥, solve (34) to update
I; (4) given S, I, up, and W, solve (47) to obtain v; (5) fixed 8, [, v, and W, solve (48a) to yield up; (6)
given f3, I, v, and up, solve (59) to yield 1, and ¥ = diag{e}. The five variables are updated alternately
until the termination condition is realized, i.e., |ng) — ng_l)| < ¢, where k and € refer to the iteration
number and convergence accuracy, respectively.

The overall procedure of the proposed Max-SR-EM scheme is listed below: (1) the PA factors 5 and
[, transmit beamforming v, receive beamforming wy, and IRS phase shift matrix ¥ are initialized to
feasible solutions; (2) given [, v, up, and ¥, § is computed by Algorithm 1; (3) fixed 8, v, up, and ¥, [
is updated by (34); (4) given 3, I, uy, and ¥, v is updated by (47); (5) fixed S, [, v, and ¥, uy, is derived
via the generalized Rayleigh-Ritz theorem; (6) given £, I, v, and wuy,, solve (61) to obtain «, solve (78) to
find 6, and ¥ = adiag{0}. The iteration is repeated until the termination condition is met.

Because the obtained solutions in Max-SR-SS and Max-SR-EM schemes are sub-optimal, and the
objective value sequence { R (ﬁ(k),l(k), v, ut()k), \Il(k))} obtained in each iteration of the alternate opti-
mization method is non-decreasing.

Moreover, RS(B(k), l(k),v(k),ut()k), \Il(k)) has a finite upper bound since the limited power constraint.
Therefore, the convergence of the proposed two schemes can be guaranteed.

Next, we calculate the computational complexity of the two proposed schemes.

(1) For the Max-SR-SS scheme, the overall computational complexity is Css = O{Lss[(vV/5(NeM?> +
NeM?) + N3M? + NM)1/&+ (N, + No)M? 4+ N$]} float-point operations (FLOPs), where Lgg refers to
the maximum number of alternating iterations, and £ stands for the given accuracy of CVX.

(2) For the Max-SR-EM scheme, the whole computational complexity is Cgy = O{Lrm[(N>M? +
NM)1/é+(Np+2Ne) M2 +N. M+ N3]} FLOPs, where Lpg represents the maximum number of alternating
iterations.

It is not difficult to find that the computational complexity of the two proposed schemes can be listed
in decreasing order as Csg > CgnM.

4 Proposed Max-SR-AQO scheme

In this section, we consider a special situation of problem (13), i.e., both Bob and Eve are equipped with
single antenna. At this point, the channels H,y,, H,., H;,, and H;i, are degenerated to hy, € CV*1,
hae € CVX1 Ry, € CM*1 Ry, € CM*1 respectively, and the receive beamforming is not done. Then, the
receive signal (6) and (7) can be respectively degenerated to

Yo = \/BLP (\/Gabhit, + /Gaivhip WH i) v + /ginhiy, ¥n, + ny, (79)
Ye = V/ ﬂlp (\/ gachgc + vV gaichg‘I’Hai) vx
+ V(1 = B)IP\/Gach Tanz + \/Gichl ®n, + ne. (80)
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Correspondingly, the achievable rates at Bob and Eve are respectively given by
ﬁlP| (\/gabhgb + \/gaibhi}}i‘PHai) 'U|2 (81)
orll/amhi, ¥ |2 + of ’

BIP| (\/Gach!L + /Gaichll W H ;) v|?
(1 = B)P||\/GachtLTan|? + 02|\ /Gich il ® |2 + 02 |

Ry, = log, <1 +

Re = log, <1 +

In the absence of receive beamforming, the optimization problem (13) can be recast as

ﬁnzl%X@ R, = Ry, — R, (82a)
st. olv=1, P.<(1-1)P, (82b)
0<p<L, 0<i<, (82c¢)

[T (m,m)| <YY", m=1,..., M. (82d)

In what follows, the alternating iteration strategy is taken into account for solving the variables 3, [, v,
and W.

4.1 Optimization of the PA factor 3

In this subsection, the beamforming vector v and IRS phase shift matrix ¥ are given for the sake of
simplicity. Let Dy, = P|(\/gabhll, + /Ganhih WHoi)v|?, De = P|(\/Jachie + /Gaichic W Hyi)v|?, By, =
o2l /GvhiL® |2 + 0, Ec = 02|\/gichll®|? + 02, and F. = P||\/Gach;. Tan||?. Then, Egs. (81) and (82a)
can be transformed into

IDy, + E
Ry = log, <m> (83)
Ey
and
BlD. + (1 — B)IF. + E,
R. =1 , 84
o (a1 59
respectively. The objective function of the optimization problem (82) can be degenerated as
Rs =Ry — R,
(BLDy + Ey)[(1 — B)LF: + Ee]
o8 < BID. + (1 — B)IF, + E. O82%b
1 — B)I?DyF, IDyEo + (1 — BELF, + ELE,
:logzﬂ( B)ZDyFe + BIDvEe + (1 — B)lEpFe + Ey ~log, B, (85)

BID. + (1 — B)IFe + E.

In what follows, we handle the optimization of the PA parameters § and [ successively.
Given [, in accordance with (82) and (85), the optimization problem with respect to 8 can be simplified
as follows:

1 212
— B2DyF.
8 BUD. —IF,) + IF. + Ex ( FrDy
+ B (I2DyF, + 1Dy E, — IE,F,) + LB, F, + EbEc) (862)
st (27),0< B <1, (86b)

which can be re-arrange as

max (" As + B85 + Cs (87a)
B BD3 + K3

st. BF3<G3,0<B<1, (87b)
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where As = 12Dy, Fs, By = 12Dy Fo+ 1Dy Eo — LEy Fy, Cs = LBy Fo+ EyEo, Dy = Do —1Fs, K3 = [F.+ E,,
F3 = ITr(V(gu PHyvo " HEY W) and G3 = (1 — )P — Tr(o2®PH). Tt can be found that this problem
is non-convex. Notice that this is an FP problem, and the denominator of (87a) is D3 + K3 = flD. +
(1= pB)IFe + E. > 0. To transform (87) into a convex optimization problem, based on the Dinkelbach’s
transform in [45], we introduce an auxiliary parameter 71 and recast the problem (87) as follows:

Iélax —52143 + B3+ Cs — 11 (BDs + Kg) (88a)
s.t. BF3 <Gs3,0<p < 1. (88h)

The optimal solution can be obtained by taking the root of —32A3 + B3 + C3 — 71(8D3 + K3) = 0. At
this point, the optimization problem (88) is convex, and we can address it by the CVX toolbox directly.

4.2 Optimization of the PA factor [

Fixed 8, v, and ¥, we transfer the focus to solving for I. In accordance with (82) and (85), by neglecting
the constant terms, the optimization problem with respect to [ can be simplified as follows:
1?6(1 — B)DyF, + [(BDy E, 1—B)EpLFe EyE,
o LB = B)DuFe + U(BDuEe + (1 — B)EpFe) + Ep (89a)
! Z(BDe+(1 _B)Fe)+Ee
st (27),0<1<1, (89b)

which yields

IPAy+ 1By + Cy
mlax W (903.)

s.t. [Fy < G4,0 <l< 1, (QOb)

where A4 = 6(1 - ﬁ)DbFeu B, = ﬁDbEe + (1 - B)EbFeu C'4 = EbEeu Dy = ﬁDe + (1 - B)Feu K, = Eeu
F, = pTr (\Il(gaiPHaiv'vHHfi)\IlH) + P, and G4 = P—Tr(c2®WP). Tt is noticed that [Dy + K, > 0, and
this is a non-convex fractional optimization problem. In accordance with the FP method, we introduce
an auxiliary parameter 7o and recast the problem (90) as

max 1A, + 1By + Cy — 72(IDy + Ky) (91a)
sT2
s.t. [Fy < G4,0 <l<1. (glb)

The optimal solution to this problem is the root of 1?44 + 1By + Cy — 72(ID4 + K4) = 0. However,
the problem (91) is still non-convex and requires further transformation. With the first-order Taylor
approximation of 24, at feasible point [, i.e., [244 > 21441 — A4, Eq. (91) can be converted to

max 20A4] — PAy + 1By + Cy — 12(IDy + Ky) (92a)

st 1Fy <Gy,0<i< 1, (92Db)

which is a convex optimization problem and can be addressed directly by the convex optimizing toolbox.
4.3 Optimization of the beamforming vector v

Given f, [, and ¥ with ignoring the constant term, Eq. (82) can be reformulated as the optimization
problem with respect to v as follows:

v Fv
max o (93a)
st oo =1,(42), (93b)

where

H
F, =p3IP (a /gabhgb + \/gaibh%‘I’Hai) (,/gabhgb + \/gaibhil}{a‘I’Hai) + (Usz/gibhiI}{a‘I’HQ + Ug) Iy, (94)
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H
Fy = BIP (\/Gachie + \/Gaichie WH i) (V/Gachts + V/Gaiehie W Hos) + ((1 — B)IP||\/GachieTax||?

+ 02| /Iihis®|? + 02) Iy. (95)
Based on (46) and relaxed the constraint v v = 1 to v?v < 1, the problem (93a) can be recast as
(T SRR 2R{v1 Fv}
_ Uy ¢ 20 YT 96
WX T GhRee 't T o R (96a)
st vl <1, (42). (96b)

It can be found that this is a convex optimization problem that can be tackled directly with a convex
optimizing toolbox.

4.4 Optimization of the IRS phase shift matrix ¥

In this subsection, we turn our target to optimize ¥ with given /3, [, and v. For the sake of derivation, let
Y = [P Uy Rij = [VOajdiag{hi}} Havi /Gajhilvlaniny <, Hyj = [ygdiag{hi}}; 0" (ari1)xar,
j =Db, e.

Then, the achievable rates (81) and (82a) can be rewritten as

1P|y |2
Ry = log, [ 14+ 21 [ | (97)
of | Hyy | + o)
and
[Pt oo |?
Re =logy [ 1+ = BLPLY |
o7 |[H Heel|* + (1 = B)IP|[\/Gachzc Tan || + o2
P NHheez 2 ~HILIee 2 2 ~HILIee 2
(1 - B)ZP” V gachacTAN” +og (1 - ﬂ)lPH V gachacTANH +0og
respectively.
Moreover, the power constraint (13e) can be re-arranged as
P, = Tt (U(guifIPHyvo" HE + 021,) T
= ¢'blkdiag{ g.i 81 Pdiag{v" H!}diag{ H,v} + 021, 0}4
< (1=1)P. (99)
At this point, the optimization problem with respect to W is
BLP " by o7 |[9" Hee?
max log, | 1+ — +log, | 1+ .
b : < 02|91 Hyp |2 + o? ? (1 = B)IP|\/GachlL Tan|? + 02
ﬂlP|IZHh00|2 + O'QH":EHI_ICCH2
—lo 1+ r 100a
& ( (1= P\ Gh B Tan]E + 52 1002
st |[P(m)] <™, Ph(m+1) =1, (99). (100Db)

This problem is non-convex and the further transformation is required. According to (65) and (58), by
omitting the constant term, the optimization problem (100) can be degenerated to
i 2R{aa"}y  |a|?(b+|al?)  2R{c%ec} |e*(d+|c]?) 1+e
X -~ — = _ = _
> b b(b + |al?) d d(d+|el?) 1+e
s.t.  (100b), (101)
where a = /BIPY by, b= o2 | Hyp||? + 02, ¢ = (/o2 Hoo), d = (1 - B)IP|\/GachiL Tax | + 02,

e = (BIP|YPhee|? + 02| Ho||?)/d, @, b, € d, and & mean the solutions obtained at the previous
iteration. Then, the problem (101) degenerates towards the following problem:

min YT Wap — 2R{p"u}, (102a)
"
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s.t. (100b), (102b)
where
W = __ﬂ(ﬂzphbbhgb +o2Hy,HE ) + _lef
b(b + |al?) d(d + |e[*)
1 BiPheh + 0c2H. .HE
Co?H HY 4 L0 ce * 07 e Hoe (103)
1+e d

w = BIPhuhiy 4, /b + o2 Hoe H 4, /d, (104)

and ibvt stands for the solution obtained at the previous iteration. It is noted that the problem (102a) is
convex, which can be derived directly with the CVX toolbox.

4.5 Overall scheme and complexity analysis

So far, we have completed the derivation of the PA factors S and [, beamforming vector v, and IRS
phase shift matrix . To make the procedure of this scheme clearer, we summarize the whole proposed
Max-SR-AO algorithm below. (1) Initialize 3, I, v, and ¥(%) to feasible solutions; (2) fixed I, v, and ¥,
solve (88) to update 3; (3) given 8, v, and ¥, solve (92) to update [; (4) fixed 8, [, and ¥, optimize (96)
to update v; (5) given S, [, and v, solve (102a) to update ibv, and ¥ = diag{ibv(l : M)}*. Optimize the
four variables alternately until the termination condition is satisfied.

In this scheme, the objective value sequence { Ry (8*), 1) ) @ (*))} obtained in each iteration of the
alternate optimization strategy is non-decreasing, and R, (B(k),l(k), v \Il(k)) has a finite upper bound
since the limited power constraint. Therefore, the convergence of the proposed Max-SR-AO scheme can
be guaranteed.

The computational complexity of the overall Max-SR-AO algorithm is Cao = O{Lao[M?*In(1/¢) +
Ly(N3 4+ NM?)+ Ly(2v2(M +1)% + N(M +1)?)]} FLOPs, where Lo means the maximum number of
alternating iterations, and L, and Ly mean the iterative numbers of the subproblems (96) and (102a).

5 Simulation results

To verify the performance of the three proposed maximum SR schemes, we perform the simulation
comparison in this section. Unless otherwise noted, the parameters of the simulation are listed as follows:
P=30dBm, N =8, M =64, N, = No = 4, do; = 110 m, dap, = dae = 120 m, 6,; = 1171/36, 0.1, = 71/3,
Oae = 57/12, and o = 02 = 02 = —40 dBm. The path loss model is modeled as g = \?/(47d;,)?, where
A and dy- are the wavelength and reference distance, respectively. For the sake of convenience, we set
(\/(4m))? = 1072, The convergence accuracy is e = 1075.

To evaluate the performance of the proposed schemes, the semi-definite relaxation (SDR) scheme (no
AN) reported in [34], passive IRS scheme (i.e., GAI algorithm) reported in [25], passive IRS scheme
reported in [27], passive IRS scheme (i.e., Algorithm 1) reported in [28], and several benchmark schemes
are applied for comparison at the same power. These benchmark schemes are listed as follows.

(1) Benchmark scheme I: Setting the PA factor [ = 0.6, we only optimize the remaining variables
alternatively.

(2) Benchmark scheme II: Fixing the PA factor § = 0.5, we only have to alternately optimize the
remaining variables.

(3) Benchmark scheme III: Both the PA factors 8 and [ are fixed at 0.5, i.e., § =1 = 0.5, and only the
residual variables need to be optimized alternately.

(4) No-IRS scheme: Set all the active IRS-related channel vectors and matrices to zero vectors and
zero matrices; then, we only have to optimize the remaining variables.

5.1 Bob and Eve equipped with multiple antennas

First, we show the convergence of both the proposed AO schemes in Figure 2, where the number M =
16, 64, 256 of IRS phase shift elements. Figure 2 shows that the SRs of both proposed schemes increase
rapidly with the number of iterations and finally converge to a certain value after a finite number of
iterations. The convergence speed of the proposed Max-SR-SS scheme is slightly faster than that of the
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proposed Max-SR-EM scheme. In addition, the SRs of both proposed schemes increase with the increase
in M, and the SR of the proposed Max-SR-SS scheme is slightly better than that of the proposed Max-
SR-EM scheme, regardless of the value of M. Combined with the previous analysis of the computational
complexity of both proposed schemes, it can be found that the low-complexity of the Max-SR-EM scheme
is achieved at the price of some performance loss. As a result, the proposed Max-SR-EM scheme strikes
a good balance between computational complexity and SR performance.

Figure 3 plots the curves of the SR versus the number M of active IRS phase shift elements. Figure 3
shows that the SRs of both the proposed and benchmark schemes gradually increase with the increase in
M, and exhibit a decreasing order in terms of SR performance, as follows: proposed Max-SR-SS, proposed
Max-SR-EM, benchmark scheme I, benchmark scheme II, benchmark scheme III, passive IRS [25], and
no-IRS scheme. The SR difference between the two proposed schemes is trivial with the increase in M,
and they make significant SR performance enhancements over the five benchmark schemes at the same
total power budget. For example, when M = 64, the SR performance enhancements achieved by both the
proposed schemes over the benchmark scheme I, benchmark scheme II, benchmark scheme III, passive
IRS [25], and no-IRS scheme are above 3%, 4%, 11%, 40%, and 47%, respectively. These further explain
the motivation for investigating the active IRS, PA, and beamforming algorithms.

Figure 4 depicts the curves of the SR versus the total power P ranging from 10 to 35 dBm. From
Figure 4, we learn that the SRs of the two proposed schemes and five benchmark schemes increase
with the increase in P, and the ordering of their achieved SRs is similar to that shown in Figure 3.
The difference in SR performance between the proposed Max-SR-SS scheme and benchmark scheme I is
slightly less than that between the proposed Max-SR-SS scheme and benchmark scheme II, which means
that optimizing the confidential message PA factor 5 has a more significant performance enhancement
for the system compared to optimizing the base station PA factor [ in this paper. Compared with the
benchmark schemes of no-IRS and passive IRS [25], the SRs achieved by both proposed schemes and the
remaining benchmark schemes are remarkable, with the latter being more than one times higher than the
former because active IRS elements equipped with power amplifiers enable more SR performance gain.
Moreover, the gap between the SRs of the two proposed schemes is trivial when P < 20 dBm.

Figure 5 illustrates the curves of the SR versus the noise ratio 1 ranging from 1 to 3.5, where n = 02 /o
and o} remains constant, i.e., the increase in 7 is equivalent to that of the noise power at the active IRS.
Figure 5 shows that, apart from the no-IRS scheme, the SRs of the two proposed schemes and benchmark
schemes [-11II decrease gradually with the increase in 7. This is because the active IRS helps to transmit
the confidential information to Bob and reflects the noise generated at the IRS to him. When 7 increases,
the noise received by Bob also increases, which leads to a decrease in the SR performance for all schemes
apart from the no-IRS scheme. Taking the Max-SR-SS scheme as an example, the SR at n =2 and n = 3
are above 8% and 13% lower than those at 7 = 1, respectively.
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5.2 Bob and Eve equipped with single antenna

Figure 6 shows the SR versus the number of iterations of the proposed Max-SR-AO scheme. Figure 6
shows that, regardless of the value of the number M of IRS phase shift elements, the proposed Max-SR-
AO scheme takes approximately four iterations to converge to the SR ceiling. Moreover, as M gradually
increases, the SR of the proposed Max-SR-AQO scheme increases accordingly.

Figure 7 plots the SR versus the number M of the IRS phase shift elements. Similar to the scenario
where both Bob and Eve are equipped with multiple antennas, the SR of the proposed Max-SR-AQO scheme
is slightly better than those of the fixed PA schemes (i.e., benchmark schemes I-1IT and SDR [34]) and
significantly better than those of the passive IRS [27,28] schemes because the optimization of the PA
factors enables the optimal distribution between power sources. The active IRS with a power amplifier
achieves a higher SR performance gain than the passive IRS with only phase tuning. Moreover, the gap
between the SRs of the proposed Max-SR-AO and SDR [34] decreases as M increases gradually.

To investigate the impact of Bob’s location on SR performance, with fixed positions of Alice, the IRS,
and Eve, we assume that Bob moves only along the straight line L,y (i.e., the line connecting Alice and
Bob) for simplicity of analysis. At this point, Bob’s location only depends on the distance d,p of the
Alice-to-Bob link. As d,;, increases, Bob first moves closer to the IRS, reaches a peak, and then moves
away from it. The detailed diagram of Bob’s movement is shown in Figure 8.

Figure 9 presents the curves of the SR versus the distance d,;,, where M = 128. Figure 9 shows that,
as Bob moves away from Alice along L.}, and closer to the IRS, the SR of the no-IRS scheme gradually
decreases with the increase in d,;,. For the proposed Max-SR-AQO scheme, when Bob first moves between
Alice and IRS and then away from them, the energy received from Alice decreases, and the SRs gradually
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decrease with the increase in da,. Then, as Bob moves away from Alice and closer to the IRS, the energy
received from the IRS gradually increases, and the SRs gradually increase and reach a peak when Bob
is at the bottom of the IRS. Finally, with Bob moving away from Alice and the IRS, the energy received
from Alice and the IRS gradually decreases, and the SRs gradually decrease. Moreover, there are similar
SR performance tendencies for the SDR [34] and the passive IRS [27, 28] schemes. After the peak, the
gap between the SRs gained by the proposed and passive IRS schemes increases gradually with d,y,.

6 Conclusion

In this study, we investigated active IRS-aided DM networks and focused on adjusting the PA between
IRS and Alice to improve SR performance. To the best of our knowledge, such a PA has not been
investigated in the optimization of the PA factors, transmit beamforming, and receive beamforming,
and IRS phase shift matrix in the active IRS-aided DM network. To address the formulated problem,
two alternating iteration schemes, namely, Max-SR-SS and Max-SR-EM, were proposed. The Max-SR-
SS scheme employed the derivative operation, SCA, and generalized Rayleigh-Ritz methods to find the
optimal PA factors, transmit beamforming, and receive beamforming, and IRS phase shift matrix. While
the Max-SR-EM scheme with a low-complexity derived the closed-form expression of the TRS phase
shift matrix based on the criteria of EAR and MM. Moreover, a special case of receivers equipped with
single antenna was considered, and the Max-SR-AO scheme was proposed to address the problem. The
simulation results showed that the SR of the DM network was dramatically enhanced with the help of
the active IRS, and the three proposed schemes have made an obvious SR enhancement over the fixed
PA and passive IRS schemes.
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Appendix A
Let ¢ = /BIP(\/Gac HE + \/Gaic HIW H o5 )v, Q1 = qq™, Q2 = (1 B)IPgac HETANTI Hue +02gic HI WU Hy 4+ 02 Iy,
Q2= ;/2(Qé/2)Hv w = Q;/zum Ue = Q;l/z'w7 and

ulQiue  wi(QyHHQ1Q, Pw

= ullQouc - wHw (A1)
Defining w = m, we have w = w||lw||. Then, Eq. (A1) can be rewritten as
w(@ 119, (@ )1Q1@; @
wHw |w]|2wHw
=a"(Q, /@1, *w
max(@ " Q1Q; )
= mQ;'Qu). (a2)

(w) is due to the fact that rank((le/z)HQngl/z) = rank((le/z)quHle/z) =1.
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