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The terahertz (THz) band is envisioned as a key technique

to meet the demand for terabit-per-second (Tbit/s) data

rates in future sixth-generation (6G) mobile communication

systems [1]. Although antenna arrays operating at (sub)-

THz band can integrate a large number of elements to form

highly directional narrow beams for preventing information

leakage by using the low-complexity maximum ratio trans-

mission (MRT) beamformer, confidential eavesdropping be-

comes inevitable when the eavesdropper (Eve) is located

close to the legitimate user (Bob). Therefore, designing null-

enabled physical-layer security (PLS) is a critical issue for

future (sub-)THz communications.

In the following, we first present the channel and signal

models, and the limitations of movable antennas (MAs) and

frequency diverse arrays (FDAs) in achieving null steering

are provided. Then, we show that the proposed frequency-

switching array (FSA) is capable of flexibly generating null

steering beams over the entire spatial domain.

Channel and signal models. In this study, we consider

a PLS system, where Alice transmits confidential informa-

tion to Bob in the presence of one Eve to intercept the

confidential information. Specifically, Alice is assumed to

be equipped with the proposed FSA comprising N anten-

nas, where the carrier frequency can be flexibly adjusted

and small frequency increments can be imposed on each an-

tenna. Mathematically, the frequency at the n-th antenna

is fn = fc + ∆fn (n ∈ N , {1, 2, . . . , N}), where fc rep-

resents the adjustable carrier frequency and 0 6 ∆fn ≪ f0
denotes the small frequency increment imposed on the n-th

antenna. To reduce hardware and computational complex-

ity, we consider a well-adopted uniform frequency offsets

across the antennas, i.e., ∆fn = n∆f . Moreover, accounting

for the hardware constraint, the variable carrier frequency

should satisfy f0 6 fc 6 fH, where f0 and fH denote the

minimal and maximal value of the carrier frequency.

For the channel model, we assume that Bob and Eve are

located at (θB, rB) and (θE, rE), respectively. As such, the

far-field channel from Alice to Bob is given by

h
H
B (fc,∆f, t) =

√
NǫcβBa

H (fc,∆f, θB, rB), (1)

where βB =
√

β0

rB
e

2πfcr0
c denotes the path gain in terms

of the basic frequency f0 with β0 representing the refer-

ence channel power gain at a distance of 1 m. In addition,

ǫc = f0
fc

is the attenuation factor suffered by the adjusted

carrier frequency fc. Moreover, aH(fc,∆f, θB, rB) repre-

sents the array response vector, which can be modelled as

follows [2]:

[

a(fc,∆f, θ, r)
]

n
=1/

√
Ne2π

(

fcδnd0 sin θ

c
−n∆f

c
r+n∆ft

)

,

(2)

where δn = 2n−N−1
2

,∀n ∈ N denotes the coordinate of the

n-th antenna. Additionally, the channel from Alice to Eve

(hH
E (fc,∆f, t)) can be modelled similarly to that in (1).

Based on the above, the received signal at Bob can

be modelled by yB(t) =
√
Pth

H
B (fc,∆f, t)wB(t)xB + nB,

where xB denotes the signal transmitted from the Alice to

Bob satisfying Gaussian distribution, i.e., xB ∼ CN (0, 1).

Herein, we normalize the signal power. In addition, nB ∼
CN (0, σ2

B) is the additive white Gaussian noise (AWGN)

with power σ2
B. In addition, wB(t) ∈ CN×1 is the beam-

former at the Alice and Pt is the transmit power at the

Alice. Then, the achievable rate at Bob can be obtained

as RB(t) = log2(1 + Pt|h
H
B (fc,∆f, t)wB(t)|

2/σ2
B). Sim-

ilarly, the eavesdropping rate of Eve for wiretapping x is

given by RE(t) = log2(1 + Pt|hH
E (fc,∆f, t)wB(t)|2/σ2

E),

where σ2
E denotes the received noise power at Eve.

In this study, we design an efficient beam pattern with

FSA to achieve two goals simultaneously: (1) maximizing

the received signal power at Bob based on the MRT crite-

rion, and (2) enabling null-steering beamforming over Eve.
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As such, the PLS is guaranteed at Bob and the achievable

rate at Bob is obtained as RB = log2(1+
N|βB|2f2

0

σ2
B
f2
c

), which is

monotonically decreasing with fc. In the following, to shed

useful insights, we show how to achieve null-steering beam-

forming with minimal carrier frequency with FSA, while the

detailed optimization method for the secrecy rate of Bob

without imposing strict null-steering beamforming is pro-

vided in the Supporting information. Next, we first ana-

lyze the limitations of MAs and FDAs and then show that

with sufficiently large frequency offsets or tunable carrier fre-

quency ranges, the proposed FSA can achieve null steering

over Eve, regardless of its location.

Limitations of MAs and FDAs. For MAs, the antenna

locations δnd0 can be adjusted, which can flexibly generate

null-steering beams towards Eve in the angular domain if

the moving regions are sufficiently large [3]. However, when

Eve and Bob are located at the same angle, MAs cannot

achieve null steering over Eve, since the channel between

Eve and Bob is highly correlated.

Alternatively, FDAs can handle this issue by selecting

specific frequency increment ∆f . Specifically, the array re-

sponse vector for the FDA is given by [2]

[

a(∆f, θ, r)
]

n
=

1√
N

e2π
(

δn sin θ
2

−n∆f
c

r+n∆ft
)

, ∀n∈N .

(3)

Lemma 1. Given a frequency increment ∆f , the null-

steering locations of the FDA satisfy

∆θ =
2k

N
+

2∆r∆f

c
, (4)

where ∆θ = θ − θB and ∆r = rB − r. In addition, k should

satisfy k ∈
{

Z \ {0,±N,±2N, . . .}
}

.

Proof. Please refer to Appendix A.

Based on (4), it is observed that when Bob and Eve are lo-

cated at the same angle (i.e., ∆θ = 0), we can set ∆f = c
N∆r

to achieve null steering over Eve, where ∆r = |rB − rE|.
However, when Eve and Bob are located on a circle (i.e.,

rB = rE), we have ∆r = 0. As such, Eq. (4) reduces to

∆θ = θE − θB = 2k
N

, for which null steering over Eve can

only be achieved when the spatial angle difference between

Eve and Bob is 2
N
. In other words, adjusting the frequency

offset becomes ineffective for creating null steering toward

Eve. To overcome this issue, we propose to utilize an FSA

in the next section to flexibly achieve null steering over Eve.

Null steering using the proposed FSA. In this section, we

show that, when the frequency offset or the tunable carrier

frequency range is sufficiently large, the proposed FSA can

achieve null steering toward Eve regardless of Eve’s location.

Lemma 2. For the proposed FSA, the null-steering loca-

tions of wB should satisfy

fc

f0
∆θ =

2k

N
+

2∆r∆f

c
. (5)

Proof. The proof is similar to Lemma 1 and we omit it.

Lemma 3. Given any spatial locations of Bob and Eve, if

the frequency offset ∆f or maximum carrier frequency fH is

large enough, Eq. (5) always admits a solution with respect

to fc and ∆f . In addition, the optimal solution to (P1) is






fc = f0,∆f =
c(∆θ− 2k

N
)

2∆r
, if ∆r 6= 0,

fc = 2f0
N|∆θ| ,∆f = 0, if ∆r = 0.

(6)

Proof. Please refer to Appendix B.

Based on Lemma 3, it is revealed that the proposed FSA

can achieve null steering over Eve given any of the locations

of Bob and Eve.

Remark 1. The movable FDA proposed in [4] faces sev-

eral practical challenges, particularly in (sub-)THz bands.

First, the mechanical control required for antenna move-

ment in MAs incurs high hardware and energy costs and

leads to increased device size [5]. Second, in ultra-high-speed

(sub-)THz transmissions, M-FDAs are subject to more strin-

gent response latency requirements, which further degrade

the performance.

Numerical results. In this section, we plot the beam pat-

terns of the proposed FSA under two special cases: (i) Bob

and Eve share the same angle, and (ii) Bob and Eve are

located at the same distance. The relevant parameters are

provided in Appendix D. As shown in Figure 1, the pro-

posed FSA can achieve null steering over Eve in both cases,

thereby overcoming the limitations of FDAs and MAs.

Figure 1 (Color online) Null steering achieved by the pro-

posed FSA. (a) The same angle; (b) the same range.

Conclusion. In this study, we proposed an FSA to pre-

vent information leakage in THz bands, which can flexibly

adjust carrier frequency and impose a small frequency offset

on antennas. We first analyzed the limitations of MAs and

FDAs, that is, MAs fail to achieve null steering when Bob

and Eve are located at the same angle, and FDAs are unable

to create null-steering beams over Eve when Bob and Eve

share the same range. Then, we obtained the null-steering

locations of the FSA that, given any locations of Bob and

Eve, FSAs can achieve null steering over Eve, which is veri-

fied via simulations.
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