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Appendix A Proof of Lemma 1

The beam pattern of the beamformer wg = a(Af,0p,rp) at an arbitrary observation location (6, r) can be obtained as
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where A = 0 — 0 and Ar = rg — r. As such, the null-steering points of the beam pattern function can be obtained by
setting Nﬂ(Ag AfCAT) =km, k€ {Z \{0,£N,£2N,- - }}, which can be simplified as

%  2ArA
4 28raf

A = —
N c

(A2)
Thus, we have completed the proof.

Appendix B Proof of Lemma 3

When the frequency offset Af or maximum carrier frequency fy is large enough, the constraints in (P1) reduce to fc > fo
and Af > 0. Since the null-steering points of the FSA is ;—SAG = % + %, when Ar # 0, we have
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Since Af > 0, we should ensure Ar( f“ AG — —) > 0 to make (B1) hold. If Ar > 0 (Ar < 0), we can easily find an integer
k< Nf"' A (k> foc A) to satisfy the above condition. Moreover, when Ar = 0, we have
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Since fc > fo, we can find an integer k > NAG to satisfy (B2). Therefore, given any spatial locations of Bob and Eve, we
can always achieve null steering over Eve.
Then, to solve (P1), we can set fo = fo in (B1) and k = é—a to minimize the carrier frequency f.. Thus, the optimal
solution to (P1) is given by
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Thus, we have completed the proof.
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Appendix C Secrecy rate optimization

In the main body of the letter, we analyzed the use of a low-complexity MRT beamformer to achieve null-steering over the
Eve and showed that the proposed FSA can realize null-steering over the Eve regardless of the locations of Eve and Bob,
while MA and FDA fail under certain location distributions. Then, to characterize the performance of the proposed FSA,
we introduce the concept of secrecy rate and optimize the transmit beamformer at Alice as well as the frequency offsets
and the carrier frequency to maximize the secrecy rate.

Appendix C.1 Problem formulation
The achievable secrecy rate (in bps/Hz) of the Bob is defined by
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where the symbol [R]T £ max{R,0} and f = [Afi,Afe, -+ ,Afn]T is the frequency offset vector (FOV). Here, for
simplicity, we assume 0123 = 0123 £ 52 and the low-complexity maximum ratio transmission (MRT) beamforming is adopted.

Then, the optimization problem can be formulated as

P1) max Rge C2a
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s.t. fo < fe < fm, (CQb)

0 < Afp € Afmax, Vn, (C2c)

where Ay~ denotes the maximum tunable frequency offset. In addition, (C2b) and (C2c) are the constraints on the
carrier frequency and frequency offset.

Appendix C.2 Optimization Algorithm

To solve (P1), we adopt the alternating optimization (AO) framework, in which the original problem is decomposed into
two subproblems that iteratively optimize the FOV f and the carrier frequency fc.

Appendix C.2.1  Optimizing f given fized fc
In this case, (P1) is equivalent to the following subproblem [8]
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where g(f) denotes the channel correlation between the Bob and Eve. Specifically, g(f) can be simplified as
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where 7, = fc‘;”d‘)(s"‘093751“ %8) and A7 = TE—TB . As such, (P2) can be reformulated as
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It is observed that the objective function in (P2.1) is still non-convex and we adopt the BCD technique to iteratively

optimize each frequency offset Af,,. Then, given f(_sn_l) = [Afl(s_l), e ,Afr(bs:ll) , Aff;:ll), e ,Af](\f_l)] in the (s — 1)-th
iteration, the optimization problem to update Af,, is given by
al 1
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where k,, ,; = Tn — 7,,s. Although ¥,/ (Afrn) is still a non-convex function, we can use a upper-bound quadratic function
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Byt (Afn) = Apr (Afn — B, )24 C,,r to approximate [8,12]. Herein, for the case SRT
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B,,; and C,,s are given by [8,12]
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In addition, when AT ‘Af“l = 0, the parameters of the upper-bound quadratic function is given by
n
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As such, (P2.2) is transformed into a convex optimization problem, which can be effectively solved by the CVX toolbox.

Appendix C.2.2  Optimizing f. given fixed £
For this case, (P1) reduces to
(P3)n}in\aH(fC,HB,rB)a(fC7GE,rE)|2 s.t. (C2b). (C9)

Since the objective function of (P3) is a one-dimensional function of fc, it can be solved using a line search. Specifically,

we sample the ranges of carrier frequency as F £ {f|f = fo + uAfo,0 < f < fu, u € Z}, where Afy denotes the searching
step size. As such, the optimal f.* can be obtained as

fo* :argm}i_n\aH(fC,GB,rB)a(fC,GE,rE)|2 (C10)

As such, (P1) can be effectively solved via the AO framework.
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Figure C1 Performance comparison of the proposed frequency switching array with benchmark schemes

Appendix C.3 Numerical results

Appendix C.3.1 System setups

The system setups are given as follow. The BS is assumed to be equipped with N = 21 antennas, operating at a basic
carrier frequency fo = 60 GHz. In addition, the transmit power of the BS is set as 32 dBm with noise power 02 = —80
dBm. Bob is assumed to be located at (5.7°, 50 m), while the Eve is placed at (8.6°, 60 m). The maximum frequency
offset is A fmax = 20 MHz, while the maximal carrier frequency that can be flexibly adjusted is fiy = 120 GHz. Moreover,
we consider the following three benchmark schemes.

e For fixed antenna arrays, the number of antennas is set by N = 21, and both the operating frequency of each element
and their physical locations remain constant.

e For movable antennas, the maximal movable regions is set by mp = %Do = 2Dg, where Dy = Ndy denotes
the array aperture of the fixed antenna array with dp denoting the inter-antenna spacing between adjacent antennas of the
fixed-position arrays.

e For the FDAs, the maximal frequency offset at each antenna is given by Ajfmax = 20 MHz. However, the carrier
frequency is fixed for the FDA.
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Appendix C.3.2 Performance comparison

In Fig. Cl(a), we plot the convergence behavior of the proposed AO optimization algorithm for the cases Py = 22 dBm,
P; =25 dBm, P; = 28 dBm, and P; = 30 dBm. It is shown that the secrecy rate increases with the iteration index and all
converges at within 50 iterations in all cases, which validates the effectiveness of the proposed AO optimization algorithm.

We plot the secrecy rate versus the transmit power in Fig. C1(b). Several key observations can be made. First, the
secrecy rate of all schemes increases with the transmit power, which is expected. Moreover, the proposed FSA achieves
significantly better secrecy-rate performance than FDA and the fixed antenna array. This can be explained that unlike the
FDA, the proposed FSA can further adjust the carrier frequency to generate a narrower beam steered towards Bob and
thereby reduce energy (information) leakage to Eve. Finally, the performance of the proposed FSA is slightly inferior to
that of MA, which is evident because although FSA provides beam control capabilities comparable to MA, the increase in
carrier frequency introduces higher path loss, leading to degraded secrecy-rate performance.

In Fig. C1(c), we show the secrecy rate versus the number of antennas. It is observed that as expected, the secrecy rate
of all schemes increases with the number of antennas. In addition, when the number of antennas becomes sufficiently large,
all schemes achieve comparable secrecy-rate performance because the MRT beam is already sufficiently narrow, eliminating
the need for further adjustment of the antenna positions or the carrier frequency to enhance the PLS performance.

Appendix D More information

Appendix D.1 Literature review

The frequency diverse radar with linear frequency offsets was first proposed in [2] to achieve angle-range sweeping in
the far field, which was later extended to many applications such as range-dependent interference suppression and range
ambiguity suppression [6]. Moreover, physical-layer security (PLS) constitutes an important application of FDA, as its
angle-range beam pattern enables effective prevention of information leakage even when the legitimate user (referred to as
Bob) and the eavesdropper (referred to as Eve) are located at the same angle [7]. For example, the authors in [8] proposed
a novel FDA beamforming approach to decouple the highly correlated channels of LU and Eve, thereby enhancing the PLS
performance. In addition, the authors in [10] proposed an FDA-based secure transmission framework under the criteria
of minimizing the transmit power and maximizing the secrecy rate. Further, the index modulation (IM) enabled by FDA
beamforming is exploited to address the multi-eavesdropper scenario, where the transmit power is minimized subject to
ensuring the minimum received power at the legitimate users and maintaining orthogonality among them [9]. However, it
is shown in [11] that a larger frequency increment, implying a higher degree of control freedom, is required to decouple
the correlated channels between Bob and multiple Eves, which is impractical since the maximum frequency offset must
be much smaller than the carrier frequency. Although the movable FDA (M-FDA) proposed in [12], which combines the
advantages of MAs and FDAs by enabling both frequency offset and antenna position adjustment, can also overcome the
limitations of conventional MAs and FDAs, it faces several practical challenges, particularly in (sub-)THz bands. Compared
with M-FDA, the proposed FSA achieves a similar beam manipulation capability. Despite suffering from higher path loss
(when increasing carrier frequency), FSA provides an electronically controlled way to manipulate spatial beams, which
enables fast adaptation to channel variations without incurring high hardware and energy costs or increasing the device
size as in MA-based solutions. Moreover, as compared to the conventional FDA, the proposed FSA is capable of adjusting
the carrier frequency, which further enhances the flexibility of spatial beam manipulation. For instance, by increasing the
carrier frequency, FSA can achieve narrower beams than FDA.

Apart from FDA, the conventional frequency-hopped spread spectrum (FHSS) can enhance PLS by frequently switching
the carrier frequency according to a predetermined pseudorandom sequence known at the legitimate users [13]. However,
if the Eves can obtain the knowledge of the spreading code by some means (i.e., FH sequence leakage), the protection of
the PLS provided by FHSS systems will become ineffective. Hence, numerous studies have focused on the design of FH
sequences to balance complexity and security, which can be broadly categorized into finite-field-based and chaotic-mapping-
based approaches [14]. For the FH sequences based on the finite field, its short periodicity makes the sequence vulnerable to
interception by Eves, although it exhibits favorable cross-correlation and auto-correlation properties [15,16]. To avoid FH
sequence leakage, the chaotic-mapping-based FH sequence was designed [17], which can create a secure frequency hopping
sequence due to Chaotic maps’ unpredictability and randomness. However, this method incurs high complexity and poor
realizability. Moreover, FH techniques are also combined with various other approaches to enhance the PLS performance,
such as encryption technology [18,19] and index modulation [20,21]. Although the proposed FSA shares certain similarities
with frequency-hopping communications, such as varying the carrier frequency over a wide frequency range, it differs in that
FH changes the carrier frequency more frequently, whereas in the proposed FSA the carrier frequency variation depends
on the movement of the Eves, which is typically slow. Moreover, even if the frequency point used by the proposed FSA
is acquired by the Eves, the PLS performance remains unaffected, since the proposed FSA does not depend on preventing
Eves from accessing the same frequency band but instead leverages spatial beam manipulation, such as narrowing the beam
by increasing the carrier frequency, to mitigate energy leakage to the Eves.

Appendix D.2 System setups of numerical results

For the numerical results in the main article, the system setup is given as follows. In particular, the number of antennas
at Alice is set by N = 13, while the basic carrier frequency is set f0 = 60 GHz. In addition, for Fig. 1(a), the locations
of Bob and Eve are (g = 0,rg = 45 m) and (fg = 0,75 = 75 m). As such, the frequency offset can be obtained via (9),
given by Af = % = 0.7 MHz. Moreover, when Bob and Eve are located at the same range in Fig. 1(b), their locations

are (g = 0,75 = 75 m) and (fg = 0.08,7g = 75 m). Then, the carrier frequency is adjusted to fc = ]\2,239 = 120 GHz.
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Appendix D.3 Hardware implements

For the proposed FSA, the hardware design can be found in Fig. D1, which consists of three core parts namely, continuous-
wave sub-THz photonic generator, frequency shifter and frequency reconfigurable antenna. In particular, the carrier fre-
quency can be continuously tuned with a precision on the order of 0.1 Hz [1], while the frequency offset can be adjusted at
the hertz level using direct digital synthesis (DDS). Below, we provide a more detailed description of the modules used to
implement the FSA.

e The tunable carrier frequency function of the proposed FSA is realized by a continuous-wave sub-THz photonic gen-
erator, as shown in Fig. D1. Moreover, [1] reported that this continuous-wave sub-THz photonic generator can achieve a
continuously tunable carrier frequency range of 60-140 GHz, with a frequency resolution on the order of 0.1 Hz at 120 GHz,
which is the desired hardware prototype for the proposed FSA.

e For the small frequency offset imposed on each antenna, it can be achieved by a frequency shifter or software defined
radios (SDR), which is widely used in frequency diverse radar systems [2]. Specifically, the core component of the frequency
shifter is a DDS module, which provides a frequency offset with a resolution on the order of 1 Hz.

e Apart from modules for carrier frequency tuning and small frequency offsets, the array antennas must also operate
across the frequency-conversion range, which necessitates the use of frequency reconfigurable antennas (FRAs). Several
FRASs have been designed for (sub)-THz bands such as [3], [4] and [5]. Specifically, in [3], an FRA operating at 75-110 GHz
was reported, which can be utilized for the designed FSA system.
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Figure D1 Illustration of hardware implement.

Appendix D.4 Discussions on Gaussian signaling at Alice

In practice, the confidential signal is generated from discrete modulation constellations (e.g., QAM), which are inherently
non-Gaussian. However, in orthogonal frequency division multiplexing (OFDM) systems, the time-domain signal is the
superposition of a large number of independent subcarrier symbols and thus approximately follows a Gaussian distribution
according to the central limit theorem. Therefore, the assumption of Gaussian signaling at Alice adopted in our analysis
serves as an information-theoretic benchmark, which not only provides mathematically tractable closed-form expressions
but also offers an accurate approximation in practical systems.
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