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Nonterrestrial networks (NTNs), with the advantages of
comprehensive coverage, mobility, and resilience to severe
natural disasters, are being designed for fifth-generation ad-
vanced (5GA) and sixth-generation (6G) systems [1]. With
the rapid advancement of ultra-dense low Earth orbit con-
stellations and cost-effective aerospace manufacturing, the
cohesive clustered satellite (CCS) system has emerged as a
promising solution for 5GA and 6G N'TNs. This system en-
ables information interconnection, cooperative control, and
resource sharing among base stations (BSs) and core net-
works (CNs) [2].

In 5GA and 6G NTNs, protocols are crucial for defining
communication rules between NF's to ensure efficient and re-
liable data transmission. However, space NF's are especially
vulnerable to malicious protocol traffic from terrestrial user
equipment (UE) in unprotected coverage areas. This ma-
licious protocol traffic can infiltrate the space CN through
satellite BS clusters, paralyzing the entire space network [3].

Although anomaly detection based on deep learning (DL)
effectively classifies and stops protocol traffic attacks in the
CCS of 5GA and 6G NTNs, detecting and classifying uncov-
ered protocol attacks remains challenging. Uncovered pro-
tocol attacks are novel protocol-based attacks that evade
existing detection mechanisms, rule repositories, and known
attack patterns. Baseline-based detection excels at identi-
fying such uncovered attacks, whereas rule-based detection
is proficient in classifying known threats. Thus, integrating
these capabilities is promising for detecting and classifying
uncovered attacks.

This study proposes a self-evolving detection (SED)
method for uncovered protocol attacks in 5GA and 6G
NTNs. SED integrates rule-based and baseline-based de-
tection methods, ensuring tight cooperation rather than a
simple concatenation.
attacks using both methods, perceives fingerprint features
during baseline-based detection, and self-evolves rule-based
detection to classify these attacks. A perceiving baseline

The framework detects uncovered

detection method was designed using explainable artificial
intelligence (XAI) to reveal deviation features between un-
covered attacks and the normal protocol baseline, thereby
extracting fingerprint features. A self-evolving rule-based
detection method incorporating a self-attention mechanism
can adaptively focus on protocol features to classify uncov-
ered attacks. The proposed SED was validated with a pro-
tocol attack case and the CICIDS2017 dataset.

Threat model and case. In 5GA and 6G N'TNs, the space
segment is vulnerable to significant protocol threats, which
often originate from malicious traffic generated by UE lo-
cated in remote and distributed ground areas with inad-
equate protection. This malicious traffic can penetrate the
CN of satellite clusters through distributed satellite BS clus-
ters, potentially paralyzing the entire space-based network.
For example, in a protocol attack targeting a space user
plane function (UPF), the UPF is flooded with a massive
number of requests from the attacking UE units, which are
configured with high transmission rates and large payload
sizes, rendering the UPF incapable of handling legitimate
UE services.

SED framework. The proposed SED framework for un-
covered protocol attacks in 56GA and 6G NTNs consists of
a perceiving baseline detection module and a self-evolving
rule detection module, as shown in Figure 1. These mod-
ules work synergistically to classify uncovered protocol at-
tacks by perceiving and learning from their fingerprint fea-
tures. During training, a wide range of fingerprint features
of known attacks can be obtained from the extensive open-
source datasets and used to predefine the rule detection pat-
terns. During prediction, baseline detection perceives the
fingerprint features of uncovered protocol attacks, and rule
detection adjusts the feature focus and weights of predefined
patterns to ensure consistency with the perceived fingerprint
features of uncovered attacks. Thus, the uncovered protocol
attacks are classified.
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Figure 1 (Color online) Process of SED.

Perceiving baseline detection module. The perceiving
baseline detection module provides a circular channel for
rule detection, beginning and ending at rule detection. The
input of this module comes from rule detection, which is
the protocol traffic that does not match the known protocol
attacks identified by the rule detection module. After de-
tecting and perceiving the input protocol traffic, the baseline
detection module outputs the perceived fingerprint features
of the detected uncovered attacks to the rule detection mod-
ule. Hence, the baseline detection module should be capable
of detecting attacks and perceiving the fingerprint features.

To achieve this, a baseline detection model was designed
based on the DL model of an autoencoder (AE) to form
the baseline of normal protocol behavior. This ensured the
efficient detection of attacks, including the uncovered pro-
tocol attacks. The perceiving mechanism was then designed
by XATI using Shapley additive explanations to make the
detection process of the baseline detection model transpar-
ent. This enables the model to determine the quantitative
contributions of protocol features and then obtain the fin-
gerprint features of the attacks, which are fed back to the
rule detection module.

Self-evolving rule detection module. The SED framework
begins and ends with the self-evolving rule detection mod-
ule, which is designed to detect known protocol attacks and
classify uncovered protocol attacks. Initially, the rule detec-
tion module filters out protocol traffic that does not match
any known attack patterns. Finally, the module learns from
the fingerprint features of the detected uncovered attacks,
adapting the attention of the protocol features accordingly
to effectively classify the uncovered protocol attacks.

For this purpose, a self-attention mechanism was placed
before the rule detection model. This is the key to estab-
lishing a new classification. The rule detection model inte-
grated a one-dimensional convolutional neural network and
a bidirectional long short-term memory network (BiLSTM)
to efficiently match the protocol features with the known
attack patterns.

Results. The performance of the proposed SED method
was evaluated with a focus on the detection and classifica-
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tion of uncovered attacks, the perception of baseline detec-
tion, and the self-evolution of rule detection. The data of
the proposed protocol attack and the CICIDS2017 dataset
were used for the evaluation.

In evaluating the detection and classification of uncov-
ered attacks, the proposed method was compared with de-
tection methods based on CNN-BiLSTM [4] and Hoeffding
anytime tree [5]. Figure C1 shows the relationships among
the detection performances of the three methods. Specifi-
cally, for uncovered attacks, Table C5 shows the detection
performances. The proposed SED method outperformed the
existing detection methods, detecting and classifying uncov-
ered attacks efficiently.

Subsequently, we evaluate the perceiving capability of the
baseline model and the self-evolution capability of the rule
model. After the baseline model detects the uncovered pro-
tocol attacks, the perceiving mechanism attempts to cap-
ture their fingerprint features. Figures C2 and C3 show the
quantitative contributions of the protocol features for the
detected attacks of uncovered protocol attacks. These fin-
gerprint features are used to adjust the focused features in
rule detection. We compared the attention maps before and
after self-evolution based on fingerprint characteristics, as
shown in Figures C4-C6. Rule detection dynamically reas-
signs more attention to features with higher positive contri-
butions and reduces attention to those with negative con-
tributions. Thus, uncovered attacks can be detected and
classified effectively.

Conclusion. An SED framework, where rule and base-
line detection methods work synergistically, is proposed.
The perceiving baseline detection method is designed by
XAIL It reveals the deviation features between uncovered
attacks and normal baselines to extract fingerprint features.
The self-evolving rule detection method incorporates a self-
attention mechanism to adaptively focus on the extracted
fingerprint features to classify uncovered attacks. The effi-
ciency of SED is validated with a proposed protocol attack
and the CICIDS2017 dataset.
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