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Abstract Continuous variable quantum key distribution (CV-QKD), utilizes continuous variables encoding such as the
quadrature components of the quantized electromagnetic field and coherent detection decoding, offering good compatibility
with the existing telecommunications technology and components. Continuous variable measurement-device-independent
QKD (CV-MDI-QKD) can eliminate all the security threats arising from the receiver effectively, the crucial security loophole
of CV-QKD implementations. Recently, CV-MDI-QKD has attracted extensive attention and witnessed rapid progress. Here,
we review the achievements that have been made in the field of CV-MDI-QKD, including the basic principle, advancements
in theoretical protocols, and experimental demonstrations. Finally, we discuss the challenges faced in practical applications
and future research directions.
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1 Introduction

Quantum key distribution (QKD) is the most mature technology in quantum information processing,
enabling two distant parties, Alice and Bob, to establish a common secret key over an insecure quantum
channel with the aid of an authenticated classical channel [1-4]. The security of QKD is fundamentally
guaranteed by the principles of quantum mechanics, ensuring that any eavesdropping attempt by Eve
introduces detectable perturbations on the quantum states that carry the key information [5-8]. Among
various QKD protocols [9-11], continuous variable (CV) QKD has garnered great research interests
recently [12-19], given its compatibility with the modern coherent optical communication techniques and
its potential to achieve high secret key rates at metropolitan distances using multiphoton quantum states
encoding and coherent detection (homodyne or heterodyne).

As a promising solution for secure communication in metropolitan quantum networks, CV-QKD sys-
tems have achieved notable achievements, with numerous protocols proposed and experimentally demon-
strated over the past two decades [19]. The research primarily focuses on three aspects: analyzing the se-
curity of the protocol against various attack strategies potentially employed by an eavesdropper (Eve) and
addressing practical security challenges arising from imperfections in real devices [20-40]; enhancing the
protocol’s performance to achieve higher secure key rates and longer transmission distances [41-61]; pro-
moting the miniaturization, low power consumption, and cost-effectiveness of the protocol’s implementa-
tion, including protocol simplifications, multi-user network applications, and on-chip integration [62-82].
Despite these achievements, practical implementation challenges still exist, especially the practical secu-
rity of CV-QKD. Theoretically, the CV-QKD protocols have been proven to be information-theoretically
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secure under ideal conditions. However, real-world physical devices often deviate from these ideal as-
sumptions, leading to potential security loopholes that can be exploited by adversaries. An effective
solution is the device-independent (DI) QKD protocol [83,84], aiming to eliminate all assumptions about
the internal working mechanisms of QKD devices. However, it currently remains impractical due to low
secret key rates and short transmission distances.

A more feasible solution came with the introduction of measurement-device-independent QKD (MDI-
QKD) [85,86], which removes all side-channel attacks on measurement devices, the most vulnerable part
of QKD implementations. Moreover, it is particularly suitable for star-type metropolitan QKD networks.
The concept of MDI-QKD was lately extended to the CV framework, so-called CV-MDI-QKD [87-89]. In
this protocol, Alice and Bob independently prepare CV quantum states and send them to an untrusted
third party, Charlie, who performs CV Bell-state measurement (BSM) and broadcasts the outcomes. This
protocol allows for the establishment of a secure key between Alice and Bob without relying on trusted
detectors, thus closing known and unknown side-channel attacks on the detection side and significantly
enhancing practical security.

The inherent advantages of CV-MDI-QKD have attracted intense research attention and witnessed
rapid progress in recent years. This review is devoted to providing a comprehensive overview of the
state-of-the-art in CV-MDI-QKD. We first delineate the procedures and fundamental principle of the
CV-MDI-QKD protocol. Subsequently, we conduct an exhaustive review of the theoretical advancements
in the field, encompassing protocol design and optimization, as well as in-depth security analysis. Further-
more, we present the recent proof-of-principle experimental validations. Finally, the review outlines the
challenges and future research directions that lie ahead in the field, providing insights into the potential
pathways for further advancements and developments.

2 CV-MDI-QKD protocol

2.1 Protocol description

When describing QKD protocols, two schemes are typically employed: “prepare-and-measure” (PM) and
“entanglement-based” (EB). The PM scheme is usually easy to implement in practice, while the equivalent
EB scheme is convenient for the security analysis of the protocol. To understand how the CV-MDI-QKD
protocol works, we start with the PM scheme involving Gaussian-modulated coherent states. It is one
of the most widely used CV-MDI-QKD protocols and has been experimentally demonstrated [90]. The
schematic setup is shown in Figure 1 and the protocol can be implemented by the following steps.

(1) At the transmitter, Alice and Bob, each independently encode the key information on the amplitude
and phase quadratures of a series of coherent states |a4) and |ap) by using amplitude and phase modu-
lators. In the phase space, the encoded states are expressed as |aa) = |4 +ipa) and |ap) = |xp + ipp),
where x4 and p4 (xp and pg) represent two independent field quadratures with zero mean and identical
variance V4 (Vp) in shot-noise units (SNUs). Subsequently, both Alice and Bob send their coherent
states to an untrusted quantum relay, Charlie, via two unsecured lossy and noisy quantum channels.

(2) At the receiver, a CV BSM is performed. To this end, Charlie applies a beam splitter (BS) with
a transmittance of 50% to interfere with the received signal states and establish the correlation. The
output states are subsequently detected by using two homodyne detectors: one detects the amplitude

quadrature and the other detects the phase quadrature, and the final measurement results are publicly
declared by Charlie.

(3) Since Alice and Bob independently prepare their coherent states, whose complex amplitudes follow
independent and identically distributed, zero-mean Gaussian distributions, their initial data sets are
uncorrelated. To obtain a secret key, Alice and Bob apply a displacement operation to their data based
on Charlie’s measurement outcomes. Specifically, upon receiving Charlie’s measurement results, Alice
and Bob adjust their data as follows: X4 = x4 — gu, (7), Pa = pa — gpa (r), XB = B — gy (1),
Pg = pp — gpp, (1), where g, (*x = za,pa,zp,pp) represent the displacement coeflicients that relate to
Charlie’s measurement results [90,91]. By conditionally displacing their data, Alice and Bob can achieve
correlated data sets.

(4) Finally, by implementing parameter estimation, information reconciliation, and privacy amplifica-
tion procedures, the secret keys can be extracted.
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Figure 1 (Color online) PM scheme of the CV-MDI-QKD protocol with Gaussian-modulated coherent states.

| g —————= N
I

| .

I a'ilAI I
19 I
I 5 Alice I

__ Lk __

Figure 2 (Color online) Equivalent EB scheme of the CV-MDI-QKD protocol with Gaussian-modulated coherent states.

2.2  Security analysis

The security of CV-MDI-QKD protocol can be established through the implementation of an equivalent
EB scheme, as depicted in Figure 2. In this scheme, instead of distributing the coherent states, Alice and
Bob each generate an Einstein-Podolsky-Rosen (EPR) pair aA or bB, respectively. Subsequently, they
perform heterodyne detection on the retained mode a or b, which projects mode A or B onto coherent
states. Modes A and B are transmitted to a trusted third party, Charlie, via separate quantum channels
with length L ¢ and Lpg, respectively. The received Modes A’ and B’ of Charlie interfere at a BS
and output two modes C' and D. Then the x quadrature of mode C and the p quadrature of mode D
are measured using balanced homodyne detectors, respectively. The realistic homodyne detectors are
modeled by assuming that the signal is attenuated by a BS with transmission efficiency n and mixed
with some thermal noise Viy which simulates the electronic noise v,; of the detector, before detected by
a perfect homodyne detector. Charlie publicly announces the complex variable r = (z¢, + ipp,) / V2 to
both Alice and Bob through an authenticated classical channel. Here, the knowledge of r enables them
to infer each other’s data through the previously discussed data processing techniques. Consequently, a
correlation between Alice and Bob is established and results in mutual information I, > 0. Finally, the
secret keys are extracted via classical data post-processing techniques including parameter estimation,
information reconciliation, and privacy amplification.

It is worth noting that a realistic joint two-mode Gaussian attack can be performed by Eve on the
two quantum channels of the CV-MDI-QKD. As illustrated in Figure 2, Eve mixes two ancillary modes,
denoted as F; and Fs, with the two incoming modes, A and B, respectively, through two BSs with a
transmittance of T4 and Ts. The covariance matrix can be expressed as [87]

_ 190
,G—onI (1)

where wy and wp denote the variances of the thermal noise introduced by E; and E,, respectively.

wal G

VE1Ex =
e G wBI




Wang P, et al. Sci China Inf Sci August 2025, Vol. 68, Iss. 8, 180501:4

(b) ' T T T 0.35
o2 03
0.1f 0.25

- 0 0.2

0.15
0.1 o
0.2 0.05

Figure 3 (Color online) (a) Correlation region (g,9”) for wa = 1.21 and wp = 1.02; (b) achievable secret key rate in the correlation
region (g, g').

g and ¢’ represent the quantum correlations between the two modes and must adhere to the physical
limitations imposed by the Heisenberg uncertainty principle, which imposes physical constraints on the
possible values of g and ¢’ as

Ve, >0, A2 > 1, (2)

where A is the least symplectic eigenvalue of vg, g, .

Such constraints imply that accessible values of g and ¢’ only exist in a limited region, which is
surrounded by a red elliptical curve, as shown in Figure 3(a). The region is further divided into two
sub-regions. The inner area corresponds to the separable attacks performed by Eve, while the two outer
areas denote the entangled attacks. The region is symmetric with respect to the two bisectors ¢’ = g and
¢’ = —g (dashed lines). There are two distinct zones for entangled attacks. In the bottom-right zone,
Eve introduces “beneficial” entanglement, referred to as the “positive EPR attack”, which aids in the
Bell detection process. Conversely, in the top-left zone, Eve injects “harmful” entanglement, and this
“negative EPR attack” undermines the Bell detection process. It has been proved that the most effective
“negative EPR attack” is located at the top-left point in which [87,92-94]

g =-9=29,
¢:min{\/(wA—1) (wp + 1), /(wa+1) (wB—l)}.

Figure 3(b) provides a more intuitive depiction, where the secret key rate in the correlation region (g,
g') is presented. At the top-left point of the region, the secret key rate achieves its minimum value.

Since the protocol is symmetric, for convenience, we assume that Alice is the encoder and Bob is the
decoder. After the declaration of Charlie’s outcome r, the asymptotical secret key rate (i.e., for raw keys
of infinite length) against collective attacks is given by [87]

K> = ﬁ . Iab|r - XaE|r7 (4)

where 3 denotes the reconciliation efficiency; I, denotes the Shannon mutual information between
Alice and Bob; and x|, denotes the Holevo bound between Alice and Eve, which puts an upper limit
on the information available to Eve on Alice’s key. Based on the purification of Eve’s system, x,p|, can
be calculated by the von Neumann entropy of the quantum states pgp), and pp|pq -

In practice, there are two application scenarios for the protocol: the symmetric configuration (Lac =
Lpc) and the asymmetric configuration (Lac # Lpc). In the symmetric configuration, the maximum
achievable distance is about 3.8 km of standard optical fiber from the relay with present technology [87].
The performance of the asymmetric case is superior to the symmetric case. When Alice is the encoder
of information, the transmission distance Lp¢ increases significantly as L 4¢ decreases. For the most
asymmetric case (Lac = 0), a key rate of 2 x 10~* bit/pulse can be achieved at a distance of 170 km
under ideal conditions [95].

By including the finite data statistics effect for the parameter estimation and the post-processing costs,
the security of CV-MDI-QKD protocol with Gaussian-modulated coherent states has been extended to

(3)
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the finite-size scenario under realistic conditions [96,97]. In the finite-size scenario, the secret key rate

can be expressed as follows:
n

N [ﬁ : Iab|r — XaE|r — A(n)]v (5)

where IV denotes the total number of signals exchanged between Alice and Bob. A portion of the signals,
specifically (N — n), are devoted to the task of parameter estimation, and the remaining n signals are
utilized for key extraction. The parameter A(n) is defined by A(n) = 71/(logs(2/€)) /n, reflecting the
robustness of the privacy amplification process.

A critical component in the finite-size setting is parameter estimation, which takes into account the
maximum discrepancy between expected and observed values arising from statistical fluctuations. As
indicated in [91], CV-MDI-QKD facilitates parameter estimation with a significantly reduced requirement
for public communication. This advancement permits Alice and Bob to utilize their complete raw data for
both parameter estimation and secret key extraction, thereby negating the conventional trade-off between
key extraction and the accuracy of the parameter estimation in the finite-size regime. By exploiting
this parameter estimation technique and min-entropy estimation approach introduced in [29], a rigorous
finite-size analysis with composable security has been conducted [98]. Within this composable security
framework, the lower bound for the secret key rate against collective Gaussian attacks is expressed as [98]

Kﬁmtc _

/
S

1 1 2 2
com-col — RY — \/—NAAEP + N logy (p - gpSSM) + N log, (2s), (6)

where s’ denotes the overall security parameter, which is composed of several contributing components
and can be expressed as s’ = s+ ssm + SEC + SPE.

Specifically, s originates from the leftover hash lemma; Sy represents the smoothing parameter in-
volved in the smooth conditional min-entropy; Sgc signifies the error within the error-correction routine,
and Spg denotes the probability of error associated with the parameter estimation procedure. Addi-
tionally, p is the probability of successful error correction. Asgpp = 4 (d+ 1) \/log, (9/2p?sé,,) and d
represents the number of bits employed to encode each measurement result. Furthermore, R” is given by

RL — B . Iab (erln&x7 anaxj Qgﬂin) — XaE (leax7 Q]Zr)naxx7 Q]énin) , (7)

where Qax Qmax and QWIn are the boundary values on the covariance matrix elements accounting for
statistical fluctuations, which collectively provide a lower bound on the secret key rate.

Finally, by involving Gaussian de Finetti reduction technique [99], the security proof is extended to the
most general class of coherent attacks, resulting in the following lower bound for the secret key rate [98]:

VN —

& N —k k 1 2 2 2 K+4
R' — Aagp + N log, (p - —pSSM) + N logy (2s) — N log, ( 4 >7 (8)

com-coh — N N

3

where the security parameter s” = s’K*/50, K ~ N, and k represents the number of signals employed
in the energy test.

In Figure 4, we provide a detailed comparison of secret key rates under different security frameworks
and key sizes. It is evident that different security frameworks and key sizes significantly influence the
performance of the protocol. It is crucial to improve the composable security proof in the finite-size
regime to mitigate the impact of finite key size in the future.

3 Theoretical advances of CV-MDI-QKD

After the first Gaussian-modulated coherent states CV-MDI-QKD protocol was proposed, many efforts
have been made to improve the protocol. For instance, various protocols have been developed to reduce
the complexity of the system, enhance the performance of the protocol, and improve realistic security, as
summarized in Table 1 [100-137].

The unidimensional modulation, discrete modulation, and passive-state preparation schemes were in-
troduced to reduce the complexity of the CV-MDI-QKD system. In the unidimensional modulation
scheme [100], both Alice and Bob use one modulator to implement the single-quadrature modulation,
then the prepared quantum states are sent to Charlie for BSM. In this case, the signal modulations as
well as the corresponding parameter estimations can be simplified. The discrete modulation [101,102],
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Figure 4 (Color online) Secret key rate versus the transmission distance under different security frameworks. (a) represents the
symmetric case with Lac = Lpc, and (b) represents the most asymmetric case with Lac ~ 0 km. The upper (dark yellow) solid
curve illustrates the asymptotical secret key rate in the ideal case, characterized by perfect reconciliation efficiency (8 = 1), zero
excess noise (a4 = ep = 0) and ideal detection (n = 1, ve; = 0). The black, red, blue, and green curves illustrate the following
security levels under realistic scenario with parameters 8 = 0.97, e4 = ep = 0.01, n = 0.97, and v.; = 0.01: asymptotic security,
finite-size security, composable security against collective Gaussian attacks, and composable security against coherent attacks. The

modulation variance has been optimized. The solid and dashed curves correspond to block lengths of N = 10 and N = 108,
respectively.

for example, a four-state scheme, further simplifies the state preparation and allows a good reconciliation
efficiency at a low signal-to-noise ratio. Apart from the active state preparation, passive-state preparation
is also an attractive alternative for the practical application of CV-MDI-QKD protocol [103,104], where
both Alice and Bob passively prepare quantum states using a true thermal source.

To enhance the performance of the original protocol in terms of the secret key rate and distance, a
variety of schemes have been proposed. The squeezed states scheme was introduced into the CV-MDI
framework to attain better performance [105,106]. Later, the modulated squeezed states [107] that
combined the advantages of both the squeezed and coherent states was proposed, it can achieve a higher
secret key rate and transmission distance than previous protocols. Besides, other schemes including multi-
mode modulation [108], one-time shot-noise-unit calibration [109], optical amplifier [107,110], photon

subtraction [111-114], quantum catalysis [115-117], quantum scissor [118], and postselection [119,120],
have also been studied.

A key security assumption in MDI-QKD is that the source is trusted. Even though one can pre-
pare the source with good fidelity in practice, there are inevitably some preparation errors. There are
several studies that use different approaches to prove the realistic security of the imperfect state prepa-
ration [121-123]. Recently, a countermeasure for negative impact introduced by the actual source in the
CV-MDI-QKD system based on the one-time calibration method was proposed [124]. To solve the lo-
cal oscillator (LO) transmission, the plug-and-play (P&P) technique [125,126] and Bayesian phase-noise
estimation technique [127] were introduced, eliminating the need for transmitting high-intensity LOs. Ad-
ditionally, researchers also analyzed the performance of CV-MDI-QKD protocols under various complex
communication environments, such as fluctuating channel transmittance [128], rainy and foggy weather
environment [129], underwater communication [130], satellite-to-submarine model [131], and free-space
optical links [132]. These results provide useful guidance for practical applications.

CV-MDI-QKD can be extended to multi-party quantum communication, offering a promising path
towards realizing complex and sophisticated quantum networks [87]. In a multi-party setting, multiple
users can be connected to a common untrusted node, allowing them to establish and share the secret keys.
Quantum secret sharing (QSS) is a typical multi-party quantum communication protocol, where a secret is
distributed to network users and the secret becomes accessible only when all legitimate participants agree
to collaborate. CV-MDI-QSS can remove all detector side-channel attacks, thereby significantly enhancing
the security of QSS in practical applications. CV-MDI-QSS was first investigated in a three-party network
by utilizing the post-processed CV Greenberger-Horne-Zeilinger (GHZ) state, which is obtained by using
the idea of entanglement swapping [133]. As shown in Figure 5(a), the three participants (Alice, Bob, and
Charlie) rely on the measurements taken by an untrusted relay, David, to establish secure communication
among themselves. After the measurement outcomes are broadcasted, Alice and Bob keep their data
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Table 1 Theoretical advances of CV-MDI-QKD.

Category References Approach Basic idea Security proof
Unidimensional Using one modulator instead of two to reduce the complex- Finite-size security against
[100] . A .
modulation ity and cost of sources. collective attacks
Protocol N : . . . .
simplification (101,102 Discrete modulation Uleg QPSK to avoid the complexity of the Gaussian mod- Asy.mptotlcal . security
ulation. against collective attacks
P. ive-stat . . Finite-si it, inst
[103,104] assive-state Preparing quantum states using a thermal source. inite-size security agains
preparation collective attacks
e Employing Gaussian-modulated squeezed states to sup- Composable security against
(105,106] Squeezed states press quantum noise originating from the source. coherent attacks
Modulated squeczed Simultaneously modulating the amplitude and phase of the Finite-size security against
[107] q squeezed states to expand their distribution range in phase . y 28
states space collective attacks
Transmitting multiple independent quantum states simul- Asymptotical securit
[108] Multi-mode states taneously through a single quantum channel to increase N ei/inspt colloctive attacks Y
the utilization efficiency of the channel. &
One-time Replacing multiple measurement calibrations with a one- . .
. . N . . . . . . Asymptotical security
[109] shot-noise-unit time calibration to simplify the calibration procedure and § )
B B s . against collective attacks
calibration reduce statistical fluctuations.
Performance Using a phase-sensitive optical amplifier to implement L . . .
enhancement [107,110] Optical amplifier noiseless amplification of a chosen quadrature and squeez- | ilite-size security against
. . collective attacks
ing of the conjugate quadrature.
. Implementing the (virtual) photon subtraction operation Asymptotical security
Phot: subtract H L . :
[111-114] oton subtraction to increase and distill the entanglement of the source. against collective attacks
Quantum catalysis Using the zero-photon catalysis to reduce the intensity of Asymptotical security
[115-117] ¥ the quantum signal without introducing additional noise. against Gaussian attacks
Truncating certain multiphoton states and probabilisti- . .
. e . p e B b . B Asymptotical security
[118] Quantum scissor cally amplifying the remaining states to enhance commu § .
. . . N against Gaussian attacks
nication fidelity and entanglement.
. Selecting only the measurement outcomes that most likely ~ Composable security against
(119,120] Postselection contribute to positive secure keys. collective attacks
(121] Noisy coherent states Simulating noise by mixing an EPR pair with transmitted Asymptotical security
states at a beam splitter. against collective attacks
(122] Imperfect state Simulating noise by combining a phase-insensitive ampli- Asymptotical security
preparation fier with transmitted States. against collective attacks
Establishing a general source intensity errors model and Composable security against
Realistic [123] Source-intensity errors proposing data processing schemes to reduce the adverse colleftive attacks Y 28
source model effects of intensity errors.
Source monitoring with Considering a practical source monitoring model and elim- Finite-size security against
[124] . Ting inating the loophole induced from the relative intensity . y 28
one-time-calibration . N N N collective attacks
noise based on the one-time-calibration method.
Generating the local oscillator at Charlie’s side to avoid Finite-size securit against
[125,126] Plug-and-play the synchronization challenges arising from separate lasers K Y ag
f collective attacks
Local of Alice and Bob.
« . - . . s
har Bavesian phasenoie  L2riering Alices awonun shonal pulees with Db loeal  peymporical  cecurity
transmission estimation tion P P g 4 P against Gaussian attacks
(128] Fluctuating channel Constructing a parameter estimation model to accommo- Asymptotical security
transmittance date fluctuating channel transmittance. against collective attacks
) Considering the effects of beam energy’s attenuation on . )
[129] Diverse weather rainy days and beam extinction in the foggy condition on  ‘-oYmPptotical | security
conditions . against collective attacks
channel transmittance.
Complex Underwater Considering the effects of sun elevation angle, as well as Asymptotical securit
pe [130] . . the temperature and salinity of seawater, on channel trans- ymp . ¥
communica- communication mittance against collective attacks
tion .
environments Locking Charlie on the sea surface to remove the need
[131] Satellite-to-submarine for a sea surface channel and estimating the effects of at- Composable security against
model mospheric (satellite-to-Charlie) and seawater (Charlie-to- collective attacks
submarine) on channel transmittance.
Analyzing the effects of free-space optical links on chan- . .
. . S . el Composable security against
[132] Free-space optical links nel transmission and noise, and establishing composable B
. collective attacks
security.
The s t is distributed e t k users, and ¢ 58 . .
[110, Quantum secret € secret 18 dIStributec among network Users, anc ccess Asymptotical security
133-135] charing to the original secret is permitted only when all legitimate againat collective attacks
Multi-Party participants agree to collaborate.
quantu'm Introducing generalized Bell detection based MDI star- Composable security against
communica- [136,137] Quantum conferencing network module, and using the one-time pad to connect P Y 28
tion coherent attacks

different modules.

unchanged, while Charlie revises his data to ensure that their combined data satisfies pa + pp + p —
0. Two of them share their private data with each other. By implementing the data reconciliation and
post-processing procedures, they can collaborate to obtain the third person’s secret keys. Subsequently,
the three-party CV-MDI-QSS was extended to a four-party scheme, where four participants (Alice, Bob,
Charlie and David) prepare and send EPR states to the untrusted relay to construct four-party CV
GHZ state [110]. Recently, the three-party CV-MDI-QSS was investigated under the fast-fading channel,
implying its adaptability in dynamic channel environments [134]. Moreover, current research suggests
that implementing CV-MDI-QSS with coherent states is practical and could potentially support a larger
number of users (Figure 5(b)) [135].

Another interesting application of multi-party CV-MDI-QKD is quantum conferencing [136,137], where
multiple parties can securely share information in a group setting. Figure 5(c) plots the modular network
model for quantum conferencing, where each module M; represents a star network as shown in Fig-
ure 5(d) [136]. Two different modules can be connected by a pair of trusted users. In each star-network
module, each of NN; users prepares their own signal states according to the Gaussian distribution and
sends them to an untrusted relay node via quantum channels, where a multipartite CV Bell detection
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Figure 5 (Color online) (a) Three-party CV-MDI-QSS scheme [133] Copyright 2016 American Physical Society. (b) Schematic
diagram of CV-MDI-QSS with n users and a dealer connected to Charlie via quantum channels [135] Copyright 2025 John Wiley
and Sons. (¢) Modular network for secure quantum conferencing [136] Copyright 2019 Springer Nature. (d) Each module M; is a
star network comprised of a central untrusted relay and N; trusted users [136] Copyright 2019 Springer Nature.

Table 2 Experimental demonstrations of CV-MDI-QKD.

Total Excess

Ref. Year Rep};ztti;ion Rezgarlcciielli]ition —Distance/loss detection noise F?Tlite SKR

Y La Lp efficiency (SNU) siee
[87] 2015 100 kHz 0.97 0.087 dB 4 dB 98% 0.01 - 0.1 bits/use
[90] 2022 500 kHz 0.97 0.1 km 10 km 97.20% 0.0045 - 0.19 bits/use
[138] 2023 5 MBaud 0.97 0dB 2 dB 94% 0.11 - 0.12 bits/use
[139] 2025 20 MBaud 0.97 0 km 10 km 94% 0.0395 4 x 108 2.6 Mbits/s

is performed. After the measurement outcomes are broadcasted, all users in module M; reconcile their
data with a trusted user that is shared with another module M;. As the distance from the central relay
increases or the number of users rises, the secret key rate for each star network decreases. In ideal condi-
tions, within a radius of 40 m, a typical distance for a large building, 50 users can communicate privately
with a secret key rate exceeding 0.1 bit per signal use.

4 Experimental advances of CV-MDI-QKD

In this section, we overview the experimental advances of CV-MDI-QKD, which are summarized in
Table 2 [87,90,138,139].

In 2015, the first proof-of-principle demonstration of CV-MDI-QKD was reported [87], as shown in
Figure 6. A high-stability continuous wave laser at 1064 nm was divided into two parts and delivered
to Alice and Bob, respectively. Both Alice and Bob use amplitude and phase modulators to modulate
the light field independently with zero-centered Gaussian distributions in phase space. Subsequently, the
signal fields were transmitted to the receiver’s site, Charlie, through free space. At Charlie’s site, the
signal fields sent by Alice and Bob interfere at a free-space 50:50 BS, and a pair of conjugate quadratures
of the output fields are measured by two high-efficiency balanced homodyne detectors. The quantum
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Figure 6 (Color online) Proof-of-principle demonstration of CV-MDI-QKD [87] Copyright 2015 Springer Nature.

signal was encoded on the sidemode, and the carrier of the laser beam was used as the LO. Thus, the
continuous-variable BSM was significantly simplified by directly subtracting and adding the measurement
results of the balanced BS output modes, which produce the difference between the amplitude quadratures
and the sum of the phase quadratures. The losses in the links were simulated by varying the variances
of the modulation signals. With a reconciliation efficiency of 97% and a total quantum efficiency of
98%, the secret key rate achieved in this experiment is three orders of magnitude higher than that of
the qubit-based protocols over metropolitan area, providing a promising solution for building high-rate
metropolitan quantum networks.

The crucial issue that makes the long-distance CV-MDI-QKD challenging is the implementation of
high-efficiency CV-BSM of two remote independent quantum states, which requires the establishment
of a reliable phase reference between two spatially separated lasers. The dual-homodyne detection is
required to achieve simultaneous measurement of a pair of conjugate quadratures. Besides, the imperfect
detection efficiency at Charlie’s site is equivalent to optical losses that inevitably induce vacuum fluctua-
tion noises, which, along with detector electronic noises, both contribute to the untrusted noises. Hence,
the performance of CV-MDI-QKD heavily depends on the detection efficiency of Charlie’s detectors,
which requires high-efficiency photodiodes and low transmission loss.

In 2022, the experimental demonstration of CV-MDI-QKD over long-distance optical fiber was real-
ized [90], where a technology that consists of optical phase locking, phase estimation, real-time phase
feedback, and quadrature remapping was developed to accurately implement CV-BSM of remote indepen-
dent quantum states, as shown in Figure 7. Two single-frequency continuous-wave lasers with linewidth
of kHz at 1550 nm were employed by Alice and Bob. An optical phase-locked loop technique was adopted
to compensate for the frequency difference between the two independent lasers, where part of Alice’s laser
beam is frequency-up-shifted by 80 MHz and sent to Bob’s station, which interferes with part of Bob’s
laser beam to generate a beat signal for frequency-locking. Subsequently, both Alice and Bob adopt
two cascaded amplitude modulators to generate 50-ns light pulses with a repetition rate of 500 kHz and
modulate the signal pulses independently and randomly with zero-centered Gaussian distributions in
phase space. In order to accurately estimate the slow phase drifts of the signal and phase-reference (LO)
fields in real-time, Alice and Bob periodically insert some phase-calibration pulses into the signal pulses.
Finally, the signal and phase-reference (LO) fields are time and polarization multiplexed, and sent to
Charlie through SMF-28 fiber spools.

At receiver’s site, a 90-deg optical hybrid was used to perform heterodyne detection and obtain the
amplitude and phase quadrature of the phase-reference pulses to estimate the fast phase shift for each sig-
nal pulse. The fast phase shift consists of residual phase noise after frequency-locking of two independent
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Figure 7 (Color online) Experimental demonstration of continuous-variable measurement-device-independent quantum key dis-
tribution over long distance optical fiber [90] Copyright 2022 Optica Publishing Group.

lasers, the phase noise arising from the finite laser linewidth, and independent transmission fiber links.
A phase modulator was adopted to apply a compensated phase shift to one of the LO fields in CV-BSM
based on the values estimated by the phase-calibration pulses of Alice and Bob in real time, to ensure
that the field quadratures measured by dual-homodyne detection were faithfully orthogonal. Besides, to
achieve high-efficiency CV-BSM, the signal and LO fields are coupled from optical fibers to free space
where high quality free-space optical components with very low losses are used. Two time-domain BHDs
with a quantum efficiency of 99% are developed to measure two conjugated quadratures. Considering
the insertion loss of the optical components and interference visibility, the total detection efliciency is
97.2%. Finally, both Alice and Bob implement a quadrature remapping, where they rotate their data
at hand with the estimated phase-drift information to ensure that the data measured by Charlie to be
matched with the data of Alice and Bob. With a reconciliation efficiency of 97%, the distance between
Bob (Alice) and Charlie of 0.1 km (5/10 km), the achieved secret key rate is 0.43 (0.19) bits/pulse. When
the transmission distance is less than 15 km, the secret key rate of the CV protocol is significantly better
than that of its DV counterpart even considering the cryogenic single-photon detectors. The proposed
approaches in this work comprise a promising solution for the construction of a high-key rate and low-cost
metropolitan CV-MDI-QKD network.

In 2023, a simple and practical CV-MDI-QKD system was reported, which was achieved by using a new
relay structure leveraging the concept of a polarization-based 90-degree optical hybrid and digital signal
processing (DSP) pipeline for CV-BSM [138], as shown in Figure 8. A 1550 nm continuous-wave laser at
Alice with a linewidth of 100 Hz was shared with the relay to implement an asymmetric configuration
of the CV-MDI protocol, where the relay and Alice were placed together. Moreover, a portion of Alice’s
laser was sent to Bob through an independent fiber channel in order to avoid the frequency locking.

In each transmitter, an in-phase and quadrature (IQ) modulator was used to generate the ensemble of
coherent states. The DSP techniques consisting of digital pulse shaping and sideband modulation were
implemented, simplifying the CV-MDI-QKD system. At the relay, the incoming signal beams from Alice
and Bob were overlapped at a fiber-based polarization beamsplitter. Then, the signal was coupled into
the free-space polarization-based 90-degree hybrid. Because the LO was prepared in circular polarization
by using a quarter wave-plate and the signal was linearly polarized, the amplitude quadrature and phase
quadrature can be detected simultaneously. After the relay publicly announced the output of CV-BSM,
the quantum signals were recovered using DSP. The relay output was digitally demodulated to the base-
band by downconversion and low-pass filtering. Temporal synchronization was achieved by calculating
the cross-correlation between the samples transmitted by Alice and Bob and the relay output. Then, the
synchronized samples were matched filtered and downsampled to symbols. In order to compensate for
the phase drift, both Alice and Bob rotated their data at hand to maximize the cross-correlation. Finally,
Alice and Bob performed displacement operations on their own data according to the relay output to
correlate their data. Considering the information reconciliation efficiency of 97%, the total detection
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Figure 8 (Color online) CV-MDI-QKD system without frequency and phase locking [138] Copyright 2023 Optica Publishing
Group.
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Figure 9 (Color online) Experimental CV-MDI-QKD with finite-size security against collective attacks [139] Copyright 2025 IOP
Publishing Ltd.

efficiency of 94%, and Bob’s channel loss of 2 dB, a secret key fraction of 0.12 bit per relay use can be
achieved.

In 2025, Hajomer et al. [139] further performed the experimental demonstration of CV-MDI-QKD
with finite-size security against collective attacks. In this work, a locally generated LO based on a real-
time phase locking system was adopted in comparison to their previous work, as shown in Figure 9.
An asymmetric configuration of the MDI protocol was implemented, where the relay is co-located with
Alice’s station. Bob’s station and the relay were connected through a single-mode fiber.

To experimentally realize CV-BSM over a long distance, a heterodyne optical locking system was em-
ployed to phase-lock the two independent lasers that are used to generate the quantum states at Alice’s and
Bob’s stations. At Bob’s station, a part of the laser beam was frequency shifted by
40 MHz using an acousto-optical modulator and then sent to Alice’s station, where it interfered with
part of Alice’s laser beam on a 50:50 BS. The beat signal generated by the interference was detected by
a balanced detector. The phase detection was performed by analog I-QQ demodulation at 40 MHz. An
FPGA was used to generate an error signal, and drive the piezoelectric wavelength modulator inside Al-
ice’s laser to compensate for the slow phase fluctuations. An electro-optic phase modulator was adopted
to compensate for the fast phase fluctuations. Finally, Alice’s stabilized laser was used as the optical
source of quantum signal and shared with the relay as LO through a short single-mode fiber channel.

Alice’s and Bob’s stations were clock synchronized using a synchronizing clock signal. To this end, a
10 MHz master clock generated at Bob’s station was converted to an optical signal at a wavelength of
1310 nm using an electrical-to-optical converter circuit. Subsequently, the optical clock was multiplexed
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with the quantum signal using a coarse wavelength division multiplexer (CWDM) and transmitted to
Alice’s station through the same fiber channel. At Alice’s station, the optical clock was then converted
back to an electrical signal and distributed to the digital-to-analog converter, the locking system and the
relay’s analog-to-digital converter. Considering the information reconciliation efficiency of 97%, the total
detection efficiency of 94%, a block size of 4 x 10%, and a failure probability of 10710, a positive expected
secrete key rate of 2.6 Mbit/s was achieved over 10 km fiber link.

The common phase-reference is a crucial challenge for CV-MDI-QKD because of the CV-BSM of two
remote independent quantum states. By placing the laser at Charlie’s site and using plug-and-play
configuration [126], the issues of synchronization between different lasers as well as the generation of LO
can be solved. Moreover, the polarization drifts can be compensated automatically since only one laser is
needed. Yin et al. [140] proposed a phase self-aligned CV-MDI-QKD scheme. By delicately manipulating
the polarization state of the quantum signals, they can transmit along the same fiber link before CV-BSM
in the relay. Thus their relative phase fluctuation can be negligible and the phase-reference is self-aligned.
This approach can establish a reliable phase reference.

The above schemes effectively solve the phase-reference problem, however, there are still some issues
that need to be addressed. The first is the untrusted source problem, which exists in all plug-and-play
type QKD systems. For example, the Trojan-horse attack will greatly decrease the key rate along with
the increase of the mean photon number of the Trojan-horse mode. The other one is noise photons caused
by the strong Rayleigh scattering, which will affect the coherent detection at Charlie.

5 Challenges and future directions

Despite significant progress, practical CV-MDI-QKD still faces technical challenges. In this section, we
discuss the main research challenges and future directions of CV-MDI-QKD.

5.1 Performance

At present, the best performance of the CV-MDI-QKD only achieves at an asymmetric configuration and
the distribution distance is still limited. Furthermore, it requires high detection efficiency. Although a
variety of schemes, including Gaussian and non-Gaussian operations as discussed in Section 3, have been
proposed to improve the performance, they are still required to be experimentally verified. In addition,
effective data post-selecting is a potential solution to deal with the challenges of limited transmission
distance. Post-selection is commonly done for the classical telecommunication protocols and discrete
variable QKD protocols to discard noisy data and improve the performance of the protocols. Future
research also involves designing new protocols that can operate using heterodyne detection with ordinary
detection efficiency and exhibit superior performance in both asymmetric and symmetric configurations.

5.2 Security

A key security assumption in CV-MDI-QKD is that the source should be trusted. The perfect state
preparation or fully characterized sources are difficult to realize in practice. Although efforts have been
made to prove the security of CV-MDI-QKD when there are imperfections or errors in the source’s
devices, the practical security issue has not been perfectly solved. Hence, analyzing the practical security
and seeking more robust and advanced countermeasures to protect against both known and unknown
vulnerabilities are crucial for future research. In addition, as presented in Table 1, the security of
many protocols is only proven in the asymptotic regime. There is a growing need to extend the security
analysis to finite-size or composable security framework. DM CV-QKD has recently attracted widespread
attention due to its simple modulation. However, the present security analyses for DM CV-MDI-QKD
depend on the assumption of linear channels. Therefore, it is imperative to establish its security without
any assumption about the channels by employing numerical methods.

5.3 Implementation

In current experimental demonstrations, a complex, active optical phase locking system is required to
perform CV-BSM of two remote independent quantum states, which is not conducive to the practical
application and network expansion of CV-MDI-QKD. Therefore, it is crucial to simplify the experimental
implementation. Notice that TF-QKD without active optical phase locking has been reported [141-143].
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Moreover, the current system repetition rate of CV-MDI-QKD is relatively low (20 MBaud) and a higher
symbol rate over GBaud is expected in the future [77,79,144].

5.4 Chip integration

With the rapid development of photonics-integrated technology, the on-chip integrated CV-MDI-QKD
system is desired to meet the demands of miniaturization, low power consumption, and low-cost [76,
145] which are crucial for future large-scale applications. The feasibility of using integrated photonics
for discrete-variable MDI-QKD has been demonstrated, such as integrated encoding components [146],
integrated transmitters [147], and integrated relay server [148]. CV-QKD can utilize the coherent optical
communications components and is more suitable for photonic integration. All optical components except
the laser source have been integrated onto a silicon photonic chip for CV-QKD [149]. Recently, chip-
based laser sources have also been reported [150], and a fully integrated CV-QKD is expected to be
realized in the near future. However, the on-chip integrated system also faces some challenges. Potential
security loopholes arise due to the specific imperfections of integrated photonic devices [76,151], and
more rigorous practical security analyses or enhanced defense strategies are required in future research.
The coupling loss of integrated photonic chips results in relatively low overall detection efficiency of the
receiver [79,152,153], which hinders CV-MDI-QKD from generating positive secure keys. Therefore, the
on-chip integration of the transmitters is feasible whereas the on-chip integration of the measurement
devices is still a challenge. To enhance the overall detection efficiency, an advanced low-loss coupling
technique is desired.

5.5 Network

CV-MDI-QKD is naturally suitable for a star-type network with an untrusted relay. Such a network
architecture is particularly advantageous in metropolitan areas where multiple users need to communicate
securely over a shared infrastructure. When combined with QSS and QC, as discussed in Section 3,
the security of both QSS and QC is strengthened by effectively eliminating all detector side-channel
vulnerabilities. Also, by combining multiplexing techniques, CV-MDI-QKD can be extended to networks
serving a large number of users [154-156]. However, due to performance limitations, CV-MDI-QKD
networks require that at least one of the QKD users is close to the relay. By properly combining with other
quantum protocols and technologies, CV-MDI-QKD will find more novel applications and opportunities
in quantum networks [80-82,157-164].

6 Conclusion

In summary, this review provides a comprehensive overview of the past advancements in the field of
CV-MDI-QKD. At present, both the asymptotic and composable security of the protocol have been
rigorously proven. The experimental demonstrations over long-distance optical fiber paves the way for
the practical deployment of CV-MDI-QKD in real-world scenarios, particularly in metropolitan areas.
Although significant progress has been made, challenges still remain for future practical applications.
Both the theory and technique breakthroughs are crucial to overcome the obstacles and fully realize the
promise of CV-MDI-QKD in practical applications.
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