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Abstract This paper addresses the challenge of dynamic event-based non-fragile state estimation for discrete time-varying

systems under deception attacks. These attacks involve injecting deceptive signals into the communication channel, which

can consume limited network resources and disrupt system estimation tasks. To tackle this issue, the study introduces a

comprehensive and realistic deception attack model that accounts for the various hard physical constraints. To mitigate

the influence of these attacks and reduce communication demands, a dynamic event-triggered scheme that uses dynamic

threshold parameters is developed. The main purpose of the addressed problem is to design an event-based non-fragile

estimator that ensures the estimation error systems meet the H∞ performance constraint over a finite horizon. The paper

provides two key criteria to ensure the existence of the proposed estimator, leveraging stochastic analysis techniques. The

desired estimator gains are determined using a recursive process of solving matrix inequalities. Finally, a numerical example

illustrates the effectiveness of the developed event-based non-fragile estimator design method.
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1 Introduction

State estimation is a key research topic in control and signal processing and has attracted growing
attention over the years. Numerous effective methods have been developed to tackle state estimation
challenges [1–3]. Among these, the Kalman filtering method is widely regarded as one of the most
effective estimation methods; however, it requires a highly accurate system model, which restricts its
practical use in real-world scenarios. Compared to Kalman filtering, the H∞ estimation method offers
significant advantages, including its ability to attenuate disturbances and handle un-modeled system
dynamics [4–6]. Owing to these strengths, much effort has been devoted to solving the state estimation
problem by using H∞ estimation method, and many outstanding results have been made on this topic
[7–9]. For instance, Ref. [7] has addressed the distributed H∞ filtering problem for nonlinear systems
under randomly varying topologies and fading measurement channels. The H∞ state estimator has been
designed for filtering networks dealing with packet losses [9]. These results typically assume that the
estimator can be implemented precisely. This assumption is unrealistic in real-world scenarios, where
unexpected fluctuations during implementation can degrade estimation performance or even lead to
instability, especially in dynamic networked systems [10–12]. Therefore, enhancing the practicality and
reliability of estimation methods makes it essential to explore non-fragile H∞ state estimation problems.

Data transmission through unprotected wireless networks is highly vulnerable to malicious cyber-
attacks [13–17]. Roughly speaking, these cyber-attacks occurring in unreliable communication networks
can be classified as denial-of-service (DoS) attacks and deception attacks. Compared with DoS attacks,
deception attacks pose a more serious threat because attackers can intercept and tamper with data
content, as well as damage the hardware/software equipment, as reported in [18]. Consequently, the
development of security estimation schemes against deception attacks has received increasing research
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attention, some representative work has been presented in [3, 19–21]. In [19], the secure estimation issue
has been studied for discrete-time linear systems subject to deception attacks. An effective distributed
secure estimation algorithm has been developed to address distributed consensus estimation for nonlinear
systems under deception attacks [21]. In the aforementioned results, deception attacks are typically
modeled randomly without considering the impact of networked-induced constraints on attack behavior.
This might restrict the application scope of the proposed estimation method [22]. To date, research
on non-fragile state estimation attacks remains insufficiently explored. This is likely attributed to the
difficulty of modeling realistic deception attack models that accurately reflect engineering conditions and
the lack of useful methodologies for theoretical analysis.

Communication resource constraints pose a significant challenge in estimation. Transmitting vast
amounts of data through limited bandwidth can degrade estimation performance. To save limited net-
work resources while ensuring system performance, scholars have developed event-triggering schemes
(ETMs) [23–25]. The core of an ETM lies in its triggering condition, which mainly depends on the
system status and a triggering threshold. Intuitively, the triggering threshold is closely related to data
transmission rates. Traditional ETM primarily employs static event-triggering schemes (SETMs) with
fixed triggering thresholds. Unfortunately, these static schemes fail to reflect the time-varying nature
of event triggers and system updates in practical applications. Data transmission rates often fluctuate
owing to uncertain factors, such as random cyber-attacks, variable interference, and network-induced
phenomena [26]. Thus, in practical applications, it is necessary to adapt the triggering threshold, which
gives to the dynamic event-triggering schemes (DETMs). Unlike SETM, DETM uses a dynamic thresh-
old that adapts to changing conditions, further reducing energy consumption. As such, much research
effort has been made to investigate the DETM-based estimation/control issues, and many interesting
results have been presented in [27–29]. Despite these advancements, most studies on ETMs have con-
centrated on time-invariant systems over an infinite horizon. However, practical systems often exhibit
time-varying characteristics owing to abrupt disturbances, temperature fluctuations, and network struc-
ture changes [30, 31]. But to the authors’ knowledge, research on estimation for time-varying systems
over a finite horizon remains limited, primarily owing to the computational complexities involved in re-
cursively designing estimator parameters [32–34]. This gap underscores the importance of investigating
non-fragile state estimation for time-varying systems under deception attacks. Such an approach has not
received sufficient research attention. This pressing issue deserves deeper exploration, which this paper
aims to address.

By summarizing the above discussion, it makes practical sense to deal with the dynamic event-based
non-fragile state estimation problem for discrete time-varying systems under deception attacks and pa-
rameter perturbations. The addressed problem poses several challenges. (1) Developing a reasonable
mathematical model to characterize the complicated and covert nature of the deception attacks. Mean-
while, mitigating the adverse effects of deception attacks on estimation system performance. (2) Estab-
lishing sufficient conditions for the augmented error systems, while effectively handling error term yks

−yk
reasonably. (3) Addressing the estimator gain uncertainties ∆Lk and reasonably designing the dynamic
variable ξk, Lk of the estimator in the presence of DETM and deception attacks.

Compared with existing results concerned with event-based state estimation problems for time-varying
systems, a more general dynamic event-based non-fragile state estimator design approach is developed for
time-varying systems subject to deception attacks and parameter perturbations. The main contributions
of this paper are presented as follows.

(1) A more realistic attack model is presented, which is more suitable to reflect the reality in a com-
prehensive way by fully consideration “hard” physical constraints and energy constrained. Based on
the deception attacks model, a DETM is designed to reduce the communication frequency of deception
signals while mitigating the impact of deception attacks on estimation performance. Unlike the event-
triggered protocol proposed in [24,25], the proposed DETM can further improve limited network resource
utilization efficiency while ensuring favorable estimation performance under deception attacks.

(2) Taking into account DETM and deception attacks, a more general augmented estimation error
system is constructed, moreover, the admissible parameter uncertainties of the estimator are also consid-
ered. Different from the existing non-fragile state estimation approach without considering cyber-attacks
in [34], sector bounded condition and some slack variables are applied to solve the coupling among esti-
mator gains, dynamic threshold parameter, and several scalars, and may obtain less conservative results.

(3) By resorting to the stochastic analysis method, two sufficient criteria are presented to guarantee
the augmented estimation error systems achieve the finite-horizon prescribed H∞ performance constraint
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in the presence of deception attacks and parameter perturbations. The desirable non-fragile estimator
gains can be obtained by solving recursively matrix inequalities iteratively.

This paper is organized as follows. Section 2 formulates the non-fragile state estimation problem of
discrete time-varying systems under deception attacks. Section 3 obtains two sufficient criteria for the
existence of a desirable non-fragile state estimator and computes its parameters. Section 4 presents
numerical simulations demonstrating the effectiveness of the designed dynamic event-based non-fragile
H∞ estimation method. Section 5 presents the conclusion.

Notations. The symbols used in this paper are fairly standard. For symmetric matrices X and
Y, X > Y means X − Y is positive semi-definite or positive definite. I refers to the identity matrix.
Superscript T of matrix X is applied to represent its transpose. Rn and R

n×m represent the n-dimensional
Euclidean space and the set of n×mmatrices, respectively. Furthermore, diag

{

·
}

denotes a block diagonal
matrix. l2[0, N ] denotes the sequence of square summable over [0, N ].

2 Preliminaries and problem description

Consider the following discrete time-varying systems:











xk+1 = Akxk +Bkwk,

yk = Ckxk,

zk = Dkxk,

(1)

where xk ∈ R
n denotes the state vector, yk ∈ R

m stands for the measure output, and zk ∈ R
p represents

the signal to be estimated. wk ∈ R
q indicates the disturbance belonging to l2[0, N ]. Ak, Bk, Ck, and Dk

are known time-varying matrices.
To further save constraint communication resources in the sensor-to-estimator, a DETM is introduced.

It determines whether the measured data should be transmitted to the estimator. For clarity, let 0 6
k0 < k1 < · · · represent the triggering time sequence, and the event generator function f(·, ·, ·) is defined
as follows:

f(∂k, ξk, ϑ) , ∂T
k ∂k −

1

υ
ξk − ϑyTk yk, (2)

where υ and ϑ are given positive scalars, and ∂k , yks
− yk with yks

denotes the latest transmitted
measurement.

Moreover, ξk is a dynamic variable satisfying the following condition:

ξk+1 = ǫξk + ϑyTk yk − ∂T
k ∂k, (3)

where ǫ ∈ (0, 1) is a given scalar that satisfies ǫυ > 1, and ξ0 > 0 is a given initial condition.
Under DETM, the current measurement data is released to the communication network only when

the triggering condition f(∂k, ξk, ϑ) > 0 is satisfied. Clearly, the sequence of event triggered instants is
determined by

ks+1 = inf {k ∈ N|k > ks, f(∂k, ξk, ϑ) > 0} . (4)

Remark 1. Compared with many existing event-triggered schemes with a constant threshold [23–25],
the DETM (2) is proposed to further reduce unnecessary energy consumption (network bandwidth and
computation resource) and obtain desired estimation performance. It is worth noting that the threshold
parameters in condition (2) can be dynamically adjusted due to the introduction of auxiliary offset
variable ξk, which can better reflect the practical situations than the constant threshold. In addition,
dynamic variable ξk in (3) is an essential ingredient of the DETM, which is determined according to
practical engineering requirements. Particularly, when υ in (2) tends to +∞, DETM evolves into SETM.
This indicates that DETM reduces the frequency of triggering events compared to SETM, which helps
alleviate the network load. As such, the SETM can be regarded as a special case of the DETM.

As mentioned above, it can be seen that the DETM is designed depending on dynamic auxiliary
variables ξk. Considering that the dynamic auxiliary variable is an important ingredient for DETM,
Lemma 1 is introduced to show the characteristics of dynamic auxiliary variable.
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Lemma 1. For the DETM (2) and (3) with ξ0 > 0, if the prescribed scalars ǫ and υ satisfying ǫυ > 1,
the auxiliary offset variable ξk > 0 holds for all k > 0.
Proof. Under the dynamic triggered condition (2), if an event is not triggered, it means that for all
k ∈ 0k, one has

∂T
k ∂k −

1

υ
ξk − ϑyTk yk 6 0, (5)

where 0k , {ks, ks+1, . . . , ks+1−1} represents the subset of the sampling interval between two successive
triggering instants ks and ks+1.

Then, according to (3), we have

ξk+1 >

(

ǫ−
1

υ

)

ξk > · · · >

(

ǫ−
1

υ

)k+1

ξ0. (6)

Then, under the conditions ξ0 > 0, and ǫυ > 1, it can be concluded that ξk > 0 holds for all k > 0.
As proved in Lemma 1, ξk is a non-negative scalar when the conditions ξ0 > 0, and ǫυ > 1 are satisfied.
This completes the proof.

Definition 1 is presented for further development.

Definition 1 ([22]). Give two scalars π2 and π1 with π , π2 − π1 > 0. A nonlinear function χ(·) with
scalars π2 and π1 is satisfied if the following inequality holds:

(

χ(ς)− π1ς
)T(

χ(ς)− π2ς
)

6 0, ∀ς ∈ R
m. (7)

In this case, it is said that the nonlinear function χ(·) belongs to the sector [π1, π2].

In reality, a shared communication network is often exposed to potential cyber-attacks. This paper
considers the scenario where the measurement data yks

transmission from the sensor to the estimator via
a shared communication network subject to deception attacks. Specifically, a malicious attacker injects
deception signals ak into the communication network. In this case, the estimator received actual signal
can be modeled as follows:

yak = yks
+ λkak, (8)

where yak represents the estimator received actual measurement, and scalar λk denotes the “hard” physical
constraints imposed on deception signals that satisfies

0 6 λ 6 λk 6 λ < ∞,

where 1 6 λ < ∞, and λ are upper- and lower-bounds of λk, respectively.
Furthermore, in (8), ak , −yks

+ h(yk) denotes the deception signals injected by malicious attacker,
and the h(yk) is an unknown-but-bounded energy signals satisfying

‖h(yk)‖2 6 ‖Eyk‖2, (9)

where E is a given constant matrix.
To simplify the later derivation, the bounded-but-unknown item λkak is rewritten as follows:

λkak = χ(ak) + λak, (10)

where χ(ak) , (λk − λ)ak.
According to (7) and (10), the following equation holds:

χT(ak)
(

χ(ak)− λ̃ak
)

6 0, (11)

where λ̃ , λ− λ > 0.
From Definition 1, the nonlinear function χ(ak) satisfies the sector bounded condition and belongs to

the sector [0, λ̃].
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Remark 2. With the loss of generality, from the practical viewpoint, this paper assumes that the ad-
versary’s injected deception signals ak are unknown-but-bounded. Furthermore, a scalar λk is introduced
to describe the “hard” physical constraint, including bandwidth limitation, signal quantization, and fad-
ing channels. Specifically, when λk 6= 0, it represents that the adversary injects degrade 0 6 λk < 1
or amplified λk > 1 false signals to the measurement communication channel. Compared with existing
attack modeling methods, this paper that developed an attack model has the following characteristics:
(1) does not require the occurrence probability of attack signals, and (2) can well reflect the dynamic
evolution process of deception attacks.

Remark 3. Up to now, many results proposed a deception attack model in a random way, and the
networked-induced constraints are neglected [19–21]. Meanwhile, based on the random attack model,
the designed estimation approach is limited because prior knowledge of the attack signal is required. To
overcome this drawback, a more realistic attack model is presented in (10) to characterize the complicated
and covert behavior of deception attacks, and the impact of the deception signals on the estimation system
performance is also analyzed quantitatively.

Based on the deception attacks discussed above, the non-fragile estimator is established as follows:
{

x̂k+1 = Akx̂k + (Lk +∆Lk)(y
a
k − Ckx̂k),

ẑk = Dkx̂k,
(12)

where x̂k ∈ R
n is the estimate of xk and ẑk ∈ R

p is the estimate output. Lk ∈ R
n×m is the estimator

gain, and ∆Lk represents parameter perturbations satisfying

∆Lk = MkHkGk, (13)

where Mk and Gk are known time-varying matrices. Hk represents unknown time-varying matrix satis-
fying HT

k Hk 6 I.

Remark 4. Most of the proposed estimator design methods assume that the estimator parameter can
be precisely realized [7–9]. However, due to rounding errors, limited accuracy, aging of components, etc.,
the state estimator gain may not be accurately implemented. In addition, considering the influence of
deception attacks ak and external disturbance wk on output measurement yk of the estimated system
(12), the non-fragile estimator gain is proposed as Lk + ∆Lk. Therefore, it would be more realistic to
consider that there exists a mismatch between the matrices of the estimator and the ones of the system
as the considered model is just an approximation of the real world.

Defining ek , xk − x̂k, and z̃k , zk − ẑk, combined with (1) and (12) the following estimation error
systems are constructed:

{

ek+1 = Ākek + B̄kxk + C̄k∂k + D̄kχ(ak) + Ēkh(yk) + F̄kwk,

z̃k = Dkek,
(14)

where

Āk = Ak − (Lk +∆Lk)Ck, C̄k = (λ− 1)(Lk +∆Lk),

B̄k = λ(Lk +∆Lk)Ck, Ēk = −λ(Lk +∆Lk),

D̄k = −(Lk +∆Lk), F̄k = Bk.

Letting ηTk = [xT
k eTk ], the following augmented systems can be derived:

{

ηk+1 = Ãkηk + B̃kwk + C̃k∂k + D̃kχ(ak) + Ẽkh(yk),

z̃k = DkHηk,
(15)

where

Ãk =

[

Ak 0

B̄k Āk

]

, B̃k =

[

Bk

F̄k

]

, C̃k =

[

0

C̄k

]

,

D̃k =

[

0

D̄k

]

, Ẽk =

[

0

Ēk

]

, HT =

[

0

I

]

.
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Figure 1 (Color online) Structure of non-fragile estimation for time-varying systems under deception attacks.

To clarity, the proposed dynamic event-based non-fragile state estimation scheme of discrete time-
varying systems under deception attacks is shown in Figure 1.

To obtain the main results, the following definition and lemmas are introduced.

Definition 2 ([30]). Under η0 6= 0, for a given disturbance attention level γ, and a positive definite
matrix R = RT, the augmented systems (15) achieve the H∞ performance constraint, if the following
condition

E

{

N
∑

k=0

(

‖z̃k‖
2 − γ2‖wk‖

2
)

− γ2ηT0 Rη0

}

< 0 (16)

holds, for all wk 6= 0, (k ∈ [0, N ]).

Lemma 2 ([9]). Given matrices Q = QT > 0, V = V T > 0, and S, then inequality −Q+ STV −1S < 0
holds, if and only if

[

−Q ST

S −V

]

< 0, or

[

−V S

ST −Q

]

< 0. (17)

Lemma 3 ([27]). Given matrices H , K, and M = MT, and the time-varying matrix Fk satisfying
FT
k Fk < I, then M +HFkK +KTFT

k HT < 0 holds, if there exists a positive scalar ̟ satisfying

M +
1

̟
HHT +̟KTK < 0. (18)

Remark 5. A dynamic event-based non-fragile state estimator is developed for discrete time-varying
systems to tackle the challenges posed by deception attacks and estimator gain perturbations. Different
from the existing results proposed estimation approaches [9, 26, 34], this paper proposed augmented
estimator error systems (15) is more realistic to characterize frequently faced in engineering applications,
such as estimator gain perturbations, deception attacks, and DETM.

3 Main results

In this section, two sufficient criteria are presented to ensure that the augmented systems (15) achieve
H∞ performance over a given finite-horizon. Then, the desired estimator is obtained by solving recursive
linear matrix inequalities (RLMIs) with initial condition constraints.

Theorem 1. For discrete time-varying (1) with the non-fragile estimator (12) under deception at-
tacks, given a positive scalar γ and positive matrix R. Let the non-fragile estimator {Lk}06k6N , two
prescribed scalars ǫ ∈ (0, 1] and υ > 0. The augmented systems (15) achieve the finite-horizon H∞

performance requirement, if there exist three positive scalars τ1, τ2, τ3, and a set of positive definite
matrices {Pk}06k6N+1 such that the following conditions are met:

ηT0 P0η0 +
1

υ
ξ0 − γ2ηT0 Rη0 6 0, (19)
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and

Φ̃k + W̃T
k Pk+1W̃k < 0 (20)

for k ∈ [0, N ], where

Φ̃k =

[

Φ̃11,k ∗

Φ̃21,k Φ̃22,k

]

, Φ̃11,k =









Φ́11,k ∗

0 Φ́22,k ∗

0 0 Φ́33,k









,

W̃k =
[

Ãk B̃k C̃k D̃k Ẽk 0
]

, Φ́22,k = −γ2I,

Φ́11,k =Φ11,k +HTDT
k DkH, Φ33,k = −

1

υ
I − τ1I,

Φ44,k =− τ3I, Φ55,k = −τ2I, Φ54,k =
τ3λ̃

2
I,

Φ̃21,k =









Φ́41,k 0 Φ́43,k

0 0 0

0 0 0









, Φ̃22,k =









Φ́44,k ∗

Φ́54,k Φ́55,k ∗

0 0 Φ́66,k









,

Φ11,k =
ϑ

υ
H̄TCT

k CkH̄ − Pk + τ1ϑH̄
TCT

k CkH̄ + τ2H̄
TCT

k E
TECkH̄,

Φ41,k =− τ3λ̃
CkH̄

2
, Φ43,k = −

τ3λ̃

2
I,

Φ66,k =
ǫ− 1 + τ1

υ
I, H̄ =

[

I 0
]

.

Proof. Firstly, construct the following Lyapunov function:

Vk = ηTk Pkηk +
1

υ
ξk. (21)

It follows from (15) and (21), the expectation of the difference ∆V k = Vk+1 − Vk is calculated as
follows:

E{∆V k} =E

{

ηTk+1Pk+1ηk+1 − ηTk Pkηk +
1

υ
ξk+1 −

1

υ
ξk

}

=E

{

[Ãkηk + B̃kwk + C̃k∂k + D̃kχ(ak) + Ẽkh(yk)]
TPk+1

× [Ãkηk + B̃kwk + C̃k∂k + D̃kχ(ak)+ Ẽkh(yk)]

− ηTk Pkηk −
1

υ
ξk +

1

υ

(

ǫξk + ϑyTk yk − ∂T
k ∂k

)}

. (22)

Defining the augmented vector

ϕT
k ,

[

ηTk wT
k ∂T

k χT(ak) h
T(yk) ξ

1

2

k

]

. (23)

According to (23), Eq. (22) can be rewritten as follows:

E{∆V k} =E

{

ϕT
k W̃

T
k Pk+1W̃kϕk + ϕT

kΩkϕk

}

, (24)

where

W̃k =
[

Ãk B̃k C̃k D̃k Ẽk 0
]

,

Ωk =diag

{

ϑ

υ
H̄TCT

k CkH̄ − Pk, 0, −
1

υ
I, 0, 0,

ǫ − 1

υ
I

}

.
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Then, considering the event triggering condition (4), it yields that

E{∆V k} =E

{

ϕT
k W̃

T
k Pk+1W̃kϕk + ϕT

kΩkϕk

}

6E

{

ϕT
k W̃

T
k Pk+1W̃kϕk + ϕT

kΩkϕk − τ1

[

∂T
k ∂k −

1

υ
ξk − ϑηTk H̄

TCT
k CkH̄ηk

]}

. (25)

By considering the constraint condition (9), one has

E{∆V k} =E

{

ϕT
k W̃

T
k Pk+1W̃kϕk + ϕT

kΩkϕk

}

6E

{

ϕT
k W̃

T
k Pk+1W̃kϕk + ϕT

kΩkϕk

− τ1

[

∂T
k ∂k −

1

υ
ξk − ϑηTk H̄

TCT
k CkH̄ηk

]

− τ2h
T(yk)h(yk) + τ2η

T
k H̄

TCT
k E

TECkH̄ηk

}

. (26)

Furthermore, introducing the sector bound condition (11) to (26), we obtain

E{∆V k} =E

{

ϕT
k W̃

T
k Pk+1W̃kϕk + ϕT

kΩkϕk

}

6E

{

ϕT
k W̃

T
k Pk+1W̃kϕk + ϕT

kΩkϕk

− τ1

[

∂T
k ∂k −

1

υ
ξk − ϑηTk H̄

TCT
k CkH̄ηk

]

− τ2
[

hT(yk)h(yk)− ηTk H̄
TCT

k E
TECkH̄ηk

]

− τ3χ
T(ak)χ(ak) + λ̃χT(ak)∂k

+ λ̃χT(ak)CkH̄ηk − λ̃χT(ak)h(yk)

}

=E

{

ϕT
k W̃

T
k Pk+1W̃kϕk +Υk

}

, (27)

where

Υk ,ϕT
kΩkϕk − τ1∂

T
k ∂k +

τ1

υ
ξk + τ1ϑη

T
k H̄

TCT
k CkH̄ηk

− τ2h
T(yk)h(yk) + τ2η

T
k H̄

TCT
k E

TECkH̄ηk

− τ3χ
T(ak)χ(ak)− τ3λ̃χ

T(ak)∂k

− τ3λ̃χ
T(ak)CkH̄ηk + τ3λ̃χ

T(ak)h(yk).

With the help of vectors ϕk in (23), Υk is simplified as follows:

Υk =ϕT
kΦkϕk, (28)

where

Φk =

[

Φ̄11,k ∗

Φ̄21,k Φ̄22,k

]

, Φ̄11,k =









Φ11,k ∗ ∗

0 0 ∗

0 0 Φ33,k









,

Φ̄21,k =
[

Φ41,k 0 Φ43,k

]

, Φ̄22,k =









Φ44,k ∗ ∗

Φ54,k Φ55,k ∗

0 0 Φ66,k









.
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By considering (27) with (28), the following inequality is obtained:

E{∆V k} 6E

{

ϕT
k W̃

T
k Pk+1W̃kϕk + ϕT

kΦkϕk

}

. (29)

Subsequently, adding the zero term

E

{(

z̃Tk z̃k − γ2wT
k wk

)

−
(

z̃Tk z̃k − γ2wT
k wk

)}

= 0 (30)

to (29), it can be easily obtained that

E

{

∆V k 6 ϕT
k W̃

T
k Pk+1W̃kϕk + ϕT

kΦkϕk

}

= E

{

ϕT
k W̃

T
k Pk+1W̃kϕk + ϕT

kΦkϕk

+
(

ηTk H
TDT

k DkHηk − γ2wT
k wk

)

−
(

z̃Tk z̃k − γ2wT
k wk

)}

. (31)

Then, the following inequality holds:

E{∆V k} 6E

{

ϕT
k (W̃

T
k Pk+1W̃k +Φk)ϕk −

(

z̃Tk z̃k − γ2wT
k wk

)}

, (32)

where

Φ̃k = Φk + diag
{

HTDT
k DkH, − γ2I, 0, 0, 0, 0

}

.

Summing up (32) on both sides with k varying from 0 to N leads to

E

{

N
∑

k=0

∆Vk

}

6E

{

N
∑

k=0

ϕT
k

(

W̃T
k Pk+1W̃k + Φ̃k

)

ϕk −

N
∑

k=0

(

z̃Tk z̃k − γ2wT
k wk

)

}

. (33)

Furthermore, the inequality (33) can be rewritten as follows:

E

{(

ηTN+1PN+1ηN+1 +
1

υ
ξN+1

)

−

(

ηT0 P0η0 +
1

υ
ξ0

)

+ γ2ηT0 Rη0

}

6 E

{

N
∑

k=0

ϕT
k

(

W̃T
k Pk+1W̃k + Φ̃k

)

ϕk −

N
∑

k=0

(

z̃Tk z̃k − γ2wT
k wk

)

+ γ2ηT0 Rη0

}

. (34)

Recalling conditions (19) and (20), the following inequality is derived:

E

{

(

ηTN+1PN+1ηN+1 +
1

υ
ξN+1

)

+
N
∑

k=0

(

z̃Tk z̃k − γ2wT
k wk

)

− γ2ηT0 Rη0

}

6 0. (35)

Taking 1
υ
ξN+1 > 0 and ηTN+1PN+1ηN+1 > 0 into consideration, it is further deduced that

E

{

N
∑

k=0

(

z̃Tk z̃k − γ2wT
k wk

)

− γ2ηT0 Rη0

}

< 0, (36)

which is equivalent to condition (16), that is, the augmented systems (15) achieve H∞ performance. This
completes the proof.

Next, according to the derived condition in Theorem 1, we will concentrate on the design of non-fragile
state estimator gain. The solutions to the estimator design problem for discrete time-varying systems are
presented in Theorem 2.

Theorem 2. For time-varying (1) with the non-fragile estimator (12) under deception attacks, given a
scalar γ (γ > 0) and positive matrix R (R > 0). Let two prescribed scalars ǫ ∈ (0, 1] and υ > 0. The
augmented systems (15) satisfies the finite-horizon H∞ performance requirement, if there exist matrices
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{Pk}06k6N+1 (Pk > 0), a set of matrices {Lk}06k6N+1, and four positive scalars τ1, τ2, τ3, and τ4
satisfying the initial condition (19) and following RLMI:

Πk =

[

Φ̃k ∗

Ξk Γk

]

< 0, (37)

where

Θk =− 2I + Pk+1 + τ4MkM
T
k ,

Mk =
[

0 MT
k

]T

, Γk = diag
{

Θk,−τ4I
}

,

W̌k =
[

Ǎk B̌k Čk Ďk Ěk 0
]

,

Ǎk =

[

Ak 0

λLkCk Ak − LkCk

]

, B̌k =

[

Bk

Bk

]

,

Čk =

[

0

(λ− 1)Lk

]

, Ďk =

[

0

−Lk

]

, Ěk =

[

0

−λLk

]

,

Ẁk =
[

Àk B̀ C̀ D̀ È 0
]

, Àk =
[

λGCk −GCk

]

, B̀ = 0,

C̀ =(λ− 1)G, Ěk =
[

0 −λLT
k

]

,

D̀ =−G, È = −λG, Ξk =
[

W̌T
k ẀT

k

]T

.

Furthermore, the desired non-fragile state estimator gain Lk can be determined by solving RLMI (37)
with constraints (19).

Proof. By using Lemma 2 to (20), one has

[

Φ̃k ∗

W̃k −P−1
k+1

]

< 0. (38)

For any positive matrix Pk+1, the following condition holds:

(Pk+1 − I)2 > 0,

which implies

− P−1
k+1 6 −2I + Pk+1. (39)

Based on (39), the inequality (38) can be ensured if the following condition holds:

ℵk ,

[

Φ̃k ∗

W̃k −2I + Pk+1

]

< 0. (40)

Recalling the parameter perturbations terms ∆Lk in (13), the condition (40) can be rewritten as
follows:

ℵk = ℑk + UkHkVk + V T
k HT

k U
T
k < 0, (41)

where

ℑk =

[

Φ̃k ∗

W̌k −2I + Pk+1

]

, Uk =

[

0

Mk

]

,

Mk =
[

0 MT
k

]T

, Vk =
[

Ẁk 0
]

.
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According to Lemma 3, the inequality (41) holds if and only if

ℑk + τ4UkU
T
k + 1

τ4
V T
k Vk < 0. (42)

By employing Lemma 2 to (42), it yields

Πk =

[

℘k ∗

Vk −τ4I

]

< 0, (43)

where

℘k = ℑk + τ4UkU
T
k .

It can be observed that the condition (37) is equivalent to condition (43), which means that (43) ⇔
(37) ⇔ (20). From Theorem 1 the augmented systems achieve H∞ performance. Furthermore, the state
estimator gain Lk can be determined by solving RLMIs (37) and the initial condition (19). This completes
the proof.

Remark 6. The non-fragile state estimation issue has been addressed for discrete time-varying systems
(1) under DETM, deception attacks, and parameter perturbations. In Theorem 1, sufficient conditions
have been presented by means of stochastic analysis technique such that the error estimation systems
(14) satisfy the finite-horizon H∞ performance constraint condition. According to Theorem 1, the corre-
sponding conditions for the estimator gains are obtained in Theorem 2. It should be pointed out that the
proposed estimation algorithm for time-invariant systems cannot be directly applied to deal with estima-
tion problem for discrete time-varying systems, let alone when parameter perturbations and deception
attacks exist simultaneously. Consequently, an RLMI method is presented to overcome the problems
stemming time-varying nature.

4 Illustrative example

In this section, simulation results are presented to illustrate the usefulness of the developed event-based
non-fragile state estimation method under deception attacks and parameter perturbations. The param-
eters of time-varying systems (1) are considered as follows:

Ak =

[

0.35 0.71sin(k)

0.8cos(k) 0.5

]

, Ck =
[

3.5 0.13cos(2k)
]

, Dk =
[

0.2 0.3cos(2k)
]

,

Bk =
[

0 0.1
]T

, Gk = 0.1cos(2k), Mk =
[

0 0.12cos(k)
]

.

The physical constraints imposed on deception signals are selected as λ = 0.7, λ̄ = 1.25. In addition,
some scalar are chosen as υ = 6, ǫ = 0.5, ξ0 = 1, ϑ = 0.6, E = 0.6. The H∞ performance index
is γ = 1.35 and the definite matrix is set as R = diag{15, 10}. Then, from Theorem 2 the desired
non-fragile estimator parameters Lk are calculated, and given in Table 1.

In this simulation, the initial state is chosen as xT
0 = [0.42 0.25], and the external disturbance is

wk = 5sin(k)exp(−0.3k). Furthermore, the arbitrary bounded energy signals are supposed as ak =
−yks

+ 0.57tanh(yk).
To illustrate the effectiveness of the designed dynamic event-based non-fragile state estimation method

under deception attacks, some simulation results are shown in Figures 2–4. The triggering instants under
the DETM and SETM schemes are shown in Figure 2. From Figure 2, it can be found that the DETM is
more useful than the SETM in mitigating communication burden. Figures 3 and 4 draw the trajectories
of xk and x̂k.

Further, it is interesting to analyze the influence of attack signals on the time-varying systems es-
timation performance. For this purpose, three groups of scalar λk, and the corresponding disturbance
attention levels γ are provided in Table 2. From Table 2, it can be easily found that as the upper-bound of
λk increases, the H∞ attention level γ also becomes larger, which means that the estimation performance
decreases.
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Table 1 Values of estimator parameters Lk.

k Lk k Lk

0





0.12

0.09



 4





−0.22

0.15





1





0.18

0.18



 5





0.14

0.13





2





0.10

0.10





.

.

.
.
.
.

3





−0.15

0.12



 30





−0.11

0.15





Figure 2 (Color online) Triggering instants under DETM and

SETM schemes.

Figure 3 (Color online) Trajectories of x1,k and x̂1,k under

deception attacks.

Figure 4 (Color online) Trajectories of x2,k and x̂2,k under

deception attacks.

Figure 5 (Color online) Trajectories of zk and ẑk under de-

ception attacks (λ = 0.4, λ̄ = 1.1).

Table 2 Relationship between H∞ attenuation level γ and different upper- and lower-bounds of λk.

λ̄ λ γ

1.1 0.4 0.64

1.3 0.4 0.72

1.6 0.4 1.24

Then, the trajectories of zk and ẑk are shown in Figures 5–7. To improve clarity, Figures 5–7 are
partially enlarged.
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Figure 6 (Color online) Trajectories of zk and ẑk under de-

ception attacks (λ = 0.4, λ̄ = 1.3).

Figure 7 (Color online) Trajectories of zk and ẑk under de-

ception attacks (λ = 0.4, λ̄ = 1.6).

From Figures 5–7, it can be concluded that under the developed non-fragile estimator the H∞ perfor-
mance is always satisfied.

5 Conclusion

This paper has dealt with the dynamic event-based non-fragile estimation issue for discrete time-varying
systems under deception attacks. To reflect the practical attack scenarios, a comprehensive and real-
istic deception attack model has been established, where the attack signals are assumed unknown-but-
bounded. To further alleviate the network transmission burden, the DETM with dynamic variable has
been developed. Then, considering the influences of deception attacks and parameter perturbations, the
event-based non-fragile state estimator has been designed. Furthermore, two sufficient conditions have
been obtained, under which the augmented systems achieve the H∞ performance. The expected esti-
mator gain is acquired via solving RLMIs with initial condition constraints. Finally, simulation results
have verified the feasibility of the proposed dynamic event-based non-fragile estimator design method for
discrete time-varying systems against deception attacks.
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