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Abstract In this paper, we investigate a decentralized diagnosis problem of a discrete-event system (DES) subject to unreli-

able sensors, where the sensor observations of local diagnosers may be non-deterministic as a result of possible failures. Existing

studies on decentralized robust diagnosis can only deal with different types of sensor failures separately, e.g., all sensors suffer

from the same type of sensor failures such as intermittent sensor failures or permanent sensor failures. However, since sensors

of different local diagnosers may face different external environments and have different internal characteristics, sensors corre-

sponding to different local diagnosers may also have their own fault features. In this paper, we propose a flexible framework

of decentralized diagnosis for DES subject to unreliable sensors such that sensors of different local diagnosers are permitted to

have different types of sensor failures. To this end, we extend the existing decentralized diagnosis framework to the case where

there exist common sensors broadcasting their observations to all local diagnosers. We apply linear temporal logic (LTL) to

constrain infinite behaviors of private sensors of local diagnosers and common sensors. Then, a new notion of ϕ-codiagnosability

is proposed as the necessary and sufficient condition for the existence of a decentralized diagnoser that works correctly under

sensors satisfying LTL-based sensor constraints. Finally, we provide an effective approach to verify the ϕ-codiagnosability.
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1 Introduction

1.1 Backgrounds and motivations

Large-scale cyber physical systems (CPS), such as intelligent transportation systems and flexible man-
ufacturing systems are widely used and safety-critical infrastructures in modern society. They contain
millions of concurrent components and intricate operation logic, which make failures volunteer to occur
but are too stealthy to detect. Therefore, fault diagnosis is a crucial but challenging task to ensure the
security of safety-critical CPS.

In this paper, we investigate the fault diagnosis problem in the context of discrete-event systems (DES).
DES is a class of systems with event-triggered discrete dynamic to model high-level logical behaviors of
CPS [1]. The research of model-based fault diagnosis applying DES was initialed by [2,3] where the notion
of diagnosability was proposed and a system is said to be diagnosable if the occurrence of a fault can
always be alarmed within a uniform bound based on partial observations. In the past two decades, fault
diagnosis of DES has been extensively developed; see, e.g., some recent studies [4–14], comprehensive
survey paper [15, 16] and textbook [17].

For many large-scale networked systems, since it may be impossible or very costly to access all observa-
tions at a central site, several local stations observe their own local information with different capacities.
Therefore, we need to develop diagnosis methodologies for decentralized information architecture. To this
end, the decentralized diagnosis of DES was investigated in the seminal paper [18]. Then Refs. [19, 20]
considered the protocol 3 in [18] and proposed the notion of codiagnosability. It assumed that there
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are distributed local diagnosers observing system behaviors from different sites under different sensing
capacities and these local diagnosers do not communicate with each other. Then each local diagnoser
processes the observed data and sends the diagnostic decision to the coordinator which issues a global
diagnostic decision using the local information received. A system is codiagnosable if each fault can al-
ways be alarmed by at least one local diagnoser. Following the decentralized scheme, decentralized fault
diagnosis has been studied by many studies in the DES literature [21–25].

For models of DES, every event is essentially observed by corresponding sensors. However, the ob-
servations of sensors are unreliable in real-world systems because of external noise and communication
losses, or internal malfunction. As a result, the observations of events that are supposed to be correct
may be missing or wrong in actual circumstances. Thus, taking into consideration the unreliable sensors
is necessary to analyze diagnosis problem for real systems.

1.2 Literature review on decentralized diagnosis with unreliable sensors

Fault diagnosis of DES subject to unreliable sensors has been intensively studied. In [26], intermittent
sensor failures were considered in the centralized diagnosis of DES, where some observable events may
become unobservable or recover non-deterministically. Intermittent sensor failures can also be modeled by
non-deterministic observations in [27], where Mealy automata with non-deterministic observation function
were proposed to model possible observations of the same transition. Then, intermittent sensor failures
were considered in decentralized diagnosis for networked DES scheme in [28] where the corresponding
notion of codiagnosability was proposed.

In addition, centralized fault diagnosis subject to permanent sensor failures was first studied in [29]
where once a sensor fails to observe an event, it will never recover, and it was assumed that every per-
manent sensor failure can only happen before the first occurrence of the corresponding event. Then
decentralized diagnosis for systems subject to permanent sensor failures was investigated in [30]. In [31],
centralized diagnosability for systems subject to permanent sensor failures without the above assumption
was investigated, which was extended to a disjunctive decentralized diagnosis scheme subject to perma-
nent sensor failures in [32]. In the context of networked DES, failures of communication of sensor have
been also investigated and modeled by sensor failures. In [33], K-loss sensor failures were considered in the
decentralized diagnosis problem, where the communication of sensors was assumed to lose observations
only a bounded number of times in a row.

Note that the above approaches only considered individual sensor failure type in each verification pro-
cedure. Recently, researchers attempted to unify notions of diagnosability for systems subject to sensor
failures. In [34], authors have shown that diagnosability for systems subject to both intermittent and
permanent sensor failures can be reduced to the notion of general robust diagnosability [35]. However,
different sensors of real systems may have different types of sensor failures. To deal with this situation,
in [36], authors proposed a general robust diagnosis framework by modeling the failure mode switching
dynamics of sensors into automata, which supports the uniform consideration of different fault types
for different sensors. However, the automata that model the sensor observation dynamics are manu-
ally designed, which cannot deal with complex and large-scale sensor dynamics. Then, in our previous
work [37], we developed a uniform framework for diagnosability analysis of DES subject to unreliable
sensors in a centralized observation framework, where linear temporal logic (LTL) was used as a general
and user-friendly tool to model unreliable sensors without restricting to specific sensor types.

1.3 Our approach and contributions

In the aforementioned studies of decentralized diagnosis for DES subject to unreliable sensors, it is as-
sumed that all the sensors of different local diagnosers can only have the same type of sensor failures.
For example, we cannot deal with the case where sensors of one local diagnoser have intermittent sensor
failures while sensors of the other local diagnoser have permanent sensor failures. However, in practice,
since different local diagnosers observe the system at different sites which may contain different environ-
ment conditions and sensors of different local diagnosers have different internal characteristics, sensors of
different local diagnosers may have different types of failures. On the other hand, for some crucial events,
there may exist common sensors which are dedicated to observing these events and will broadcast their
observations to all local diagnosers. However, the existing decentralized diagnosis frameworks cannot
analyze codiagnosability with the existence of these common sensors.
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Motivated by the above gaps, in this paper, we propose a uniform framework of decentralized diagnosis
of DES subject to common sensors and sensor failures. Specifically, we first use Mealy automata with
non-deterministic output functions introduced in [27,38] to describe the unconstrained observation space
for each local diagnoser. Then, we apply the LTL formula ϕi as a modular tool to model how sensors of
the ith local diagnoser and common sensors should behave in unconstrained observation space, which is
dependent on the type of sensor failures. By taking all LTL-based sensor constraints of sensors belonged
to each local diagnosers and common sensors into consideration, we propose a new codiagnosability,
called ϕ-codiagnosability, which serves as a necessary and sufficient condition for the existence of a
decentralized diagnoser working correctly under the LTL-based sensor constraints. Finally, we provide
an effective procedure for ϕ-codiagnosability verification. The complexity of our method is exponential in
the length of the sensor constraint formula ϕi and the number of local diagnosers, but is only polynomial
in the size of the system model.

It is worth noting that analysis of fault diagnosis for DES with assistance of LTL has been investigated
in [13, 37, 39–42]. Specifically, in [39, 40], system specification was modeled by LTL formulae and faults
of the system were defined as the executions violating this specification. In [13, 41, 42], verification of
diagnosability was reduced to an LTL model checking problem. However, different from all the above
studies, we apply LTL formulae to specify sensor constraints for sensors of different local diagnosers
and common sensors in the context of decentralized diagnosis problem. In [37], an LTL-based uniform
framework for the diagnosis of DES subject to unreliable sensors was proposed in a centralized observation
framework. In this paper, we extend the results in [37] from a centralized observation scheme to a novel
decentralized observation scheme with common sensors and we not only consider the different sensor
capacities of different local diagnosers, but also deal with the synchronization of observations of common
events observed by common sensors for all local diagnosers.

1.4 Organizations

The rest of the paper is organized as follows. Section 2 presents necessary preliminaries of decentralized
diagnosis for DES and LTL semantics. In Section 3, we illustrate how to formalize LTL-based sensor
constraints for unreliable private sensors of local diagnosers and common sensors. In Section 4, the notion
of ϕ-codiagnosability is introduced, which is proved to be the necessary and sufficient condition for the
existence of a decentralized diagnoser working correctly under LTL-based sensor constraints. In Sec-
tion 5, we present an effective verification procedure of ϕ-codiagnosability. Finally, we conclude the
paper in Section 6.

2 Preliminaries

2.1 Partially-observed discrete event systems

Let Σ be a finite set. A sequence s = σ1σ2 · · ·σn(· · · ) is a finite (infinite) string over Σ if σi ∈ Σ, i =
1, 2, . . . , and s[j] = σj denotes the jth element of s. Σ∗ denotes the set of finite strings over Σ with
empty string ǫ and Σω denotes the set of infinite strings over Σ. We write the union of finite and infinite
strings as Σ+ = Σ∗ ∪Σω. For a finite string s ∈ Σ∗, |s| is its length, which is the number of components
in it, and |ǫ| = 0. For an infinite string s ∈ Σω, Inf(s) is the set of all components appearing the infinite
number of times in s. A ∗-language L ⊆ Σ∗ is a set of finite strings and an ω-language L ⊆ Σω is a set of
infinite strings. For any ∗-language L ⊆ Σ∗, L = {s ∈ Σ∗ : ∃t ∈ Σ∗ s.t. st ∈ L} denotes its prefix closure.
For any ω-language L ⊆ Σω, L = {s ∈ Σ∗ : ∃t ∈ Σω s.t. st ∈ L} denotes its prefix closure.

In this work, we model the DES by a deterministic finite-state automaton

G = (Q,Σ, δ, q0),

where Q is a finite set of states, Σ is a finite events set, q0 ∈ Q is the initial state and δ : Q× Σ → Q is
the partial transition function, where for any q, q′ ∈ Q and σ ∈ Σ, δ(q, σ) = q′ means that there exists
a transition from state q to q′ labeled by σ. Function δ is also extended to δ : Q × Σ∗ → Q recursively
by: for any q ∈ Q, s ∈ Σ∗ and σ ∈ Σ, we have δ(q, ǫ) = q and δ(q, sσ) = δ(δ(q, s), σ). The ∗-language
generated by G is L(G) = {s ∈ Σ∗ : δ(q0, s)!}, where “!” means “is defined” and the ω-language generated
by G is Lω(G) = {s ∈ Σω : ∀s′ ∈ {s}, δ(q0, s′)!}. We write L+(G) = L(G) ∪ Lω(G). We make a common
assumption that system G is live, i.e., for any q ∈ Q, there exists σ ∈ Σ such that δ(q, σ)!.
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For partially-observed DES, the occurrence of events cannot be observed perfectly. The limited obser-
vation capability is modeled by an observation mask [1] P : Σ → ∆∪̇{ǫ} where ∆ is a set of observation
symbols. For an event σ ∈ Σ, if P (σ) ∈ ∆, then it is observable; otherwise, it is unobservable. The ob-
servation mask can also be extended to P : Σ+ → ∆+ recursively as usual manner. In the decentralized
observation setting, we assume that there are κ local diagnosers and I = {1, . . . ,κ} denotes the index
set of local diagnosers. For the local diagnoser Di, i ∈ I, its local observation symbolic set is denoted by
∆i. The local observation mask associated with Di is defined by

Pi : Σ → ∆i∪̇{ǫ}. (1)

2.2 Decentralized observation under unreliable sensors

For real-world plants, sensors are unreliable and the observation of an event may be non-deterministic
due to uncertainties. However, the local observation mask in (1) can only capture observations of reliable
sensors where for each local diagnoser Di, i ∈ I, the output of an event σ ∈ Σ is always fixed, i.e., Pi(σ).
To model non-deterministic observations of unreliable sensors for each local diagnoser, we define the local
state-dependent non-deterministic observation mapping [27, 38] for the local diagnoser Di, i ∈ I by

Oi : Q× Σ → 2∆i∪{ǫ}. (2)

Intuitively, for any state q ∈ Q and event σ ∈ Σ, Oi(q, σ) represents the set of possible observations may
be obtained by diagnoser Di whenever event σ occurs at state q. The local observation mapping Oi for

Di, i ∈ I, can also be extended to Oi : Q× Σ+ → 2∆
+

i in the following manner: for any state q ∈ Q and
event string s = σ1σ2 · · · ∈ Σ+, we have observation o1o2 · · · ∈ Oi(q, s) for diagnoser Di, i ∈ I, if

∀j = 1, 2, . . . , oj ∈ Oi(δ(q, σ1 · · ·σj−1), σj),

where σ0 = ǫ. For the sake of brevity, if state q is the initial state, i.e., q = q0, then we write Oi(s) to
denote Oi(q, s). Given an event string s ∈ Σ+, we say each string in Oi(s) is an observation realization
of s for local diagnoser Di, i ∈ I.

Example 1. Let us consider system G shown in Figure 1, where Σ = {a, b, c, d, e, f}, ∆1 = ∆2 =
{o1, o2, o3, o4}. There are two local diagnosers, i.e., I = {1, 2}, and each local observation mapping

is denoted by the label attached to each transition. For example, b\{ǫ}\{o2, ǫ} for transition 1
b
−→ 2

represents that (i) with the occurrence of event b, the system moves from state 1 to state 2, i.e., δ(1, b) = 2;
(ii) the local diagnoser D1 always observes nothing, i.e., O1(1, b) = {ǫ}; and (iii) the local diagnoser D2

may observe either o2 or nothing, i.e., O2(1, b) = {o2, ǫ}. For the finite string s = bc ∈ L(G), the
observation realization for D1 and D2 are O1(s) = {o2, ǫ} and O2(s) = {o2, o1, o2o1, ǫ}, respectively.

Remark 1. The local non-deterministic observation mapping is general and can represent many ob-
servation models in the literature. For example, consider the standard projection in a decentralized
observation setting. For the local diagnoser Di, i ∈ I, we assume that Σi

o ⊆ Σ is the set of observable
events and ∆i = Σi

o is its local observation set. Then, the local non-deterministic observation mapping
Oi can be defined by Oi(q, σ) = {σ} for all σ ∈ Σi

o and Oi(q, σ) = {ǫ} for all σ /∈ Σi
o. Furthermore, inter-

mittent sensor failures, which assume the observations of some sensors may be lost intermittently [43,44],
can also be captured by non-deterministic observation mapping. Specifically, in this setting, the event set
is partitioned into three disjoint parts for each diagnoser Di, i ∈ I: Σ = Σi

r∪̇Σ
i
ur∪̇Σ

i
uo, where Σ

i
r contains

reliable events such that their occurrence can always be accurately observed by sensors of Di, Σ
i
ur is the

set of unreliable events such that their occurrence may be observed or lost by sensors of Di and Σi
uo

contains unobservable events that can never be observed by sensors of Di. To capture this setting by
non-deterministic observation mapping, we assume that ∆i = Σi

r ∪Σi
ur and for any q ∈ Q and σ ∈ Σ, Oi

is defined by

Oi(q, σ) =











{σ}, if σ ∈ Σi
r,

{σ, ε}, if σ ∈ Σi
ur,

{ε}, if σ ∈ Σi
uo.

(3)
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Figure 1 System G.

2.3 Decentralized fault diagnosis

In the context of fault diagnosis, we assume there are failures in the system, which are modeled by a set
of fault events ΣF ⊂ Σ. In this paper, we only consider a single type of fault for the sake of simplicity.
A string s ∈ Σ+ is said to be faulty if there is a fault event σ ∈ ΣF in s, and we write as ΣF ∈ s with a
slight abuse of notation; otherwise, we say string s is normal. We use LF (G) = {s ∈ L(G) : ΣF ∈ s} and
Lω
F (G) = {s ∈ Lω(G) : ΣF ∈ s} to denote the sets of all finite and infinite faulty strings generated by G,

respectively. We define

Ψ(G) = {s ∈ LF (G) : ∀t ∈ {s} \ {s},ΣF /∈ t}

as the set of faulty strings where fault events occur for the first time. Codiagnosability (with non-
deterministic observations) [27] is defined as follows.

Definition 1 (Codiagnosability). System G is said to be codiagnosable w.r.t. mapping Oi, i ∈ I and
fault events ΣF , if

(∃n ∈ N)(∀s ∈ Ψ(G))(∀st∈L(G))[|t| > n ⇒ codiag],

where the diagnostic condition codiag is

(∃i ∈ I)(∀v ∈ L(G))[Oi(v) ∩ Oi(st) 6= ∅ ⇒ ΣF ∈ v].

Intuitively, the above definition says that a system is codiagnosable if the occurrence of faulty events
can always be detected in a bounded number of steps by at least one local diagnoser.

Example 2. Consider system G depicted in Figure 1 where the fault event set is ΣF = {f}. For faulty
string s = f ∈ Ψ(G), it can be extended to an arbitrary long faulty string sF = f(da)n, n ∈ N. The
observations of sF for local diagnoser D1 and D2 are O1(sF ) = O2(sF ) = {[(o1 + o2)o3]

n}. However,
there is a normal string v = b(cde)n such that the observation of v for the first local diagnoser satisfies
O1(v) ∩ O1(sF ) = {o2o3(o1o3)

n−1} and the observation of v for the second local diagnoser satisfies
O2(v) ∩O2(sF ) = {(o1o3)n}. Therefore, system G is not codiagnosable with respect to O1,O2 and ΣF .

2.4 Linear temporal logic

Let AP be a finite set of atomic propositions. An LTL formula is built on atomic propositions, Boolean
operators and temporal operators based on the following grammar:

ϕ ::= ⊤ | p | ¬ϕ | ϕ1 ∧ ϕ2 | ©ϕ | ϕ1Uϕ2,

where ⊤ denotes true, p ∈ AP is an atomic proposition, ¬ and ∧ represent logical negation and conjunc-
tion, while © and U denote temporal operators “next” and “until”, respectively. The temporal operators
♦ (“eventually”) and 2 (“always”) can be induced by above operators: ♦ϕ = ⊤Uϕ and 2ϕ = ¬♦¬ϕ.

LTL formulae are used to describe temporal properties of infinite words, where an infinite word is an
infinite string over the set 2AP . For an infinite word s ∈ (2AP)ω , s |= ϕ denotes that the word s satisfies
LTL formula ϕ. We define the set of all words satisfying LTL formula ϕ by word(ϕ) = {s ∈ (2AP)ω : s |=
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ϕ}. The reader is referred to [45] for more details about the semantics of LTL, which are omitted here
for the sake of brevity.

To structurally represent all words satisfying an LTL formula, a common tool is the non-deterministic
Büchi automaton (NBA), defined as follows.

Definition 2 (NBA). An NBA is a 5-tupe B = (X,X0,ΣB, ξ,F), where X is a finite set of states,
X0 ⊆ X is a finite set of initial states, ΣB is a finite alphabet, ξ : X × ΣB → 2X is a non-deterministic
transition function and F ⊆ X is the set of accepting states.

For an infinite string s = σ1σ2 · · · ∈ ΣB
ω, an infinite state sequence γ = x0x1 · · · ∈ Xω is induced by

s if x0 ∈ X0 and for any i = 0, 1, . . ., we have xi+1 = ξ(xi, σi+1). An infinite state sequence γ ∈ Xω is
accepted by an NBA B if it visits accepting states F for infinite number of times, i.e., Inf(γ) ∩ F 6= ∅,
and we say an infinite string s is accepted by B if it induces an accepted state sequence. Lω

m(B) denotes
the set of all infinite strings accepted by B.

For any LTL formula ϕ, we can translate it into an NAB B with ΣB = 2AP whose accepting strings is
equivalent to the strings satisfying ϕ [45], i.e., Lω

m(B) = word(ϕ). We say this NBA B is associated with
ϕ. There are well-known tools to calculate this translation such as LTL2BA [46].

3 LTL-based constraints of unreliable sensors

3.1 Motivation example

In the previous section, the non-deterministic observation mapping under decentralized observation struc-
ture Oi : Q × Σ → 2∆i∪{ǫ} essentially captures the possible decentralized observation space in the worst
observation case. However, some observation realizations may be infeasible in practice when we have
more prior information about sensor failures. For example, we consider the scenario of permanent sensor
failures under a decentralized observation setting, where once a sensor fails, it will never repair. For
system G in Figure 1, as we discussed in Example 1, there are two local diagnosers. We focus on the
first local diagnoser D1 and assume that the sensor of event c has permanent failures, that is, once it
fails to observe event c, it will never observe event c successfully forever. In this case, for the event
string s = bcdec, its observation realization o3o1o2 ∈ O1(s) in the non-deterministic mapping is no longer
feasible, since the sensor of event c has already failed to observe o2 when c occurs at the first time and it
is not possible to observe event c thereafter. Thus, the non-deterministic mapping cannot deal with such
a simple scenario of permanent sensor failures. Several approaches have been proposed in the literature
to solve this problem in centralized [29, 31, 37] and decentralized [32] observation framework.

However, the existing decentralized robust diagnosis framework of DES still has two gaps to realistic
situation. First, it is assumed that all sensors can only have the same type of failures, such as inter-
mittent sensor failures [43], permanent sensor failures [32] and K-loss sensor failures [47]. In practice,
as a result of different physical environment conditions, sensors of different local diagnosers may suffer
from different types of failures. Thus, it is necessary to develop a uniform framework that can capture
different types of sensor failures comprehensively for local diagnosers. Second, the existing framework of
decentralized robust diagnosis assumes that there are only private sensors corresponding to each local
diagnoser. Namely, it is not able to consider the presence of some sensors that can broadcast observations
to all local diagnosers. In many realistic cases with limited resources, there exist some common sensors
that broadcast observations to all local diagnosers in the mean time. As a result, the observations of
events observed by common sensors are the same for all local diagnosers whenever these events occur.

In this paper, we consider a decentralized scheme with common sensors where sensors of different local
diagnosers may have different types of sensor failures. Intuitively, as shown in Figure 2, we assume each
local diagnoser Di, i ∈ I, obtains observations of the plant behaviors through both its private sensors and
common sensors. Different local diagnosers own different private sensors and observations, but will receive
the same observations from common sensors. To motivate our development, we again consider system
G as depicted in Figure 1 and take the scenario where different types of sensor failures are considered
comprehensively and there exists a common sensor as an example. As we discussed in Example 1, there
are two local diagnosers. Sensors that broadcast observations to all local diagnosers are called common
sensors and others are referred to as private sensors. First, we assume that the sensor of event a is
common, that is, the observations received by local diagnoser D1 and D2 are the same whenever event
a occurs. Note that there are two kinds of possible outputs {o1, o2} when event a occurs. We assume



Dong W J, et al. Sci China Inf Sci January 2025, Vol. 68, Iss. 1, 112207:7

Figure 2 Decentralized diagnosis scheme with common sensors. For local diagnoser Di, i ∈ I, mi denotes the number of its

private sensors and sij denotes the jth private sensor of Di where j = 1, . . . ,mi. The number of common sensors is denoted by mc

and scj denotes the jth common sensor where j = 1, . . . ,mc.

the common sensor is subject to fairness failures [48], that is, if event a occurs infinitely, the common
sensor will observe o1 for infinite times. Second, for local diagnoser D1, the sensor of event c suffers from
permanent sensor failures [32], and the sensor of event e has intermittent sensor failures [43], that is, it
observes a symbol in {o1, o4} non-deterministically when event e occurs. Finally, for local diagnoser D2,
we assume that private sensors of events b, c, e have intermittent sensor failures. With the above setting,
consider the finite string s = fad ∈ L(G). It is infeasible for D1 to obtain observation o1o3 and for D2 to
obtain observation o2o3 at the mean time, since the output of event a should be the same for both local
diagnosers. Both local diagnoser D1 and D2 can only receive either o1o3 or o2o3 concurrently.

Such complex combinations of different types of sensor failures cannot be analyzed in existing decen-
tralized robust diagnosis frameworks. This gap motivates us to provide a general framework that can
deal with the case which considers several types of sensor failures comprehensively and is compatible with
the existence of common sensors. Specifically, the basic idea of our approach is as follows:

• First, we construct the unconstrained observation space for each local diagnoser by considering all
possible outputs of common sensors and private sensors;

• Then, we further eliminate infeasible observations for each local diagnoser according to how common
sensors and private sensors should behave;

• Finally, we consider executions of all local diagnosers comprehensively under the unity of common
sensors.

3.2 LTL based common and private sensor constraints

In this paper, we assume that the two sets of events observed by common sensors and private sensors are
disjoint. In this case, we can partition the event set into two disjoint subsets

Σ = Σl∪̇Σc,

where Σl is the set of private events which are only observed by private sensors of local diagnosers and
Σc is the set of common events which are only observed by common sensors. Given system G, the
limited observation mapping of common sensors is defined by Oc : Q × Σc → 2∆c∪̇{ǫ}, where ∆c is the
set of observation symbols of common sensors. For the private sensors of local diagnoser Di, i ∈ I, its
observation mapping is defined by Oi

l : Q×Σl → 2∆
i
l∪̇{ǫ}, where ∆i

l is the set of output symbols of private
sensors corresponding to Di. For the diagnoser Di, its observation symbols set is ∆i = ∆i

l ∪∆c. Then,
the observations of all local diagnosers can be obtained by general observation mapping P : Q × Σ →
2∆1∪̇{ǫ}×···×∆κ∪̇{ǫ}, which is defined as follows: for any state q ∈ Q and event σ ∈ Σ,

P(q, σ) = {(o1, o2, . . . , oκ) ∈ ∆1∪̇{ǫ} × · · · ×∆κ∪̇{ǫ} :

(σ ∈ Σc → o1 = o2 = · · · = oκ∈Oc(q, σ)) ∧ (∀i ∈ I)(σ ∈ Σl → oi∈O
i
l(q, σ))}.

Intuitively, when event σ is enabled at state q, there are two cases: (i) if the event is a common event,
i.e., σ ∈ Σc, all local diagnosers will receive the same observation from the common sensor of σ, i.e.,
o1 = o2 = · · · = oκ = Oc(q, σ); (ii) if the event is a private event, each local diagnoser will receive
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observation from its own private sensor, i.e., oi = Oi
l(q, σ). In this case, the observation received by

local diagnoser Di, i ∈ I is obtained through combining observations from private sensors and common
sensors, which is defined by the local observation mapping Pi : Q × Σ → 2∆

i
l∪̇∆c∪̇{ǫ}, which is formally

defined by: for any state q ∈ Q and event σ ∈ Σ, we have

Pi(q, σ) = {o ∈ ∆i ∪ {ǫ} : (∃(o1, o2, . . . , oκ) ∈ P(q, σ))(o = oi)}.

Note that since the common events are observed by common sensors and their outputs will be broadcast
to all local diagnosers, every local diagnoser will have the same observation whenever the common event
occurs. Therefore, it holds that for any common event σ ∈ Σc and any state q ∈ Q, P1(q, σ) = · · · =
Pκ(q, σ).

In order to capture the relationship among internal states, internal event and external outputs for
local diagnoser Di, i ∈ I, we define the set of local extended events for Di by Σi

e = Σc
e∪̇Σ

i
e,l, where

Σc
e = Q × Σc × (∆c∪̇{ǫ}) is the set of extended events corresponding to common sensors and Σi

e,l =

Q × Σl × (∆i
l∪̇{ǫ}) is the set of extended events corresponding to private sensors owned by Di. A local

extended event string s = (q0, σ0, o0)(q1, σ1, o1) · · · ∈ (Σi
e)

+
is generated by system G and corresponding

to local diagnoser Di, i ∈ I, if for any j = 0, 1, . . . , we have δ(qj , σj) = qj+1, oj ∈ Pi(qj , σj) and q0 is
the initial state of G. Li(G) and Lω

i (G) denote the sets of all finite and infinite extended strings of local

diagnoser Di, i ∈ I, respectively. Then, for any extended string s = (q0, σ0, o0)(q1, σ1, o1) · · · ∈ (Σi
e)

+
,

ΘQ(s) = q0q1 · · · ∈ Q+, ΘΣ(s) = σ0σ1 · · · ∈ Σ+ and Θ∆(s) = o0o1 · · · ∈ ∆+
i denote its internal state

sequence, internal event string and external observation string, respectively. Note that, the external
observation string Θ∆(s) is an observation realization of s for local diagnoser Di. Then, we define by
Σi

e,F = {σ ∈ Σi
e : ΘΣ(σ) ∈ ΣF } the faulty extended event set for local diagnoser Di, i ∈ I. Similarly,

Li,F (G) ⊂ Li(G) and Lω
i,F (G) ⊂ Lω

i (G) denote the sets of finite and infinite extended faulty strings for
Di.

To model behaviors of common and private sensors, APc denotes the atomic proposition set of common
sensors, called common propositions, and for local diagnoserDi, i ∈ I, AP i

l denotes the atomic proposition
set of its private sensors, called private propositions ofDi. We assume that each set of private propositions
and the set of common propositions are disjoint, i.e., ∀i ∈ I,AP i

l ∩APc = ∅. AP i = AP i
l ∪APc denotes

the set of atomic propositions for local diagnoserDi. We define the common labeling function for common
sensors by labelc : Σc

e → 2APc which assigns each extended event a set of common propositions, and we

define the private labeling function for private sensors of local diagnoser Di, i ∈ I, by labelil : Σ
i
e,l → 2APi

l .
Then, by combining common labeling function and private labeling function, we construct the local
labeling function of local diagnoser Di, i ∈ I, by labeli : Σ

i
e → 2APi . Formally, the local labeling function

of local diagnoser Di, i ∈ I, is defined by: for any event σe = (q, σ, o) ∈ Σi
e, we have

labeli(σe) =

{

labelc(σe), if σe ∈ Σc
e,

labelil(σe), if σe ∈ Σi
e,l.

For any extended string s = σ1σ2 · · · ∈ (Σi
e)

+, we define its trace as trace(s) = labeli(σ1)labeli(σ2) · · · ∈
(2APi)+. Based on APc, we can describe the constraint of common sensors by an LTL formula ϕc over
atomic proposition set APc. For each local diagnoser Di, i ∈ I, we can capture constraints of its private
sensors by an LTL formula ϕi

l over atomic proposition set AP i
l. Then, ϕi = ϕi

l∧ϕc is the sensor constraint
of Di, i ∈ I, which is a conjunction of local sensor constraint ϕi

l for local diagnoser Di and common sensor
constraint ϕc. We say an infinite extended string s ∈ (Σi

e)
ω is ϕi-compatible, if its trace satisfies ϕi, i.e.,

trace(s) |= ϕi, and we write s |= ϕi if s is ϕi-compatible, for simplicity. We use

Lϕ
i (G) = {s ∈ Lω

i (G) : s |= ϕi}

to denote the set of all ϕi-compatible infinite extended strings for local diagnoser Di, i ∈ I, while Lϕ
i,F =

Lϕ
i (G)∩Lω

i,F (G) is the set of extended faulty strings that are ϕi-compatible. We define ϕ = (ϕ1, . . . , ϕκ)
as the set of all sensor constraints for local diagnosers.

Remark 2. Intuitively, we use LTL formulae to specify realistic properties of common sensors and
private sensors and only infinitely observations that satisfy constraints of sensors are feasible. Specifically,
once we specify that the common sensors satisfying constraint ϕc and private sensors of Di satisfying
constraint ϕi

l , i ∈ I, only behaviors in Lϕ
i (G) are feasible in practice. In this case, when local diagnoser

Di online diagnoses system G, it only obtains observations of extended strings in Lϕ
i (G).
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To capture the observations received by local diagnoser Di, i ∈ I, under local sensor constraint ϕi, we
define the local observation function by Mi : Σ

+ → ∆+
i for local diagnoser Di, which is formally defined

by: for any s ∈ Σ+,

Mi(s) = {ρ ∈ ∆+
i : (∃se ∈ Lϕ

i (G) ∪ Lϕ
i (G)) s.t. [(ΘΣ(se) = s) ∧ (Θ∆(se) = ρ)]}. (4)

Intuitively, Mi(s) contains all feasible observations obtained by Di through the sensors satisfying con-

straint ϕi when system G executes s. By the above equation, for any se ∈ Lϕ
i (G) ∪ Lϕ

i (G), we also
have Θ∆(se) ∈ Mi(ΘΣ(se)). To comprehensively consider feasible observations of all local diagnosers,
we define the infinite general observations of an infinite event string s ∈ Σω as κ-table of observations in
the form (ρ1, ρ2, . . . , ρκ) ∈ ∆+

1 ×· · ·×∆+
κ
, which can be obtained by infinite general observation function

Mϕ : Σω → ∆+
1 × · · · ×∆+

κ
defined as follows: for any s ∈ Σω,

Mϕ(s) ={(ρ1, ρ2, . . . , ρκ) ∈ ∆+
1 × · · · ×∆+

κ
: (∃(s1, s2, . . . , sκ) ∈ Lϕ

1 (G)

× · · · × Lϕ
κ
(G))[(∀i ∈ I)(ΘΣ(si) = s ∧Θ∆(si) = ρi) ∧ (∀j ∈ N)

(s[j] ∈ Σc → Θ∆(s1[j]) = Θ∆(s2[j]) = · · · = Θ∆(sκ[j]))]}. (5)

Intuitively, when system executes s ∈ Σω, Mϕ(s) contains all possible combinations of observations
(ρ1, ρ2, . . . , ρκ) ∈ ∆+

1 × · · · ×∆+
κ
such that there exists an extended string combination (s1, s2, . . . , sκ) ∈

Lϕ
1 (G) × Lϕ

2 (G) × · · · × Lϕ
κ
(G) satisfying that (i) for any i ∈ I, si has the internal event string s and

the external observation ρi; (ii) for any j ∈ N, if s[j] is a common event, the outputs of si[j] for
all i ∈ I must be equal. Essentially, general observation function Mϕ generates the combinations of
observations obtained by local diagnosers taking into consideration both constraints of private sensors
and common sensors. Then, the finite general observations are the combinations of finite feasible local
observations. Formally, finite general observations can be obtained by finite general observation function
M

ϕ
: Σ∗ → ∆∗

1 × · · · ×∆∗
κ
defined as follows: for any s ∈ Σ∗,

M
ϕ
(s) ={(ρ1, ρ2, . . . , ρκ) ∈ ∆∗

1 × · · · ×∆∗
κ
: (∃(s1, s2, . . . , sκ) ∈ Lϕ

1 (G)× · · · × Lϕ
κ(G))[(∀i ∈ I)(ΘΣ(si)

= s ∧Θ∆(si) = ρi) ∧ (∀j ∈ N)(s[j] ∈ Σc → Θ∆(s1[j]) = Θ∆(s2[j]) = · · · = Θ∆(sκ[j]))]}.

Note that for any string s ∈ Σ∗, we have M
ϕ
(s) ⊆ M1(s) × M2(s) × · · · × Mκ(s), but the equality

does not hold in general since the observations from common sensors have to be equivalent for each
local diagnosers. For the system G, the set of all infinite and finite general observation is defined as
Mϕ(Lω(G)) =

⋃

s∈Lω(G) M
ϕ(s) and M

ϕ
(L(G)) =

⋃

s∈L(G) M
ϕ
(s), respectively, and similarly, for each

i ∈ I, we define the set of all local observations as Mi(L(G)) =
⋃

s∈L(G) Mi(s).
Note that how to specify labeling functions and LTL formulae is application-dependent. We use the

following example to illustrate this procedure.

Example 3. We still consider the system G depicted in Figure 1 where there are two local diagnosers.
We consider the motivation example in Subsection 3.1 more specifically. The set of private events can
be defined as Σl = {b, c, d, e, f} and the set of common events is Σc = {a}. For the common sensor,
the observation symbol set is ∆c = {o1, o2} and any symbol in ∆c can be observed non-deterministically
whenever event a occurs. We assume that the output o1 is fair, that is, if event a occurs infinitely, the
common sensor will observe o1 for infinite times. To describe this scenario, we can choose the set of
common propositions APc = {m0,m1}, where m0 and m1 represent the observation of event a is o1 and
o2, respectively. Then, we define the common labeling function labelc : Σc

e → 2APc by: for any event
σe = (q, σ, o) ∈ Σc

e, we have

labelc(σe) =











{m0}, if σ = a ∧ o = o1,

{m1}, if σ = a ∧ o = o2,

∅, otherwise.

Then the constraint of common sensor can be formalized as ϕc = (2♦(m0 ∨m1)) → (2♦m0). Intuitively,
the formula ϕc means that if event a occurs infinitely, then the observation o1 will be observed for the
infinite number of times.

As for local diagnoser D1, the output symbols of its private sensors is ∆1
l = {o1, o2, o3, o4}. We

assume that (i) the reason why event c may be unobservable is due to permanent sensor failures, that
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is, once event c becomes unobservable, diagnoser D1 can never observe it; (ii) the sensor of event e has
intermittent sensor failures, that is, diagnoser D1 obtains an output in {o1, o4} non-deterministically
whenever event e occurs. In this case, we define the atomic propositions of private sensors of D1 by
AP1

l = {m1
0,m

1
1}, where m1

0 and m1
1 represent the sensor of event c has a successful observation o2 and

failing one ǫ, respectively. According to the properties of private sensors of D1, we define the private
labeling function label1l : Σ1

e,l → 2AP1
l by: for any event σe = (q, σ, o) ∈ Σ1

e,l

label1l (σe) =











{m1
0}, if σ = c ∧ o = o2,

{m1
1}, if σ = c ∧ o = ǫ,

∅, otherwise.

Then the local sensor constraint of diagnoser D1 can be written as ϕ1
l = 2(m1

1 → 2¬m1
0). Note

that the local sensor constraint ϕ1
l only restricts the observation of event c explicitly but does not

make any constraint on event e. This is because the type of sensor fault of event e is an intermittent
failure, which means the observation of event e may be any value in a finite set uncertainly when it
occurs, and we actually use the true formula to represent this constraint. The sensor constraint of D1 is
ϕ1 = ϕc ∧ ϕ1

l = ((2♦m0 ∨m1) → (2♦m0)) ∧ (2(m1
1 → 2m1

0)).
Finally, for local diagnoser D2, its output symbols are ∆2

l = ∆1
l and its private sensors of event {b, c, e}

have intermittent sensor failures. As a result, we can set the atomic propositions of its private sensors as
AP2

l = ∅ and define the local sensor constraint of D2 by ϕ2
l = ⊤. In this case, the sensor constraint of

D2 is ϕ2 = ϕc ∧ ϕ2
l = ϕc.

Under above mentioned sensor constraints, consider local diagnoser D1. We know that the local ex-
tended string s1 = (1, b, ǫ)(2, c, ǫ)(3, d, o3)(4, e, o1)[(2, c, o2)(3, d, o3)(4, e, o1)]

ω ∈ (Σi
e)

ω is not ϕi-compatible
and s1 /∈ Lϕ

1 (G), since trace(s1) = ∅m1
1∅∅(m

1
0∅∅)

ω 6|= ϕ1. Thus, it is impossible for D1 to observe the finite
output o3o1o2o3o1, since the extended string s′1 = (1, b, ǫ)(2, c, ǫ)(3, d, o3)(4, e, o1)(2, c, o2)(3, d, o3)(4, e, o1)

∈ {s1} is not included in Lϕ
1 (G). However, the infinite extended string s2 = (1, b, ǫ)(2, c, ǫ)(3, d, o3)(4, e, o1)

[(2, c, ǫ)(3, d, o3)(4, e, o1)]
ω ∈ (Σi

e)
ω, whose trace is trace(s2) = ∅m1

1∅∅(m
1
1∅∅)

ω |= ϕ1, is ϕ1-compatible
and s2 ∈ Lϕ

1 (G). Therefore, we have (o3o1)
ω ∈ M1(b(cde)

ω).

4 Codiagnosability under sensor constraints

In this section, we investigate codiagnosability subject to LTL-based sensor constraints. Specifically,
we first modify the existing definition of codiagnosability in Definition 1 to a novel notion, called ϕ-
codiagnosability. Then, we prove that ϕ-codiagnosability is the necessary and sufficient condition for the
existence of a set of decentralized diagnosers that work correctly under sensor constraint ϕ.

By taking the issues of the sensor constraint ϕ into account, we formally propose a new notion of
codiagnosability, called ϕ-codiagnosability.

Definition 3 (ϕ-codiagnosability). System G is said to be ϕ-codiagnosable w.r.t. local observation
mappings {Pi}i∈I , fault events ΣF and sensor constraint ϕ = (ϕ1, . . . , ϕκ), if

(∀s∈Lω
F (G))(∀(ρ1, ρ2, . . . , ρκ) ∈ Mϕ(s))(∃i ∈ I)(∃ρ ∈ {ρi})[ϕ-codiag], (6)

where the ϕ-codiagnostic condition ϕ-codiag is

(∀v ∈ L(G))[ρ ∈ Mi(v) ⇒ ΣF ∈ v].

Intuitively, the above definition says that, for any infinite faulty string s ∈ Lω
F (G) and its general

observation (ρ1, ρ2, . . . , ρκ) ∈ Mϕ(s), there is a local diagnoser Di, i ∈ I and a finite prefix ρ of ρi such
that for any finite string v ∈ L(G), if the local observation of v contains ρ, i.e., ρ ∈ Mi(v), then the string
v must also be faulty. Essentially, ϕ-codiagnosability extends the standard codiagnosability by restricting
our attention to local observations that are generated by constrained sensors and taking common sensors
into the consideration.

Remark 3. Note that LTL sensor constraint ϕ is imposed on infinite strings. As a result, in the
definition of ϕ-codiagnosability, we can only guarantee that for any infinite faulty string, there is a finite
detection bound, while this does not imply the existence of a uniform detection bound for all faulty
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strings. In our previous work [37] for the centralized case, we showed that if the LTL formula ϕ is a
safety property, then a uniform detection bound exists for all faulty strings. Similar results can also be
obtained for our decentralized case.

Example 4. Let us still consider the system G shown in Figure 1 with the same setting in Example 3.
There is an infinite faulty string sF = f(ad)ω ∈ Lω(G), along which there are two infinite faulty extended
strings s1 = s2 = (1, f, ǫ)(5, a, o2)[(6, d, o3)(5, a, o1)]

ω
for local diagnoser D1 and D2, respectively, such

that trace(s1) = trace(s2) = ∅m1(∅m0)
ω
. Since trace(s1) |= ϕ1, we have ρ1 = Θ∆(s1) = o2(o3o1)

ω ∈
M1(s), and since trace(s2) |= ϕ2, we have ρ2 = Θ∆(s2) ∈ M2(s). By (5), the general observation
(ρ1, ρ2) is included in Mϕ(s). On the other hand, consider a normal string v = b(cde)ω ∈ Lω(G). For
local diagnoser D1, there is v1 = (1, b, ǫ)(2, c, o2)[(3, d, o3)(4, e, o1)(2, c, ǫ)]

ω ∈ (Σi
e)

ω such that trace(v1) =
∅m1

0(∅∅m
1
1)

ω |= ϕ1, i.e., v1 ∈ Lϕ
1 (G) and Θ∆(v1) = ρ1 ∈ M1(v1). For local diagnoser D2, there is

v2 = (1, b, o2)(2, c, ǫ)[(3, d, o3)(4, e, ǫ)(2, c , o1)]
ω ∈ (Σi

e)
ω such that trace(v2) = ∅ω |= ϕ2, i.e., v2 ∈ Lϕ

2 (G)
and Θ∆(v2) = ρ2 ∈ M2(v2). Therefore, there exists an infinite faulty string s ∈ Lω(G) such that one of
its general observation (ρ1, ρ2) satisfies that for each i ∈ {1, 2} and any prefix ρ ∈ {ρi}, there exists a
normal finite string v′ ∈ {vi} having the output ρ for diagnoser Di, i.e., ρ ∈ Mi(v

′). By Definition 3, the
system G is not ϕ-codiagnosable.

The decentralized diagnosis problem of a system with sensors constrained by ϕ requires that the
occurrence of any faulty event should be detected by at least one local diagnoser Di, i ∈ I. Formally, a
local diagnoser Di, i ∈ I is defined as a function

Di : Mi(L(G)) → {0, 1},

which assigns each local observation a diagnostic decision. If Di is sure that a fault has occurred, then “1”
is issued; otherwise Di issues “0”. Then, the decentralized diagnoser is a combination of local diagnosers
and is defined as {Di}i∈I : M

ϕ
(L(G)) → {0, 1} which issues the decision “1” if at least one local diagnoser

issues “1”; otherwise, issues “0”. We say that a decentralized diagnoser works correctly subject to sensor
constraint ϕ if it satisfies the following conditions:

(C1) For any occurrence of a fault event, the decentralized diagnoser will eventually issue a fault alarm,
i.e.,

(∀s ∈ Lω
F (G))(∀(ρ1, . . . , ρκ) ∈ Mϕ(s))(∃t ∈ {s})(∃(ρ′1, . . . , ρ

′
κ
) ∈ M

ϕ
(t))

[(∀i ∈ I)(ρ′i ∈ {ρi})] ∧ [{Di}i∈I((ρ
′
1, . . . , ρ

′
κ
)) = 1].

(C2) For any normal execution, the decentralized diagnoser will not issue a false alarm, i.e.,

(∀s ∈ L(G) : ΣF /∈ s)[(∀(ρ1, . . . , ρκ) ∈ M
ϕ
(s))({Di}i∈I((ρ1, . . . , ρκ)) = 0)].

The following theorem says that the ϕ-codiagnosability in Definition 3 is a necessary and sufficient
condition for the existence of a decentralized diagnoser working correctly under sensor constraint ϕ.

Theorem 1. There exists a decentralized diagnoser {Di}i∈I : M
ϕ
(L(G)) → {0, 1} satisfying conditions

(C1) and (C2) if and only if G is ϕ-codiagnosable w.r.t. faulty event ΣF , local observation mappings
{Pi}i∈I , and sensor constraint ϕ.

Proof. (⇐) We prove the necessity by contradiction. Suppose that there exists a diagnoser {Di}i∈I

satisfying conditions (C1) and (C2), while, for the sake of contradiction, we assume that system G is
not ϕ-codiagnosable. Then, there exists an infinite faulty string s ∈ Lω

F (G) and a general observation

(ρ1, ρ2, . . . , ρκ) ∈ Mϕ(s) such that for any i ∈ I and any prefix ρ ∈ {ρi}, we can find a normal string
v ∈ L(G) that has the local observation ρ for local diagnoser Di. Therefore, for any t ∈ {s}, we have
(ρt1, ρ

t
2, . . . , ρ

t
κ
) ∈ M

ϕ
(t) such that for any i ∈ I, ρti is a prefix of ρi, and there exists a finite normal string

v′ ∈ {v} having the observation ρti, that is, there is a finite general observation (ρv
′

1 , . . . , ρti, . . . , ρ
v′

κ
) ∈

M
ϕ
(v′). Since diagnoser {Di}i∈I satisfies conditions (C2), we have {Di}i∈I(ρ

v′

1 , . . . , ρti, . . . , ρ
v′

κ
) = 0.

Thus, we have Di(ρ
t
i) = 0 for any i ∈ I. As a result, ∀t ∈ {s}, {Di}i∈I(ρ

t
1, ρ

t
2, . . . , ρ

t
κ
) = 0, i.e., condition

(C1) does not hold for diagnoser {Di}i∈I , which contradicts the assumption.
(⇒) Suppose system G is ϕ-codiagnosable. We consider the local diagnoser Di : Mi(L(G)) → {0, 1}

given as: for any ρ ∈ Mi(L(G))

Di(ρ) =

{

1, if ∀s ∈ L(G) : ρ ∈ Mi(s) ⇒ ΣF ∈ s,

0, otherwise.
(7)
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Then, we claim that the decentralized diagnoser {Di}i∈I satisfies conditions (C1) and (C2). To see that
(C1) holds, we consider any faulty string s ∈ Lω

F (G). By definition of ϕ-codiagnosability, for any general

observation (ρ1, ρ2, . . . , ρκ) ∈ Mϕ(s), there exists i ∈ I and ρ ∈ {ρi} such that for any string v ∈ L(G),
if ρ ∈ Mi(v), v is faulty. By (7), we have Di(ρ) = 1. Along string s, we can find a prefix t ∈ {s} and
(ρt1, ρ

t
2, . . . , ρ

t
κ
) ∈ M

ϕ
(t) such that ρti = ρ and for any j ∈ I, ρtj is a prefix of ρj . Since Di(ρ

t
i) = 1, we

have {Di}i∈I((ρ
t
1, ρ

t
2, . . . , ρ

t
κ
)) = 1. We next show that the diagnoser {Di}i∈I satisfies condition (C2).

Consider any normal string s ∈ L(G),ΣF /∈ s. For any (ρ1, . . . , ρκ) ∈ M
ϕ
(s), we have ρi ∈ Mi(s) and

Di(ρi) = 0 for any i ∈ I. Thus, we have {Di}i∈I((ρ1, . . . , ρκ)) = 0.

5 Verification of ϕ-codiagnosable

In this section, we investigate how to verify ϕ-codiagnosable based on the verification system.

5.1 Local augmented system

To consider the dynamic of system and sensor constraints, our first step is to construct the local augment
system for each local diagnoser.

Definition 4 (Local augmented systems). Given system G = (Q,Σ, δ, q0) with fault events ΣF and local
observation mappings {Pi}i∈I , we define the local augment system associated with the local diagnoser
Di as a new-tuple

G̃i = (Q̃i, q̃i,0,Σ
i
e, δ̃i), (8)

where
• Q̃i ⊆ Q× {F,N} is the set of augmented states;
• q̃i,0 = (q0, N) is the initial augmented state;
• Σi

e is the set of local extended events;
• δ̃i : Q̃i × Σi

e → Q̃i is the transition function.
The transition function δ̃i is defined as follows: for any q̃ = (q, l) ∈ Q̃i and σ̃ = (q, σ, o) ∈ Σi

e, we have
δ̃i(q̃, σ̃)! whenever δ(q, σ)! and o ∈ Pi(q, σ). Specifically, δ̃i(q̃, σ̃) is defined as

δ̃i(q̃, σ̃) =

{

(δ(q, σ), N), if l = N ∧ σ̃ /∈Σi
e,F ,

(δ(q, σ), F ), otherwise.

By the construction of local augmented systems, similar to [37], we have the following two properties
of each local augment system G̃i, i ∈ I:

• First, the augment system G̃i generates extended event strings of local diagnoser Di. Essentially, G̃i

associates external observation and emission state information to an internal event, but still tracks the
original dynamic of system G. Therefore, we have that for any i ∈ I,L(G̃i) = Li(G).

• Second, for each augmented state (q, l) ∈ Q̃i, the first component q ∈ Q is the internal state in
system G and the second component l ∈ {N,F} is the label recording whether a fault event has occurred.
Specifically, the label is N initially and then transferred to F whenever an extended fault event occurs
and the label F will be kept forever. For the local augmented system G̃i, Q̃

F
i = {(q, l) ∈ Q̃i : l = F} is

the set of faulty augmented states and Q̃N
i = {(q, l) ∈ Q̃i : l = N} is the set of normal augmented states.

Example 5. Again, consider system G depicted in Figure 1. Its augmented systems G̃1 and G̃2 are
depicted in Figures 3(a) and (b), respectively. For any i ∈ I, all states reachable via extended faulty
event (1, f, ǫ) are augmented with “F”. For the sake of simplicity, we use σo

q to denote the extended
event (q, σ, o). Note that each augmented system tracks the actual transitions of the original system G
and the observations of the corresponding local diagnoser. For example, consider the augmented system
G̃1. Since there is transition δ(4, e) = 2 and observation P1(4, e) = {o1, o4}, we have two transitions in
G̃1: δ̃i(4N, eo14 ) = 2N and δ̃i(3N, eo44 ) = 2N .

5.2 Local observation constrained system

In order to capture feasible extended strings that can be obtained from sensors constrained by ϕ, we
construct the local observation constrained system of each local diagnoser. First, for any i ∈ I, we
translate the sensor constraint ϕi into an NBA Bϕi

= (X,X0, 2
APi , ξ,F) such that Lω

m(Bϕi
) = word(ϕi).

Then, the local observation constrained system of Di is formally defined as follows.
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Figure 3 Augmented systems of system G. For simplicity, we also use σo
q to denote extended event (q, σ, o). (a) Augmented

system G̃1; (b) augmented system G̃2.

Definition 5 (Local observation constrained system). Given augmented system G̃i = (Q̃i, q̃i,0,Σ
i
e, δ̃i)

and NBA Bϕi
= (X,X0, 2

APi , ξ,F), the local observation constrained system of Di is defined as a new-
tuple

Ti = (Qi
T ,Σ

i
e, δ

i
T , Q

i
0,T , Q

i
m,T ), (9)

where
• Qi

T ⊆ Q̃i ×X is the set of states;
• Σi

e is still the set of local extended events;

• δiT : Qi
T × Σi

e → 2Q
i
T is the non-deterministic transition function defined by

δiT (qT , σT ) =
{

(q̃′, x′) : q̃′ = δ̃i(q̃, σT ) and x′ ∈ ξ(x, labeli(σT ))
}

for any qT = (q̃, x) ∈ Qi
T and σT ∈ Σi

e;
• Qi

0,T = {q̃i,0} ×X0 is the set of initial states;

• Qi
m,T = {(q̃, x) ∈ Qi

T : x ∈ F} is the set of accepting states.

Intuitively, the local observation constrained system Ti is a synchronization of the augmented system
G̃i and the NBA Bϕi

according to labels of extended events. Specifically, for any qT = (q̃, x), q′T =
(q̃′, x′) ∈ Qi

T , we have transition q′T ∈ δiT (qT , σT ) is labeled by extended event σT ∈ Σi
e whenever

(i) the internal system state (the first component) q̃ can transfer to q̃′ enabled by extended event σT ,
i.e., q̃′ = δ̃i(q̃, σT ); and (ii) the label of the extended event σT satisfies the transition rules in NBA
Bϕi

, i.e., x′ ∈ ξ(x, labeli(σT )). Therefore, for any s ∈ L(Ti), we have s ∈ L(G̃i) = Li(G), that is,

L(Ti) ⊆ L(G̃i) = Li(G), and trace(s) ∈ L(Bϕi
). By construction, the set of accepting state Qi

m,T

contains state (q̃, x) such that x is the accepting state in Bϕi
, i.e., x ∈ F . Therefore, Ti retains all infinite

strings in G̃i that satisfy the sensor constraint ϕi, i.e., Lω
m(Ti) = Lϕ

i (G).
According to the notion of ϕ-codiagnosability in Definition 3, we need to compare local observations

in Mi(L(G)) for every local diagnoser Di, i ∈ I. To obtain Mi(L(G)), we need to recognize all finite

ϕi-compatible extended strings s ∈ Lϕ
i (G) as defined in (4). By the construction of local observation

constrained system Ti, we know that a finite extended string s ∈ Lϕ
i (G) if and only if it can reach a state

in Qi
T from which Ti can visit accepting states infinitely often. We say that a state q ∈ Qi

T is feasible if
Lω
m(Ti(q)) 6= ∅, where Ti(q) = (Qi

T ,Σ
i
e, δ

i
T , {q}, Q

i
m,T ) is the same as Ti except setting the initial state of

Ti as state q. We use Qi
feas ⊂ Qi

T to denote the feasible state set in local observation constrained system
Ti. Then, we have the following equivalence:

s ∈ Lϕ
i (G) ⇔ ∃q0 ∈ Qi

0,T , δ
i
T (q0, s) ∩Qi

feas 6= ∅. (10)

To indicate whether a fault extended event occurs in word s ∈ L(Ti), we use Qi
N,T = {(q, l, x) ∈ Qi

T : l =

N} and Qi
F,T = {(q, l, x) ∈ Qi

T : l = F} to denote the sets of normal and faulty states in Ti, respectively.
Then the following equivalence holds: for any s ∈ L(Ti), we have

Σi
e,F ∈ s ⇔ ∃q0 ∈ Qi

0,T , δ
i
T (q0, s) ∩Qi

F,T 6= ∅. (11)
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Figure 4 NBA for specification ϕ1 = ((2♦m0 ∨ m1) → (2♦m0)) ∧ (2(m1
1 → 2m1

0)) and ϕ2 = (2♦m0 ∨ m1) → (2♦m0), where

AP1 = {m0,m1,m
1
0,m

1
1},AP2 = {m1

0,m
1
1} and accepting states are highlighted by double circles. Here, we follow the standard

abbreviation for drawing NBA over the subset of atomic propositions. For example, ¬m1
0 in Bϕ2

is the abbreviation of {∅,m1
1}

and ¬m1
0 ∧ m1

1 is the abbreviation of {m1
1}. (a) NBA Bϕ1

; (b) NBA Bϕ2
.

Example 6. Consider system G in Figure 1 and sensor constraint ϕ = (ϕ1, ϕ2) which we have discussed
in Example 3. We can translate ϕ1 and ϕ2 in Bϕ1

and Bϕ2
, as shown in Figures 4(a) and (b), respectively.

For any i ∈ I, based on G̃i and Bϕi
, we construct the local constrained observation system Ti which is

partially depicted in Figures 5(a) and (b), respectively, where double circles indicate the accepting state
in Qi

m,T . Since we assume that the system is live, we know that all states appearing in Figures 5(a) and
(b) are feasible. For example, we consider the finite string s = (1, b, ǫ)(2, c, ǫ)(3, d, o3)(4, e, o1)(2, c, o2)
which is included in L(G̃1). However, s is not contained in L(T1) since proposition m1

1 has been satisfied
by (2, c, ǫ) and then m1

0 cannot hold anymore, i.e., extended event (2, c, o2) cannot occur. Hence, we have

s /∈ Lϕ
1 (G).

5.3 Verification structure

According to Definition 3, we first construct the local verification system for each local diagnoserDi, i ∈ I,
which captures all pairs of normal strings and faulty strings that have the same observations for diagnoser
Di.

Definition 6 (Local verification system). For the local diagnoser Di, given the local observation con-
strained system Ti, its local verification system is a new tuple

Vi = (Qi
V ,Σ

i
V , δ

i
V , Q

i
0,V , Q

i
m,V ), (12)

where
• Qi

V ⊆ Qi
T ×Qi

T is the finite set of states;
• Σi

V = Σo
Vi

∪ Σuo
Vi

is the finite set of events, where Σo
Vi

= {(σ1, σ2)∈Σi
e×Σi

e : Θ∆(σ1)=Θ∆(σ2) 6= ǫ},

Σuo
Vi

= {(σ1, ǫ)∈Σi
e×{ǫ} : Θ∆(σ1)=ǫ} ∪ {(ǫ, σ2)∈{ǫ}×Σi

e : Θ∆(σ2)=ǫ};

• δiV : Qi
V × Σi

V → 2Q
i
V is the non-deterministic transition function defined by

δiV (qV , σV ) = δiT (q1, σ1)× δiT (q2, σ2),
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Figure 5 Local observation constrained systems (a) T1 and (b) T2 for local diagnoser D1 and D2, where accepting states are

highlighted by double circles.

for any qV = (q1, q2) ∈ Qi
V and σV = (σ1, σ2) ∈ Σi

V ;

• Qi
0,V = Qi

0,T ×Qi
0,T is the set of initial states;

• Qi
m,V ⊆ Qi

V is the set of accepting states defined by

Qi
m,V =

{

(q1, q2) ∈ Qi
V : q1 ∈ Qi

m,T ∩Qi
F,T and q2 ∈ Qi

feas ∩Qi
N,T

}

.

Essentially, the local verification system Vi is a synchronization of the local observation constrained
system Ti and its copy based on their observations. For event σV = (σ1, σ2) ∈ Σi

V , θ1(σV ) = σ1 and
θ2(σV ) = σ2 denote the first and second components in σV , respectively. Then, notations θ1 and θ2
can also be extended to strings: for any string s = σ1σ2 · · · ∈ (Σi

V )
+, θ1(s) = θ1(σ1)θ1(σ2) · · · and

θ2(s) = θ2(σ1)θ2(σ2) · · · . By construction, the local verification system Vi has the following properties:

• For any s ∈ L+(Vi), we have s1 = θ1(s), s2 = θ2(s) ∈ L+(Ti) such that Θ∆(s1) = Θ∆(s2);

• For any pair of extended strings s1, s2 ∈ L+(Ti) having the same observation, i.e., Θ∆(s1) = Θ∆(s2),
we have a string s ∈ L+(Vi) such that θ1(s) = s1 and θ2(s) = s2.

For the accepting state set Qi
m,V , there are two conditions to determine if a state qV = (q1, q2) is

included in Qi
m,V : (i) the first component q1 is faulty and accepting in Ti; (ii) the second component q2 is

the normal and feasible state. By the first condition, if an infinite string s ∈ Lω(Vi) can induce an infinite
state sequence that visits state qiV ∈ Qi

m,V infinitely and the first component of string s is also infinite,
then this first component string will be faulty and ϕi-compatible. The second condition indicates that
any finite string s ∈ L(Vi) that can induce a finite state sequence reaching a state in Qi

m,V , the second

component of s is a normal string in Lϕ
i (G).

Example 7. Consider system G under the same setting in Example 3. We have obtained the local
constrained systems in Example 6, as shown in Figures 5(a) and (b). Based on local observation con-
strained systems T1 and T2, we construct the local verification systems V1 and V2, which are partially
shown in Figures 6(a) and (b), respectively. We mark accepting states by double cycles in local verifica-
tion systems, e.g., in V1, state {(6F,B), (2N,E)} is included in Q1

m,V since (6F,B) ∈ Q1
m,T ∩ Q1

F,T and

(2N,E) ∈ Q1
feas ∩Q1

N,T .

Then, we need to capture possible general observations of any internal string, which requires us to
consider all local outputs of local diagnosers comprehensively under the unity of common sensors. To
this end, we construct the verification system.

Definition 7 (Verification system). Given system G and sensor constraint ϕ, its verification system is
a new tuple

V = (QV ,ΣV , δV , Q0,V ), (13)

where

• QV = Q1
V ×Q2

V × · · · ×Qκ

V is the finite set of states;
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Figure 6 Local verification system. (a) V1; (b) V2.

• ΣV ⊆ (Σ1
V ∪ {ǫ})× (Σ2

V ∪ {ǫ})× · · · × (Σκ

V ∪ {ǫ}) \ (ǫ, . . . , ǫ) is the set of events, which is defined by

ΣV ={((σl
1, σ

r
1), . . . , (σ

l
κ
, σr

κ
)) ∈ (Σ1

V ∪ {ǫ})× · · · × (Σκ

V ∪ {ǫ}) \ (ǫ, . . . , ǫ) :

ΘΣ(σ
l
1) = · · · = ΘΣ(σ

l
κ
) ∧ (ΘΣ(σ

l
1) ∈ Σc → Θ∆(σ

l
1) = · · · = Θ∆(σ

l
κ
))};

• δV : QV × ΣV → 2QV is the non-deterministic transition function;
• Q0,V = Q1

0,V × · · · ×Qκ

0,V is the set of initial states.
The non-deterministic transition function δV is defined as follows: for any qV = (q1, . . . , qκ) ∈ QV and

σV = (σ1, . . . , σκ) ∈ ΣV , we have δV (qV , σV )!, if and only if, for each i ∈ I, δiV (qi, σi)! if σi 6= ǫ. Then, if
δV (qV , σV )!, we have δV (qV , σV ) = (q′1, . . . , q

′
κ
), where, for i ∈ I,

q′i =

{

δiV (qi, σi), if σi 6= ǫ,

qi, otherwise.

Intuitively, the event set ΣV is a subset of (Σ1
V ∪{ǫ})×(Σ2

V ∪{ǫ})×· · ·×(Σκ

V ∪{ǫ}) eliminating the case
that all components are empty string, i.e., (ǫ, . . . , ǫ). An event σV = ((σl

1, σ
r
1), . . . , (σ

l
κ
, σr

κ
)) is included in

ΣV whenever (i) all extended events σl
i, i ∈ I, have the same internal event, i.e., ΘΣ(σ

l
1) = · · · = ΘΣ(σ

l
κ
);

(ii) if the internal event of σl
1 is observed by common sensors, the external output of each event σl

i, i ∈ I,
are the same. The first condition makes the verification system capture the observation received by
different local diagnosers at the meantime when the original system executes a faulty string. The second
condition ensures the outputs of events that are observed by common sensors are the same for all local
diagnosers, which models the broadcast of common sensors. For state qV = (q1, . . . , qκ) ∈ QV , qV [i] = qi
is the ith component in qV ; similarly, for event σV = (σ1 · · ·σκ), σV [i] = σi is the ith component in
σV , where i = 1, . . . ,κ. For string sV = (σ1,1, . . . , σ1,κ)(σ2,1, . . . , σ2,κ) · · · ∈ L+(V ), siV = σ1,iσ2,i · · ·
is the ith-column string of sV . For a state sequence γV = (q1,1, . . . , q1,κ)(q2,1, . . . , q2,κ) · · · ∈ (QV )

+,
γi
V = q1,iq2,i · · · ∈ (Qi

V )
+ is the ith-column state sequence of γV . By construction, V has the following

properties:
• Consider any sV ∈ L(V ). For any i ∈ I, we have siV ∈ L(Vi) and the following conditions hold:

ΘΣ(θ1(s
1
V )) = · · · = ΘΣ(θ1(s

κ

V )); (∀j ∈ N)(ΘΣ(θ1(s
1
V )[j]) ∈ Σc → Θ∆(θ1(s

1
V )[j]) = · · · = Θ∆(θ1(s

κ

V )[j])).
• For all i ∈ I and si ∈ L+(Vi), if the following conditions hold: ΘΣ(θ1(s1)) = · · · = ΘΣ(θ1(sκ)) and

(∀j ∈ N)(ΘΣ(θ1(s1)[j]) ∈ Σc → Θ∆(θ1(s1)[j]) = · · · = Θ∆(θ1(sκ)[j])), there exists sV ∈ L+(V ) such that
siV = si for any i ∈ I.
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5.4 Checking ϕ-codiagnosability

Now, we show how to verify ϕ-codiagnosability by using the verification system V . For a verification

system V , a run in V is a finite sequence π = q1V
σ1
V−−→ q2V

σ2
V−−→ · · ·

σ
n−1

V−−−→ qnV , where qiV ∈ QV , σ
i
V ∈ ΣV

and qi+1
V ∈ δV (q

i
V , σ

i
V ), for i = 1, . . . , n− 1. A run is called a cycle if its first state is the same as its last

state, i.e., q1V = qnV . A cycle π is reachable if there exists an initial state q0,V ∈ Q0,V and a finite string
s ∈ (ΣV )

∗ such that V can reach state q1V driven by string s from state q0,V , i.e., q
1
V ∈ δV (q0,V , s).

We are ready to present the necessary and sufficient conditions for verifying ϕ-codiagnosability.

Theorem 2. System G is not ϕ-codiagnosable w.r.t. fault events ΣF , local observation mappings
{Pi}i∈I and sensor constraint ϕ, if and only if, in the verification system V , there exists a reachable cycle

π = q1V
σ1
V−−→ q2V

σ2
V−−→ · · ·

σn−1

V−−−→ qnV

such that
(1) θ1(σ

i
V [1]) 6= ǫ for some i = 1, . . . , n− 1;

(2) for any i ∈ I, there exists qjV [i] ∈ Qi
m,V for some j = 1, . . . , n− 1.

Proof. (⇐) Assume there is a reachable cycle π′ = q1V
σ1
V−−→ q2V

σ2
V−−→ · · ·

σ
n−1

V−−−→ qnV in the verification
system V such that for some i = 1, . . . , n− 1, θ1(σ

i
V [1]) 6= ǫ and for any i ∈ I, there exists q ∈ Qi

m,V such

that qjV [i] = q for some j = 1, . . . , n, but the system G is ϕ-codiagnosable. Let sV,2 = σ1
V σ

2
V · · ·σn−1

V .
Since cycle π′ is reachable, we can find a string sV,1 ∈ L(V ) such that q1V ∈ δV (q0,V , sV,1) where q0,V ∈
Q0,V . After repeating the cycle infinitely, we obtain an infinite string sV = sV,1(sV,2)

ω ∈ Lω(V ),
Since there exists i = 1, . . . , n − 1 such that θ1(σ

i
V [1]) 6= ǫ, by the definition of ΣV , we know that

θ1(σ
i
V [j]) 6= ǫ for any j ∈ I. Thus, the first component sjl = θ1(s

j
V ) of sequence sjV is an infinite

extended string. Along sV we get an infinite run π = q0V
σ0
V−−→ · · · (q1V

σ1
V−−→ q2V

σ2
V−−→ · · ·

σ
n−1

V−−−→ qnV )
ω . From

run π, we can extract the state sequence γV = q0V · · · (q1V · · · qnV )
ω . For any ith-column state sequence

γi
V = q0V [i] · · · (q

1
V [i] · · · q

n
V [i])

ω of γV , where i ∈ I, an accepting state qjV [i] ∈ Qi
m,V appears infinitely

for some j = 1, . . . , n, i.e., Inf(γi
V ) ∩ Qi

m,V 6= ∅, which means infinite string siV is an accepting in local

verification system Vi. By definition of Qi
m,V , we know that θ1(q

j
V [i]) ∈ Qi

m,T ∩Qi
F,T and sil = θ1(s

i
V ) is

faulty and accepting in system Ti, that is, s
i
l ∈ Lϕ

i (G). On the other hand, by θ2(q
j
V [i]) ∈ Qi

feas,T ∩Qi
N,T

and (10), the second component string sir = θ2(s
i
V ) is normal and every prefix of sir is a prefix of an

accepting string of Ti, that is, ∀v ∈ {sir}, v ∈ Lϕ
i (G) and Σi

e,F /∈ v. Thus, by the first property of the

local verification system, for any finite prefix t ∈ {sil}, there exists v ∈ {sir} ⊆ Lϕ
i (G) and Σi

e,F /∈ v such

that Θ∆(t) = Θ∆(v) ∈ Mi(ΘΣ(v)). Let s = ΘΣ(θ1(s
1
V )) = · · · = ΘΣ(θ1(s

κ

V )). Then, we can obtain a
general observation (ρ1, ρ2, . . . , ρκ) ∈ ∆+

1 × · · · ×∆+
κ

such that for any i ∈ I, ρi = Θ∆(s
i
l). By the first

property of the verification system V , we know that this general observation (ρ1, ρ2, . . . , ρκ) ∈ Mϕ(s).

Thus, for any i ∈ I and any prefix ρ ∈ {ρi}, there is v ∈ {ΘΣ(sir)} ∈ L(G) such that ρ ∈ Mi(v) and
ΣF /∈ v, that is, G is not ϕ-codiagnosable.

(⇒) Suppose the system G is not ϕ-codiagnosable. That is, there exists an infinite faulty string
s ∈ Lω

F (G) and a general observation (ρ1, ρ2, . . . , ρκ) ∈ Mϕ(s) such that for any i ∈ I and any prefix

ρ ∈ {ρi}, we can find a normal string v ∈ L(G) that can output the observation ρ for local diagnoser Di,
i.e.,

(∃s∈Lω
F (G))(∃(ρ1, ρ2, . . . , ρκ) ∈ Mϕ(s))(∀i ∈ I)

(∀ρ ∈ {ρi}) : [(∃v ∈ L(G))(ρ ∈ Mi(v) ∧ΣF /∈ v)]. (14)

Thus, for infinite faulty string s ∈ Lω
F (G), by (5), there is (s1, s2, . . . , sκ) ∈ Lϕ

1 (G)×· · ·×Lϕ
κ
(G) such that

(i) for any i ∈ I, we have ΘΣ(si) = s and Θ∆(si) = ρi; (ii) for any j ∈ N such that if s[j] ∈ Σc, we have
that Θ∆(s1[j]) = Θ∆(s2[j]) = · · · = Θ∆(sκ[j])). By (14), for any i ∈ I and any prefix ti ∈ {si}, there

exists a normal string v ∈ L(G) and vi ∈ Lϕ
i (G) such that ΘΣ(vi) = v and Θ∆(ti) = Θ∆(vi). By (10), we

have δiT (q0, vi)∩Qi
feas 6= ∅. Thus, for any i ∈ I, by Lω

m(Ti) = Lϕ
i (G) and the second condition of the local

verification system, there exists an infinite string sVi
in local verification system Vi such that θ1(sVi

) = si
and sVi

visits accepting states in q ∈ Qi
m,V by event σ ∈ {σVi

∈ Σi
V : θ1(σVi

) 6= ǫ} for infinite times. By



Dong W J, et al. Sci China Inf Sci January 2025, Vol. 68, Iss. 1, 112207:18

Figure 7 (Color online) Verification system V . For each state, the ith component is highlighted in red color if it is included in

Qi
m,V .

the second property of verification system V , there is sV ∈ Lω(V ) such that, for any i ∈ I, siV = sVi
and

sV visits states in q ∈ {qV ∈ QV : qV [i] ∈ Qi
m,V } by event σ ∈ {σV ∈ ΣV : θ1(σV [i]) 6= ǫ} for infinite

times. For any σV ∈ ΣV , since ΘΣ(θ1(σV [1])) = · · · = ΘΣ(θ1(σV [κ]), the set {σV ∈ ΣV : θ1(σV [i]) 6= ǫ}
is equivalent to set {σV ∈ ΣV : θ1(σV [1]) 6= ǫ}. Finally, since the verification system V is finite, by the

pigeonhole principle, there exists a cycle π = q1V
σ1
V−−→ q2V

σ2
V−−→ · · ·

σ
n−1

V−−−→ qnV such that for any i ∈ I, there

exists j = 1, . . . , n such that qjV [i] ∈ Qi
m,V and θ1(σ

j
V [1]) 6= ǫ.

Example 8. Again, we consider the running example G in Figure 1. As we have discussed in Exam-
ple 4, system G is not ϕ-codiagnosable under the setting in Example 3. We analyze this result more
formally through Theorem 2. Based on the local verification systems V1 and V2, which have been con-
structed in Example 7, we construct the verification system V , which is partially shown in Figure 7. For
each state, we highlight its component by red color if this component is included in Qi

m,V , e.g., component
(6FB, 3NH) in state {(6FB, 3NH), (6FB, 3ND)} is accepting in local verification V1 and is highlighted
by red color. Due to space constraint, we only focus on the reachable cycle satisfying conditions in The-
orem 2 and omit other parts without loss of generality for the purpose of falsifying ϕ-codiagnosability.
Specifically, let us consider the cycle highlighted with red arrows in Figure 7, i.e.,

{(6FB, 3NH), (6FB, 3ND)}
{(d

o3
6

,d
o3
3

),(d
o3
6

,d
o3
3

)}
−−−−−−−−−−−−−−→ {(5FF, 4NH), (5FC, 4ND)}

{(ε,ε),(ε,eε4)}−−−−−−−−→ {(5FF, 4NH), (5FC, 2ND)}
{(a

o1
5

,e
o1
4

),(a
o1
5

,c
o1
2

)}
−−−−−−−−−−−−−→

{(6FB, 2NH), (6FB, 3ND)}
{(ε,cε2),(ε,ε)}−−−−−−−−→ {(6FB, 3NH), (6FB, 3ND)}.

Note that for state q1V = {(6FB, 3NH), (6FB, 3ND)}, its first component q1V [1] = (6FB, 3NH) ∈ Q1
m,V

and second component q1V [2] = (6FB, 3ND) ∈ Q2
m,V , and there exists event σ1

V = {(do36 , do33 )(do36 , do33 )}

such that θ1(σ
1
V [1]) 6= ǫ. Thus, system G is not ϕ-codiagnosable according to Theorem 2.

Remark 4. We conclude this section by discussing the complexity of the proposed algorithm to verify
ϕ-codiagnosability. Note that, for i ∈ I, the local augmented system G̃i contains at most 2|Q| states
and |Σi

e| = |Q| · [|Σc| · (|∆c|+ 1) + |Σl| · (|∆i
l | + 1)] events. The local observation constrained system Ti

is constructed by composing local augmented system G̃i and NBA Bϕi
. Therefore, Ti is consist of at

most 2|Q| · |Xi| states, where |Xi| is the number of states in NBA Bϕi
. It is known that Bϕi

has at most
2|ϕi| · |ϕi| states, where |ϕi| is the number of operators in formula ϕi [45]. Then the local verification

system Vi contains at most 4|Q|2 · |Xi|
2
states and (|Σi

e|+ 1)
2
− 1 events. As a result, the verification

V has at most 4κ|Q|2κ ·
∏

κ

i=1 |Xi|
2
states and

∏

κ

i=1(|Σ
i
e| + 1)2 − 1 events. Thus, there are at most

4κ|Q|2κ ·
∏

κ

i=1 |Xi|
2 · [

∏

κ

i=1(|Σ
i
e|+1)2− 1] transitions in V . Finally, checking whether there exists a cycle

satisfying conditions in Theorem 2 is a cycle search problem whose complexity is polynomial in the size
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of verification system V [49]. Overall, the complexity of our approach is polynomial in the size of system
G, and exponential in the length of the sensor constraint formula ϕi and the number of local diagnosers.

6 Conclusion

In this paper, we provided a uniform framework for the analysis of a robust decentralized diagnosis
problem for DES, in which local diagnosers may share common sensors. To this end, we applied LTL
formulae as a systematic tool to describe constraints for private sensors of local diagnosers and common
sensors, respectively. We proposed a new notion termed as ϕ-codiagnosability as the necessary and
sufficient condition for the existence of a decentralized diagnoser working correctly under LTL-based
sensor constraint. Then an effective verification procedure of ϕ-codiagnosability was provided. Our
method not only can capture different types of sensor failures of local diagnoser flexibly, but also supports
to analyze the effect of common sensors on diagnosis. In the existing literature, decentralized diagnosis
methods in DES models have been applied to telecommunication networks [50], railway transportation
systems [51] and automated manufacturing systems [52–54]. Extending our theoretical results to real-
world systems is under investigation as future work.
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