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Abstract Flocking control in the presence of malicious decisions is a crucial research topic since agents in

swarms are likely to suffer from security issues in practice. This paper considers a swarm containing mali-

cious agents that deliberately alter their controller parameters and disrupt the swarm by causing collisions,

divisions, and escapes. Two possible malicious scenarios are considered. The first is that one malicious

agent acts selectively on a subset of its neighbors and the second is that multiple malicious agents are either

scattered or clustered together. To achieve the flocking control objective: (1) containment conditions based

on specific geometric configurations are established; (2) hierarchical fault-tolerant flocking control methods

based on those containment conditions are proposed. Compared to existing research dealing with malicious

agents in swarms, our approach aims to contain rather than remove them. This guarantees the completeness

of the task and takes agents’ motions into consideration. Simulations show the effectiveness of the proposed

methods.

Keywords flocking control, fault-tolerant control, multiple malicious agents, geometric configuration

1 Introduction

Flocking is a typical self-organizing motion that extracts energy from the environment and generates
directed motion. Flocking motion is widely observed in nature, i.e., fish display schooling [1] and bird
gathering [2]. Inspired by these natural occurrences, many researchers have focused on the flocking
control problem, applying their findings to multi-agent systems, mobile agents, or networks [3–5]. Most
of them are based on the three heuristic rules: separation, alignment, and cohesion for the flocking model
proposed by Reynolds in [6]. Recently, new results on flocking control for multi-agent systems constantly
spring up. Ref. [7] presented an inference-based approach to the distributed and cooperative flocking
control of aerial robot swarms. In [8], an overview of optimal flocking is presented.

In large-scale systems, complicated environments and redundant interconnections pose significant chal-
lenges to the security of a swarm or a networked system. The major objective of providing security in
any networked system is to defend the system against a range of abnormal situations. Motivated by
these challenges, many fault-tolerant control methods have been developed [9]. These include strategies
for addressing actuator or sensor failures in flight systems, with numerous studies proposing solutions
such as fault tolerant adaptive control and artificial neural network methods [10, 11]. Beyond physical
layer faults, malicious behaviors at the decision-making layer of a system present even more complex
challenges to deal with. Ref. [12] provided a survey on trust-based detection and isolation of malicious
nodes in ad-hoc and sensor networks. In [13], some protocols are proposed for the identification and local
containment of misbehaving or faulty nodes, followed by their eviction from vehicular networks. For a
manned-unmanned vehicle swarm, some members may intentionally gain control of vehicles to sabotage
the mission of the whole swarm [14].

To date, there has been limited research focusing on flocking control within smarms that include
malicious agents. These agents threaten the primary objectives of flocking because they increase the risk
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of collisions and splits within the swarm. The aforementioned behaviors can manifest from the malicious
decisions made by these agents. Motivated by this, in our previous work [15], we addressed the flocking
control problem of a swarm against one subjective malicious agent. That malicious agent deliberately
falsifies its controller parameters, disrupting the balance between attraction or repulsion forces among
agents, potentially causing collisions, divisions, and agent dispersal within the swarm. To guarantee the
integrity of the task and consider the motions of the agent, the malicious agent is supposed to be safely
contained in a swarm. It should be noted that its abnormal behavior typically impacts all neighboring
agents indiscriminately.

However, real-world scenarios often involve targeted attacks by malicious agents within a swarm.
Usually, targets, attackers, and defenders simultaneously exist in combat engagement scenarios. For
example, Ref. [16] considered scenarios when a Trojan is triggered in both targeted and untargeted
settings. In [17], the crossfire attack is a moving target for the same N-server area. On the other hand, in
large-scale swarms, the presence of multiple malicious agents can pose a significantly greater threat than a
single agent, potentially leading to the destruction of the whole swarm. Some researchers have focused on
dealing with malicious nodes or agents. Ref. [18] proposed an onion-peeling approach to defend against
multiple malicious nodes. In [19], a hybrid strategy is developed to reach resilient consensus among
cooperative agents in the directed networks, even when multiple Byzantine agents are present.

Motivated by the above analysis, this work aims to explore more realistic scenarios, including those
involving malicious agents with targets and the presence of multiple malicious agents within a swarm.
Under these scenarios, we aim to study how the malicious agents affect the whole swarm and how to
achieve the flocking control goal without removing the malicious agents from the swarm. The main
contributions of this work are as follows:

• In scenarios where a malicious agent selectively targets certain neighbors, a geometric flocking con-
dition is established. This condition ensures that the forces acting on the malicious agent by its target
and non-target neighbors are balanced and that there are specific desired distances between the mali-
cious agent and its neighbors. Leveraging this condition, a hierarchical geometric configuration-based
flocking control strategy is designed. Such a fault-tolerant flocking method, for the first time, enables the
containment of a malicious agent with targets by its neighboring agents.

• For scenarios involving multiple malicious agents, whether scattered throughout the swarm or clus-
tered together, the desired geometric configuration and hierarchical flocking control strategies are devel-
oped by comprehensively analyzing the forces acting on all malicious agents. Moreover, not only the
containment of every single malicious agent but also the velocity consensus of all malicious agents is
considered to avoid the split of the swarm.

The remainder of the paper is organized as follows: In Section 2, a model description and some previous
work are given. Section 3 provides a containment analysis for the malicious agent with targets and the
flocking control methods. Section 4 focuses on multiple malicious agents. The simulation results are
presented in Section 5, followed by a conclusion in Section 6.

2 Preliminaries

Notations. Let 1n denote the n×1 column vector of all ones. Let |a|1 denote the 1-norm and |a| denote
the Euclidean-norm of a, respectively. Let sgn(a) be the signum function of a. Let diag(a1, . . . , ap) be the
diagonal matrix with diagonal entries a1 to ap. Let λmin(·) denote the minimum eigenvalue of a square
real matrix with real eigenvalues. Let ⊗ be the Kronecker matrix product.

2.1 Flocking of a swarm

Consider a swarm of N agents whose dynamics take the form

{

ẋi = vi,

v̇i = ui, i ∈ V ,
(1)

where xi ∈ ℜm, vi ∈ ℜm and ui ∈ ℜm denote the position, the velocity, and the control (acceleration)
input of agent i for i ∈ V with V , {1, . . . , N}. Define xij , xi − xj as the relative position between
agents i and j for i, j ∈ V .
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The communication topology between agents in swarm (1) is modeled by an undirected graph G =
(V , E) that consists of a set of vertices V and a set of edges E , {(i, j)|i, j ∈ V , i 6= j}. Vertex i ∈
V represents agent i, and edge (i, j) ∈ E implies that agents i and j can interact with each other
and are unordered. An undirected path between vertices i and j is a sequence of unordered edges,
(i, k1), (k1, k2), . . . , (kl, j) with distinct vertices kp, p = 1, 2, . . . , l. If there exists an undirected path
between vertices i and j, the two vertices are said to be connected; otherwise, they are unconnected.
An undirected graph is called connected if any two distinct vertices in the graph are connected. The
Laplacian matrix of graph G is denoted by L. Define R as the sensing radius of each agent, which indicates
that two agents can interact only if the distance between them is smaller than R, i.e., if 0 < |xij | < R,
then (i, j) ∈ E ; otherwise, (i, j) /∈ E . Agent j is called a neighbor of agent i if (i, j) ∈ E . Define
N (i) , {j ∈ V : (i, j) ∈ E , i 6= j} as the set of neighbors of agent i in G. Note that the following study
can be applied to the case that the communication topology is considered static as well.

In the following, the definition of the flocking control objective and the classic method to achieve the
objective are presented.

Definition 1 (Flocking control objective). The flocking control objective of the swarm (1) is said to be
achieved if all the agents tend to a common speed and approach a fixed configuration without collision,
i.e., limt→∞ ẋij = limt→∞ vi − vj = 0, ∀i, j ∈ V ; 0< |xik(t)|<R, t > 0, ∀i ∈ V , k ∈N (i).

To achieve the above flocking control objective, a conventional flocking control law is designed as [3]

ui = −
∑

j∈N (i)

(vi − vj)−
∑

j∈N (i)

∇xi
Vij(|xij |), i ∈ V , (2)

where the first term corresponds to the desired velocity alignment, and the second term is the gradient of
a potential function Vij . Note that many existing potential functions with different forms can be applied
here in the normal case, for example, the bounded potential function proposed in [20]

Vij(|xij |) ,
R2 − |xij |2
|xij |2 + R2

E
︸ ︷︷ ︸

Vrij

+
|xij |2

R2 − |xij |2 + R2

E
︸ ︷︷ ︸

Vaij

, 0 6 |xij | 6 R, (3)

where E is a positive constant. Vij satisfies the following properties:
• Vij(|xij |) = E when |xij | = 0 or |xij | = R;

• ∂Vij(|xij |)
∂(|xij |) < 0 when |xij | ∈ (0, δ) and

∂Vij(|xij|)
∂(|xij|) > 0 when |xij | ∈ (δ, R), where δ ,

√
2R
2 .

Physically, the potential can be divided into Vij , Vaij + Vrij where Vaij and Vrij can be viewed as
potentials of attraction and repulsion of agent i with respect to agent j, respectively. Obviously, Vij
reaches its minimum when |xij | = δ. In the unique distance δ, it holds that ∇xi

Vaij(δ) +∇xi
Vrij(δ) = 0.

In normal case, one can choose E > Q̄ , 1
2

∑

i∈V v
T
i (0)vi(0) +

N(N−1)
2 maxi,j∈V{V̄ij(|xij(0)|)} where

V̄ij(|xij |) ,
R2−|xij|2

|xij|2 +
|xij |2

R2−|xij |2 . This makes the potential between any two agents sufficiently large

when the distance between them is equal to 0 or R, and thus avoids the collision while preserving the
connectivity [20]. In the sequel, E will be chosen sufficiently large (i.e., larger than the initial energy
functions built in the following sections) to avoid the collision and preserve the connectivity when applying
the potential function Vij in the control design.

2.2 A hierarchical flocking control against one malicious agent

In this subsection, we recall a hierarchical geometric configuration-based flocking control method for a
swarm with only one malicious agent, which has been proposed in our previous work [15]. In the control
architecture, the malicious agent is in Layer 1, all its neighbors are in Layer 2, and other agents in the
swarm are in Layer 3. Define Vl as the set of agents in Layer 2, Vf as the set of agents in Layer 3, and

Vg , {if}+N (if ) as the set of agents in Layers 1 and 2. The control architecture is shown in Figure 1.
In Layer 1, the malicious agent is denoted as if ∈ V . It intentionally falsifies controller parameters

such that

uif = −kv
∑

j∈N (if )

(vif − vj)−
∑

j∈N (if )

∇xif
Ṽif j(|xif j |), (4)
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Figure 1 (Color online) Illustration of the hierarchical fault-tolerant control architecture [15].

where

Ṽif j , kaVaif j(|xif j |) + krVrif j(|xif j |), (5)

with kv < 1, ka, and kr being three unknown bounded parameters. They represent the efficacy of
the velocity consensus, and the strength of the attractive and repulsive force, respectively. |kv| 6 k̄v,
|ka| 6 k̄a, |kr| 6 k̄r for k̄v, k̄a, k̄r > 0. Compared to the normal controller in (2), the attraction/repulsion
effort acting on agent if from each of its neighbors is out of balance under the distance δ. Under this
controller, especially when ka or kr is extremely large, the malicious agent if will run away from the
agents around it to split the swarm or collide with the agents around it to ruin the swarm.

Definition 2. The malicious agent if is said to be contained if v̇if = uif = 0 and |xif j | = δ̄if j where
0 < δ̄if j < R is a designable expected distance between agent if and its neighbor j ∈ N (if ).

The malicious agent can be contained under the conditions shown in Lemma 1.

Lemma 1 ([15]). Consider the swarm (1) with malicious agent if ∈ V under controller (4) and (5).
Suppose that vif − vj = 0, ∀j ∈ N (if ). If

|xif j | = δ̄, ∀j ∈ N (if ), (6)
∑

j∈N (if )

xif j = 0, (7)

where 0 < δ̄ < R, then v̇if = uif = 0.
The assumptions on this method are provided here. For more details, please see [15].

Assumption 1. The unknown parameters kv, ka, kr are bounded by |kv| 6 k̄v, |ka| 6 k̄a, |kr| 6 k̄r.

Assumption 2. The initial undirected graph G′ is connected, where G′ , (V ′, E ′) consists of the set of
vertices V ′ , V − {if} and the set of edges E ′ , {(i, j)|i, j ∈ V ′, |xij | < R, i 6= j}.
Assumption 3. At the initial time, there are at least two neighbors of the malicious agent.

Assumption 4. At the initial time, any two agents in N (if ) are neighbors.
Please note that Assumption 1 is not required if the unbounded potential functions are applied in

this research. For example, the bounded potential function (3) can be replaced by the unbounded one
Vij(|xij |) , 1

|xij |2 + 1
(R−|xij|)2 , 0 6 |xij | 6 R meaning the design of Vij does not depend on the bounds of

these parameters.
Based on Conditions (6) and (7) of Lemma 1, let

∑

j∈N (if )
x∗if j = 0 and |x∗jif | = δ̄ <R/2 where x∗if j

denotes the desired displacement between agents if and j ∈ N (if ).
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In Layer 2, the controller of agent j ∈ N (if ) is designed as follows:

uj =− κv
∑

p∈N (j)∩Vl

(vj − vp)− κx
∑

p∈N (j)∩Vl

∇xj
V̂jp(xjp)− Cif k̂, (8)

where kv, kx > 1. Cif , (
∑

j∈N (if )
(vif − vj),

∑

j∈N (if )
∇xif

Vaif j(|xif j |),
∑

j∈N (if )
∇xif

Vrif j(|xif j |)).
vFif and CF

v are the filtered functions of vif and Cv under low-pass first-order filters, respectively. The

estimate k̂ , (k̂v, k̂a, k̂r)
T of the unknown parameter k , (kv, ka, kr)

T satisfies the following adaptive
update law:

˙̂
k = −ΓkC

T
if

∑

j∈N (if )

(vj − vif )− Γk(C
F
if
)T(CF

if
k̂ + vif − vFif ), (9)

where Γk is the positive-definite gain matrix. The non-negative potential function V̂ij(xij) satisfies the
following properties that

(1) V̂ij attains its unique minimum and
∂V̂ij

∂|xij−x∗

ij
| = 0 when xij = x∗ij ;

(2) V̂ij > H̄ when |xij | = 0 and |xij | = R where H̄ is a designable positive constant.
In Layer 3, a distributed adaptive controller is designed for agent k ∈ Vf as

uk = −
∑

p∈N (k)

αkpsgn(vk − vp)−
∑

p∈N (k)

∇xk
Vkp(|xkp|), (10)

α̇kp = γkp|vk − vp|1, p ∈ N (k),

where αkp is a varying gain with initial values αkp(0) > 0 and Vkp is defined in (2). γkp is a positive
constant and γkp = γpk

Lemma 2 ([15]). Consider the swarm (1) satisfying Assumptions 1–4 with malicious agent if ∈ V under
controller (4) and (5). The malicious agent is contained, and the flocking control objective is achieved by
applying controller (8) along with parameter estimate update law (9) to agents in Vl and controller (10)
to agents in Vf .

3 Flocking control against a malicious agent with targets

In our former work [15], the malicious agent is considered to act indiscriminately on all its neighbors.
However, in practice, the malicious agent may focus on certain target agents. Therefore, before considering
the multiple malicious agents’ case, we first explore the scenario where the malicious agent acts selectively
on a subset of its neighbors. To handle such a case, an extended hierarchical geometric configuration
control method is provided.

Consider a malicious agent if ∈ V with specific targets, whose controller is

uif = −kv
∑

j∈a(if )

(vif − vj)−
∑

j∈a(if )

∇xif
Ṽif j(|xif j |)−

∑

j∈N (if )−a(if )

∇xif
Vif j(|xif j |), (11)

where a(if ) ⊂ N (if ) is the set of agent if ’s targets. Vif j is defined in (3), kv and Ṽif j are defined

in (5). Define C1k , kv
∑

j∈a(if )
(vif − vj) +

∑

j∈a(if )
∇xif

Ṽif j(|xif j |) where C1 , (
∑

j∈a(if )
(vif − vj),

∑

j∈a(if )
∇xif

Vaif j ,
∑

j∈a(if )
∇xif

Vrif j) and k , (kv, ka, kr)
T. Define f1 ,

∑

j∈N (if )−a(if )
∇xif

Vif j .

The flocking problem against this malicious agent is formulated as follows.
Problem F1. Consider the swarm (1) satisfying Assumptions 2 and 3 with a malicious agent if ∈ V
under controller (11). Design ui, i ∈ V ′ such that

(1) limt→∞(vi − vj) = 0, ∀i, j ∈ V , i.e., all the agents converge to the same velocity;
(2) The swarm (1) asymptotically converges to a fixed geometric configuration, under which
• uif = 0 and |xif j | = δ̄if j , ∀j ∈ N (if ) where 0 < δ̄if j < R, i.e., the malicious agent if is contained;

• |xij | = δ̃ij , ∀i ∈ V ′, j ∈ N (i) where 0 < δ̃ij < R, i.e., the normal agents are connected with their
neighbors;

(3) |xij(t)| 6= 0 for t > 0, ∀i, j ∈ V and i 6= j, i.e., no collision occurs.
Before designing the controllers to achieve the flocking goal, a desired configuration to contain the

malicious agent with targets is first investigated.
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Lemma 3. Consider the swarm (1) with malicious agent if ∈ V under controller (11). Suppose that
vif − vj = 0, ∀j ∈ a(if). If

|xif j | = δ, ∀j ∈ N (if )− a(if), (12)

|xif j | = δ̄, ∀j ∈ a(if ), (13)
∑

j∈a(if )

xif j = 0, (14)

where δ, δ̄ ∈ (0, R), then v̇if = uif = 0.
Proof. Since Vif j in (3) is symmetric with respect to xif j for j ∈ N (if ), it holds that

∑

j∈N (if )−a(if )

∇xif
Vif j(|xif j |) =

∑

j∈N (if )−a(if )

∇xif j
Vif j(|xif j |) =

∑

j∈N (if )−a(if )

∂Vif j(|xif j |)
∂|xif j |

· xif j|xif j |
.

According to the properties of Vif j , ∂Vif j(|xif j |)/∂|xif j | = 0 when |xif j | = δ, j ∈ N (if ) − a(if ).
Therefore, under condition (12), it holds that

∑

j∈N (if )−a(if )

∇xif
Vif j(|xif j |) = 0. (15)

Since Ṽif j in (5) is symmetric with respect to xif j for j ∈ a(if), it holds that

∑

j∈a(if )

∇xif
Ṽif j(|xif j |) =

∑

j∈a(if )

∇xif j
Ṽif j(|xif j |) =

∑

j∈a(if )

∂Ṽif j(|xif j |)
∂|xif j |

· xif j|xif j |
.

According to conditions (13) and (14), it yields that

∑

j∈a(if )

∇xif
Ṽif j(|xif j |) = sa ·

∂Ṽif j(|xif j |)
∂|xif j |

∣
∣
∣
∣
|xif j |=δ̄

·
∑

j∈a(if )
xif j

δ̄
= 0, (16)

where sa is the number of agents in set a(if ). Suppose that vif − vj = 0, ∀j ∈ a(if ). Under controller
(11) and conditions (12)–(14), it holds that

v̇if = uif = −kv
∑

j∈a(if )

(vif − vj)−
∑

j∈N (if )−a(if )

∇xif
Vif j(|xif j |)−

∑

j∈a(if )

∇xif
Ṽif j(|xif j |) = 0.

This completes the proof.

Remark 1. Conditions (12)–(14) in Lemma 3 provide a desired geometric configuration that can contain
the malicious agent with targets. The attraction and repulsion forces exerted on the malicious agent from
its non-target neighbors are balanced once the distance condition (12) is satisfied. Under conditions (13)
and (14), the configuration of the malicious agent and its targets is a regular polygon with the malicious
agent being the center and its targets being vertexes. This balances physically the forces acting on the
malicious agent from all its targets. Figure 2 illustrates a desired configuration where the malicious agent
has four neighbors and agents j1 − j3 are targets.

To deal with the unknown parameters in the controller of malicious agents with targets, let

v̇Fif = −avFif + avif , vFif (0) = vif (0), (17)

ḟF
1 = −afF

1 + f1, fF
1 (0) = 0, (18)

ĊF
1 = −aCF

1 + C1, CF
1 (0) = 0, (19)

where vFif , f
F
1 and CF

1 are the filtered functions of vif , f1 and C1, respectively. Based on these functions,
we design the adaptive update law of parameter k’s estimate as

˙̂
k = −ΓkC

T
1

∑

j∈N (if )

(vj − vif )− Γk(C
F
1 )T(CF

1 k̂ − vFif + vif + fF
1 ). (20)
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Figure 2 (Color online) Illustration of the configuration to contain the malicious agent with targets.

According to Lemma 3, let
∑

j∈a(if )
x∗jif = 0 and |x∗jif | = δ̄ < R/2, ∀j ∈ a(if ). Let |x∗jif | = δ

∀j ∈ N (if )− a(if). Design the geometric configuration controller uj , j ∈ N (if ),

uj =− κv
∑

p∈N (j)∩Vg

(vj − vp)− κx
∑

p∈N (j)∩Vg

∇xj
V̂jp(xjp)

−
∑

b∈N (if )−a(if )

∇xif
Vif b(|xif b|)− C1k̂, (21)

where κv, κx and V̂ij are defined in (8). Vif b is defined in (3) and C1 is defined in (11).

Theorem 1. Consider the swarm (1) satisfying Assumptions 1–4 with malicious agent if ∈ V under
controller (11). Supposing sa > 2, Problem F1 is solved by applying controller (21) along with parameter
estimate update law (20) to agents in Vl and controller (10) to agents in Vf .

Proof. Denote xf , (xTif , x
T
j1
, . . . , xTjs)

T, vf , (vTif , v
T
j1
, . . . , vTjs)

T for jk ∈ N (if ), k ∈ {1, . . . , s}. Define

an energy function H(xf , vf ) as

H(xf , vf ) ,κx
∑

j∈N (if )

V̂jif +
κx
2

∑

j∈N (if )

∑

i∈N (if )∩N (j)

V̂ji +
1

2

∑

j∈N (if )

(vj − vif )
T(vj − vif )

+
1

2
k̃TΓ−1

k k̃, (22)

where k̃ , (k̃v, k̃a, k̃r)
T with k̃v , kv − k̂v, k̃a , ka − k̂a, k̃r , kr − k̂r. Note that

˙̂
Vji = ẋji∇xji

V̂ji. The
time derivative of H(xf , vf ) is

Ḣ(xf , vf ) =κx
∑

j∈N (if )

(vTj − vTif )∇xj
V̂jif +

κx
2

∑

j∈N (if )

∑

i∈N (if )∩N (j)

(vTj − vTi )∇xj
V̂ji

+
∑

j∈N (if )

(vj − vif )
T(v̇j − v̇if )− k̃TΓ−1

k

˙̂
k.

Considering the estimator (20), it holds that

−vFif + vif = −CF
if
k − fF

1 . (23)

Applying equation (23) and controller (21), one has

Ḣ(xf , vf ) =κx
∑

j∈N (if )

(vTj − vTif )∇xj
V̂jif +

κx
2

∑

j∈N (if )

∑

i∈N (if )∩N (j)

(vTj − vTi )∇xj
V̂ji

+
∑

j∈N (if )

(vj − vif )
T

(

− κv
∑

p∈N (j)∩Vg

(vj − vp)− κx
∑

p∈N (j)∩Vl

∇xj
V̂jp(xjp)
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− Cif (k̂ − k)

)

+ k̃TCT
if

∑

j∈N (if )

(vj − vif ) + k̃T(CF
if
)T(CF

if
k̂ − vif + vFif + fF

1 )

=κx
∑

j∈N (if )

(vTj − vTif )∇xj
V̂jif +

κx
2

∑

j∈N (if )

∑

i∈N (if )∩N (j)

(vTj − vTi )∇xj V̂ji

+
∑

j∈N (if )

(vj − vif )
T

(

− κv(vj − vif )− κv
∑

p∈N (if )∩N (j)

(vj − vp)

− κx∇xj
V̂jif − κx

∑

i∈N (if )∩N (j)

∇xj
V̂ji

)

− k̃T(CF
if
)TCF

if
k̃. (24)

It follows from the fact that xji = −xij and xji − x∗ji = −(xij − x∗ij) that

∂V̂ji
∂xji

=
∂V̂ji
∂xj

= −∂V̂ij
∂xi

.

Therefore, it holds that

κx
2

∑

j∈N (if )

∑

i∈N (if )∩N (j)

(vTj − vTi )∇xj
V̂ji

=
κx
2

∑

j∈N (if )

∑

i∈N (if )∩N (j)

(
(vTj − vTif )∇xj

V̂ji + (vTi − vTif )∇xi
V̂ij
)

= κx
∑

j∈N (if )

(vTj − vTif )
∑

i∈N (if )∩N (j)

∇xj
V̂ji. (25)

Combining (24) and (25) yields that

Ḣ(xf , vf ) =− κv
∑

j∈N (if )

(vj − vif )
T(vj − vif )− k̃T(CF

if
)TCF

if
k̃

− κv
2

∑

j∈N (if )

∑

p∈N (if )∩N (j)

((vj − vif )− (vp − vif ))
T(vj − vp)

=− κv
∑

j∈N (if )

(vj − vif )
T(vj − vif )−

κv
2

∑

j∈N (if )

∑

p∈N (if )∩N (j)

(vj − vp)
T(vj − vp)

− k̃T(CF
if
)TCF

if
k̃. (26)

Therefore, Ḣ(xf , vf ) is always nonpositive and H(t) 6 H(0) for t > 0. From the definition of H(t) in

(22), it holds that H(t) > V̂ji(t), ∀i, j ∈ Vg. Thus, V̂ji(t) < H(0) for t > 0. According to the property

(2) of V̂ , V̂ji(t) > H̄ , ∀j ∈ N (i) when |xji| = 0 and |xji| = R. The designable constant H̄ is chosen

such that H̄ > H(0). Thus, V̂ji(t) > H̄ > H(0) when |xji| = 0 and |xji| = R. This is contradicted to

V̂ji(t) < H(0), ∀t > 0. Hence, |xji| 6= 0 and |xji(t)| 6= R, ∀t > 0. This ensures collision is prevented, and
no edge is lost between any two agents in Vg.

Define the level set Ωf , {(xTf , vTf )T ∈ R2(s+1)×m : H(t) 6 H(0), H(0) > 0}. By applying LaSalle’s

invariance principle, (xTf , v
T
f )

T starting in Ωf asymptotically converges to the largest invariant set inside

the region C , {(xTf , vTf )T ∈ Ωf : Ḣ(t) = 0}. According to (26), Ḣ(t) = 0 holds if and only if

v1 = v2 = · · · = vif and CF
if
k̃ = 0. This implies that the malicious agent and its neighbors converge

toward the same velocity, i.e., limt→∞(vi − vj) = 0, ∀i, j ∈ Vg. And limt→∞ CF
if
k̃ = 0. Moreover,

according to (18), limt→∞ CF
if

= Cif /a where a > 0. Thus limt→∞ Cif k̃ = 0.

In the following, we consider the error system v̇j − v̇if = uj − uif for j ∈ N (if ) at the point v1 = v2 =
· · · = vif . Obviously, it holds that v̇j−v̇i = 0, ∀i, j ∈ Vg. Combining malicious controller (4) and controller

(8), one has v̇j − v̇if = −κv
∑

j∈N (if )
(vif −vj)−

∑

p∈N (j)∩Vg
(vj −vp)−

∑

p∈N (j)∩Vg
∇xj

V̂jp+Cif k̃. Note

that Cif k̃ = 0 at the point v1 = v2 = · · · = vif ∀j ∈ Vg. Thus,
∑

p∈N (j)∩Vg
∇xj

V̂jp = 0. Define
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ψGf
(xf ) , (. . . , |xij − x∗ij |, . . .)T with i, j ∈ Vg. Considering the error system in a compact form, one

obtains that RT
Gf
(xf )ξ(xf ) = 0 where ξ(xf ) , (. . . , ∂V̂ij/∂|xij − x∗ij |, . . .) and RT

Gf
(xf ) , ∇xfψGf

(xf )

is the rigidity matrix. Since Rank(RGf
(xf )) = md − m(m + 1)/2 where m is the dimension and d is

the vertex number of Vg, it follows from the rigidity theory in [21] that RT
Gf
(xf )ξ(xf ) = 0 is equivalent

to ξ(xf ) = 0. From the property (1) of V̂ij , we can deduce that ∂V̂ij/∂|xij − x∗ij | = 0 is equivalent to
|xij−x∗ij | = 0, ∀i, j ∈ Vg. Hence, it holds that xij → x∗ij as t→ ∞, which means the desired configuration
of Vg is approached. Also, it yields from controllers (4) and (8) that v̇if = uif → 0 and v̇j = uj → 0
for j ∈ N (if ). According to the above analysis, the agents in Vg approach the desired configuration and
converge toward the same velocity.

Let Ḡ be the direct graph characterizing the information interactions among agents in Vf and the
transmission from agents in Vl(N (if )) to agents in Vf . If there is a directed path from agent j ∈ N (if )
to agent k ∈ Vf in graph Ḡ, agent j is regarded a leader of agent k. Denote L(k) as the set of agent k’s
leaders. Define the energy function Υ(x, v) as

Υ(x, v) ,H(xf , vf )+
∑

i∈Vf

∑

j∈L(i)∩N (i)

Vij +
1

2

∑

i∈Vf

∑

p∈Vf∩N (i)

sL(i)Vip +
1

2

∑

i∈Vf

∑

j∈L(i)

(vi − vj)
T(vi − vj)

+
∑

i∈Vf

∑

j∈N (if )∩N (i)

1

2γij
(αij − ᾱ)2 +

∑

i∈Vf

∑

p∈Vf∩N (i)

sL(i)

4γip
(αip − ᾱ)2, (27)

where sL(i) denotes the number of agents in set L(i). Constant ᾱ will be designed later. Note that the
graph of agents in Layer 3 is undirected, thus sL(i) = sL(j), ∀i ∈ Vf , j ∈ N (i) ∩ Vf . Therefore, the
derivative of Υ is

Υ̇ =Ḣ +
∑

i∈Vf

∑

j∈L(i)∩N (i)

ẋTij∇xij
Vij +

1

2

∑

i∈Vf

∑

p∈Vf∩N (i)

sL(i)ẋ
T
ip∇xip

Vip

+
∑

i∈Vf

∑

j∈L(i)

(vi − vj)
T(v̇i − v̇j) +

∑

i∈Vf

∑

j∈N (if )∩N (i)

(αij − ᾱ)|vi − vj |1

+
∑

i∈Vf

∑

p∈Vf∩N (i)

sL(i)

2
(αip − ᾱ)|vi − vp|1.

Applying controller (10), one obtains that

Υ̇ =Ḣ +
∑

i∈Vf

∑

j∈L(i)∩N (i)

ẋTij∇xij
Vij +

1

2

∑

i∈Vf

∑

j∈Vf∩N (i)

sL(i)ẋ
T
ij∇xij

Vij

+
∑

i∈Vf

∑

j∈L(i)

(vi − vj)
T



−
∑

p∈N (i)

sgn(vi − vp)−
∑

p∈N (i)

∇xip
Vip − uj





+
∑

i∈Vf

∑

j∈N (if )∩N (i)

(αij − ᾱ)|vi − vj |1 +
∑

i∈Vf

∑

p∈Vf∩N (i)

sL(i)

2
(αip − ᾱ)|vi − vp|1

=Ḣ(xf , vf ) +
∑

i∈Vf

∑

j∈L(i)∩N (i)

(vi − vj)
T∇xij

Vij +
1

2

∑

i∈Vf

∑

p∈Vf∩N (i)

sL(i)ẋ
T
ip∇xip

Vip

+
∑

i∈Vf

∑

j∈L(i)

(vi − vj)
T

(

−
∑

j∈N (if )∩N (i)

αijsgn(vi − vj)−
∑

p∈Vf∩N (i)

αipsgn(vi − vp)

−
∑

j∈L(i)∩N (i)

∇xij
Vij −

∑

p∈Vf∩N (i)

∇xip
Vip − uj

)

+
∑

i∈Vf

∑

j∈N (if )∩N (i)

(αij − ᾱ)|vi − vj |1

+
∑

i∈Vf

∑

p∈Vf∩N (i)

sL(i)

2
(αip − ᾱ)|vi − vp|1.

For convenience, label the agents in N (if ) who have neighbors in Vf as 1 to ω. If there is a directed
path from agent j, j ∈ {1, . . . , ω} to some agents in Vf , denote the set of these agents as F (j). Note that
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F (j) ⊆ Vf , and the leaders of k, p are same if k, p ∈ Vf are neighbors. Therefore, it follows:

Υ̇ =Ḣ +
1

2

∑

i∈Vf

∑

p∈Vf∩N (i)

sL(i)ẋ
T
ip∇xip

Vip −
∑

i∈Vf

∑

j∈N (if )∩N (i)

αij |vi − vj |1

−
ω∑

j=1

∑

i∈F (j)

(vi − vj)
T

∑

p∈F (j)∩N (i)

αipsgn((vi − vj)− (vp − vj))

−
ω∑

j=1

∑

i∈F (j)

(vi − vj)
T

∑

p∈Vf∩N (i)

∇xip
Vip −

∑

i∈Vf

∑

j∈N (if )∩N (i)

(vi − vj)
Tuj

−
ω∑

j=1

∑

i∈F (j)

(vi − vj)
Tuj +

∑

i∈Vf

∑

j∈N (if )∩N (i)

(αij − ᾱ)|vi − vj |1

+

ω∑

j=1

∑

i∈F (j)

(vi − vj)
∑

p∈F (j)∩N (i)

(αip − ᾱ)sgn ((vi − vj)− (vp − vj)) . (28)

Since Vip is symmetric with respect to xip and xip = (xi − χ)− (xp − χ), ∀χ ∈ ℜm, it holds

1

2

∑

i∈Vf

∑

p∈Vf∩N (i)

sL(i)ẋ
T
ip∇xip

Vip(xip)

=
1

2

ω∑

j=1

∑

i∈F (j)

∑

p∈F (j)∩N (i)

((vi − vj)− (vp − vj))∇xji
V̂ip((xi − xj)− (xp − xj))

=
1

2

ω∑

j=1

∑

i∈F (j)

∑

p∈F (j)∩N (i)

(
(vi − vj)∇xip

V̂ip(xip) + (vp − vj)∇xpi
V̂pi(xip)

)

=
ω∑

j=1

∑

i∈F (j)

(vi − vj)
∑

p∈F (j)∩N (i)

∇xip
V̂i(xip). (29)

Since uj(t) is continuous for t ∈ [0,∞) and it is proved in Part A that limt→∞ uj = 0, it holds that uj(t)
is bounded for t ∈ [0,∞). Denote the bound as µ such that |uj(t)|1 6 µ, ∀j ∈ N (if ). Substituting (29)
into (28) yields

Υ̇ 6Ḣ +
∑

i∈Vf

∑

j∈N (if )∩N (i)

|uj ||vi − vj |+
ω∑

j=1

∑

i∈F (j)

|uj||vi − vj | −
∑

i∈Vf

∑

j∈N (if )∩N (i)

ᾱ|vi − vj |1

−
ω∑

j=1

∑

i∈F (j)

(vi − vj)
T

∑

p∈F (j)∩N (i)

ᾱsgn((vi − vj)− (vp − vj)).

Define the number of agents in F (j), j ∈ {1, . . . , ω} as sF (j). Define V̌j as a column stack vector of
(vi − vj), i ∈ F (j). Let Gj be the undirected graph characterizing the interactions among the sF (j)

followers of leader j with the associated Laplacian matrix Lj , DjD
T
j . Note that by definition, Lj is

symmetric positive semi-definite. Let Ḡj be the directed graph characterizing the interactions among
leader j and its followers. Let the edge weight aij = 1 if leader j is a neighbor of follower i and aij = 0

otherwise. Define Λj , diag(ai1j , . . . , aisF (j)j
), ik ∈ F (j), k = 1, . . . , sF (j). Note that Λ2

j = Λj because

aij , i ∈ F (j) is either 1 or 0. Therefore, it holds

Υ̇ 6Ḣ +
ω∑

j=1

1sF (j)
⊗ µ|v̌j | −

ω∑

j=1

ᾱ|Λj ⊗ Imv̌j |1 −
ω∑

j=1

ᾱ|DT
j ⊗ Imv̌j |1.

The leader-follower topology matrix associated with graph Ḡj is defined as Rj , Lj +Λj , j ∈ {1, . . . , ω}.
According to [22], Rj is symmetric positive definite. Based on (26) and the fact that | · | 6 | · |1 for any
vector, one obtains

Υ̇ 6− κv
∑

j∈N (if )

(vj − vif )
T(vj − vif )−

κv
2

∑

j∈N (if )

∑

p∈N (if )∩N (j)

(vj − vp)
T(vj − vp)
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− k̃T(CF
if
)TCF

if
k̃ −

ω∑

j=1

(

ᾱ
√

λmin(Rj)− µ̄

)

|v̌j |, (30)

where µ̄ , maxk∈{sF (1),sF (2),...,sF (ω)}{1k ⊗ µ}. If Rj(t), changes at some time, there exists t1 > 0 such

that Rj(t) = Rj(0), ∀t ∈ [0, t1). By designing ᾱ > µ̄/minj∈{1,...,ω}{
√

λmin(R(j)(0))}, one has Υ̇(t) 6 0
for t ∈ [0, t1). Since Vik(t), i ∈ V ′, k ∈ N (j) ∩ V ′ is continuous, we can conclude that Vik(t1) 6 Υ(t1).
From the definition of Vik in (2), it follows that there is no collision and no edge in the graph Ḡj(0) will
be lost for t ∈ [0, t1]. Therefore, the only possibility for Rj(t) to change at t = t1 is if some edges are
added in the graph, which means that Ḡj(0) is a subgraph of Ḡj(t1). Then it yields from Lemma 2.2
in [23] that Rj(0) 6 Rj(t1), ∀j ∈ {1, . . . , ω} and thus λmin(Rj(0)) 6 λmin(Rj(t1)). Following the same
argument, if Rj(t) changes at t = ti > t1, i = 1, . . ., the same conclusion can be drawn. Therefore, it

holds that µ̄/minj∈{1,...,ω}{
√

λmin(R(j)(0))} > µ̄/minj∈{1,...,ω}{
√

λmin(R(j)(t))} for all t > 0. And there

is no collision and also no edge in the graph Ḡj(0) is lost for all t > 0. Thus, Υ̇(t) 6 0, ∀t > 0.
According to the above analysis, it holds that limt→∞(vj − vif ) = 0 and limt→∞(vi − vj) = 0, ∀i ∈

F (j), j ∈ {1, . . . , ω}. The assumption that the initial undirected graph G′ is connected indicates that
there is at least one leader in {1, . . . , ω} for each agent in Vf when t = 0. Together with the fact that
no edge in Ḡj , ∀j ∈ {1, . . . , ω} is lost for t > 0, all agents in Vf are followers of agents in {1, . . . , ω} for
t > 0. This further leads to limt→∞(vi − vj) = 0, ∀i, j ∈ V . This completes the proof.

Remark 2. For the case sa = 1, no desired configuration can be obtained by Lemma 3. Actually, even
if sa = 1, a desired configuration may be found. If there exists x∗if j , ∀j ∈ N (if ) satisfying 0 < |x∗if j | < R
such that

∑

j∈N (if )−a(if )

∇xif
Vif j(|x∗if j |) +

∑

j∈a(if )

∇xif
Ṽif j(|x∗if j |) = 0, (31)

then xij = x∗if j is the desired displacement. The existence of the solution of (31) means that the forces
acted on the malicious agent from its targets and non-target neighbors can be balanced together.

4 Flocking control against multiple malicious agents

In this section, multiple malicious agents in the swarm (1) are taken into consideration. Define the set
of the malicious agents as F , {i1, i2, . . . , id} ⊂ V . Let Gℓ be the undirected graph characterizing the
interactions among the agents in F . In the following, two cases are considered: Case 1, any two malicious
agents are unconnected in Gℓ; Case 2, any two malicious agents are connected in Gℓ. The obtained results
can be straightly extended to more general cases with both connected and unconnected malicious agents
in Gℓ.

4.1 Flocking control against multiple malicious agents in Case 1

Consider the swarm (1) with d (d < N) malicious agents, any two of which are unconnected in Gℓ. The
controller of the malicious agent ik ∈ F , k ∈ {1, . . . , d} is

uik = −kv
∑

jk∈N (ik)

(vik − vjk)−
∑

jk∈N (ik)

∇xik
Ṽikjk , (32)

where kv and Ṽikjk are defined in (5). Define Cikk ,
∑

jk∈N (ik)
∇xik

Ṽikjk where k , (kv, ka, kr)
T and

Cik , (
∑

jk∈N (ik)
(vik − vjk),

∑

jk∈N (ik)
∇xik

Vaikjk ,
∑

jk∈N (ik)
∇xik

Vrikjk).

Define an undirected graph G′
2 , (V ′

2, E ′
2) consisting of a set of vertices V ′

2 , V −F and the set of edges
E ′
2 , {(i, j)|i, j ∈ V ′

2, |xij | < R, i 6= j}.
Assumption 5. The initial graph G′

2 is connected.
The flocking problem to be solved is reformulated as follows.

Problem F2. Consider the swarm (1) satisfying Assumption 5 with multiple malicious agents in F
under controller (32) and any two of them are unconnected in Gℓ. Design ui, i ∈ V ′

2 such that
(1) limt→∞(vi − vj) = 0, ∀i, j ∈ V ;
(2) The swarm (1) asymptotically converges to a fixed geometric configuration, under which
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• uik = 0 and |xikj | = δ̄ikj , ∀ik ∈ F , j ∈ N (ik) where 0 < δ̄ij < R;

• |xij | = δ̃ij , ∀i ∈ V ′
2, j ∈ N (i) where 0 < δ̃ij < R;

(3) |xij(t)| 6= 0 for t > 0, ∀i, j ∈ V and i 6= j.
Consequently, two scenarios are considered: one where malicious agents have common neighbors and

another where they do not.

4.1.1 Malicious agents with no common neighbors

The desired geometric configuration formed by each malicious agent and its neighbors can be obtained
separately. Therefore, the method in Lemma 1 can still be utilized here to identify the desired config-
urations for malicious agents in set F . Geometrically, there are d regular polygons with each malicious
agent being the center and its neighbors being vertexes.

Similarly to the case when there is only one malicious agent, the following assumption is made to
ensure the existence of the desired configuration.

Assumption 6. At the initial time, each malicious agent has at least two neighbors.
To deal with the unknown parameter kik of the malicious agent ik ∈ F , k ∈ {1, . . . , d}, filtering

functions in (32) for agent ik, it holds that

v̇Fik = −avFik + avik , vFik(0) = vik(0),

ĊF
ik

= −aCF
ik
+ Cik , CF

ik
(0) = 0,

where a > 0. vFik and CF
ik

are the filtered functions of vik and Cik , respectively.

Define k̂ik as the estimate of parameter k for agent ik. Design another adaptive update law of k̂ as
follows:

˙̂
kik = −ΓkCik

∑

jk∈N (ik)

(vjk − vik)− Γk(C
F
ik
)T(CF

ik
k̂ik − vFik + vik). (33)

Define VF , {i1, j11, j12, . . . , i2, j21, j22, . . . , id, jd1, jd2, . . .} where jkg ∈ N (ik), ik ∈ F , k ∈ {1, 2, . . . , d},
g ∈ {1, 2, . . . , ŝk} with ŝk > 0 being the number of agents in N (ik). An improved controller for agent
jk ∈ N (ik) is designed as follows:

ujk = −κv
∑

p∈N (jk)∩VF

(vjk − vp)− κv(vjk − va)− κx
∑

p∈N (jk)∩VF

∇xjk
V̂jkp − Cik k̂ik , (34)

where Ṽikq and V̂jkp are defined in (5) and (8), respectively. Velocity va satisfies

d∑

k=1

ŝkv
2
a −




∑

ik∈F

vTik +
∑

ik∈F

∑

jk∈N (ik)

vTjk



 va +
∑

ik∈F

∑

jk∈N (ik)

vTikvjk 6 0. (35)

The hierarchical flocking control architecture introduced in Section 3 is also utilized here. Similarly to
Figure 2, all malicious agents in F can be set in Layer 1, their normal neighbors in VF − F are in Layer
2, and other agents in V − VF are in Layer 3. The controller (34) and (35) for agents in Layer 2 only
utilizes information from Layers 1 and 2, with agents in Layers 2 and 3 acting as leaders and followers.
Then, the following theorem is proposed.

Theorem 2. Consider the swarm (1) satisfying Assumptions 1, 5, and 6 with multiple malicious agents
in F under controller (32), where any two of them are unconnected in Gℓ. Suppose that the malicious
agents have no common neighbors. Problem F2 can be solved by applying controller (34) and (35) along
with parameter estimate update law (33) to agents in VF − F and controller (10) to agents in V − VF .
Proof. Define xF and vF as the vectors consisting of positions and velocities of all the agents in VF ,
respectively. Define k̃ik , kik − k̂ik . Define the energy function G(xF , vF ) as

G(xF , vF ) ,κx
∑

ik∈F

∑

jk∈N (ik)

V̂jkik +
κx
2

∑

ik∈F

∑

jk∈N (ik)

∑

rk∈VF∩N (jk)−{ik}
V̂jkrk

+
1

2

∑

ik∈F

∑

jk∈N (ik)

(vjk − vik)
T(vjk − vik) +

1

2

∑

ik∈F

k̃TikΓ
−1
k k̃ik .
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By applying controller (34) and (35) along with estimate update law (33), the derivative of G holds that

Ġ(xF , vF ) = −κv
∑

ik∈F

∑

jk∈N (ik)



(vjk − vik)
T(vjk − vik) +

1

2

∑

pk∈N (jk)∩VF

(vjk − vpk
)T(vjk − vpk

)





− kv
∑

ik∈F

∑

jk∈N (ik)

(vjk − vik)
T
∑

ik∈F

∑

jk∈N (ik)

(vjk − vik )−
∑

ik∈F

∑

jk∈N (ik)

(vjk − vik)
T(vjk − va)

6 −κv
∑

ik∈F

∑

jk∈N (ik)

(vjk − vik)
T(vjk − vik)−

κv
2

∑

ik∈F

∑

jk∈N (ik)

∑

pk∈N (jk)∩VF

(vjk −vpk
)T(vjk − vpk

)

−
∑

ik∈F

∑

jk∈N (ik)

(vjk − va)
T(vjk − va)−

∑

ik∈F

k̃Tik(C
F
ik
)TCF

ik
k̃ik . (36)

Therefore, Ġ(xF , vF ) is always non-positive. Define the level set ΩF , {(xTF , vTF )T ∈ R2sF×m : G(t) 6
G(0), G(0) > 0} where sF ,

∑

k∈{1,...,d}(ŝk + 1) for t > 0. Hence, by applying LaSalle’s invariance

principle, (xTF , v
T
F ) starting in ΩF asymptotically converges to the largest invariant set inside the region

CF , {(xTF , vTF )T ∈ R2sF×m : Ġ(t) = 0}. According to (36), Ġ(t) = 0 holds if and only if vik = vjk = va
and CF

ik
k̃ik = 0 for all ik ∈ F and jk ∈ N (ik). This implies that limt→∞(vi − vj) = 0, ∀i, j ∈ VF . Under

this result, by the similar analysis in the proof of Theorem 1, one concludes that the flocking Problem
F2 is solved.

Remark 3. Comparing the improved controller (34) and (35) with controller (8) in Theorem 1, the term
−κv(vjk − va) for jk ∈ N (ik), ik ∈ F in (34) is added to guarantee that all agents in VF can tend to the
common velocity va. Displacement and velocity information can be obtained either through a centralized
information interaction and control architecture or by building a local communication network among
agents in VF if they are close to each other. Conversely, if they are far apart such that the velocity
information of all agents in VF cannot be obtained by agent jk, then by building a local communication
network among agents in N (jk), ∀jk ∈ NF , only the “local” flocking goal can be guaranteed, that is,
each malicious agent and its neighbors tend to a common velocity, respectively.

4.1.2 Malicious agents with common neighbors

Here, the common neighbors are affected by more than one malicious agent. To contain the malicious
agents, a specific geometric configuration needs to be designed.

For agent j ∈ VF −F , find all the malicious agents that are neighbors of agent j and define the number
of them as s̄j . Denote the set of them asN (j)∩F , {ij1, ij2, ij3, . . .} where ijk ∈ F and k ∈ {1, 2, . . . , s̄j}.
Solve the following equations:







∑

l1∈N (ij1)−F ∇x∗

ij1l1
Ṽij1l1 = 0,

∑

l2∈N (ij2)−F ∇x∗

ij2l2
Ṽij2l2 = 0,

...
∑

ls̄j∈N (ijs̄j )−F ∇x∗

ij2ls̄j
Ṽijs̄j ls̄j = 0,

0 < |x∗ijkj | < R, k = 1, 2, . . . , s̄j ,

(37)

the solutions provide the desired displacement between the malicious agents and their neighbors. In this
case, the total potential gradient of all the malicious agents with respect to their neighbors is restricted
to 0 by designing all their neighbors’ relative positions simultaneously. Physically, this means that the
forces acting on each malicious agent by all its neighbors are balanced, ensuring that each malicious
agent remains contained in the swarm. Figure 3 illustrates a desired configuration satisfying (37). The
malicious agents if1 and if2 which are unconnected in Gℓ have a common neighbor j2. Agents j1 − j5 are
their neighbors. Under this configuration, agents if1 and if2 are contained simultaneously.

Define NF , VF −F , {1, 2, . . . , s2} as the set of normal agents that are neighbors of one or multiple
malicious agents with s2 representing the number of these neighbors. Define Nm , {1, 2, . . . , s1} as the
set of normal agents that are neighbors of multiple malicious agents and No , {s1 + 1, s1 + 2, . . . , s2} as
the set of normal agents that are neighbors of only one malicious agent where s2 > s1 > 1. Design the
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Figure 3 (Color online) Illustration of the configuration to contain malicious agents which are unconnected in Gℓ with a common

neighbor.

controller for agent j ∈ NF as follows:

uj = −κv
∑

ip∈N (j)∩F

(vj − vip)− κv(vj − vb)− κx
∑

p∈N (j)∩VF

∇xj
V̂jp −

∑

ik∈N (j)∩F

Cik k̂ik , (38)

where V̂jp is defined in (8), Ṽikq is defined in (5) and k̂ik is defined in (33). vb satisfies




s1∑

j=1

s̄j + s2 − s1



 v2b −
(

s1∑

j=1

∑

ip∈N (j)∩F

(vj + vip)
T +

s2∑

j=s1+1

(vj + vij )
T

)

vb

+

s1∑

j=1

∑

ip∈N (j)∩F

vTipvj +

s2∑

s1+1

vTijvj 6 0, (39)

where s̄j is defined in (37). The malicious agent ij is the neighbor of agent j ∈ No.
Similarly to the analysis in Theorem 2, the following result can be obtained.

Corollary 1. Consider swarm (1) satisfying Assumptions 1 and 5 with multiple malicious agents in F
under controller (32) and any two of them are unconnected in Gℓ. If there exist solutions in (37) for agents
in NF , Problem F2 can be solved by applying controller (38) along with parameter estimate update law
(33) to agents in NF and controller (10) to agents in V − VF .

4.2 Flocking control against multiple malicious agents in Case 2

Considering there are d malicious agents in swarm (1) and any two of them are connected in Gℓ, the
controller of the malicious agent ik, k ∈ {1, . . . , d}, ik ∈ F is

uik = −
∑

ig∈F−{ik}
(vik − vig )−

∑

ip∈N (ik)∩F

∇xik
Vikip −

∑

jk∈N (ik)−F

∇xik
Ṽikjk −

∑

ig∈F−{ik}

∑

jg∈N (ig)−F

∇xig
Ṽigjg ,

(40)

where the malicious potential Ṽikjk is defined in (5). Define C2k2 ,
∑

ik∈F

∑

jk∈N (ik)−F ∇xik
Ṽikjk , where

C2 ,
(∑

ik∈F

∑

jk∈N (ik)−F ∇xik
Vaikjk ,

∑

ik∈F

∑

jk∈N (ik)−F ∇xik
Vaikjk

)
and k2 , (ka, kr)

T. Define f2 ,
∑

ig∈F−{ik}(vik − vig ) +
∑

ip∈N (ik)∩F ∇xik
Vikip .

Remark 4. These multiple malicious agents are regarded as “accomplices”, and they cooperatively
damage the swarm, as reflected in the last term of (40). For any malicious agent, only its normal
neighbors are treated as “adversaries”. Thus, in the controller (40), the malicious behavior only targets
normal agents rather than the malicious ones.

For swarm (1) with the above malicious agents, the flocking problem is reformulated as follows.
Problem F3. Consider the swarm (1) satisfying Assumptions 5 with multiple malicious agents in F
under controller (40) and any two of them are connected in Gℓ. Design ui, i ∈ V ′

2 such that the goals
(1)–(3) in Problem F2 can be achieved.
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Figure 4 (Color online) Illustration of the configuration to contain malicious agents which are connected in Gℓ.

Since each normal agent may suffer from the combined effects caused by multiple malicious agents
that are connected in Gℓ, the desired configuration to contain these malicious agents can also be obtained
by solving (37). Figure 4 illustrates an example of the desired configuration satisfying (37) with two
malicious agents if1 and if2 that are connected in Gℓ. Agents j1–j3 are their neighbors. Under this
geometric configuration, the behaviors of agents if1 and if2 are contained simultaneously.

To deal with the unknown control parameter k2 in (40), let

∑

ik∈F

v̇Fik = −a
∑

ik∈F

vFik + a
∑

ik∈F

vik ,
∑

ik∈F

vFik(0) =
∑

ik∈F

vik (0),

ḟF
2 = −afF

2 + f2, fF
2 (0) = 0,

ĊF
2 = −aCF

2 + C2, CF
2 (0) = 0,

where a > 0.
∑

ik∈F v
F
ik
, fF

2 and CF
2 are the filtered functions of

∑

ik∈F vik , f2 and C2.

Define k̂2 as the estimate of k2 and design its adaptive update law as

˙̂
k2 = −Γk2C

T
2

∑

j∈NF

∑

ij∈F∩N (j)

(vj − vij )− Γk2(C
F
2 )T

(

CF
2 k̂2 −

∑

ik∈F

vFik +
∑

ik∈F

vik + fF
2

)

, (41)

where Γk2 > 0 is the gain matrix.
With the desired configuration obtained by (37) and the estimate (41), the geometric configuration

controller is designed for agent j ∈ NF as

uj =−
∑

ij∈N (j)∩F




(
κv(vj − vij ) + κx∇xj

V̂jij
)
+

∑

ih∈N (ij)∩F

∇xij
Vijih





−
∑

ij∈N (j)∩F

∑

ig∈F−{ij}
(vij − vig )− C2k̂2, (42)

where κv, κx and V̂jij are defined in (8). Vij ih is defined in (3) and C2 is defined in (40).

Theorem 3. Consider the swarm (1) satisfying Assumptions 1 and 5 with multiple malicious agents
in F under controller (40) and any two of them are connected in Gℓ. If solutions to (37) exist for agents
in NF , Problem F3 can be solved by applying controller (42) along with the parameter estimate update
law (41) to agents in NF and controller (10) to agents in V − VF .

Proof. Define k̃2 , k2 − k̂2. Let d > 0 be the number of malicious agents. Define the energy function of
all the agents in VF as

Y(xF , vF ) ,κx
∑

j∈NF

∑

ij∈F∩N (j)

V̂jij + (d+ 2)
∑

ik∈F

∑

ip∈N (ik)∩F

Vikip +
∑

ik∈F

∑

ig∈F−{ik}
(vik − vig )

T(vik − vig )
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Figure 5 (Color online) Illustration of the initial topology of agents in Example 1.

+
1

2

∑

j∈NF




∑

ij∈F∩N (j)

(vj − vij )
T








∑

ij∈F∩N (j)

(vj − vij )



+
1

2
k̃T2 Γ

−1
k2
k̃2.

Combining controllers (10), (40), (42), and parameter estimate update law (41), the time derivative of
Y is

Ẏ =(d+ 2)
∑

ik∈F

∑

ip∈N (ik)∩F

(vik − vip)
T∇xik

Vikip

(

− 2(vik − vig )

−
∑

ie∈F−{ik,ig}
(vik − vie) +

∑

ie∈F−{ik,ig}
(vig − vie)

)

−
∑

ik∈F

∑

ip∈N (ik)∩F

(
∑

ir∈F−{ik,ip}
(vik − vir )∇xik

Vikip

+
∑

ic∈F−{ik,ip}
(vip − vic)∇xip

Vipik + 2(vik − vip)∇xik
Vikip

)

−
∑

j∈NF

(
∑

ij∈F∩N (j)

(vj − vij )
T

)(
∑

ij∈F∩N (j)

(

κv(vj − vij ) + κx∇xj
V̂jij

)
)

− k̃T2 (C
F
2 )TCF

2 k̃2

=(d+ 2)
∑

ik∈F

∑

ip∈N (ik)∩F

(vik − vip)
T∇xik

Vikip −
∑

ik∈F

d(vik − vig )
T(vik − vig )

−
∑

ik∈F

∑

ip∈N (ik)∩F

(
∑

ir∈F−{ik}
(vik − vir )−

∑

ic∈F−{ip}
(vip − vic) + 2(vik − vip)

)

∇xik
Vikip

− κv
∑

j∈NF

(
∑

ij∈F∩N (j)

(vj − vij )
T

)(
∑

ij∈F∩N (j)

(vj − vij )

)

− k̃T2 (C
F
2 )TCF

2 k̃2

=−d
∑

ik∈F

(vik − vig )
T(vik − vig )−κv

∑

j∈NF

(
∑

ij∈F∩N (j)

(vj − vij )
T

)(
∑

ij∈F∩N (j)

(vj − vij )

)

− k̃T2 (C
F
2 )TCF

2 k̃2,

which means that Ẏ 6 0. Similarly to the proof of Theorem 1, one can deduce that Problem F3 is solved
using controllers (10) and (42). This completes the proof.

Remark 5. When the multiple malicious agents share common neighbors, the desired configuration of
VF to contain the malicious behaviors is obtained by solving equation (37). Note that 0 < |x∗ijkj | < R

is a restrictive condition, under which (37) may have no solution. Then, no desired configuration can be
found, and the multiple malicious agents cannot reach a fixed common velocity.

One may refer to [24] for the leader-follower flocking control with time-varying velocities by regarding
the malicious agents as leaders in the swarm.

5 Simulation

In this section, several numerical examples are presented to illustrate the effectiveness of proposed flocking
control schemes in the above sections.
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Figure 6 (Color online) Trajectories of velocities, distances between neighboring agents and control efforts of Agents 1–6 in

Example 1.

Figure 7 (Color online) Flocking patterns at t = 10 s where d1 and d2 present positions in the first and second dimensions in

Example 1.
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Figure 8 (Color online) Illustration of the initial topology of agents in Example 2.

Figure 9 (Color online) Trajectories of velocities, distances between neighboring agents, and control efforts of Agents 1–9 in

Example 2.

5.1 Example 1: one malicious agent with targets

Consider a 2-dimensional swarm of 6 agents (Agents 1–6), including a malicious agent (Agent 1) under
controller (4) and (5) with ka = 0, kr = 106 and kv = 0. The targets of it are Agents 2–4. Define the
velocity of agent i ∈ V as vi , (vi1, vi2) where vi1 and vi2 are velocities in the first and second dimensions,
respectively. The initial undirected topology graph is shown in Figure 5. The initial values of velocities
are randomly taken from (0, 6) m/s× (0, 6) m/s. Let the communication distance be R = 18

√
2 m. Let
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Figure 10 (Color online) Flocking patterns at t = 10 s where d1 and d2 present positions in the first and second dimensions in

Example 2.

Figure 11 (Color online) Illustration of the initial topology of agents in Example 3.

the desired distance between the malicious agent and its neighbors be δ̄ = 12 m. Apply controller (8)
with κv = 6.5 and κx = 20 to Agents 2–4 and 6, and controller (10) with γkp = 2 to Agent 5. One can
see from the simulation results in Figure 6 that all agents tend to a common velocity and all the control
efforts tend to 0. Agent 1 is contained, and the distances between it and its targets approach 12 m. The
distance between Agent 1 and its non-target neighbor, Agent 6, approaches 18 m. The flocking patterns
at t = 10 s are presented in Figure 7.

5.2 Example 2: two malicious agents which are unconnected in Gℓ

Consider a 2-dimensional swarm of 9 agents (Agents 1–9), including two malicious agents which are
unconnected in Gℓ (Agents 1 and 6) under controller (32) with ka = 0, kr = 103, kv = 1. The initial
undirected topology graph is shown in Figure 8. Define the velocity of agent i ∈ V as vi , (vi1, vi2) where
vi1 and vi2 are velocities in the first and second dimensions, respectively. The initial values of velocities
are randomly taken from (0, 6) m/s× (0, 6) m/s. Let the communication distance be R = 18

√
2 m. Let

the desired distance between the malicious agent and its neighbors be δ̄ = 15 m. Apply controller (34)
and (35) with κv = 2 and κx = 12 to Agents 2–4 and 7–9, and controller (10) with γkp = 3 to Agent 5.
The simulation results in Figure 9 illustrate that all agents tend to a common velocity. Malicious Agents
1 and 6 are contained, and the distances between them and their neighbors approach 15 m. Agent 5 is
not a neighbor of any malicious agent and the distances between it and its neighbors tend to be fixed.
The configuration of the agents at t = 10 s is shown in Figure 10.
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Figure 12 (Color online) Trajectories of velocities and distances between neighboring agents and control efforts of Agents 1–5 in

Example 3.

Figure 13 (Color online) Flocking patterns at t = 10 s where d1 and d2 present positions in the first and second dimensions in

Example 3.
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5.3 Example 3: two malicious agents which are connected in Gℓ

Consider a 2-dimensional swarm of 5 agents (Agents 1–5), including two malicious agents which are
connected in Gℓ (Agents 1 and 2) under controller (40) with ka = 0, kr = 105, kv = 0. The initial
undirected topology graph is shown in Figure 11. Define the velocity of agent i ∈ V as vi , (vi1, vi2)
where vi1 and vi2 are velocities in the first and second dimensions, respectively. The initial values of
velocities are randomly taken from (0, 6) m/s× (0, 6) m/s. Let the communication distance be R = 25 m
and the desired distance between the malicious agent and its neighbors be 18 m. Apply controller (42)
with κv = 4 and κx = 40 to Agents 3–5. From the simulation results in Figure 12, one can see that all
agents tend to have a common velocity. The malicious Agents 1 and 2 are contained simultaneously. The
distances among them and their neighbors tend to 18 m as expected and the configuration tends to be
the desired one, as shown in Figure 13.

6 Conclusion

This paper proposed hierarchical geometric configuration-based methods to design fault-tolerant flocking
control for a swarm with malicious agents. The geometric containment conditions ensure that each
malicious agent exerts zero force by appropriately designing the relative positions of each malicious
agent’s neighbors. Based on these conditions, a specific potential function was constructed, aiding in the
design of the controllers for each malicious agent’s neighbors. The methods were applicable to several
common practical scenarios: single malicious agent with targets, multiple congregate malicious agents,
and scattered ones. These new results addressed the problem without removing the malicious agents,
thereby enriching the fault-tolerant flocking control theory. However, our work still has some limitations.
When containing multiple clustered malicious agents, the displacements between malicious agents and all
their neighbors need to be adjusted together. In addition, the malicious agents we considered were based
on a specific model, and other types of malicious agents with different forms have not been considered.
Further investigation is required to deal with the flocking control problem involving multiple malicious
agents, including both scattered and clustered ones simultaneously. More complicated or general malicious
behaviors could be investigated with the help of cognitive behavioral theory [25], game theory [26], and
other related decision-making theories [27]. In addition, the application of containment methods to
multi-agent systems with complex nonlinear dynamics presents an interesting topic for future research.
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