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Abstract Flocking control in the presence of malicious decisions is a crucial research topic since agents in
swarms are likely to suffer from security issues in practice. This paper considers a swarm containing mali-
cious agents that deliberately alter their controller parameters and disrupt the swarm by causing collisions,
divisions, and escapes. Two possible malicious scenarios are considered. The first is that one malicious
agent acts selectively on a subset of its neighbors and the second is that multiple malicious agents are either
scattered or clustered together. To achieve the flocking control objective: (1) containment conditions based
on specific geometric configurations are established; (2) hierarchical fault-tolerant flocking control methods
based on those containment conditions are proposed. Compared to existing research dealing with malicious
agents in swarms, our approach aims to contain rather than remove them. This guarantees the completeness
of the task and takes agents’ motions into consideration. Simulations show the effectiveness of the proposed
methods.

Keywords flocking control, fault-tolerant control, multiple malicious agents, geometric configuration

1 Introduction

Flocking is a typical self-organizing motion that extracts energy from the environment and generates
directed motion. Flocking motion is widely observed in nature, i.e., fish display schooling [1] and bird
gathering [2]. Inspired by these natural occurrences, many researchers have focused on the flocking
control problem, applying their findings to multi-agent systems, mobile agents, or networks [3-5]. Most
of them are based on the three heuristic rules: separation, alignment, and cohesion for the flocking model
proposed by Reynolds in [6]. Recently, new results on flocking control for multi-agent systems constantly
spring up. Ref. [7] presented an inference-based approach to the distributed and cooperative flocking
control of aerial robot swarms. In [8], an overview of optimal flocking is presented.

In large-scale systems, complicated environments and redundant interconnections pose significant chal-
lenges to the security of a swarm or a networked system. The major objective of providing security in
any networked system is to defend the system against a range of abnormal situations. Motivated by
these challenges, many fault-tolerant control methods have been developed [9]. These include strategies
for addressing actuator or sensor failures in flight systems, with numerous studies proposing solutions
such as fault tolerant adaptive control and artificial neural network methods [10,11]. Beyond physical
layer faults, malicious behaviors at the decision-making layer of a system present even more complex
challenges to deal with. Ref. [12] provided a survey on trust-based detection and isolation of malicious
nodes in ad-hoc and sensor networks. In [13], some protocols are proposed for the identification and local
containment of misbehaving or faulty nodes, followed by their eviction from vehicular networks. For a
manned-unmanned vehicle swarm, some members may intentionally gain control of vehicles to sabotage
the mission of the whole swarm [14].

To date, there has been limited research focusing on flocking control within smarms that include
malicious agents. These agents threaten the primary objectives of flocking because they increase the risk
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of collisions and splits within the swarm. The aforementioned behaviors can manifest from the malicious
decisions made by these agents. Motivated by this, in our previous work [15], we addressed the flocking
control problem of a swarm against one subjective malicious agent. That malicious agent deliberately
falsifies its controller parameters, disrupting the balance between attraction or repulsion forces among
agents, potentially causing collisions, divisions, and agent dispersal within the swarm. To guarantee the
integrity of the task and consider the motions of the agent, the malicious agent is supposed to be safely
contained in a swarm. It should be noted that its abnormal behavior typically impacts all neighboring
agents indiscriminately.

However, real-world scenarios often involve targeted attacks by malicious agents within a swarm.
Usually, targets, attackers, and defenders simultaneously exist in combat engagement scenarios. For
example, Ref. [16] considered scenarios when a Trojan is triggered in both targeted and untargeted
settings. In [17], the crossfire attack is a moving target for the same N-server area. On the other hand, in
large-scale swarms, the presence of multiple malicious agents can pose a significantly greater threat than a
single agent, potentially leading to the destruction of the whole swarm. Some researchers have focused on
dealing with malicious nodes or agents. Ref. [18] proposed an onion-peeling approach to defend against
multiple malicious nodes. In [19], a hybrid strategy is developed to reach resilient consensus among
cooperative agents in the directed networks, even when multiple Byzantine agents are present.

Motivated by the above analysis, this work aims to explore more realistic scenarios, including those
involving malicious agents with targets and the presence of multiple malicious agents within a swarm.
Under these scenarios, we aim to study how the malicious agents affect the whole swarm and how to
achieve the flocking control goal without removing the malicious agents from the swarm. The main
contributions of this work are as follows:

e In scenarios where a malicious agent selectively targets certain neighbors, a geometric flocking con-
dition is established. This condition ensures that the forces acting on the malicious agent by its target
and non-target neighbors are balanced and that there are specific desired distances between the mali-
cious agent and its neighbors. Leveraging this condition, a hierarchical geometric configuration-based
flocking control strategy is designed. Such a fault-tolerant flocking method, for the first time, enables the
containment of a malicious agent with targets by its neighboring agents.

e For scenarios involving multiple malicious agents, whether scattered throughout the swarm or clus-
tered together, the desired geometric configuration and hierarchical flocking control strategies are devel-
oped by comprehensively analyzing the forces acting on all malicious agents. Moreover, not only the
containment of every single malicious agent but also the velocity consensus of all malicious agents is
considered to avoid the split of the swarm.

The remainder of the paper is organized as follows: In Section 2, a model description and some previous
work are given. Section 3 provides a containment analysis for the malicious agent with targets and the
flocking control methods. Section 4 focuses on multiple malicious agents. The simulation results are
presented in Section 5, followed by a conclusion in Section 6.

2 Preliminaries
Notations. Let 1,, denote the n x 1 column vector of all ones. Let |a|; denote the 1-norm and |a| denote
the Euclidean-norm of a, respectively. Let sgn(a) be the signum function of a. Let diag(aq, ..., a,) be the

diagonal matrix with diagonal entries a; to a,. Let Amin(-) denote the minimum eigenvalue of a square
real matrix with real eigenvalues. Let ® be the Kronecker matrix product.

2.1 Flocking of a swarm

Consider a swarm of N agents whose dynamics take the form

T; = v;
{ ST (1)
v, =u;, 1€V,
where z; € R™, v; € R™ and u; € R™ denote the position, the velocity, and the control (acceleration)
input of agent i for i € V with V £ {1,..., N}. Define Tij T x; as the relative position between

agents ¢ and j for 7,7 € V.
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The communication topology between agents in swarm (1) is modeled by an undirected graph G =
(V,€) that consists of a set of vertices V and a set of edges &€ £ {(4,7)|i,j € V,i # j}. Vertex i €
V represents agent ¢, and edge (i,j) € & implies that agents ¢ and j can interact with each other
and are unordered. An undirected path between vertices ¢ and j is a sequence of unordered edges,
(i,k1), (k1,k2), ..., (K, 5) with distinct vertices ky,, p = 1,2,...,1. If there exists an undirected path
between vertices ¢ and j, the two vertices are said to be connected; otherwise, they are unconnected.
An undirected graph is called connected if any two distinct vertices in the graph are connected. The
Laplacian matrix of graph G is denoted by L. Define R as the sensing radius of each agent, which indicates
that two agents can interact only if the distance between them is smaller than R, i.e., if 0 < |z;5] < R,
then (i,7) € &; otherwise, (i,7) ¢ £. Agent j is called a neighbor of agent i if (i,j) € £. Define
N@G) 2 {jeV:(i,j) €E,i# j} as the set of neighbors of agent i in G. Note that the following study
can be applied to the case that the communication topology is considered static as well.

In the following, the definition of the flocking control objective and the classic method to achieve the

objective are presented.
Definition 1 (Flocking control objective). The flocking control objective of the swarm (1) is said to be
achieved if all the agents tend to a common speed and approach a fixed configuration without collision,
Le., limy oo @ = limy oo v; —v; =0, Vi, j € V; 0<|ai(t)| <R, t >0, Vi € V, k e N(4).

To achieve the above flocking control objective, a conventional flocking control law is designed as [3]

wi=— Y (i—v)— Y. VaVi(layl), i€V, (2)
JEN (i) JEN (i)

where the first term corresponds to the desired velocity alignment, and the second term is the gradient of
a potential function V;;. Note that many existing potential functions with different forms can be applied
here in the normal case, for example, the bounded potential function proposed in [20]

s B2 —oy)? 5]

Vil , 0< || € R, 3
lal) & | e e 0l < (3)

Viij Vaij

where F is a positive constant. V;; satisfies the following properties:
o Vii(|zij]) = E when |z;;] = 0 or |z;;| = R;

ﬁw < 0 when |z;;| € (0,6) and %ﬁl;l) > 0 when |z;;| € (§, R), where § £ @.

Physically, the potential can be divided into V; £ Vaij + Viij where Vi and V,.;; can be viewed as
potentials of attraction and repulsion of agent i with respect to agent j, respectively. Obviously, V;;
reaches its minimum when |z;;| = . In the unique distance ¢, it holds that V, V4 () + V4, V445 (6) = 0.

In normal case, one can choose E > Q@ £ 13 T (0)v;(0) + Wmaxmey{f/ijﬂzij (0))} where

Vii(Jzii]) & 32‘;5;1"2 + RJ?@ZP. This makes the potential between any two agents sufficiently large
when the distance between them is equal to 0 or R, and thus avoids the collision while preserving the
connectivity [20]. In the sequel, F will be chosen sufficiently large (i.e., larger than the initial energy
functions built in the following sections) to avoid the collision and preserve the connectivity when applying

the potential function V;; in the control design.

2.2 A hierarchical flocking control against one malicious agent

In this subsection, we recall a hierarchical geometric configuration-based flocking control method for a
swarm with only one malicious agent, which has been proposed in our previous work [15]. In the control
architecture, the malicious agent is in Layer 1, all its neighbors are in Layer 2, and other agents in the
swarm are in Layer 3. Define V; as the set of agents in Layer 2, V; as the set of agents in Layer 3, and
Vg = {if} + N (if) as the set of agents in Layers 1 and 2. The control architecture is shown in Figure 1.

In Layer 1, the malicious agent is denoted as iy € V. It intentionally falsifies controller parameters
such that

uip = ko Y (vip —v) = Y Va, Vig(lzil), (4)

JEN(if) JEN(if)
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Figure 1 (Color online) Illustration of the hierarchical fault-tolerant control architecture [15].

where
Vigi 2 kaVaij(1mig50) + ke Vi 5 (|2 51), (5)

with k, < 1, k., and k, being three unknown bounded parameters. They represent the efficacy of
the velocity consensus, and the strength of the attractive and repulsive force, respectively. |k,| < ko,
|ka| < ka, |ky| <k, for ky, kq, k. > 0. Compared to the normal controller in (2), the attraction/repulsion
effort acting on agent 7y from each of its neighbors is out of balance under the distance 6. Under this
controller, especially when k, or k, is extremely large, the malicious agent iy will run away from the
agents around it to split the swarm or collide with the agents around it to ruin the swarm.

Definition 2. The malicious agent i is said to be contained if v;, = u;, = 0 and |xifj| = Sifj where
0 < d;,; < R is a designable expected distance between agent iy and its neighbor j € N(ig).

The malicious agent can be contained under the conditions shown in Lemma 1.

Lemma 1 ([15]). Consider the swarm (1) with malicious agent iy € V under controller (4) and (5).
Suppose that v;, —v; =0, Vj € N(if). If

i, 5] = 6, Vj € Niy), (6)
D @iy =0, (7)
JENis)

where 0 < § < R, then Vi, = ui, = 0.

The assumptions on this method are provided here. For more details, please see [15].

Assumption 1. The unknown parameters ky, kq, k. are bounded by |ky| < kv, |ko| < ka, |kr| < Kr.
Assumption 2. The initial undirected graph G’ is connected, where G’ £ (V’, £’) consists of the set of
vertices V' £V — {i;} and the set of edges &' £ {(i,7)|i,j € V', |zij| < R,i # j}.

Assumption 3. At the initial time, there are at least two neighbors of the malicious agent.
Assumption 4. At the initial time, any two agents in A/ (iy) are neighbors.

Please note that Assumption 1 is not required if the unbounded potential functions are applied in
this research. For example, the bounded potential function (3) can be replaced by the unbounded one
Vij(|zis]) & # + m, 0 < |z < R meaning the design of V;; does not depend on the bounds of
these parameters.

Based on Conditions (6) and (7) of Lemma 1, let Zje/\/(z‘f) zy
denotes the desired displacement between agents iy and j € N (if).

=0 and [z}, | = § < R/2 where 7
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In Layer 2, the controller of agent j € N (is) is designed as follows:

Uj = — Ko Z (vj — vp) — ko Z Va‘jf/jp(xjp) — Cik, (8)
PEN (H)NMV1 PEN(H)NV1

where k@akl‘ =z 1. Cif £ (Zje,/\f(if)(vif _Uj)vzjej\/(zf qufvfuf](lxifj')’Zje,/\f(if) vxifVTifj(lxifj'))

05 and CI" are the filtered functions of v; ; and C, under low-pass first-order filters, respectively. The

estimate k £ (IA%, l%a,l%,.)T of the unknown parameter k = (k,,kq, k)T satisfies the following adaptive
update law:

k=-TwCL > (v —vi,) = Te(CH)T(CLk+vi, —vf), (9)
JEN(ig)

where I'y, is the positive-definite gain matrix. The non-negative potential function Vij (x;;) satisfies the
following properties that

Vi;
- |—0Whenl‘”—l'

(1) Vi; attains its unique minimum and o —ar]

i
(2) Vij > H when |z;;| = 0 and |z;;| = R where H is a designable positive constant.
In Layer 3, a distributed adaptive controller is designed for agent k € Vy as

Z O‘kpSgn Uk — Up) Z Ve Vi ([2kp)), (10)

peN (k peN (k)
akp = 7kp|vk - vp|17 VS N( )a

where ag, is a varying gain with initial values ay,(0) > 0 and Vi, is defined in (2). 4y, is a positive
constant and i, = Ypk

Lemma 2 ([15]). Consider the swarm (1) satisfying Assumptions 1-4 with malicious agent iy € V under
controller (4) and (5). The malicious agent is contained, and the flocking control objective is achieved by
applying controller (8) along with parameter estimate update law (9) to agents in V; and controller (10)
to agents in Vy.

3 Flocking control against a malicious agent with targets

In our former work [15], the malicious agent is considered to act indiscriminately on all its neighbors.
However, in practice, the malicious agent may focus on certain target agents. Therefore, before considering
the multiple malicious agents’ case, we first explore the scenario where the malicious agent acts selectively
on a subset of its neighbors. To handle such a case, an extended hierarchical geometric configuration
control method is provided.

Consider a malicious agent iy € V with specific targets, whose controller is

Uiy = —ky Z (Uif _U] Z quf ifg |Iifj|) - Z vwif‘/;fj(|xifj|)7 (11)

jealis) jcaliy) JEN (ig)—alif)

where a(iy) C N(iy) is the set of agent if’s targets. Vi,; is defined in (3), k, and Vj,; are defined
in (5). Define C1k £ k, Zjea(z'f)(“if —v;) + Zjea(if)vl,,f Vi, (|7, ;|) where Cp £ (Zjea(if)(vif —v;),
ZjGa(if)vxif Vaisi, ZjGa(if)vxif Vrigg) and k = (kv, ka, k)T Define fi = ZJGN(if)*a(if)inf Vigs-

The flocking problem against this malicious agent is formulated as follows.
Problem F;. Consider the swarm (1) satisfying Assumptions 2 and 3 with a malicious agent iy € V
under controller (11). Design u;, i € V' such that

(1) limy—yo0(v; —v;) =0, Vi,j €V, ie., all the agents converge to the same velocity;

(2) The swarm (1) asymptotically converges to a fixed geometric configuration, under which

e u;, =0 and |z, ;| = &;,;, Vj € N(if) where 0 < §;,; < R, i.e., the malicious agent iy is contained;

o |zij| = 045, Vi € V',j € N(i) where 0 < 0;; < R, i.c., the normal agents are connected with their
neighbors;

(3) |zi;(t)| #0 for t > 0, Vi,j € V and i # j, i.e., no collision occurs.

Before designing the controllers to achieve the flocking goal, a desired configuration to contain the
malicious agent with targets is first investigated.
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Lemma 3. Consider the swarm (1) with malicious agent iy € V under controller (11). Suppose that
v, —v; =0,Vj €aliy). If

f
|zi, i1 =06, Vj € N(if) —a(iy), (12)
i, 5| = 6, Vj € aliy), (13)
> @i =0, (14)
jea(iy)

where 6,6 € (0, R), then Uiy = ui, = 0.
Proof. Since Vj,; in (3) is symmetric with respect to z;,; for j € N(iy), it holds that

WVipillwigl) @iy
Z Vmifvifj(|xifj|) = Z Vwifjviquzifjn = Z — L — .

s iy
JEN(if)—alif) JEN(ig)—aliy) JEN(if)—alis) |34 |34

According to the properties of V; ;, 0Vi j(|xi,;1)/0|xi; 5] = 0 when |x;,;] = 0, j € N(if) — a(if).
Therefore, under condition (12), it holds that

Yo Va,Vigllzigl) =0 (15)

JEN (if)—al(iy)

Since f/ifj in (5) is symmetric with respect to x;,; for j € a(iy), it holds that

Vi (i) miyy
> Ve Vi) = D0 Ve, Vigi(lzig) = D i\UTiggl) - Tigj

jéalis) jatis) satyy Ol el

According to conditions (13) and (14), it yields that

Vi (|zig51)
E CN=g, I
quf if] |I1f.7|) Sa a|1,zfj|

Jj€al(iy)

Zjea(if) Tigg

Ly, (16)

i) 1=

where s, is the number of agents in set a(if). Suppose that v;;, —v; = 0, Vj € a(if). Under controller
(11) and conditions (12)—(14), it holds that

bip =iy = ke Y (i —v) = Y Ve Vi) = D Vi, Vigg(legl) =
J

€a(iy) JEN (if)—al(iy) Jj€al(iy)

This completes the proof.

Remark 1. Conditions (12)—(14) in Lemma 3 provide a desired geometric configuration that can contain
the malicious agent with targets. The attraction and repulsion forces exerted on the malicious agent from
its non-target neighbors are balanced once the distance condition (12) is satisfied. Under conditions (13)
and (14), the configuration of the malicious agent and its targets is a regular polygon with the malicious
agent being the center and its targets being vertexes. This balances physically the forces acting on the
malicious agent from all its targets. Figure 2 illustrates a desired configuration where the malicious agent
has four neighbors and agents j; — j3 are targets.

To deal with the unknown parameters in the controller of malicious agents with targets, let

Uf; = —avi + avi,, Uil; (0) = v, (0), (17)
f=—afi + i, [0)=0, (18)
CF = —act +Cy, CF(0)=0, (19)

where vf; , f and Cf are the filtered functions of v; ;+» f1 and Cq, respectively. Based on these functions,
we design the adaptive update law of parameter k’s estimate as

k=-T.CF Z (v; —vi,) —Tw(C)T (C’Fk:—v + i, + f1) (20)
JEN(iy)
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. Malicious agent
jl Target agent

Non-target agent

Ja Js

Ja

Figure 2 (Color online) Illustration of the configuration to contain the malicious agent with targets.

According to Lemma 3, let > ¢, 2}, = 0 and [z}, | = § < R/2, Vj € al(if). Let 2%, =0
Vj € N(iy) —a(if). Design the geometric configuration controller u;, j € N (if),
up=—ry Y. (0j—vp)—ke Y Vi Vilwp)
PEN ()NVy pEN (5)NVy
- Z Va, Vigo(|zigs]) — Cik, (21)

beN (if)—a(if)

where k,, k. and Vi; are defined in (8). Visp is defined in (3) and C} is defined in (11).

Theorem 1. Consider the swarm (1) satisfying Assumptions 1-4 with malicious agent iy € V under
controller (11). Supposing s, > 2, Problem F; is solved by applying controller (21) along with parameter
estimate update law (20) to agents in V; and controller (10) to agents in V.

Proof. Denote z; £ (:c};,m;fl,,m;f) ,vp 2 (v 5,1}}1,..., B TYY for ji, € N(if), k € {1,...,s}. Define
an energy function H(zs,vys) as

“ K A 1
H(zp,vp) 2r0 Y Vi + 5 >, > Vit 3 > (=) (v —viy)
JEN (if) JEN (i) i€N (if)NN(5) JEN (if)
1- -
+ §kTF,;1k, (22)

where k £ (l;v, ka, IET)T with ky 2 ky — ky, ko 2 ko — ka, kr 2 k, — k. Note that Vﬂ = :bjiv%%i. The
time derivative of H(xs,vy) is

. ~ K ~
H(xg,vf) =FKg Z (va—vin)ijVﬂf +? Z Z (vafviT)szVji

JEN (ig) JEN (ig)i€N (if )NN(5)
+ Z vj — ;) ’UJ —bif)—lzzTF;lI%.
JEN(if)

Considering the estimator (20), it holds that
—Uf; + i, = —C’f;kz —ff. (23)

Applying equation (23) and controller (21), one has

. ~ Ko ~
H(xf,vf) =Fy Z (UJT - vg)vijjif + ) Z Z (UJT - viT)Vl-jij‘
JEN (if) JEN (if) ieN (i )NN(J)
+ Z — Vi) < — Ky Z (vj = vp) = ki Z Ve, Vjp(mjp)
JEN (iy) pEN(H)NVy PEN ()N
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—Cif(l%—k)> +ETCE > (v — i) + ET(CE)(CER v 0l + £

JEN(if)
~ Ko ~
=Ky Z (UJT — vin)ij Viip + D) Z Z (v]T — viT)V:chji
JEN(if) JEN (ig) i€N (ig)NN(4)
+ Z (Uj—vif)T<—/@v(vj—vif)—m Z (vj —vp)
JEN(if) PEN (ig)NN(7)
— 6V, Viiy =k Y, Va, vj> — kY (CE)TCEE. (24)
PEN (if)AN(4)
It follows from the fact that z;; = —x;; and zj; — x}; = —(z;; — x};) that

oV oV oV,

8:c]-z- o &rj al‘z '

Therefore, it holds that
Ky N
71 Z (U;F - U;F)Vl‘j Vji
JEN (if) i€N (if)NN(5)

Ky ~ ~
=5 > Yoo (f =0l Ve, Vi + (o] =0V, Vig)
JEN (i) i€N (if)NN(5)

= Ky Z (vj —v}) Z Vo, Vii. (25)

JEN (iy) €N (if )N (5)

Combining (24) and (25) yields that

H(zp,vp) =—ro Y (v —vi,) (v —vip) =K (CH)TClk

JEN(if)
Ko

-5 Z Z (v —vi,) = (vp — i) " (v — vp)

JEN (if) pEN (i£)NN ()
K
=—ry > (v —vi,) (5 —viy) - 7” > > (W —v) (v — )

JEN(if) JEN (if) pEN (if)NN(5)

—EY(chTClk. (26)

Therefore, H(zf,v;) is always nonpositive and H(t) < H(0) for t > 0. From the definition of H(t) in
(22), it holds that H(t) > Vj;(t), Vi,j € V,. Thus, Vj;(t) < H(0) for t > 0. According to the property
(2) of V, Vji(t) > H, ¥j € N(i) when |zj;| = 0 and |z;;| = R. The designable constant H is chosen
such that H > H(0). Thus, Vj;(t) > H > H(0) when |z;;| = 0 and |z;;| = R. This is contradicted to
Vji(t) < H(0),Yt > 0. Hence, |z;;| # 0 and |z;;(t)| # R, ¥t > 0. This ensures collision is prevented, and
no edge is lost between any two agents in V.

Define the level set 0y = {(zF,v])" € R2(s+)xm . [r(t) < H(0), H(0) > 0}. By applying LaSalle’s
invariance principle, (:c}, ’u;{)T starting in €2y asymptotically converges to the largest invariant set inside
the region C £ {(«F,v])T € Q5 : H(t) = 0}. According to (26), H(t) = 0 holds if and only if
vy =wg = -+ = v;, and Cf; k = 0. This implies that the malicious agent and its neighbors converge
toward the same velocity, i.e., limi ,o0(v; —v;) = 0, Vi,j € V,. And lim C’f;l; = 0. Moreover,
according to (18), lim;_, Cf; = Cy; /a where a > 0. Thus lim; ;o Cifl:: =0.

In the following, we consider the error system 0; —v;, = u; —u;, for j € N (if) at the point v1 = vy =
-++ = v;,. Obviously, it holds that v;—v; = 0, Vi, j € V,. Combining malicious controller (4) and controller
(8), one has v; —v;, = —ky Zje./\f(if)(vif = 03) = 2 pen)nv, (Vi = Vp) = Xpennv, Ve, Vip + Cigk. Note
that Cifl:: = 0 at the point v1 = v = -+ = v;; Vj € V,. Thus, Zpe/\/(j)mvg szf/jp = 0. Define
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Vg, (xy) L (o |my — zyl, . )T with 4,7 € V,. Considering the error system in a compact form, one
obtains that Rgf(:cf)g(zf) = 0 where &(z7) 2 (...,0Vi;/0|zij — zjl,...) and Rgf (zf) & Vasipg, (zy)
is the rigidity matrix. Since Rank(Rg,(wy)) = md — m(m + 1)/2 where m is the dimension and d is
the vertex number of Vy, it follows from the rigidity theory in [21] that Rgf (x5)é(xy) = 0 is equivalent

to £(xf) = 0. From the property (1) of Vj;, we can deduce that dV;;/8|xi; — & 7| = 0 is equivalent to
|zi; — :cw| 0,Vi,j € Vy4. Hence, it holds that z;; — z7; as ¢ — oo, which means the desired configuration
of V, is approached. Also it yields from controllers (4) and (8) that v;, = u;; — 0 and v; = u; — 0
for j € N(iy). According to the above analysis, the agents in V, approach the desired configuration and
converge toward the same velocity.

Let G be the direct graph characterizing the information interactions among agents in V; and the
transmission from agents in V;(N(if)) to agents in V. If there is a directed path from agent j € N(is)
to agent k € Vy in graph G, agent j is regarded a leader of agent k. Denote L£(k) as the set of agent k’s
leaders. Define the energy function Y(x,v) as

Y(z,v) £H(zp o)+ D Vw‘%Z > sc@Vie + 5 ZZ vi = ;)" (05 = vy)

1€V jEL()NN (4) 1€V peVNN (i) zevf JEL(7)
1 _ SL(i) _
S DD Dl COEIO L DD S T, (0w = @), (27)
i€V GEN(ip)NN () i€Vs peVnN(G) P

where s.(;) denotes the number of agents in set £(i). Constant & will be designed later. Note that the
graph of agents in Layer 3 is undirected, thus sg;) = sg(;), Vi € Vy,j € N(i) N Vy. Therefore, the
derivative of T is

T=H+) > x'iTle”VU—i— Y > T sewin Ve, Vi

1€V5 jEL(V)NN (7) zevf pEVNN (i )
YD i) m—o)+ > D (g —a@)vi—vih
i€V jEL(1) 1€V jEN (ip)NN(7)

SL(i) _
+Y > Hep-all-uh

i€V5 peVyNN (i)

Applying controller (10), one obtains that

YT =H+ Z Z :L';I;Vzu Vij + % Z Z Sﬁ(i)i‘;l;»vzijvij

i€V jEL()NN (2) i€Vy jeVNN ()
2 2 wimw)T = X sen(uim ) = D Va,Vip -
i€V jEL() pEN (7) pEN(7)
_ SLi) _
S DD DR G [T T D S sl CT R R
1€Vy JEN (iy)NN(7) 1€V peVNN (4)
1
T
H(zys,vr) Z Z | (vi —v5)" Vg, Vij + 3 Z Z | ST VQWV
i€V jEL(I)NN(7) 1€V peViNN (i)
T S D S D Ve
i€Vy jEL(7) JEN (ip)NN () pEVNN (1)
- > Ve V= D Vi Vi Uj) +> > (g —a)|vi— o
FEL(I)NN(3) pEVFNN (i) 1€V jEN (iy)NN(7)

Sc(i _
Y Y - @i uh.

i€Vy pEVNN (4)

For convenience, label the agents in N(iy) who have neighbors in V¢ as 1 to w. If there is a directed
path from agent j, j € {1,...,w} to some agents in Vs, denote the set of these agents as F'(j). Note that
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F(j) C Vy, and the leaders of k,p are same if k,p € Vy are neighbors. Therefore, it follows:

T:H—}—% Z Z sﬁ(i).f Tip 1 Z Z Oéij|Ui—’Uj|1

1€V peVNN (i) 1€V jEN (ip)NN (i)
=3 i)t D aipsen((vi — vy) — (vp —vy))
J=1li€eF(j) pEF (§)NN(7)
-2 —u)' Y Ve Vem ) )L i)y
j=1 zeF(J) PEVNN (i) 1€V5 jEN (i )NN (1)
-> ) u+ > Y (=)o —vsh
Jj=1 zEF(j) 1€V JEN (if)NN (i)
+> (wi—v) Y (i —a@)sgn((vi—v;) = (v, —vy)). (28)
J=1ieF(j) PEF(H)NN (i)

Since Vjp, is symmetric with respect to x;;, and 3, = (z; — x) — (p — X), Vx € R™, it holds

% Z Z Sﬁ(i)xzpvﬂﬂwv (@ip)

1€V peVNN ()

ST Y (i)~ o) Ve, Vil ) — (2 — 7))

J=14€F(j) peF(5)NN(7)

% Z > > (0 =)V, Vip(@ip) + (vp — 1)) Ve, Vi ()

LieF(j) peF(§)NN (i)

= Z —v) D Ve, Vilww). (29)
€F(j

j=14 pEF()NN ()

Since wu;(t) is continuous for ¢ € [0, 00) and it is proved in Part A that lim;_, u; = 0, it holds that w;(t)
is bounded for ¢ € [0, 00). Denote the bound as p such that |u;(t)|1 < p,Vj € N(if). Substituting (29)
into (28) yields

T<H+Y > ulloi—vl+Y. D lwlloi—vl =D > ai—uvh

1€V jeN (ig)NN(7) Jj=1lieF(j) 1€V jEN (ip)NN (i)
—Z Z vi—v)t Y asen((vi —vy) = (up —vy)).
j=lieF(j PEF(§)NN(4)
Define the number of agents in F'(j), j € {1,...,w} as sp(j). Define VJ as a column stack vector of

(vi —wvj), i € F(j). Let G; be the undirected graph characterizing the interactions among the sp(;)
followers of leader j with the associated Laplacian matrix L; = DijT. Note that by definition, L; is
symmetric positive semi-definite. Let G; be the directed graph characterizing the interactions among
leader j and its followers. Let the edge weight a;; = 1 if leader j is a neighbor of follower ¢ and a;; = 0
otherwise. Define A; £ diag(ai,;, ... ’aiSF(j)j)’ ir € F(j), k=1,...,5p3). Note that A? = A; because
a;j,i € F(j) is either 1 or 0. Therefore, it holds

w w w
T <H —+ Z ]'SF(]') X [L|17J| — Z@|Aj (24 Imf}j|1 — Z O_Z|D;r X Im®j|1-
j=1 j=1 j=1
The leader-follower topology matrix associated with graph Q_j is defined as R; £ Li+Aj,jed{l,... ,w}

According to [22], R; is symmetric positive definite. Based on (26) and the fact that | -| < |- |; for any
vector, one obtains

T < — &y Z (v; — vif)T(UJ Vi, ) Z Z (vj —vp) " (v —vp)

JEN(iy) JGN('Lf) PEN (if)NN (5)
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el - Z<a\/)\mm ) — )|®j|, (30)

where i £ mane{sF(1>,sF(2>,...,SF(w)}{1k ® p}. If R;(t), changes at some time, there exists ¢1 > 0 such
that R;(t) = R;(0), Vt € [0,t1). By designing & > fi/minjcsi, w3 {v/Amin(R(5)(0))}, one has T(t) <0
for t € [0,t1). Since Vi (t), i € V', k € N(j) NV’ is continuous, we can conclude that Vig(t1) < Y(t1).
From the definition of Vjj in (2), it follows that there is no collision and no edge in the graph G;(0) will
be lost for t € [0,t1]. Therefore, the only possibility for R;(t) to change at t = t; is if some edges are
added in the graph, which means that G;(0) is a subgraph of G;(t;). Then it yields from Lemma 2.2
n [23] that R;(0) < R;(t1),¥5 € {1,...,w} and thus Auin(R;(0)) < Amin(R;(¢1)). Following the same
argument, if R;(t) changes at t = t > tl, i = 1,..., the same conclusion can be drawn. Therefore, it

holds that fi/minjec 1, w1 {1/ Amin( o} = u/mm]e{l vvvvv wH AV Amin(R(j)())} for all £ > 0. And there
is no collision and also no edge in the graph G;(0) is lost for all £ > 0. Thus, T(t) < 0, V¢ > 0.
According to the above analysis, it holds that lim; o (v; — v;;) = 0 and lim; o0 (v; —v;) = 0, Vi €
F(j),7 € {1,...,w}. The assumption that the initial undirected graph G’ is connected indicates that
there is at least one leader in {1,...,w} for each agent in V¢ when t = 0. Together with the fact that
no edge in G, Vj € {1,...,w} is lost for ¢ > 0, all agents in V; are followers of agents in {1,...,w} for
t > 0. This further leads to limy_,o (v; — v;) =0, Vi, j € V. This completes the proof.
Remark 2. For the case s, = 1, no desired configuration can be obtained by Lemma 3. Actually, even
if s, = 1, a desired configuration may be found. If there exists z} ., Vj € N (if) satisfying 0 < |z} .| < R
such that

1fj’ 1f]

Z v:cifVifJ Zf] Z Vaqf zfj zfj|):Ov (31)

JEN (iy)—alif) j€aliy)

then z;; = o} ; is the desired displacement. The existence of the solution of (31) means that the forces
acted on the malicious agent from its targets and non-target neighbors can be balanced together.

4 Flocking control against multiple malicious agents

In this section, multiple malicious agents in the swarm (1) are taken into consideration. Define the set
of the malicious agents as F' £ {iy,4s,...,iq} C V. Let Gy be the undirected graph characterizing the
interactions among the agents in F'. In the following, two cases are considered: Case 1, any two malicious
agents are unconnected in Gy; Case 2, any two malicious agents are connected in G,. The obtained results
can be straightly extended to more general cases with both connected and unconnected malicious agents
in gg.

4.1 Flocking control against multiple malicious agents in Case 1

Consider the swarm (1) with d (d < N) malicious agents, any two of which are unconnected in Gp. The

controller of the malicious agent i, € F, k € {1,...,d} is
iy, = —ky Z (viy, — Ujk) - Z vxik ‘zkjka (32)
Ik €N (ir) Ik €N (ir)

where k, and Vj, j, are defined in (5). Define C; k 2 D jeen(in) Vi, Vi
Ci, £ (ij EN (i) (vik - vjk)’ ij e,/\/(ik)vwik Vaiy g ij e,/\/(ik)vl’i,C Veirji ).
Define an undirected graph G5 = (V5, £}) consisting of a set of vertices Vi =V — F and the set of edges
& 2 {(i,4)li.7 € V3, || < Ryi # 5}
Assumption 5. The initial graph G} is connected.

The flocking problem to be solved is reformulated as follows.
Problem F,. Consider the swarm (1) satisfying Assumption 5 with multiple malicious agents in F
under controller (32) and any two of them are unconnected in Gy. Design u;, ¢ € V4 such that

(1) limy o0 (v; —v;) =0, Vi,j €V

(2) The swarm (1) asymptotically converges to a fixed geometric configuration, under which

where k £ (ky, ka, k)T and
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o u;, =0 and |z;, ;| = &-kj, Vir € F, j € N(ix) where 0 < Sij < R;

o |z = 04, Vi € Vb, §j € N(i) where 0 < 8;; < R;

(3) |zi;(t)| #0 for t >0, Vi,j € V and i # j.

Consequently, two scenarios are considered: one where malicious agents have common neighbors and
another where they do not.

4.1.1 Malicious agents with no common neighbors

The desired geometric configuration formed by each malicious agent and its neighbors can be obtained
separately. Therefore, the method in Lemma 1 can still be utilized here to identify the desired config-
urations for malicious agents in set F'. Geometrically, there are d regular polygons with each malicious
agent being the center and its neighbors being vertexes.

Similarly to the case when there is only one malicious agent, the following assumption is made to
ensure the existence of the desired configuration.
Assumption 6. At the initial time, each malicious agent has at least two neighbors.

To deal with the unknown parameter k;, of the malicious agent i, € F, k € {1,...,d}, filtering
functions in (32) for agent iy, it holds that

iFk = —aviFk + av;,, viFk (0) = v;,(0),

Cf=—aCl +Ci,, CF(0)=0,

1k

U

where a > 0. vf and Cf are the filtered functions of v;, and Cj, , respectively.

Define f% as the estimate of parameter k for agent i;. Design another adaptive update law of k as
follows:

kio = —TwCiy > (vj, —vi) = Th(CE)T(ChEi, —vf] + i) (33)
JLEN (ik)

Define Ve £ {i1, j11,j12, - - - 12, 21, j22, - - -, ids jd1, Jaz - - -} where jrg € N(iy), ir, € F, k € {1,2,...,d},
g € {1,2,...,8} with §; > 0 being the number of agents in A/(i). An improved controller for agent
Jr € N(ix) is designed as follows:

o=re > (v v) — k(v ) — ke D Ve, Vi — ik, (34)
peN(jx)NVE PEN (ji)NVE

where Vj,, and Vj,,, are defined in (5) and (8), respectively. Velocity v, satisfies

d
Zékvi— ngchZ Z v;-Fk va+z Z v v;, < 0. (35)
k=1

iLEF ik€F jReEN (ir) ik €F jRLeN (ix)

The hierarchical flocking control architecture introduced in Section 3 is also utilized here. Similarly to
Figure 2, all malicious agents in F' can be set in Layer 1, their normal neighbors in Vg — F' are in Layer
2, and other agents in V — Vg are in Layer 3. The controller (34) and (35) for agents in Layer 2 only
utilizes information from Layers 1 and 2, with agents in Layers 2 and 3 acting as leaders and followers.
Then, the following theorem is proposed.

Theorem 2. Consider the swarm (1) satisfying Assumptions 1, 5, and 6 with multiple malicious agents
in F' under controller (32), where any two of them are unconnected in Gy. Suppose that the malicious
agents have no common neighbors. Problem F3 can be solved by applying controller (34) and (35) along
with parameter estimate update law (33) to agents in Vp — F and controller (10) to agents in V — V.
Proof. Define zp and vp as the vectors consisting of positions and velocities of all the agents in Vp,
respectively. Define l::zk = ki, — l%zk Define the energy function G(xp,vg) as
N Ko N
G(xFa'UF) é"@w Z Z ijik + 71 Z Z Z ij?“k

ik €F jr €N (ir) ik €F jRLeN (i) re €EVrNN (G )—{ir}

1 1 e
+ 5 Z Z (vjk *vik)T(vjk 77}%) + 5 Z k;l;cpklkik'

ik €F jL N (i) iLEF
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By applying controller (34) and (35) along with estimate update law (33), the derivative of G holds that

: 1
G(:EFa UF) = —ho Z Z (vjk = Vi, )T(Ujk - vik) + 9 Z (vjk — Upy, )T(Ujk - U:Dk)
ik €F ji €N (ix) PEN(Jr)NVF
— Ky Z Z (Ujk — Uiy, )T Z Z (Ujk - U'Lk Z Z U]k Ulk T(Ujk - Ua)
iy €F jreN (i) iREF jrLeN (i) i €F jreN (ix)
ko
S Z Z v]k U'Lk T(vjk U'Lk Z Z Z (vjk 7vpk)T(vjk - vpk)
i €F ji €N (ix) lkeFJkGN(ik) PEN(Jr)NVF
=3 D Wi —va) (g, —va) = Y kS (CE)TC R (36)
ik €F 5L, €N (i) iREF

Therefore, G(z,vr) is always non-positive. Define the level set Qp 2 {(z},v5)T € R*r*™ . G(t) <
G(0),G(0) > 0} where sp = > keq1,...ay(8k + 1) for t > 0. Hence, by applying LaSalle’s invariance
principle (% £ v F) starting in Q7 asymptotically converges to the largest invariant set inside the region
Cr= {(:cF, vE)T € R¥r*m . G(t) = 0}. According to (36), G(t) = 0 holds if and only if v;, = v, = v,
and C; kk =0 for all i, € F and ji € N(ir). This implies that lim; o (v; — v;) =0, Vi, j € Vp. Under
this result, by the similar analysis in the proof of Theorem 1, one concludes that the flocking Problem
Fo is solved.

Remark 3. Comparing the improved controller (34) and (35) with controller (8) in Theorem 1, the term
—ky(Vj, — vq) for ji, € N(ig), i, € F in (34) is added to guarantee that all agents in Vg can tend to the
common velocity v,. Displacement and velocity information can be obtained either through a centralized
information interaction and control architecture or by building a local communication network among
agents in Vp if they are close to each other. Conversely, if they are far apart such that the velocity
information of all agents in Vg cannot be obtained by agent ji, then by building a local communication
network among agents in N (ji), Vjr € Np, only the “local” flocking goal can be guaranteed, that is,
each malicious agent and its neighbors tend to a common velocity, respectively.

4.1.2  Malicious agents with common neighbors

Here, the common neighbors are affected by more than one malicious agent. To contain the malicious
agents, a specific geometric configuration needs to be designed.

For agent j € Vp — F, find all the malicious agents that are neighbors of agent j and define the number
of them as 3;. Denote the set of them as N'(§)NF £ {ij1,i;0,43,...} wherei;, € Fand k € {1,2,...,5,}.
Solve the following equations:
leeN(ijl)—F mejlzl i1l = 0,
ZzQEN(z‘jQ)fF vx;‘ﬂlz ija12 = 0,
: (37)

Zlg, EN (ijs;)—F Var 5 Vijgjlgj =0,

jols
0<|zf ;|<R, k=1,2,...,5j,

iikJ

the solutions provide the desired displacement between the malicious agents and their neighbors. In this
case, the total potential gradient of all the malicious agents with respect to their neighbors is restricted
to 0 by designing all their neighbors’ relative positions simultaneously. Physically, this means that the
forces acting on each malicious agent by all its neighbors are balanced, ensuring that each malicious
agent remains contained in the swarm. Figure 3 illustrates a desired configuration satisfying (37). The
malicious agents i, and iy, which are unconnected in G, have a common neighbor jo. Agents j; — js are
their neighbors. Under this configuration, agents iy, and 77, are contained simultaneously.

Define N £ Vg — F £ {1,2,...,55} as the set of normal agents that are neighbors of one or multiple
malicious agents with s, representing the number of these neighbors. Define N, £ {1,2,...,s1} as the
set of normal agents that are neighbors of multiple malicious agents and N, £ {s; + 1,51 +2,...,52} as
the set of normal agents that are neighbors of only one malicious agent where so > s; > 1. Design the
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. Malicious agent
Containment agent

Ji Ja

Js Js

Figure 3 (Color online) Illustration of the configuration to contain malicious agents which are unconnected in G, with a common
neighbor.

controller for agent j € N as follows:

wj=—ky Y. (W) =Ry — ) —ke Y, Ve Vip— Y Cik, (38)

ipEN(j)NF peEN (H))NVE ikeN(G)NF

where Vj,, is defined in (8), Vi, , is defined in (5) and ks, is defined in (33). vy satisfies

51 52
Zgj + 52 — S1 <Z Z ('Uj +Uz'p)T+ Z (vj +Uz'j)T>Ub
j=1

J=1i,eN(j) j=s1+1
s1
T T
15 D SRR SE R )
j=liyeN(j)NF s1+1

where 5; is defined in (37). The malicious agent i; is the neighbor of agent j € N,.

Similarly to the analysis in Theorem 2, the following result can be obtained.
Corollary 1. Counsider swarm (1) satisfying Assumptions 1 and 5 with multiple malicious agents in F'
under controller (32) and any two of them are unconnected in G,. If there exist solutions in (37) for agents
in A, Problem F3 can be solved by applying controller (38) along with parameter estimate update law
(33) to agents in AN and controller (10) to agents in V — Vp.

4.2 Flocking control against multiple malicious agents in Case 2

Considering there are d malicious agents in swarm (1) and any two of them are connected in Gy, the

controller of the malicious agent iy, k € {1,...,d}, i, € F is
w== > u—vi) =) VaVuy =2, VeV X > Ve, Vi,
ig€F—{ir} ZpEN(w)ﬂF JREN (i) —F ig€F—{ir} jg€N(ig)—F

(40)

where the malicious potential V;, ;, is defined in (5). Define Cyky 2 D iver nge/\f (i) —F V%k i in s Where

CQ £ (ZikEF ijeN(ik)—F V%k V algjk > szeF ijeN(ik)—F V%k V‘”k]k) and kQ - (kav kT) . Define f2 £
ZiQEF—{ik}(vik - vig) + ZipEN(zk)ﬁF VI% ‘/;kzp

Remark 4. These multiple malicious agents are regarded as “accomplices”, and they cooperatively
damage the swarm, as reflected in the last term of (40). For any malicious agent, only its normal
neighbors are treated as “adversaries”. Thus, in the controller (40), the malicious behavior only targets
normal agents rather than the malicious ones.

For swarm (1) with the above malicious agents, the flocking problem is reformulated as follows.
Problem F5. Consider the swarm (1) satisfying Assumptions 5 with multiple malicious agents in F
under controller (40) and any two of them are connected in Gp. Design u;, i € V4 such that the goals
(1)—~(3) in Problem F5 can be achieved.
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' Malicious agent

Containment agent

Ji

J2 Js
Figure 4 (Color online) Illustration of the configuration to contain malicious agents which are connected in G,.

Since each normal agent may suffer from the combined effects caused by multiple malicious agents
that are connected in Gy, the desired configuration to contain these malicious agents can also be obtained
by solving (37). Figure 4 illustrates an example of the desired configuration satisfying (37) with two
malicious agents 7¢; and iyp that are connected in G,. Agents j;—js are their neighbors. Under this
geometric configuration, the behaviors of agents iyy and iy are contained simultaneously.

To deal with the unknown control parameter ko in (40), let

Z vf; =—a Z vf; +a Z Vi s Z vf;(O): Z v;,, (0),

ireF ir€EF ireF ir€F ir€F
f2F:7af2F+f2a f2F(O):0a
Cf = —aC§ 4+ Cy, CF(0)=0,

where a > 0. 37, vl f3 and CJ are the filtered functions of Y, . vi,, fo and Ca.

Define ks as the estimate of ks and design its adaptive update law as

by =Tk, Cy Y Y (v —vi,) = Tw,(C5)T <Cfff2 =Y v+ > v+ f2F> , o (41)
JENF i; EFNN(5) inEF i EF
where I'y,, > 0 is the gain matrix.

With the desired configuration obtained by (37) and the estimate (41), the geometric configuration
controller is designed for agent j € Ny as

uj = — Z (Ko (v — v3,) + 82V, Vji,) + Z Va, Vijin
i;EN(J)NF i, EN(i5)NF

- Z Z (’Uij - 'Uig) — 02]2/’2, (42)

i;EN(GNF igeF—{i;}

where Ky, k; and ‘A/ﬂj are defined in (8). V;;;, is defined in (3) and C is defined in (40).

Theorem 3. Consider the swarm (1) satisfying Assumptions 1 and 5 with multiple malicious agents
in F under controller (40) and any two of them are connected in G,. If solutions to (37) exist for agents
in N, Problem F3 can be solved by applying controller (42) along with the parameter estimate update
law (41) to agents in Ny and controller (10) to agents in V — Vp.

Proof. Define ko 2 ky — ko. Let d > 0 be the number of malicious agents. Define the energy function of
all the agents in Vp as

Y(zp,vr) 26y Y Vi +d+2)> >0 Vi + > > (i, — i) i, —vi))

JENF i, EFNN(5) ik €EFi, €N (ig)NF ik€F ig€F—{i)}
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Figure 5 (Color online) Illustration of the initial topology of agents in Example 1.

1 1o 4+
+ 5 Z Z (’Uj — ’Uij)T Z (’Uj — 'Uij) + §I€2Trk21k’2.

JENF \i;€FNN(5) i; EFNN(5)
Combining controllers (10), (40), (42), and parameter estimate update law (41), the time derivative of
Y is

Y :(d —+ 2) Z Z (vik — vip)TVIik V;kip < — 2(”% — ’Uig)

ik€EF iy eN(ig)NF

- Z (Vi — i) + Z (vi, — U%)) - Z Z ( Z (viy, — Uir)vmq,k Vigi,

e €EF—{ig,ig} e €F—{ig,ig} k€F i, €N (i )NF \i,€F—{ik,ip}

+ Z (vi, = Vi)V, Vigi, +2(viy —vi,)Va,, Vikip>
i€ F—{igip}

_Z< Z (v; — Uij)T>< Z (m,(vj —vi,) + Iixvxjf/jij> ) — k3 (CEYTCE ks

JENF\ i;EFNN(5) i; EFNN(5)
=[@d+2) Y > (v —5,) Ve, Vi, — Y d(vi, —vi,) " (05, — i)
ik €F i, €N (if)NF ik €EF
- X ( > a—wi) = D0 (v, = i)+ 20 — >)vv
iWEF iy €N (ix)NF \ i €F—{i} ie€F—{ip}
(X ) X o) Hee
JENF \i;eFNN(j) i;€EFNN ()
=—d Z (v4), — vig)T(vik — Vi, ) —kw Z( Z (vj — vy, )T>< Z (vj — vi ))
iLEF JENF\ i;EFNN(5) i;€EFNN ()
~HCHTCE R

which means that ¥ < 0. Similarly to the proof of Theorem 1, one can deduce that Problem Fj3 is solved
using controllers (10) and (42). This completes the proof.
Remark 5. When the multiple malicious agents share common neighbors, the desired configuration of
Vp to contain the malicious behaviors is obtained by solving equation (37). Note that 0 < |27 ;| < R
is a restrictive condition, under which (37) may have no solution. Then, no desired configuration can be
found, and the multiple malicious agents cannot reach a fixed common velocity.

One may refer to [24] for the leader-follower flocking control with time-varying velocities by regarding

the malicious agents as leaders in the swarm.

5 Simulation

In this section, several numerical examples are presented to illustrate the effectiveness of proposed flocking
control schemes in the above sections.
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Figure 6 (Color online) Trajectories of velocities, distances between neighboring agents and control efforts of Agents 1-6 in
Example 1.

25 1

Agent 2 Agent 3

105 110 115 120 125 130 135 140 145 150 155
d4

Figure 7 (Color online) Flocking patterns at ¢ = 10 s where d; and da present positions in the first and second dimensions in
Example 1.
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Figure 9 (Color online) Trajectories of velocities, distances between neighboring agents, and control efforts of Agents 1-9 in
Example 2.

5.1 Example 1: one malicious agent with targets

Consider a 2-dimensional swarm of 6 agents (Agents 1-6), including a malicious agent (Agent 1) under
controller (4) and (5) with k, = 0, k, = 10° and k, = 0. The targets of it are Agents 2-4. Define the
velocity of agent i € V as v; = (vi1,vi2) where v;1 and v;2 are velocities in the first and second dimensions,
respectively. The initial undirected topology graph is shown in Figure 5. The initial values of velocities

are randomly taken from (0,6) m/s x (0,6) m/s. Let the communication distance be R = 18y/2 m. Let
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Figure 10 (Color online) Flocking patterns at ¢ = 10 s where d; and d» present positions in the first and second dimensions in
Example 2.

Figure 11 (Color online) Illustration of the initial topology of agents in Example 3.

the desired distance between the malicious agent and its neighbors be § = 12 m. Apply controller (8)
with k, = 6.5 and k; = 20 to Agents 2—4 and 6, and controller (10) with vz, = 2 to Agent 5. One can
see from the simulation results in Figure 6 that all agents tend to a common velocity and all the control
efforts tend to 0. Agent 1 is contained, and the distances between it and its targets approach 12 m. The
distance between Agent 1 and its non-target neighbor, Agent 6, approaches 18 m. The flocking patterns
at t = 10 s are presented in Figure 7.

5.2 Example 2: two malicious agents which are unconnected in G,

Consider a 2-dimensional swarm of 9 agents (Agents 1-9), including two malicious agents which are
unconnected in G, (Agents 1 and 6) under controller (32) with k, = 0,k, = 103,k, = 1. The initial
undirected topology graph is shown in Figure 8. Define the velocity of agent i € V as v; = (v;1, vi2) where
v;1 and v;o are velocities in the first and second dimensions, respectively. The initial values of velocities
are randomly taken from (0,6) m/s x (0,6) m/s. Let the communication distance be R = 18y/2 m. Let
the desired distance between the malicious agent and its neighbors be 6 = 15 m. Apply controller (34)
and (35) with K, = 2 and k; = 12 to Agents 2-4 and 7-9, and controller (10) with vz, = 3 to Agent 5.
The simulation results in Figure 9 illustrate that all agents tend to a common velocity. Malicious Agents
1 and 6 are contained, and the distances between them and their neighbors approach 15 m. Agent 5 is
not a neighbor of any malicious agent and the distances between it and its neighbors tend to be fixed.

The configuration of the agents at ¢ = 10 s is shown in Figure 10.
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Figure 12 (Color online) Trajectories of velocities and distances between neighboring agents and control efforts of Agents 1-5 in
Example 3.
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Figure 13 (Color online) Flocking patterns at t = 10 s where d; and ds present positions in the first and second dimensions in
Example 3.
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5.3 Example 3: two malicious agents which are connected in G,

Consider a 2-dimensional swarm of 5 agents (Agents 1-5), including two malicious agents which are
connected in Gy (Agents 1 and 2) under controller (40) with k, = 0,k. = 10°,k, = 0. The initial
undirected topology graph is shown in Figure 11. Define the velocity of agent i € V as v; = (v;1, vi2)
where v;; and v;o are velocities in the first and second dimensions, respectively. The initial values of
velocities are randomly taken from (0,6) m/s x (0,6) m/s. Let the communication distance be R = 25 m
and the desired distance between the malicious agent and its neighbors be 18 m. Apply controller (42)
with k, = 4 and k, = 40 to Agents 3-5. From the simulation results in Figure 12, one can see that all
agents tend to have a common velocity. The malicious Agents 1 and 2 are contained simultaneously. The
distances among them and their neighbors tend to 18 m as expected and the configuration tends to be
the desired one, as shown in Figure 13.

6 Conclusion

This paper proposed hierarchical geometric configuration-based methods to design fault-tolerant flocking
control for a swarm with malicious agents. The geometric containment conditions ensure that each
malicious agent exerts zero force by appropriately designing the relative positions of each malicious
agent’s neighbors. Based on these conditions, a specific potential function was constructed, aiding in the
design of the controllers for each malicious agent’s neighbors. The methods were applicable to several
common practical scenarios: single malicious agent with targets, multiple congregate malicious agents,
and scattered ones. These new results addressed the problem without removing the malicious agents,
thereby enriching the fault-tolerant flocking control theory. However, our work still has some limitations.
When containing multiple clustered malicious agents, the displacements between malicious agents and all
their neighbors need to be adjusted together. In addition, the malicious agents we considered were based
on a specific model, and other types of malicious agents with different forms have not been considered.
Further investigation is required to deal with the flocking control problem involving multiple malicious
agents, including both scattered and clustered ones simultaneously. More complicated or general malicious
behaviors could be investigated with the help of cognitive behavioral theory [25], game theory [26], and
other related decision-making theories [27]. In addition, the application of containment methods to
multi-agent systems with complex nonlinear dynamics presents an interesting topic for future research.

Acknowledgements This work was supported in part by National Natural Science Foundation of China (Grant Nos. 62073165,
62233009) and Funding of Postgraduate Research & Practice Innovation Program of Jiangsu Province (Grant No. KYCX21-0222).

References

1 Chen Y, Zhu Q, Xu H. Finding rough set reducts with fish swarm algorithm. Knowl-Based Syst, 2015, 81: 22-29
2 Varol Altay E, Alatas B. Bird swarm algorithms with chaotic mapping. Artif Intell Rev, 2020, 53: 1373-1414
3 Olfati-Saber R. Flocking for multi-agent dynamic systems: algorithms and theory. IEEE Trans Automat Contr, 2006, 51:
401-420
4 Tanner H G, Jadbabaie A, Pappas G J. Flocking in fixed and switching networks. IEEE Trans Automat Contr, 2007, 52:
863-868
5 LiY,LiY X, Tong S. Event-based finite-time control for nonlinear multiagent systems with asymptotic tracking. IEEE Trans
Automat Contr, 2023, 68: 3790-3797
6 Reynolds C W. Flocks, herds and schools: a distributed behavioral model. In: Proceedings of the 14th Annual Conference on
Computer Graphics and Interactive Techniques, 1987. 25-34
7 Fernando M. Online flocking control of UAVs with mean-field approximation. In: Proceedings of IEEE International Confer-
ence on Robotics and Automation (ICRA), 2021. 8977-8983
8 Beaver L E, Malikopoulos A A. An overview on optimal flocking. Annu Rev Control, 2021, 51: 88-99
9 Amin A A, Hasan K M. A review of fault tolerant control systems: advancements and applications. Measurement, 2019, 143:
58-68
10 LiY, Zhao Y, Liu W, et al. Adaptive fuzzy predefined-time control for third-order heterogeneous vehicular platoon systems
with dead zone. IEEE Trans Ind Inf, 2023, 19: 9525-9534
11 Gutiérrez Leén P, Garcia-Morales J, Escobar-Jiménez R F, et al. Implementation of a fault tolerant system for the internal
combustion engine’s MAF sensor. Measurement, 2018, 122: 91-99
12 Ahmed A, Abu Bakar K, Channa M I, et al. A survey on trust based detection and isolation of malicious nodes in ad-hoc and
sensor networks. Front Comput Sci, 2015, 9: 280-296
13 Raya M, Papadimitratos P, Aad I, et al. Eviction of misbehaving and faulty nodes in vehicular networks. IEEE J Sel Areas
Commun, 2007, 25: 1557-1568
14 Hobbs K L, Cargal C, Feron E, et al. Early safety analysis of manned-unmanned team system. In: Proceedings of ATAA
Information Systems-AIAA Infotech @ Aerospace, 2018
15 Zhang C, Yang H, Jiang B, et al. Flocking control against the malicious agent. 2023. ArXiv:2308.04285
16 Li S, Guo J, Xiu J, et al. Attacking cooperative multi-agent reinforcement learning by adversarial minority influence. 2023.
ArXiv:2302.03322


https://doi.org/10.1016/j.knosys.2015.02.002
https://doi.org/10.1007/s10462-019-09704-9
https://doi.org/10.1109/TAC.2005.864190
https://doi.org/10.1109/TAC.2007.895948
https://doi.org/10.1109/TAC.2022.3197562
https://doi.org/10.1016/j.arcontrol.2021.03.004
https://doi.org/10.1016/j.measurement.2019.04.083
https://doi.org/10.1109/TII.2022.3221220
https://doi.org/10.1016/j.measurement.2018.03.006
https://doi.org/10.1007/s11704-014-4212-5
https://doi.org/10.1109/JSAC.2007.071006
https://arxiv.org/abs/2308.04285
https://arxiv.org/abs/2302.03322

17

18

19
20

21
22

23

24

25

26
27

Zhang C C, et al. Sci China Inf Sci  October 2024, Vol. 67, Iss. 10, 202204:22

Kang M S, Lee S B, Gligor V D. The crossfire attack. In: Proceedings of IEEE Symposium on Security and Privacy, 2013.
127-141

Wang W, Li H, Sun Y, et al. Catchlt: detect malicious nodes in collaborative spectrum sensing. In: Proceedings of IEEE
Global Telecommunications Conference, 2009. 1-6

Shang Y. Consensus of hybrid multi-agent systems with malicious nodes. IEEE Trans Circ Syst II, 2020, 67: 685-689

Dong Y, Huang J. Flocking with connectivity preservation of multiple double integrator systems subject to external distur-
bances by a distributed control law. Automatica, 2015, 55: 197-203

Hendrickson B. Conditions for unique graph realizations. STAM J Comput, 1992, 21: 65-84

Mei J, Ren W, Ma G. Distributed coordinated tracking for multiple Euler-Lagrange systems. In: Proceedings of the 49th
IEEE Conference on Decision and Control, 2010. 3208-3213

Ghapani S, Mei J, Ren W, et al. Fully distributed flocking with a moving leader for Lagrange networks with parametric
uncertainties. Automatica, 2016, 67: 67-76

Yu W, Chen G, Cao M. Distributed leader-follower flocking control for multi-agent dynamical systems with time-varying
velocities. Syst Control Lett, 2010, 59: 543-552

Kanellopoulos A, Vamvoudakis K G. Non-equilibrium dynamic games and cyber-physical security: a cognitive hierarchy
approach. Syst Control Lett, 2019, 125: 59-66

Tembine H, Zhu Q, Basar T. Risk-sensitive mean-field games. IEEE Trans Automat Contr, 2013, 59: 835-850

Cao M. Merging game theory and control theory in the era of Al and autonomy. Natl Sci Rev, 2020, 7: 1122-1124


https://doi.org/10.1109/TCSII.2019.2918752
https://doi.org/10.1016/j.automatica.2015.03.006
https://doi.org/10.1137/0221008
https://doi.org/10.1016/j.automatica.2016.01.004
https://doi.org/10.1016/j.sysconle.2010.06.014
https://doi.org/10.1016/j.sysconle.2019.01.008
https://doi.org/10.1109/TAC.2013.2289711
https://doi.org/10.1093/nsr/nwaa046

	Introduction
	Preliminaries
	Flocking of a swarm
	A hierarchical flocking control against one malicious agent

	Flocking control against a malicious agent with targets
	Flocking control against multiple malicious agents
	Flocking control against multiple malicious agents in Case 1
	Malicious agents with no common neighbors
	Malicious agents with common neighbors

	Flocking control against multiple malicious agents in Case 2

	Simulation
	Example 1: one malicious agent with targets
	Example 2: two malicious agents which are unconnected in G
	Example 3: two malicious agents which are connected in G

	Conclusion

