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Abstract Feedback shift registers (FSRs) are pivotal in generating pseudorandom sequences for stream
ciphers and play a crucial role in error detection and code correction. This paper investigates the resilience of
grain-like cascade FSRs (GLC-FSRs) against two types of fault attacks: hard and soft. First, we introduce a
new criterion for assessing the nonsingularity of GLC-FSRs using the structure matrices of feedback functions,
which enable the measurement of the number of nonsingular GLC-FSRs. Second, we demonstrate that
GLC-FSRs subject to hard fault attacks become singular as determined by this new criterion. Ultimately,
by constructing a soft fault bit set, we discuss the resilience of GLC-FSRs to soft fault attacks. Results
demonstrate that singular GLC-FSRs remain singular after being injected by soft fault attacks. Conversely,
for nonsingular GLC-FSRs, suitable soft fault attacks are designed to maintain their nonsingular status.
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1 Introduction

Stream cipher is an important cryptographic mechanism and has several advantages, including high
encryption and decryption efficiency, simple implementation, and prohibition of error propagation [1].
Its widespread application spans fields such as communications [2, 3] and medicine [4,5]. Side-channel
attacks, such as power analysis, fault attack, and timing analysis, pose significant threats to cipher
implementation [6]. The idea of fault attack was introduced by Biham and Shamir [7], and two types of
fault attacks are identified currently: hard fault attacks, where certain bits are fixed at 0, and soft fault
attacks, which allow attackers to modify the bit values at a certain moment [8]. Obtaining all or part of
the secret information by analyzing the differences between faulty and normal outputs triggered by the
fault attacks is possible. Correspondingly, it is shown in [6] that the attack model is successful for stream
and block ciphers.

Feedback shift registers (FSRs) are fundamental components in stream ciphers, generating pseudoran-
dom bit sequences used as the key streams for encryption. FSRs can be classified into two types based
on the feedback mechanisms: linear (LFSRs) and nonlinear (NFSRs) feedback shift registers. LFSRs
are integral to many classical stream ciphers owing to their fast speed and efficient hardware implemen-
tation [9]. However, the main drawback of n-stage LFSRs is its inability to determine the structure of
LFSRs by checking 2™ consecutive bits of the output sequence [10]. Thus, NFSRs have garnered sig-
nificant attention in stream cipher research [11-13]. In particular, the fault attacks against FSRs also
have realistic applications. Hu et al. [8] developed several algorithms to analyze Trivium cascade FSRs
subject to hard fault attacks and simplify the cipher. The security of ACORN cascade FSRs under fault
attacks was analyzed using a fault location identification algorithm in [6]. Roy et al. [14] conducted
the security analysis on Kreyvium cascade FSRs subject to fault attacks based on the key scheduling
algorithm. Although several efficient algorithms were developed to analyze the FSRs subject to fault
attacks, a theoretical framework is still lacking.

Grain is a typical algorithm among stream ciphers based on NFSRs [15] and is a hardware-oriented
finalist for the eSTREAM Stream Cipher Project [16]. In a grain-like cascade FSR (GLC-FSR), an NFSR
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is serially connected to an LFSR using the logical operator &, where the LFSR output is regarded as an
NFSR input. In the last few decades, several significant analyses have been conducted on GLC-FSRs. The
periodicity of GLC-FSRs was examined in [17]. Jiang [18] investigated grain-like structures that generate
at least one sequence with a minimum period. A basic requirement in sequential cipher design — the
nonsingularity of GLC-FSRs — has also been investigated. Lu et al. [19] showed that the nonsingularity
of GLC-FSRs correlates with those of state transition matrices. Wang et al. [20] used the state refresh
transformations to explore the relationship between the nonsingular GLC-FSR configurations and their
feedback functions. To the best of our knowledge, research focusing on the impact of fault attacks on the
nonsingularity of GLC-FSRs is limited.

The semi-tensor product (STP) of matrices is a useful mathematical tool for analyzing logical opera-
tions [21]. Using this approach, a Boolean function can be equivalently converted into an algebraic
form [22-24], facilitating the discussions around Boolean networks (BNs) [25-27]. Recent studies have
also focused on attacks on BNs. Zhu et al. [28] used the algebraic state space representation approach to
investigate undetectable attacks in BNs. The output feedback control stabilization of hidden Markov
Boolean control networks under shifting attacks was studied in [24]. Particularly, STP has greatly
promoted the development of FSRs in recent years [29-32]. A linear representation of FSRs utilizing
the STP was given in [33]. In [34], an innovative approach was introduced for studying the relationship
between Galois NFSRs and Fibonacci NFSRs. In [35], a method was put forward for reconstructing the
period of NFSR with a single input. Furthermore, STP explored the observability of Galois NFSRs over
finite fields [36] and the nonsingularity of multivalued FSRs [37].

Herein, we discuss the nonsingularity of GLC-FSRs subject to fault attacks. The main contributions
of this article are summarized below:

(i) We introduce a new criterion for the nonsingularity of GLC-FSRs. Unlike previous criteria, which
relied on the state transition matrix of the whole FSR [19], our criterion depends solely on the structure
matrices of feedback functions and has a lower computational load. Furthermore, we derive the number
of nonsingular GLC-FSRs using this new criterion.

(ii) We construct the algebraic form of GLC-FSRs subject to fault attacks using the STP framework.
Diverging from specific algorithms in [6, 14], the algebraic form provides a theoretical framework for
analyzing FSRs subject to fault attacks. Based on the algebraic form, we prove that GLC-FSRs subject
to hard fault attacks are always singular. Moreover, we propose the soft fault bit set and establish a
criterion for the nonsingularity of GLC-FSRs subject to soft fault attacks.

We organize the rest of this article as follows. In Section 2, we provide some background information
on GLC-FSRs. In Section 3, we explore the number of nonsingular GLC-FSRs. In Section 4, we examine
the impact of fault attacks on the nonsingularity of GLC-FSRs. In Section 5, we summarize the main
conclusion provided.

Notations. “®”, “x”, and “x” denote Kronecker product, Khatri-Rao product, and semi-tensor
product of matrices [21], respectively. “@” represents modulo 2 addition. All @ x (8 real matrices form
the set Myxg. Given P € Mgyxp, Col(P) is the set of columns and Colg(P) is the k-th column.
8¢ := Col;(I,), where I,, is the n-dimensional identity matrix. Matrix G = [0% 622 --- §4’] € Maxp is
called a logical matrix, if Col(L) C Col(I,). G is simply represented as G = 04[i1, @2, .. .,ig]. The set of
a x (3 logical matrices is denoted by Goxg. Ao := Col(lz). D :={0,1}. 1, :=[1.1.. .., 1,]T. The symbol x

n
can be removed without creating any confusion.

2 Preliminaries

Given two positive integers p, ¢ > 2, the diagram of a (p+ ¢)-stage GLC-FSR is shown in Figure 1, which
contains a p-stage NFSR and a ¢-stage LFSR. The p-stage NFSR and ¢-stage LFSR are cascaded by the
operation @&. Each square in the figure is called a bit, which represents a binary storage device. The states
of p-stage NFSR, ¢-stage LFSR and (p + ¢)-stage GLC-FSR are represented by X = (z1,...,x,) € DP,
Z=(z1,...,2q) €DTand W = (21,...,Zp, 21,. .., 24) € DPT9, respectively.

For GLC-FSRs, the transition from the current state to the next state occurs on each clock pulse.
According to Figure 1, the state transition from time ¢ € N to time ¢ + 1 satisfies the following group of
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Figure 1 (Color online) Diagram of a (p + ¢)-stage GLC-FSR.

equations:

xl(t—’_ 1) = 1/)1 (xl(t)v o '72q(t))7

Tp_1(t+1) = wpfl(xl(t), .. .,zq(t)),
Tp(t+1) = Yy (@1(1), ..., 2q(t)),
21(t+1) = o1 (z1(t),. .., 2(1)),

Zq—l(t + 1) = ¢q_1 (l‘l(t), ceey Zq(t)),
zq(t+1) = ¢g(21(t), ..., 24(1)),

where ¥;(1,...,2¢) = Tig1, 0 =1,...,p =1, ¢j(@1,....2¢) = zj31, J = 1,....q¢ — 1, Yp(x1,...,2¢) =
flra, ., xp) ® 21, Pg(x1,. .., 2¢) = g(21,....2¢), [ : DP — D and g : D? — D are feedback functions of
NFSR and LFSR, respectively.

STP is a useful tool to derive the equivalent algebraic form of FSRs [33]. Actually, FSR (1) is deter-
mined by some Boolean functions. By expressing the Boolean values 0 and 1 to vectors d5 and 43, respec-
tively. Any Boolean function ¢ : D™ — D can be uniquely expressed as ¢(z1,...,Ty) = MyXxX- - XTp,
where x; € Ao, i =1,...,n, and M, € Gaxon is called the structure matrix of ¢.

In the following, we introduce the proposition about the deleting operator.

Proposition 1 ([21]). Let X € Gux1, Y € Gux1 and Z € G,.1. The deleting operator P = 11 @ I, @ 17
satisfies

Px XYZ=Y,
where ® denotes the Kronecker product, I,, is the n-dimensional identity matrix, 1} = [1,1,....1] and
N
m
1 =11 4]
o
T
Using the deleting operator, the structure matrices of Boolean functions 1, . ..,1,_1 are calculated as
Uy =150 @I ® 15,141 :52[1, 1,...,1,2,2,...,2,1,1,..., 1,2, 2,..., 2],

2p+q—2 2p+q—2 2p+q—2 2p+q—2

(2)

Uy 1 =13,2® I @154 =52[1, ,...,1,2,2,...,2,...,1,1,..., 1,2, 2,..., 2],
24 24 24 2a

respectively. Similarly, the structure matrices of Boolean functions ¢1,. .., ¢4—1 are derived as

P =15, L1, :62[1, ..., 1,2, 2,...,2,1,1,..., 1, 2, 2,..., 2],

2a4-2 2a4-2 2a4-2 2a4—2

<I)qfl :]-rgrp+q72 ®12®1;F:52 []-7 27 ]-7 27"'7 ]-7 27 17 2]7

respectively.
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One can see from (1) that the structure matrices of 1, and ¢, are related to the feedback functions f
and ¢, which will be calculated in Proposition 2.
Therefore, FSR (1) can be converted to the following form:

21 (t+1) = Uamy (£) - ap(t)21(2) - - 24 (1),

Tp(t+1) = Wpa1(t) - zp(t)21(t) - - 24(1),
21(t+1) = @y (t) - - wp(t)z1(t) - - 24 (1),

z2q(t+1) = qza(t) - ap(t)z1(1) - - 24(D),

where U, € Goyorta, k=1,...,pand @, € Goyopra, s =1,...,¢. Lettingw = x{_ zpxI_, 2z, € (Ag)PH1,
FSR (1) has an equivalent algebraic form as

w(t + 1) = Lw(t), (5)

where L = Wy x5 Wy @y % -k Dy € Gopraxorta is the state transition matrix.
Suppose that the structure matrices of feedback functions f, g are

Mf = 52 [041, g, ..., Otgp] c g2><2p,
Mg = 0y [ﬂl, ﬂg,..., ﬁgq] € Goxoa.

2, ifa=1,
a= . (7)
1, ifa=2.

(6)

For a € {1,2}, we define

Then, the relations between ¥, ®, and My, M, can be obtained below.
Proposition 2. Consider the algebraic form of FSR (1). The structure matrices ¥, and ®, satisfy

széglal,..., a1, Ofy..oy O1y...,Q2p,..., Q2p, Q2p,..., Q2p |,

(8)

2q—1 2q¢—1 2q¢—1 2q—1

q)q:52[ﬂ1; ﬂQa"'a ﬂ2‘1a ﬂla 627"'7 ﬂ2‘17"'aﬂ17 ﬂQa"'a 52‘1]~

Proof.  According to FSR (1), the dynamics of bits x,, and z, satisfy @, (t+1) = f(z1(t),...,2,(t)) B2 (t)
and z4(t+1) = 9(21 (t),... ,zq(t)), respectively. Using the deleting operator, the dynamics of bits x, and
zq are expressed as

ap(t+1) = f(z1(t), ..., zp(t)) & 21(t)
= MgM;pxi(t) - xp(t)21(t)

=02[2, 1, 1, 2]62]on, ag,..., awlzi(t) - xp(t)z1(t)

= bolau, o, @2, Qo,..., Qor, Qor)(Topt1r @ 150-1)21(t) - 2p(t)21(t) - - 24(2)
=dfar, ..., @1, Q1,..., Q1y...,Q2py. .., Q2p, Qop,..., Qop|w(t)

= Ypuw(t),

zg(t+1) = g(zl(t), . ,zq(t))
= Mgz (t) - - 24(t)
= 82(B1, Bo,. .oy Baa](130 @ Toa)ai (8) -+~ p(8)21(8) - - - 24 (8)
=8[f1,.--, Poa,B1,---y Boay...yP1,.. ., Bad]w(t)
= Pqw(t),
where Mg = 62[2, 1, 1, 2] is the structure matrix of operation @. This completes the proof.
In this paper, we devote to further exploring the nonsingularity of FSR (1) and the number of nonsin-

gular GLC-FSRs by using the equivalent algebraic form. Moreover, considering the effect of fault attacks
on FSRs, we also investigate the nonsingularity of GLC-FSRs subject to fault attacks.
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3 Further results on nonsingularity of GLC-FSRs

Nonsingularity is a basic requirement for FSRs in cryptographic design. By ensuring the nonsingularity
of FSRs, the equivalent secret key can be avoided effectively, and the reliability of the system can be
improved. Therefore, when designing nonsingular FSRs, special attention should be paid to the selection
of feedback functions. In this section, we obtain two criteria for the nonsingularity of GLC-FSRs by
analyzing the feedback functions f and g. Then, the number of nonsingular GLC-FSRs is calculated
based on these criteria.

The state transition diagram of FSR (1) has 2P*9 nodes and 2P*¢ directed edges. Each state of FSR
(1) is represented by a node. For two states Wy, Wa € Drta Wy is said to be a successor state of Wy if
there exists an directed edge from W5 to Wi. Equivalently, W5 is said to be a predecessor state of Wj.
Based on the state transition diagram, the definition of nonsingular GLC-FSRs is shown below.
Definition 1 ([38]). FSR (1) is said to be nonsingular if its state transition diagram contains only
cycles.

We observe that there exist two different states with identical successor states if an FSR is singular. In
this case, an equivalent secret key is likely to emerge. Therefore, the nonsingularity of FSRs is necessary
for developing stream ciphers [19].

As was shown in [19], FSR (1) is nonsingular iff its state transition matrix L is nonsingular. Notice
that the nonsingularity of GLC-FSR is determined by the feedback functions f and g. Therefore, we use
the structure matrices My and M, which are given in (6) to further explore the nonsingularity of FSR
(1), and put forward the following new criterion.

Lemma 1. FSR (1) is nonsingular iff M; and M, satisfy

Qiypor—1 = O, Bjiga—1 = ij 9)

where i =1,2,...,2P7 1 j=1,2,...,2071,
Proof.  From Definition 1, FSR (1) is nonsingular iff any state has only one predecessor state and only
one successor state. Denote the state transition matrix in (5) as L = dap+a[01, 72, ..., Nan+a], then state
07,44 has only one successor state L52p+q = 52p+q, where 7 = 1,2,...,2PT4. Moreover, the uniqueness of
the predecessor state for each state is equivalent to 7. # n,, V ¢ # v. Therefore, FSR (1) is nonsingular
iff n. # 1y, V ¢ # v. In the following, we prove that 1. # n,, V ¢ # v iff (9) is true.

According to (5), it holds that L = Wy -+ - % W), « &1 % - - -« ;. Hence, we get

Col,(L) =Col,(¥1) x --- x Col,(¥)) x Col,(P1) x -+ x Col,(Pyg). (10)
Then, we define disjoint sets
A={r}; Irl,=j+G-1)2%i=12,..,2""", j=1,2,..,297"},
No={r; | v}, =ri; 4207 rj €Ay i=1,2,... 27" j=12.. 20"}
Ag={rd; | r};=ri;+2°T7  rl e Ay, i=1,2,... 2070 j=1,2,...,207"},
Ap={ri; | ri;=ri, 420 420t pl e Ayi=1,2,...,207 j=1,2,...,27 "}

Then Uizl Ay ={1,2,...,2P%9} and |Ag| = 2P972 k = 1,...,4. Arbitrarily chosen r. , € Ay, it can be
obtained from (10) and (11) that
L) =

Col,;. PN 18 L |

( ) 2p+qﬂ
Col,z (L) = 05p-185" 85516, Borae=d f52p1;, 12)
Colys (L) = 818y " 8hua05” = Gpriy
Colyy (L) = 6%, 16, 63,15, Potaat 52;;;.
FI'OIH ( ) fOI' any T.ul vl 7é rug v one has {rul vlvril,vlv 7’31 vlarﬁl vl}m{rug,vgﬂr?@ v2,7’32 v277n32,712} = Q]

Therefore, it is necessary to prove that n1 ., m2 , ms —and n4 = are different from each other iff

Qygor—1 = Gy and By y90-1 = Bv-
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On one hand, if a, 4901 = @y, and By 941 = 3, one can derive from (7) that

Oy = Qa1 # Qa1 = Qu, By = Bytoe-1 # Byyaa = Po.

Based on (12), 1, m2 , nps  and 7,4 are different from each other.
On the other hand, assume that 7.1 , 7.2 , 7.3 and 7,4 are different from each other. From

M2, 7 i, We get

B —1 a -1 B -1
U « U v+29 U u+2P U v429
Ogp-105 " 0gq-10y 7 Ogp-10; 0ga-103 ,

that is, oy # Qyupor—1, @y = Qyqop—1. Then from Gy, = o001 and n,, ,, # 7}, ,,, we conclude

Cytop—1 QL op—1 Byioa—1
e T AN A

that is, B, # Bysga—1, Bo = Bugga—1. Hence, the structure matrices My and M, satisfy q, = 04001
and B, = Byy00-1 if FSR (1) is nonsingular.

By the arbitrariness of 7“71“” we conclude that FSR (1) is nonsingular iff o, 9p—1 = @; and 81941 = B_j,
where i =1,2,...,2P71 j=12 ... 2971

Remark 1. The nonsingularity of GLC-FSRs was investigated in [19] by using the whole state transition
matrix L € Gyptayanta, and the computational complexity is O(2PT7). Compared with [19], the criterion
of checking the nonsingularity of GLC-FSRs in Lemma 1 is based on the structure matrices My and Mg,
whose computational complexity, O(2P + 29), is much lower.

From (9), we derive the characteristics of structure matrices My and M, when the GLC-FSRs are
nonsingular. In the following, based on the features of the structural matrix My and Mg, we present the
properties of feedback functions f and g.

Lemma 2. FSR (1) is nonsingular iff its feedback functions satisfy

1) fz1,...,xp) = 21 & fi(re, ..., xp) OF f(x1,...,2p) =21 & fa(T2,...,2p);

(i) g(#1,...,2¢) = 21 D g2(22, .., 2¢)-

Proof.  (Sufficiency) Here we only prove the case of f(z1,...,2p) = 721 fi(z2,...,xp) and g(21, ..., 2q)
= 21 B g2(22,...,2¢). The proof for the case of f(z1,...,2p) = 1 & falxa,...,zp) and g(z1,...,24) =
21 @ g2(22, ..., 2¢) is similar.

Suppose that f = —z1 @ f1(z2,...,2p), g = 21 Dg2(22, ..., 2,), and the structure matrices of fi, g2 are
My, = dolan, ao,..., qge-1] € Goyop—1, My, = 02[B1, B2,..., Paa-1] € Gaxaa—1. Using STP, we obtain
that

flx1,...,xp) = MgM-_x1Mypzo- -z
= MgM_(Io @ My, )x122 - - - T
= Myz129 - - - 2p,
9(21,...,2q) = Mgz1 Mg, 2o - - 24
= Mg (Io @ My,)z122- - 24
= Mjzi22- - T,

where M-, = d2[2, 1] is the structure matrix of operation —. Hence, the structure matrices My and M,
are

Mf:62 2, 1, 1, 2](52[2, 1](54[@1, (675 FUN a2p71,2+a1,2+a2,..., 2+0¢2p—1]
=d2[1, 2, 2, 1]d4]cv1, o,..., gp-1,24+ 1,2+ Qa,..., 2+ Qigp—1]

Mg:62 2) 1) 1) 2]64[515 627"'7 621’*1724_61)2—’_62)"'7 2+62P*1]
:62 Bla 627"'7 6213*17 Bla 627"'7 621’*1] Eg2><2‘1-

According to Lemma 1, FSR (1) is nonsingular.
(Necessity) Assume that FSR (1) is nonsingular. According to (9), we denote the structure matrix of

f as

[
[
= &lag, az,..., ag-1, a1, Qg,..., Ggp-1] € Gaxap,
[
[

Mf :(52[0{17052,...,0&2;)7170(2;)71_;’_1,062;;—1_;’_2,...705210]
:52[a17a2;'"aa21’*170_4150_527"'70_[2p’1]'
Let My, = d2[a1, aa,..., agp—1], My, = d2[@1, &g,..., Qgr—1]. From (7), it holds that

My, = 02(2, 1]dofas, az,..., agr—1] = M-Myp,.
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Hence, function f can be expressed as
f(x1, 20, ... xp) =[My, M-M;g |z122- - 1)
My, 0
0 My
=MgM_ (I, @ My, )x122 -+~ 2
=MgM 1 Mg xo - xp

=11 D fl(x% oo 7xp)a

=[lr M.] l ] T1To - Tp

or
f(xlax% e 7xp) :[Mfl ]\4ﬁ]\4fl]$1‘772 T p

M- My, 0

0 M- My,
=Mg(Io & MMy )x122- - 2p
=Mgr1M-Myg xo---2p
=21 @ fo(xo,...,2p).

Similar to f, the feedback function g satisfies g = =21 ® g1(22,...,24) or g = 21 B g2(22, ..., 2z4). Since g
is a linear function, it holds that g = 21 & ga(22, ..., 2¢)-
Based on Lemmas 1 and 2, we finally calculate the number of nonsingular GLC-FSRs.

=[M- I] l ]xlzgump

Theorem 1. The number of nonsingular GLC-FSRs composed of p-stage NFSRs and g-stage LFSRs
is 20142771 _ opta—2,

Proof.  According to Lemmas 1 and 2, a GLC-FSR is nonsingular iff the linear feedback function g

satisfies g = 21 @ g2(22,...,24) and the structure matrix of the nonlinear feedback function f satisfies
) — s G — p—1

Qjop—1 = 0y, ©=1,2,...,2P7",
On one hand, since g is linear, then go = aozo @ - - - @ ayzq, Where an, ..., a4 € D. Hence, there exist

29~ linear functions which satisfy the requirement of the linear feedback function g in the nonsingular
GLC-FSRs.

On the other hand, since the Boolean function has a one-to-one correspondence with its structure
matrix, then there exist 22"~ Boolean functions whose structure matrices satisfy a;,9p-1 = &;. Moreover,
these 22" Boolean functions contain 2P~! linear functions. Hence, there exist 22""" _ 9p=1 ponlinear
functions which satisfy the requirement of the nonlinear feedback function f in the nonsingular GLC-
FSRs.

To sum up, the number of nonsingular GLC-FSRs composed of p-stage NFSRs and ¢-stage LFSRs is
2(1*1(22”’1 —orl) = 9q—142°"" _ opt+q—2
Remark 2. The proof of Lemma 2 combines the structure matrices and the refresh transformations
of feedback functions. In this way, the number of nonsingular GLC-FSRs can be obtained. Moreover,
Lemma 1 facilitates the exploration of fault attack on the nonsingularity of GLC-FSRs.

To illustrate Theorem 1, we finally provide an example.

Example 1. Consider the GLC-FSRs composed of 2-stage NFSRs and 2-stage LFSRs.

From Lemma 1, the structure matrix My in nonsingular GLC-FSRs satisfies

My =681, 1, 2, 2] or My = 85[1, 2, 2, 1] or My = 82[2, 1, 1, 2] or My = 85[2, 2, 1, 1].

Hence, feedback function f satisfies f = x1 or f = —x1 @ 2o or f = x1 B xo or f = —xy. Since f is a
nonlinear function, we further derive

f=-x1 @20 or f =17
From Lemma 2, the linear feedback function g of nonsingular GLC-FSRs satisfies
g=2z10rg=2z2 D zo.

Hence, the number of nonsingular GLC-FSRs composed of 2-stage NFSRs and 2-stage LFSRs is 4,
which is consistent with 227172 — 24=2 = 4 in Theorem 1.
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hard fault attack soft fault attack

—coot— () oo —oeoo— X €——o oo

Figure 2 (Color online) FSR under fault attack which injects only one bit.

4 Nonsingularity of GLC-FSRs subject to fault attacks

The fault attack is a feasible way to achieve the side-channel attacks in cryptography. The attacker can
destroy the normal operation of the cryptosystem through fault attacks, which may cause the cryptosys-
tem to produce the wrong output. Then, the attacker can analyze the fault information and deduce the
key or plaintext information. In this section, we establish the algebraic form of GLC-FSRs subject to
fault attacks under the STP framework, and then explore the effect of fault attacks on the nonsingularity
of GLC-FSRs.

In this article, we discuss two types of fault attacks [8]: hard fault attack and soft fault attack. Hard
fault attack indicates that the attacker permanently fixes some random bits to 0. Thus, the bits injected
by hard fault will always be read out as 0, but will never be written in. Besides, hard fault attack
is destructive, and thus it can only be injected once. Soft fault attack indicates that the attacker will
change the value of some random bits in FSRs and has the power to reset the register. Hence, soft fault
attack can be injected multiple times. Figure 2 shows these two kinds of fault attacks on FSRs, where
the injection position is ;..

Firstly, we investigate the nonsingularity of GLC-FSRs which are attacked by a hard fault. Since all
hard fault attacks are destructive, we only need to consider the case that a single bit is attacked and
make Assumption 1.

Assumption 1. The hard fault attack is injected into a single bit of FSR (1).
According to the structure matrices of GLC-FSRs, we come to the following conclusion.

Theorem 2. Under Assumption 1, FSR (1) subject to the hard fault attack is singular.

Proof.  Here we only prove the situation where the hard fault attack is injected into the NFSR of FSR
(1). The proof for the situation where the hard fault attack is injected into the LFSR of FSR (1) is
similar.

Suppose that the hard fault attack is injected into bit xj, where k € {1,2,...,p}. Correspondingly,
the attacked bit is denoted as ¥ and the dynamics of 2 becomes xf (¢ + 1) = 0. Hence, the structure
matrix of zf satisfies U = §5[2, 2,...,2] € Goyor+a. The state transition matrix of FSR (1) subject to
this type of hard fault is represented as L = doo+a[nf, i, ..., nL,,,] € Gortaxar+a. Then

Col, (LF) = Col, (W) x -+ Coly(Tg_1) x Col, (¥F) x Col, (W) x - Colo (@) = 677,,,  (13)

where 7 =1,2,...,2P14,

F
Without losing generality, let 6;7;(1 = 5gk,15§62”p+q,k. Using STP, we obtain that

F +q—k
TR Y _ 2(n-1)425 _ 2usw _orte R 1)y
62p+q - 62k—152 2p+g—k — 62k 2p+g—k — 62k 2p+g—k — 62p+q .

Noticing that g € {1,2,...,2¥" 1} and v € {1,2,..., 2P797%} it holds that

2p+q—k(2'u —1)4ve { gpta—k 1,..., gpta—k | 2p+q—k,
3.optak g 3.opfath g opta=k
(2F —1).opfah g ok q.gptah poptak L —
where [Q);| = 2PT971. Since the state transition matrix L has 2P+ columns and the set Qj, has 2P+4-1

elements, there must exist identical columns in matrix L. According to Lemma 1, FSR (1) subject to
the hard fault is singular.
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Remark 3. Similar to the proof of Theorem 2, the state transition matrix L has at most 2PTe—«
different columns when the hard fault attack is injected into w bits, where w = 2,3,...,p + ¢q. Hence,
FSR (1) subject to any hard fault attack becomes singular.

Next, we investigate the nonsingularity of GLC-FSRs subject to soft fault attacks. For the convenience
of the following discussion under the framework of STP, we give some necessary preliminaries. Let
R={Xkyy. Tk, Zs1,- -+ Zs, } be the soft fault bit set, where ky < -+ < k,, 51 < -+ < s,. Based on the
definition of soft fault attack, the soft fault function with respect to R is described as

Sp(W) = (27, ...,25,2],...,2)), (14)

K p? Y q
where W = (z1,...,2p,21,..., %) and
xy = —xg, if xp €N

= -z, if 2z, €N
xy =, ifxp ¢R;

Zh = Zs, if z4 ¢ R.
By converting W and Sg(W) into vector forms as W = x1 - xp21 -+ 24 and Sp(W) = a7 -+ xp2] - 27,
respectively, the soft fault function Sy can expressed as
Sp(W) =a}---alzf - 2} = Mga1 - Tp21 -+ 2, (15)

where MSD% = [D(I{ZI(Ikafl & Mﬁ)][[)(?=1(l2p+5jfl ® Mﬁ)] X 12p+q S g2p+q><2p+q.

Since the attacker has the ability to inject the soft fault at any random bit, we denote the power set
of {z1,...,xp, 21,..., 24 as T = {1, RNo,..., Nop+a}, where N1, o, ..., Rop+q are all possible soft fault
bit sets. For example, for a GLC-FSR consisting of a 3-stage NFSR and a 2-stage LFSR, the soft fault
bit sets are

Ri =0, Ry = {x1}, Nz = {22}, Ra= {23}, N5 = {21}, N = {22},
N7 = {z1, z2}, N = {z1, 23}, N9 = {21, 21}, N0 = {71, 22},
Tty §)%31 = {1’27 T3, 21, 22}7 §R32 = {1’1, T2, T3, Z1, ZQ};

where R indicates that the GLC-FSR is not attacked by the soft fault, and 332 indicates that all bits are
attacked by the soft fault. Since soft fault attack can be injected multiple time, we make the following
natural assumption.

Assumption 2. The attacker can inject the soft fault attack R(¢) with respect to the state w(t) of FSR
(1) at time ¢, where R(t) € {R1, R, ..., Ropta}.

Soft fault attacks mean that the attacker can modify the values of one or more random bits and has
the ability to reset FSRs. Thus, the soft fault attack can be injected into x, and z,. When the soft fault
attack is injected into only one bit at each time, say x,, we only need to consider the impact of ®,._; on
the state transition matrix L. However, the more general case is that the soft fault attacks are injected
into several bits at different times. Therefore, we use the soft fault bit sets to analyze the state transition
of GLC-FSRs subject to soft fault attacks.

Similar to (14) and (15), we obtain the soft fault functions and the corresponding structure matrices

with respect 1, Ra, ..., Rop+rq, which are denoted as
SRys SRase -y S§R2p+q and Msml, MS;R2 ey Msﬁ2p+q € Goptaxanta- (16)
Moreover, we convert all the soft fault bit sets into vector forms below:
4
Ry ~ 5%p+q7 Ry ~ 6§p+q; [ERR) §)%21’+‘1 ~ 5§§+Z- (17)

Now, based on Assumption 2, the soft fault attack depending on the state can be represented as
R(t) = Hw(t), (18)

where H = 52p+q[h1, h2, ceey h2p+q] c g2p+f1><2p+r1-
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Since the structure matrix corresponding to the soft fault attack R(t) can be represented as [Mg,, Mgy,
Ms%pﬂ]?)?(t), the state of FSR (1) with the soft fault attack (18) is

ﬁ(t) = [Msml MSmQ Msm2p+q]%(t)w(t)
= [Msy, Msy, -+ Mgy [Hw(t)w(t).

+

Given ’UJ(t) = 6§\P+q’ A€ {1725 B .,2p+q}7 using STP, we get UJ(t)w(t) = 6§p+q6§P+q = 552\1;12)q2p+q+A.

Hence, we construct the power-reducing matrix J = Jg2pt24[1,2PT9+2, ... 22PT29] € Goopr249p+a, Which
satisfies Jw(t) = w(t)w(t).

According to (16)—(18), the algebraic form of FSR (1) subject to the soft fault attack (18) is represented
as

w(t +1) = Lw(t) = LSHJw(t), (19)

Where LS = L[Msml MS%2 s MSWE2P+(1] S g2p+q X 22p+2q .

Similar to Definition 1, FSR (1) subject to the soft fault attack (18) is nonsingular if the state transition
diagram of system (19) contains only cycles. The following result shows that singular FSR (1) is still
singular when a soft fault attack occurs.

Theorem 3. FSR (1) subject to the soft fault attack (18) is singular, if FSR (1) is singular.
Proof.  Since FSR (1) is singular, according to the proof of Lemma 1, we get Col(L) & (Az)P*9. Then
there exists A € {1,2,...,2P"%} such that &3,,, ¢ Col(L).

Arbitrarily choose the state w(t) = d7,,, of system (19). Then, the successor state of 67, is

w(t —|— 1) = L[MSRI MSD%Q o MS%2P+Q](52p+q [hl, hQ, ey h2p+q]6;p+q ;p+q
hr T
= L[MS;Rl MSM T MSmQPH](SQLpM 2p+4q

= LMgy, 03,4 = LCol-(Ms,, ).

Since 63, ¢ Col(L), we get LCOIT(MS%C) # 6%y14q, that is, 67,,, is not a predecessor state of 63,,,. By

the arbitrariness of 47,,,, we conclude that 52Ap+q has no predecessor state in system (19). Hence, FSR
(1) subject to the soft fault attack (18) is singular.

The following presents a necessary and sufficient condition for the nonsingularity of FSR (1) subject
to the soft fault attack (18).

Theorem 4. FSR (1) subject to the soft fault attack (18) is nonsingular iff
Col(LSHJ) = (Ag)PTa. (20)
Proof.  (Sufficiency) Arbitrarily chosen state w(t) = 63,,, of system (19), the successor state of 65, , is
w(t+1) = LYHJ8Y,,, = Coly(LSHJ).

According to (20), there exists only one state 5§p +, Which satisfies

LSHjéngrq = COI( (LSHJ) = 6129p+q7

that is, d3,,, has only one predecessor state 5§p+q.

By the arbitrariness of 5gp+q, we conclude that any state of system (19) has the unique predecessor
state and the unique successor state. Therefore, there exist only cycles in the state transition diagram of
system (19), which implies that FSR (1) subject to the soft attack (18) is nonsingular.

(Necessity) We prove the necessity by a reduction to absurdity. Suppose that
Col(LSHJ) G (Ag)PTe.

Hence, there must exist identical columns in matrix LSH.J. Without loss of generality, we denote
Coly(LSHJ) = Col¢(LSHJ) = 6%,,,. Then, it holds that

LSH 83,y = LSH IS, ) = 05014,
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that is, d5,,, has two different predecessor states, which contradicts the fact that FSR (1) subject to the
soft fault attack (18) is nonsingular.

According to Theorems 3 and 4, we conclude that singular GLC-FSRs remain singular after soft fault
attacks, and nonsingular GLC-FSRs remain nonsingular after the specific soft fault attacks satisfying
(20).

At last, an illustrative example is used to interpret Theorems 2 and 4.

Example 2. Consider a GLC-FSR below:

x1(t +1) = xa(t),

x2(t + 1) = x3(t),

w3t +1) = [21(t) & (~22(t) Aas(t))] & 21 (1), (21)
z1(t+ 1) = 2zo(t),

zo(t+1) = z1(t) ® 22(2),

where zy, 2, € D, k=1,2,3, s =1,2.
Firstly, we analyze the nonsingularity of FSR (21). The feedback functions of FSR (21) are f(x1,z2, 23) =
21 ® (mxe Axs) and g(z1, 22) = 21 B z2. Using STP, we obtain the structure matrices of f, g below:

Mp=61,1,2 1,2 2, 1,2, My =62, 1, 1, 2.

According to Lemma 1, FSR (21) is nonsingular. To verify our result, the algebraic form of FSR (21) is
derived from (2), (3) and Proposition 2, which is shown below:

w(t + 1) = Lw(t),

where
L =63006, 7, 1, 4, 14, 15, 9, 12,18, 19, 21, 24, 30, 31, 25, 28,

2,3, 5,8, 10, 11, 13, 16,22, 23, 17, 20, 26, 27, 29, 32].

Based on L, there exist only four cycles in the state transition diagram of FSR (21): 03, — 045, 635 — 33,
05, — 033 — 033 — 035 — 838 — 030 — 85, and 63, — 6%, — 835 — 035 — 035 — 53 — 0% — 639 —
035 — 03, — 035 — 03y — 035 — 035 — 033 — 033 — 035 — 035 — 035 — 0%y — Iy — 03, — 035 —
835 — 83,. Hence, FSR (21) is nonsingular, which is consistent with Lemma 1.

Now, we discuss the nonsingularity of FSR (21) subject to the hard fault attack. Assume that the
hard fault is injected into bit x5 and the attacked bit is denoted as z2". Then the structure matrix of 2%
satisfies Ul = 65[2, 2,..., 2] € Gaxgo. Hence, the state transition matrix of the attacked FSR is

LY = 63514, 15, 9, 12, 14, 15, 9, 12,26, 27, 29, 32, 30, 31, 25, 28,
10, 11, 13, 16, 10, 11, 13, 16,30, 31, 25, 28, 26, 27, 29, 32].
According to Lemma 1, FSR (21) subject to the hard fault attacks is singular, which is consistent with
Theorem 2.

Finally, we analyze the nonsingularity of FSR (21) subject to soft fault attack. Assume that the soft
fault attack is

R(t) = Huw(t), (22)
where H = I33. According to (15) and (17), we obtain
LSHJ83; = LS Hbz5035 = LMs,, 033 = LColia(Ms,, ) = Lé33 = 633,
L°HJo35 = LY Hb33635 = LMs,, 033 = LColi5(Ms,, ) = L6353 = 03.

Hence, it holds that
Col(LSHJ) S (As)®.

According to Theorem 4, GLC-FSR (21) subject to the soft fault attack (22) is singular.
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Conclusion

We have derived the number of nonsingular GLC-FSRs by constructing the structure matrices of feed-
back functions. Next, we have demonstrated that any GLC-FSR is singular under hard fault attacks.
Furthermore, we have analyzed the nonsingularity of GLC-FSRs subject to soft fault attacks, utilizing
the soft fault function and soft fault bit set. Future research could explore the nonsingularity of other
types of FSRs subject to fault attacks.
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