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Abstract In this paper, we propose LOL, a general framework for designing blockwise stream ciphers. The
proposed framework achieves ultrafast software implementations for ubiquitous virtual networks in 5G/6G
environments and high-security levels for post-quantum cryptography. The LOL framework is structurally
strong; furthermore, this framework and all its components enjoy high flexibility with various extensions. On
the basis of the LOL framework, we propose new stream-cipher designs called LOL-MINI and LOL-DOUBLE
with the support of the AES-NI and single instruction multiple data instructions. The former applies the
basic LOL single mode, while the latter uses the extended parallel-dual mode. LOL-MINI and LOL-DOUBLE
support 256-bit key length. Our thorough evaluations revealed that these cipher designs have 256-bit security
margins against all existing cryptanalysis methods, including differential, linear, and integral. The software
performances of LOL-MINI and LOL-DOUBLE can reach 89 and 135 Gbps. In addition to pure encryptions,
the LOL-MINI and LOL-DOUBLE stream ciphers can be applied in a stream-cipher-then-MAC strategy to
make AEAD schemes.

Keywords stream cipher, 5G/6G mobile system, fast software implementation

1 Introduction

Stream ciphers play crucial roles in various communication systems, including protecting integrity and
confidentiality. For example, the A5/1 stream cipher in GSM [1], the SNOW3G [2] and ZUC-128 [3]
in UMTS and LTE (usually known as 4G). Currently, the 5G mobile communication system has been
extensively used globally. Compared with 4G, the 5G system is faster (upstream and downstream rates
are >20 Gbps and >10 Gbps, respectively [4]), resulting in extensive use of software-defined virtual
networks, where all services/applications are implemented on general CPUs rather than on dedicated
hardware devices. This trend has led to high software speed requirements for stream ciphers and other
cryptographic primitives. Additionally, the development of 5G has stimulated the study of the beyond-5G
or 6G system. In 2019, the 6Genesisi project published the first white paper on 6G [5]; their findings raised
several requirements for producing the 6G system, including data transmission speeds of over 100 Gbps to
1 Thps. In addition to high software speeds, this system also requires high-security margins because the
latest quantum-based cryptanalysis techniques have threatened several symmetric-key primitives (just
name some as [6-17]).

Furthermore, development in software implementation technologies is ongoing. In the past few
decades, CPU manufacturers have widely accepted the idea of single instruction multiple data
(SIMD). Many modern CPUs are now equipped with extended accumulator instruction sets (e.g.,
SSE/SSE2/SSE4.2/AVX/AVX2/AVX512 for Intel and NEON for ARM CPUs, etc.) so that several
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repeated basic operations (e.g., modular add/minus, XOR, OR, etc.) can be implemented simultane-
ously using only one accumulator instruction. With the extensive utilization of advanced encryption
standard (AES) block cipher, the AES round function, i.e., the sequential call of SubByte (SB), ShiftRow
(SR), MixColumn (MC), and AddRoundKey (ARK), has also been adopted as a basic operation and
can be realized using one AES-NT instruction supported by most modern CPUs. Some SoCs for mobile
devices are equipped with an AES instruction set [18], and more SoCs will support the instruction by
the time the 6G system is realized. The latest AVX512 instruction of Intel supports the running of four
AES round function calls in parallel. Therefore, the AES round function has become a handy building
block for designing new cryptographic primitives. A typical example of such AES-based designs is the
authentication encryption design called AEGIS [19]. It applies the AES round function in parallel for
high performances and is mounted to the final portfolio of the CAESAR competition [20].

Faced with the high efficiency and security challenges, the 3GPP standardization organization has
proposed the requirement of 5G stream cipher standards, including a speed of over 20 Gbps and secure
margins of 256 bits [21]. The 4G standards, SNOW3G and ZUC-128, do not satisfy the 256-bit secure
margin requirement; hence, designers are urged to submit 256-bit key versions. In response, the ZUC
design team proposed ZUC-256 [22] in 2018, which is hardware-oriented and has a similar structure to
its predecessor, ZUC-128, for compatibility reasons. Subsequently, the SNOW design team has proposed
the software-oriented stream cipher SNOW-V [23] along with its performance-improved variant SNOW-
Vi [24], which are referred to as SNOW-V /Vi for short hereafter. In 2022, Sakamoto et al. [25] proposed
another primitive, the authenticated-encryption scheme (AEAD) Rocca, supporting 256-bit keys for
encryptions and 128-bit tags for authentications, which is the first symmetric cipher dedicated to 6G
systems. Similar to AEGIS, Rocca and SNOW-V /Vi have adopted parallel AES round functions called
the basic building block, enabling them to exhibit extremely high software performances. The SNOW-V
encryption speed can reach 58 Gbps, while that of Rocca is higher than 100 Gbps, catering for 5G and
6G requirements [5].

Parallel AES round function calls provide high software performances on modern CPUs but do not
guarantee the security of AES-based primitives. Some cryptanalysis results show that the above AEGIS,
Rocca, and SNOW-V/Vi have structural and theoretical security issues. The simple output function of
AEGIS results in linear biases in keystream bits, making AEGIS vulnerable to linear distinguishers [19,26].
It also results in weak key-recovery attacks mounting to half of the total initialization rounds [27]. For
full SNOW-V/Vi, there are fast correlation attacks (FCAs), recovering the internal states within 2256
secure bounds [28,29]. For Rocca, there is a full key-recovery attack that uses encryption—decryption
oracles for finding nonce-repeated pairs with the differential properties of AES S-box and the meet-in-the-
middle techniques against AES for low-complexity state recoveries in a single-key and nonce-respecting
setting [30,31]Y.

Motivations. Many lessons can be learned from the development of SNOW-V/Vi, Rocca, and
AEGIS. For SNOW-V/Vi, the direct LESR-FSM (linear feedback shift register-finite state machine)
connection can easily yield high linear correlations, enabling easy conduction of FCAs. This phenomenon
has already been detected and used in FCAs on SNOW 2.0 and SNOW 3G [32-34]. For Rocca and
AEGIS, we observe that the differential properties and effective cryptanalysis techniques on AES can be
more effective on designs with parallel AES round function calls. Therefore, special attention must be
given to the secure design of the overall structure, especially for adding non-AES components properly,
such as nonlinear feedback shift registers (NFSRs), to resist these attacks. Meanwhile, Rocca has a faster
speed than SNOW-V /Vi, indicating that the non-AES components should be better designed to improve
the overall software efficiency of stream ciphers. Additionally, Rocca tries to design an AEAD scheme
directly, while SNOW-V/Vi is a simple conventional stream cipher design suitable for authentications in
the existing GCM-like scheme [35]. The attack on Rocca in [30] is based on repeated nonce pairs acquired
from querying decryption oracles, which cannot be applied to the well-developed GMAC-based AEAD
mode of SNOW-V/Vi. Thus, although directly designing a secure AEAD may be faster, the process
is more challenging than the relatively mature stream-cipher-then-GMAC strategy. To achieve such a
dramatically fast encryption/decryption speed in a pure software environment for mobile systems beyond
5G or 6G, the support from the AES round function with SIMD instructions has become a must for high
software performances on modern CPUs before more basic instructions appear.

Contribution. In this paper, we propose a general framework for designing blockwise stream ciphers

1) As a result, the Rocca designers provided a modified version [31] in which key feedforward is added in initialization, which
turns the key-recovery attack [30] into a state recovery attack.
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Table 1 Comparison of competitive ciphers on security and software performance

Cipher Type Security claim Software Attack
implementation
SNOW-V/Vi Stream  256-bit security against key-recovery [ 58.25 Gbps [23] FCAs [28,29]
([23,24]) cipher 92 Gbps [24] é(%gzzét/i;%ié?f/rggggsclo)mplexity:
Rocca ([25]) AEAD t 256-bit security against key-recovery 0  150.95 Gbps [25] Key-recovery attack [30]
T 128-bit security against distinguishing (complexity: data 2128
T 128-bit security against forgery time 2128)

attacks in the nonce-respecting setting

T No claim in the related-key and
known-key settings

AEGIS-256 AEAD t 256-bit security for encryption O 56.17 Gbps [19] Linear distinguisher [27]
([19]) 1 128-bit security for authentication (complexity: 26%)
LOL-MINI Stream 256-bit security against key-recovery 89 qbps -

. . Section 6
(Section 3) cipher
LOL-DOUBLE Stream 256-bit security against key-recovery 135 Gbps -
(Section 4) cipher Section 6

and construction methods for its basic components suitable for SIMD implementations. We called our
framework (LOL), which can be extended from a basic single mode with various extension methods for
many flexible designs. The structure of the proposed LOL framework structure is a combination of a
nonlinear driver on finite fields and an FSM with memories, avoiding the direct LFSR-FSM-connection
weakness in SNOW-V/Vi. Moreover, all the underlying components of the LOL framework enjoy high
flexibility and are equipped with specific extension methods for catering to different needs. Especially,
the LFSR in LOL perfectly suits the SIMD instructions, enabling high efficiencies, resourceful parameter
selections, and maximum periods. The updating functions of the nonlinear driver and FSM in the LOL
framework are constructed on an SP network, which makes LOL stream ciphers directly inherit some
security properties from structural conclusions and more effectively and favorably be evaluated with
definitive security bounds using automatic analysis methods compared with previous stream ciphers.

In addition to the LOL framework, we propose two concrete stream cipher designs: LOL-MINI of
the LOL single mode and LOL-DOUBLE of extended parallel-dual mode. The two designs support the
256-bit key length and have software encryption speeds well over 20 Gbps, which are 89 and 135 Gbps for
LOL-MINI and LOL-DOUBLE, respectively. From the security aspect, LOL-MINI and LOL-DOUBLE
take the first attempt to load the key and IV bits to FSM rather than NLFSRs, enabling us to give
provable secure bounds against differential attacks. Our thorough evaluations further confirm that the
LOL-MINI and LOL-DOUBLE stream ciphers can provide 256-bit secure margins against various existing
cryptanalysis methods, including FCAs, integral, and guess-and-determine. Therefore, LOL-MINI and
LOL-DOUBLE provide 256-bit secure margins and high software performances, satisfying the 3GPP 5G
requirements, even targeting 6G systems. In addition to pure encryptions, LOL stream ciphers can be
applied in AEAD schemes using the stream-cipher-then-MAC strategy, where MAC tags are generated
with standard authentication modes, such as GCM [35] and NMH [36].

Although our current designs are software-oriented, we have also considered hardware compatibility
from the perspective of circuit reuse in the architecture and component extensions. This is because the
reusability of hardware components is important to reducing the area and cost of ASICs. For clarity, we
present a comparison of the above competitive ciphers in Table 1.

Outline. The remainder of the paper is organized as follows. In Section 2, we describe the LOL
framework. We present details of the LOL-MINI and LOL-DOUBLE stream cipher designs in Sections
3 and 4, respectively. The security of LOL-MINI and LOL-DOUBLE is evaluated against various crypt-
analysis methods in Section 5. The software performance is evaluated in Section 6. Finally, Section 7
presents the conclusion.

2 The LOL framework

The LOL framework is a combination of a nonlinear driver on finite fields and an FSM with memories
shown in Figure 1. The nonlinear driver is in the form of an LFSR in series with an NFSR shown in the
dotted box of Figure 1.

The following notations are used hereafter.
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Figure 1 Form of cipher structure.

e Denote the state of LFSR by (H, L), the state of NFSR by N, the state of FSM by S, the keystream
block by Z.

e The subscript corresponds to the state number and the superscript corresponds to the step.

e Denote the state updating function of LFSR and NFSR (FSM) by f and R, respectively.

e Define two intermediate variables: the feedback of LFSR as F' and the output of FSM as G.

2.1 Nonlinear driver

The LOL nonlinear driver takes the concatenated structure of an LFSR and an NFSR, which can benefit
from both long periods and nonlinearities. We select LFSRs and NFSRs with the following features.

LFSR. The LOL LFSR is of Galois type defined over the finite field Fom. It consists of an even
number 2¢ (¢ > 0) m-bit cells denoted as ag¢—1,...,a9 € Fom. At arbitrary time instance ¢, the 2¢
cells are naturally stored in 2 registers according to their index parities as L' = (ab,_,,...,a},af) and
H' = (ab,_,,...,a},a}). Starting from (H', L"), the LFSR states of the next time instance (H'™, L**1)
is computed by taking the following 2 steps.

(1) Compute a feedback state F* by calling the feedback function as follows:

F'=f(H', L") = (C x H") @ o(L"), (1)

where C' denotes a vector consisting of the roots of ¢ m-degree irreducible polynomials? in Folz], x
denotes a cell-to-cell finite field multiplication on Fom, o denotes a cell-wise permutation. Here, XOR
integrates different expansion fields by the polynomial basis correspondence on Faum.

(2) Then, L! is output as the LFSR sequence and the internal state is updated as (H!*! Li*T1) =
(F*, H') where F' is computed as (1).

The whole LFSR state transformation from time instance ¢ to ¢t + 1 can be represented as the Feistel-
like structure in Figure 2. As can be seen, half of the state (H) is updated and another half (L) is
output guaranteeing a high throughput and a specific adaptability for advanced parallel implementation
(like SIMD). With proper selection of C' and o, the LFSR defined above can be an m-sequence with
the maximum 22 — 1 period. The proof and generating method are shown in the full version®. The
advantages of such LOL LFSR can be summarized in two folds:

(1) Software friendly. The C x H' can be implemented with parallel left-shift-then-XOR operations
on modern CPUs supporting SIMD instructions?. Moreover, x and ¢ operations can be executed
synchronously.

(2) Highly flexible. Unlike traditional Fibonacci LFSRs where only 1 finite field is used, the Galois-
style LOL LFSR allows / finite fields defined by different irreducible polynomials, which has resulted in
an enriched (C, o) selections for maximizing the LFSR periods.

In summary, the LOL LFSR designing method balances the requirements of large-bit width, high
parallelism, high speed, and high throughput for software implementation while taking into account the
maximum period for security, and providing a resourceful solution.

NFSR. Concatenated with the L register of LFSR, the LOL NFSR consists of a register N sharing
the same length with L. At time instance ¢, the whole register is updated from N* to N**T! as follows:

N = R(NY) & L, (2)

2) These irreducible polynomials can either be identical or different.

3) https://eprint.iacr.org/2023/1235.

4) This design strategy avoids the computations of both a X 2 and a~! X z over the same field such as that in SNOW-V, which
cannot be implemented together for different shift directions.
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Figure 2 Feistel-like structure of LFSR updating function.

Figure 4 Connector and plugin of the FSM. (a) For the connector; (b) for the plugin.

where R is the SP-network function shown in Figure 3, and N! is used as the output of NFSR. The
flexibility of the LOL NFSR lies in the definition of R function and its length: both can be modified
according to different efficiency/security requirements.

For the period of the whole nonlinear driver, the state equality (H?|L!, N*) = (H**T|| LT Nt+T)
can only happen when N* = N**7T with birthday collision as well as the LFSR reaches an integral period.
Thus the average period of the concatenated LFSR and NFSR is about 2/V!/2 x (226m — 1), at least not
less than the LFSR period. The large period of the NFSR and the randomness of the nonlinear round
function work together to ensure the unpredictability of the keystream.

2.2 FSM

The LOL FSM uses parallel SP-network functions for fast diffusion and confusion inspired by [19]. A
LOL FSM with n registers, denoted as (So,S1,...,S,—1), is connected by two types of components:
connectors and plugins. As can be seen in Figure 4, the connector is placed at both ends (S and S,,—1)
of the FSM so as to connect with the nonlinear driver or for further extensions; plugins are in the middle
of FSM (i.e., the dotted box of Figure 4(a)) and can be added or removed according to the needs of
security and efficiency. The R functions used in the FSM are also with SP-network shown in Figure 3 so
the updating function of the FSM at time instance ¢ can be described as follows:

ST =R(Si) @S], (3)

where 1 < i <n — 1. Note that all R functions are not necessarily the same: different R definitions can
be used simultaneously in one LOL framework depending on the application requirements equipping the
designers with plenty of freedom.

The nonlinear driver and FSM are linked by the FSM connector as shown in Figure 1, where the
feedback of LFSR is also the input of the connector, and the output of NFSR is combined with the
output of the FSM to generate the keystream blocks. So, at time instance ¢, the updating function of .Sy
and the keystream generation function can be represented as follows:

G'=R(S:_,), Sttt =Ste Fle G, 7' =G' @ N'.

Such a combination of the nonlinear driver connected and the FSM makes up a single mode of the LOL
framework.
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Figure 5 Form of extended (a) nonlinear driver and (b) extended FSM.

2.3 Expansion method

In Subsections 2.1 and 2.2, we have seen plenty of flexibilities in the underlying components of the LOL
framework such as the LNFSR size, the R function definitions, the number of plugins in FSM, etc.
Furthermore, the overall structure of the LOL framework is also expandable. For integer v > 2, the LOL
framework can expand from a single mode to a parallel-y mode as follows:

(1) To construct an extended nonlinear driver, the LFSR can naturally expand by 7 times while
maintaining the Feistel-like overall structure with a maximum period through proper (C, o) selection.
The LFSR output sequence L is divided into v parts and naturally fed to 7 independent NFSRs.

(2) As to FSMs, we can link the connectors of v single modes end to end in a circle, each feeding into
the other. The feedback of the extended LFSR is also divided into v parts and serves as the inputs of the
connectors. The updates of the plugins in the FSM are unchanged. The output of each FSM in the single
mode remains and is still XORed with the output of the corresponding NFSR, which are concatenated
together to generate the keystream block.

Parallel-dual mode: expansion for vy = 2. We set v = 2 and demonstrate the “parallel-dual”
mode of the LOL framework. The expanded nonlinear driver is given in Figure 5(a), composed of 2 single
mode drivers (Hy, Lo, No) and (Hy, L1, N1). Let the expanded LFSR be L = (L, L), H = (Hy, Hyp).
The updating function of the LFSR remains the same form (1). The designers only need to properly
select larger (C,0)’s so as to maximize the LFSR period. The output of LFSR (H, L) is divided into 2
and fed to the NFSRs Ny, N; respectively as

Nt =R(Ng) @ Lh, N{TH=R(N}) & Li. (4)

The expanded FSM for v = 2 connects 2 single mode FSMs (consisting of nqy and ns registers respectively)
into a circle as in Figure 5(b). The connected updating function is then defined as

Go = R(Sﬁ“_l), G1= R(Sﬁl+n2_1),
F'= (F,FY), St = Fi@ Gt @ 5}, S = Flo Gy o S,

ni’

S =R(SI_ @Sl i=1,...,n1 —L,n;+1,...,n1 +na— 1,

where F' is computed as (1). With both the nonlinear driver and FSM expanded by 2, the output
keystream block Z* is also expanded as

z' = (2, Z7) = (Gi ® Ng, Gy © NY).

Besides the parallel-dual mode above, there are also other diverse extended modes enriching the LOL
framework catering to various efficiency and security demands.

2.4 Design rationale

Notably, the LOL framework adapts from the classical source-filter and generator-with-memory stream
cipher models. It integrates the underlying nonlinear function with the classical SP network of block



Feng D G, et al. Sci China Inf Sci  September 2024, Vol. 67, Iss. 9, 192101:7

ciphers and connects the blockwise components with XOR operations. When the S-boxes are the only
nonlinear operations in the SP-network functions of Figure 3, the security evaluation of LOL stream
ciphers becomes quite easy because off-the-shelf proofs and automatic cryptanalytic tools can be used
easily. Such an easy-to-analyze characteristic makes the selection of LOL stream cipher parameters (e.g.,
initialization round number, key/IV placement, etc.) better grounded than that of SNOW (S-boxes and
modular are added) and Grain (bit-oriented) parameters.

As to the component selection, the LOL framework utilizes the advantages of existing designs, such as
SNOW, Grain, and AEGIS, while avoiding their disadvantages: the nonlinear driver avoiding the highly
linear correlation of SNOW, large-memory FSM avoiding the dedicated FCA on Grain, and LNFSR-FSM
combinations avoiding the linear distinguishing attacks on AEGIS. The blockwise structure and non-AES
component design strategy also make LOL ciphers highly flexible and parallelable, resulting in software
efficiency on modern CPUs.

Therefore, the LOL framework provides highly flexible components, software-efficient structures, and
various expansions. It also enjoys hospitality to cryptanalysis for drawing secure bounds. This indicates
that the LOL framework is friendly to ordinary users and stream cipher designers.

2.5 Instantiations

In the remainder of this paper, we present 2 stream cipher instances following the LOL framework. The 2
stream ciphers are named LOL-MINI and LOL-DOUBLE respectively: the former takes the LOL single
mode while the latter follows the parallel-dual mode. We first present some universal preliminaries here.

e For the suitability of SIMD implementation, the ciphers use 128-bit registers as storage units in the
description.

e According to our experiments, 16-bit cells usually make LFSRs with higher efficiencies in comparison
with the 32/64-bit counterparts. So we select m = 16.

e State correspondence: a 128-bit register state S can be divided into eight 16-bit words wr, ..., wy
where wy is the least significant word, or into sixteen 8-bit bytes b1s, . . ., by where by is the least significant
byte, i.e., S = (w7, ce ,wo) = (b15, ce ,bo).

e Specifically for extremely high software speeds, the SP-network can be set as a standard AES round
function that can be accomplished with a single SIMD instruction on many modern CPUs like Intel
and AMD (AES-NI), and so far as to some SoCs for mobile devices. Thus R functions are all specified
as a compound of AES SB, SR, and MC operations (equivalent to the AES round function without
AddRoundKey (ARK)), i.e., R(S) = MC o SR o SB(S).

e The mapping between a 128-bit register state S = (wss,...,wo) and the 4 x 4-byte state array of
the AES round function is as follows:

wo wq Wg Wi2
w; ws w9 Wiz
W2 We W10 W14

w3 wy w11 Wis

3 LOL-MINI cipher

LOL-MINI cipher adopts the single mode of the LOL framework, which supports a 256-bit key and a
128-bit initialization vector (IV). We denote the 256-bit master key as K = (Kj, K¢) and the 128-bit IV
as IV. The internal state of LOL-MINI cipher consists of six 128-bit registers: 2 for the LFSR denoted
as (H, L), 1 for the NFSR N and 3 for the FSM (Sp, S1, S2) (corresponding a connector with 1 plugin or
equivalently n = 3 for Figure 4). LOL-MINI cipher outputs a 128-bit keystream block at each step.

3.1 Nonlinear driver in LOL-MINI

The LFSR of LOL-MINT cipher consists of 16 16-bit cells denoted as (ays,...,a1,ap). The 16 cells are
stored in the two 128-bit registers (H, L) according to the parities of their subscripts as follows:

H = (a15,.. .,ag,al), L = (a14,. ..,ag,ao).
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Figure 6 Schematic of LOL-MINI cipher in (a) initialization phase and (b) keystream generation phase.

Let ap, a1, . .., a7 be the roots of the irreducible polynomials go(y), 91(y), - . -, g7(y) € Fa[y] with algebraic
degree 16, respectively,

(y)
(y)
92(21)
g3() =y + "+ Py Py + L )
ga(y) =y +y +yP ey Tyt + 1
W) =y S+t Py oyt Oy S S P Y
g6() =y +y +y+ P+t Py,
g7(y):y16+y14+y13+y12+y11+y10+y7+y5+1
Let C = (ay,...,a1,ap) and define the operation C'x : Fgw — Fgw as
Cx
(x7,...,21,20) —> (7 - T7,...,Q1 - T1,Q0 - Tp), (7)

where «; - ; denotes the multiplication over the finite field Fois = Fa[y]/g:(y) defined by the polynomial
gi(y) in (6) (0 < i < 7). Let the permutation o : F§,; — F5,; be

(557, e 73017300) Z (30573007303,$6,I4,$77$27$1)

with (C, o) defined above, the feedback function f can be defined as (1), which is primitive, making the
structure of LOL-MINI LFSR updating function identical to Figure 2. The NFSR updating function is
identical to (2).

3.2 Working process of LOL-MINI

The whole LOL-MINT can be described as Algorithm 1 and summarized as follows.
Firstly, the secret key and public IV are loaded to the FSM registers while all nonlinear driver bits are
set to 0. Then, LOL-MINI runs a 12-round initialization phase during which the 128-bit keystream block

Z%s (t = —12,...,—1) are not output but fed back to the nonlinear driver for thorough diffusion. It is
noticeable that LOL-MINT adopts the FP-(1) mode [37] by XORing the master key to the internal state
at t = —1 so as to make the whole initialization irreversible. Finally, LOL-MINI generates keystream

blocks Z°,..., ZN=1 € Fi1?8. Same with the existing stream cipher designs, LOL-MINI also limits the
keystream length to N < 254 for a single key-IV pair, and each key may be used with a maximum of
264 different IVs, although breaking such limitations does not cause any security issues according to our
thorough cryptanalysis.

The initialization and keystream generation phases of LOL-MINI are shown as Figures 6(a) and (b),
respectively.
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Algorithm 1 Working process of LOL-MINI

Input: A key-IV pair (K,IV) € F2°¢ x F}%8.
Output: 128-bit keystream blocks zZ°, ..., ZzN"L
1: Sett = —12;

2: Divide K = (K, K;) € F3?® x F3® and initialize the LOL-MINT registers as S§ = IV, St = K,, S} = Ky,
H' =L'=N'=0;
3: fort=-12,...,-1,0,1,...,N —1do
4: Compute the 128-bit intermediate variables G* = R(S%), F' = f(H', L");
5: Compute the 128-bit keystream block Z' = G* & N*;
6: Update the nonlinear driver:
Floz', —12<t< —1,
g, B = e zte K, t=-—1,
Ft, t>0,
Nt R(NY@e L'® 2", —12<t< 1,
R(N) & L', t>0;

7 Update the FSM:
Sttt =R(sp) @ sy, syttt =R(Sh) @ S5,
{F OG ' OS;® K, t=-1,

gitl
FroGctoe Sé, otherwise;

0

%

end for
return z° ..., ... zZzN-L

©

4 LOL-DOUBLE cipher

LOL-DOUBLE cipher supports a 256-bit key and a 256-bit IV, denoted as K = (K, Ky) and IV =
(IVy,IVy), respectively. The LFSR 512-bit (H, L) is composed of 4 128-bit registers, denoted as H =
(H1,Hp), L = (L1,Lp). There are two 128-bit NFSR registers of Ny and N;. The two FSMs, each
having two 128-bit registers of (Sp, S1) or (Sa,S3), form the circular in Figure 5(b) (equivalent to the
ni1 = ng = 2 setting with no plugins). As can be seen, LOL-DOUBLE follows exactly the parallel-dual
mode of the LOL framework: the combinations (Hy, Lo, No, So, S1), and (Hy, L1, Ny, Sa, S3) form
2 standard LOL single modes accordingly; the 256-bit output keystream block of LOL-DOUBLE is the
concatenation of the two 128-bit output keystream blocks from the 2 LOL single modes as Z = (Zy, Z1).

4.1 Nonlinear driver in LOL-DOUBLE

The LFSR of LOL-DOUBLE cipher consists of 32 16-bit cells denoted as (asq, . ..
H, L as follows:

,ap) and are stored in

H = (Hy,Hy) = ((a31, ..., a17), (a5, ..., a3,a1)),
L = (L1, Lo) = ((aso, - - -, a16), (@14, - - - , a2, a0)) -

Let g, a1, ..., a15 be the roots of the 16-degree irreducible polynomials go(y), g1(y), . -
where go(y), ¢1(y), - . - ,g7(y) are the same with those in (6) and gs(y), go(v), - . -

(8)

- 915(y) € Fala],
, g15(y) are defined as (9).
(y) = Cyt gyt gy oy L
99(y) = +y T i AR AR §
910(1/): Yy Sy y 41,
() =y P Py Ty
) ?/16+?/15+y +y? e+ L
gs@) =y +y 2y P
914(y) y16+y +y 04y T+ o 41,
W=y +y?+y Py L

g15\Y

In this way, we can define C' = (a1s,...,a1,a9) and the corresponding C'x : FQlG — Féw operation as

c
(215, @1, 20) —= (Q15 - T15,. .., 00 - T1, Q0 - To), (10)
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(a) (b)

Figure 7 Schematic of LOL-DOUBLE cipher in (a) initialization phase and (b) keystream generation phase.

where «; - 2; denotes the multiplication over the finite field Fois = Fa[y]/g:(y) (0 < ¢ < 15). The shared
definition of «aq,...,a7 enables the circuit reuse in the hardware implementations of LOL-MINI and
LOL-DOUBLE in some highly compatible application scenarios. The permutation o : F%‘fs — F%?G of
LOL-DOUBLE is defined as

o
(1'157 ceey 1'0) — (xlla T6,T15,L14,X2,T8, L0, L9, T4, T7,T10,L13,T1,T5,T12, 1'3)

With (C, o) above, the f : F3°0 x 256 — 256 is of the same form as (1). Such an LFSR has a period of
2512 _ 1. The updating function of the NFSRs is the same with (4).

4.2 Working process of LOL-DOUBLE

The whole LOL-DOUBLE can be described as Algorithm 2. As can be seen, LOL-DOUBLE shares many
similarities with LOL-MINT such as loading key-IV to FSM, 12 initialization rounds, and FP-(1) mode.
The output keystream blocks are also Z°, ... ZV =1 but doubling the size to 256 bits. It is also noticeable
that the 256-bit keystream block Z is the concatenations of 2 independently computed 128-bit blocks Z,
and Z; where Zy = R(S1) & Ny is placed at the higher half of Z and Z; = R(S%) & Ny at the lower
half: such a rearrangement, according to our experiments, provides a faster diffusion. As a tradition,
LOL-DOUBLE limits N < 2%* for a single key-IV pair and each key can only be used with no more
than 264 different IVs, although breaking such limitations does not cause any security issues according to
our thorough cryptanalysis. The schematic of LOL-DOUBLE in the initialization phase is shown in Fig-
ure 7(a) and that of the keystream generation phase is in Figure 7(b).

5 Security analysis

Security has always been the main concern of newly designed stream ciphers. We evaluate the resistance
of LOL-MINI and LOL-DOUBLE against various cryptanalysis methods to prove their 256-bit security
margins. In this section, we briefly describe the cryptanalysis results and present details in the full
version®).

Maximum period proof of the LFSR. We first deduce the LFSR generation matrix G' and its
characteristic polynomial n(z) = det(xI —G). Then, proving the maximum period is equivalent to proving
that n(x) is a primitive. The characteristic polynomials of LOL-MINI and LOL-DOUBLE are primitives
of degree 128 and 256, respectively; therefore, the corresponding LFSRs have the maximum periods of
2256 _ 1 and 2°'2 — 1, respectively.

Full diffusion round analysis. For LOL-MINI, five initialization rounds are necessary to make
every input-output bit correlated; therefore, the full diffusion round required is five. For LOL-DOUBLE,
the required full diffusion round is six.
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Algorithm 2 Working process of LOL-DOUBLE

Input: A key-IV pair (K,IV) € F2°¢ x F256,
Output: 256-bit keystream blocks zZ°, ..., ZzN"L
1: Sett = —12;
2: Divide K = (Kp, K¢),IV = (IV,1V,) € F3® x F3?¥ and initialize the LOL-DOUBLE registers as S& = K, S5 = Ky,
St =1Vy, S§ =1V, Hy = Ly = H} = L} = N = N{ =0;

3: fort=-12,...,-1,0,1,...,N —1do
4: Compute the 128-bit intermediate variables G = R(S}), Gi = R(S%);
5:  Compute 256-bit value F' = f(H', L) = f((H!, HY), (L}, L§)) and divide it as F' = (Ff, Ft) € F3?® x F4?8;
6: Compute the 256-bit keystream block Z* = (Z{, Z?) where Z} = G ® N¢, z! = Gt @ Ni;
7 Update the nonlinear driver:
t t t
1 {R(Nj)eaLjeaZFl, —12 <t < —1,
J - t t
R(N;) ® Lj, t>0,
Lt ppt
Ftae 2, —12<t< —1,
HM ={FteztoK, t=-1,
F?t, t>0

8: Update the FSM:
sstt=F @Gl e s, sitt =R(s)) @ Si,

Sy =F @Gy @85, S5 =R(S3) @ Sj;

9: end for
10: return ZO,.‘.,,‘.,ZNfl.

Differential attack on initialization. We consider differential attacks under the related-key chosen-
IV model, where differences can be injected in key and IV bits. The resistance to differential attacks can
be bounded with the minimum number of active S-boxes in the SP-network functions. With truncated
differential and MILP-based automatic search techniques, we can derive the minimum number of active
S-boxes for r-round LOL-MINI/LOL-DOUBLE, where r is an arbitrary positive integer. We observe that
LOL-MINI has no differential characteristic with probability larger than 27256 for » > 6 so 7 = 6 is the
secure bound for LOL-MINT against differential attacks. The secure bound for LOL-DOUBLE is r = 4.

Integral attack. LOL-MINI and LOL-DOUBLE use the AES round function as the basic SP-network
component R. We that, for LOL-MINI, IV needs to go through 6 AES rounds for Z~7. Similarly,
for LOL-DOUBLE, IV}, and IV, need to go through at least 5 AES rounds for the keystream block
Z7T=(Zy7,Z77). According to [38], there is no integral distinguisher on 5 or more AES rounds [38].
Our evaluations demonstrate that it is impossible to prevent IV from going through < 5 AES rounds for
Z~7, making it impossible to conduct integral attacks. Therefore, 12 initialization rounds are sufficient
for LOL-MINT and LOL-DOUBLE to resist integral attacks.

Slide attack. The idea of slide attacks is to form the same state at a shift of steps for different
key/IV pairs, which can be detected using similar keystreams for recovering some key information. LOL
ciphers can be secure against slide attacks by adding a feeding-key-forward operation in initialization, or
using different update functions for initialization and key generation. For LOL-MINI and LOL-DOUBLE,
such sliding properties would be difficult to find due to the update of large blocks at each step and the
two special arrangements in the initialization: the feedback of the keystream blocks and the FP(1)-mode.

Correlation attack. FCA utilizes high linear correlations between keystream and LFSR bits for
internal state recoveries. Similar to differential attacks, the resistance against correlation attacks can also
be bounded with the minimum number of active S-boxes. We describe the truncated linear propagation
rules of the AES round function with MILP models and lower bound the number of active S-boxes. Our
analysis reveals that 4 (3) LOL-MINI (LOL-DOUBLE) keystream blocks are necessary for a correlation
attack, and the corresponding linear masks contain at least 80 (94) active S-boxes. Considering the
linear properties of AES S-boxes, no linear distinguisher or FCA can be conducted within a complexity
of 2256, Therefore, no effective linear distinguishers or correlation attacks are applicable to LOL-MINI
and LOL-DOUBLE.

Guess-and-determine attack. Guess-and-determine attacks are common tools for achieving state
recovery in the keystream generation phase. We first conduct the guess-and-determine attack following
the blockwise strategy. At each step, a keystream block of LOL-MINI (LOL-DOUBLE) involves 2 (4)
state units. Since the internal state consists of 6 (10) units, the adversary needs to consider at least
3 (3) consecutive steps to involve the information about the entire internal state. For LOL-MINI, one
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should guess Nt, NtT1 N*+2 according to Z¢, Ztt!, Zt+? with a time complexity of 23%*, and another
three keystream blocks are needed for filtering. Furthermore, we consider the bytewise strategy only to
find that for LOL-MINI and LOL-DOUBLE, two consecutive keystream blocks are involved in at least
2 AES round functions, and each requires guessing a 128-bit block. Therefore, the guess-and-determine
attacks on LOL-MINI and LOL-DOUBLE are well above the 22°6 bound.

Time/memory/data tradeoff attacks. The time memory data tradeoff attacks have two phases:
preprocessing and real-time phases. In the preprocessing phase, the mapping table from different secret
keys or internal states to keystreams is computed and stored with time complexity P and memory M. In
the real-time phase, attackers have intercepted D keystreams and searched them in the table with time
complexity T, expecting to get some matches and further recover the corresponding input. To balance
the parameters, the most popular tradeoffs are Babbage-Golic [39,40] with TM = N, P = M,T < D and
Biryukov-Shamir [41] with MT?D? = N2, P = N/D,T < D?, where N is the input space. To reconstruct
the internal state, LOL-MINI and LOL-DOUBLE are naturally immune because their internal state sizes
are well over twice the secret key size. Additionally, we use FP(1)-mode in the initialization phase. The
attacks cannot benefit from reconstructing the internal state to recover the key. To recover the secret key
directly, there is a trivial (but unrealistic way of achieving it in practice) attack on LOL-MINI since the
IV size of 128 bits is smaller than the key size of 256 bits. In contrast, it is resisted by LOL-DOUBLE
since the IV size of 256 bits is equal to the key size of 256 bits.

Algebraic attacks. In an algebraic attack, the adversary derives several nonlinear equations in
either unknown key or unknown state bits and solves the system of equations. It is well-known that
each AES S-box can be defined by a system of 23 linearly independent bi-affine quadratic equations
between the input and output bits in 80 terms, which contains 64 quadratic and 16 linear terms, and
there are no more such equations [42]. Based on such statistics, for LOL-MINI and LOL-DOUBLE, we
construct a system of equations and compute the total number of terms. We find that the number of
terms and equations expands significantly with rounds. Moreover, whether to recover internal states or
secret keys, the complexity of the equation-solving process is higher than 22°6. Therefore, LOL-MINI
and LOL-DOUBLE are immune to algebraic attacks.

6 Software implementation and performance

In this section, we evaluate the software performance of LOL-MINI and LOL-DOUBLE implemented in
C++ (Visual Studio 2022) utilizing AVX2/AVX512/AES-NI/PCLMULQDQ intrinsic on a laptop with
Intel i7-11800H CPU 2.30 GHz with Turbo Boost up to 4.6 GHz. All experiments are conducted in a
single process/thread manner. The software performance is measured in Gbps as stream ciphers. Test
vectors and reference implementations of LOL-MINI/LOL-DOUBLE are given in the full version®). This
section is written with Intel intrinsic notation, but similar implementations can be made on other CPUs,
such as AMD and ARM.

Encryption/decryption speeds. Unlike block ciphers, stream ciphers are more sensitive to data
lengths: the longer the data is processed, the higher will be the speed acquired. Therefore, we evaluate
the software performances using message lengths ranging from 32 to 16384 bytes. Although encountered
with security issues, it is still true that the SNOW-V stream cipher and pure encryption modes of AEGIS
and Rocca remain the fastest stream ciphers. Hence, we conduct the same experiments on SNOW-V,
AEGIS, and Rocca on the same platform using exactly the C++ source codes from the origins [19,23,25]
for fair comparisons. The data are shown in Table 2.

The encryption/decryption speeds of LOL-MINI and LOL-DOUBLE can reach 89 and 99 Gbps using
the AVX2 instructions, respectively. When using AVX512 instructions, the speed of LOL-DOUBLE
can reach 135 Gbps, catering to 5G and 6G requirements. The LOL-MINI and AEGIS exhibit similar
efficiency (LOL-MINT is only slightly faster than AEGIS on short messages); however, they are slower
than LOL-DOUBLE but much faster than SNOW-V. Rocca still demonstrates the highest speed but
with different security targets, such as 128-bit security against distinguishing attacks. The high speeds of
LOL-MINI and LOL-DOUBLE indicate that the LNFSR+AES structure can be competitive even when
pure AES-based primitives are used. Considering the security issues listed in the introduction section
and the diversity of cipher designs (not relying only on the AES encryption round function), LOL-MINI
and LOL-DOUBLE are more competitive. Notably, the AEGIS performance on our platform is much
better than the original 56 Gbps in [19], implying that the latest CPUs have made progress for supporting
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Table 2 Software performance (Gbps) of AEGIS, SNOW-V, Rocca, LOL-MINI and LOL-DOUBLE in the pure encryption mode®

Bytes AEGIS256 SNOW-V Rocca LOL-MINI LOL-DOUBLE LOL-DOUBLET
32 12.58 5.35 12.47 11.22 6.77 9.36
64 19.94 9.61 23.20 19.58 13.04 17.37
96 24.70 13.31 31.25 24.34 18.16 23.52
128 29.30 16.14 40.26 30.88 22.55 29.47
160 34.17 19.14 47.25 36.53 26.85 34.88
192 38.34 21.54 54.78 40.55 31.27 38.86
224 41.90 23.62 60.84 44.56 34.57 43.41
256 45.75 25.47 66.82 45.20 37.08 47.93

1024 70.77 40.73 109.51 71.22 68.30 92.40

2048 79.54 45.44 129.83 79.62 82.39 110.54

4096 84.96 49.52 141.78 85.01 91.43 122.42

8192 87.83 51.39 147.85 87.84 96.71 129.52

16384 89.38 52.37 152.04 89.42 99.59 135.00

a) Note that the LOL-DOUBLE is implemented in both AVX2 and AVX512 manners while others only use the AVX2 in-
structions. The shortest message length reaching 20 Gbps is represented in a bold format. {: Implemented with the AVX512
instructions.

AES-NI instructions, and such improvements can be fully used in the frequent utilization of the parallel
AES operations. By contrast, SNOW-V shares the same speed as the original 58 Gbps, reflecting the
necessity of optimal non-AES component designs.

AEAD speeds. Moreover, combined with standard GCM and NMH modes, LOL-MINI and LOL-
DOUBLE stream ciphers can also be applied to AEAD schemes generating 128-bit tags at speeds over
40 Gbps, which is much better than that of the similar AEAD application of SNOW-V [23], please refer
to the full version® for more information.

7 Conclusion

In this paper, we propose the LOL framework for designing extendable, software-efficient stream ciphers
with high parallelism and flexibility. The proposed framework is friendly to automatic cryptanalysis
tools for conducting security evaluations. Specifically, we provide two concrete stream cipher designs,
LOL-MINI and LOL-DOUBLE, which support 256-bit keys and exhibit software performances of 89 and
135 Gbps, respectively. They also satisfy the speed and security requirements of mobile systems beyond
the 5G/6G. Combined with the standard GCM and NMH modes, LOL-MINI and LOL-DOUBLE stream
ciphers can also be applied to AEAD schemes that generate 128-bit tags at speeds greater than 40 Gbps,
which is much faster than the 28-Gbps SNOW-V-GCM counterpart. We expect that more designs will
adopt the LOL framework in the future.
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