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The discrete event system (DES) is a dynamic system driven
by asynchronous/sudden events and has been widely used in
many critical infrastructures, such as electric transportation
networks and intelligent transportation systems [1]. Cyber-
physical systems (CPSs) modeled by DESs are particularly
vulnerable to cyber attacks in a networked environment sur-
rounded by malicious intruders. Cyber attacks may alter
the readings from sensors, thereby changing the observer’s
observations and causing the controller to make wrong or
inappropriate decisions. In [2], the concept of attackability
has been proposed, and the attack under changing bounded
sensor readings has been modeled as a finite state automa-
ton (FSA). Moreover, cyber security is receiving increasing
attention in the field of DES.

Critical security is crucial for the application and devel-
opment of CPSs, where critical observability is one of the
main research focuses. Critical observability corresponds to
detecting whether the current state of FSA belongs to a set
of critical states, where the critical states represent poten-
tially unsafe or most interesting operations [3]. Concerning
the concept of critical observability mentioned here, the in-
evitable occurrence of cyber attacks must be considered. To
avoid complicated work based on the formal automata lan-
guage, a matrix method called semi-tensor product (STP)
of matrices has been widely used in FSA [4]. Inspired by
the above extensive application of the STP method, we em-
ploy this method to study the form of nondeterministic FSA
(NFSA) under cyber attacks and determine its impact on
critical observability.

The innovation of this study is summarized in three as-
pects. (1) The attack function and the corresponding com-
promised transition are explicitly characterized, and the de-
stroyed observation system égbs is constructed. Different
from [3], the common phenomena of cyber attacks in net-
worked DESs are considered, which reflect the generality of
the concerned system when investigating the critical observ-
ability problem. (2) Based on the Boolean STP, the cyber
attack model is transformed into an algebraic matrix form,
and the corresponding algebraic forms of the observing au-
tomaton Gops and the attacked one égbs are established.
(3) Due to the event string generated by the attacks, a vir-
tual state z. is introduced to system égbs' Thus, the cor-
rupted state transition observable matrix F'® can be derived
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reasonably. Compared with [5], in addition to the corre-
sponding cyber attacks, the introduction of z. also makes
the matrix method more feasible and the meaning of the
state transition matrix clearer. Furthermore, several novel
criteria for critical observability were obtained, and an on-
line algorithm was proposed to detect the critical observ-
ability of the addressed NFSA under cyber attacks.

Notations. |X| denotes the cardinality of set X. N (Ny)
denotes the set of nonnegative (positive) integers. 5; rep-
resents the i¢th column vector of the identity matrix Ip.
D := {0,1} and A, := {6; : 1= 1,2,...,p}. A matrix
P € RIX* is called a logical matrix if its column set Col(P)
belongs to Aj;. Lpxq represents the set of all p X q logical
matrices. Col;(P) represents the ith column vector of ma-
trix P. 62 denotes the zero column vector 0, € R™. [c,d]z
denotes the set {c,c+ 1,...,d} for integers ¢ and d with
d > c¢. B™*™ denotes the set of all m x n Boolean ma-
trices. ©;, denotes the set-indicator column vector in B™
corresponding to n C Ayy,.

STP of matrices. The Boolean STP of E € B™*™ and
F € BP*1 is defined as Exg F := (E® Iy n) X5 (F®14/p),
where “xp” is the Boolean product, a = lcm(n,p) is the
least common multiple of n and p. Hereafter, we omit the
symbol “xp”. The Boolean STP of E with order « is de-
fined as El"l := Exg Exg--- x5 E. Readers can refer to [4]
for more details on Boolean STP.

System model and problem formulation. An NFSA is
used to model a DES: G = (X,3, f, X0,C), where X is a
set of finite states, Xo C X is the initial state set, C' C X
is a critical state set; X is a set of finite events partitioned
into unobservable event set ¥,, and observable event set
Yo, ie, B =340US, and LyoNBp =0; f: X x X — 2X is
a nondeterministic transition function, where 2X represents
the power set of X. The natural projection P : ¥* — 3%
is defined as P(e) = ¢, P(so) = P(s)o for 0 € ¥,, and
P(so) = P(s) for o € Xy0, where s € ¥*. Here, * is the
set with all possible event strings, and X} is the set of all
finite observable event strings. The unobservable reach of a
state € X is defined as UR(z).

Definition 1. A partially observed NFSA G = (X, 3, f,
Xo,C) with projection P is critically observable at the kth
time step if (f(zo,t) € C)V(f(zo,t) C C) holds for any
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string s with |P(s) = t| = k, z9 € X0, and C = X\C.

In this study, we consider a sensor attacker that could
change the observable event strings ¢ = P(s) by inserting
some events that do not occur or replacing/erasing some
events that do occur, and the observation string ¢ is replaced
by the corrupted one t* = Hq(t), where Hq : £ — 255 is
a set-valued function. Additionally, the defender (i.e., the
considered NFSA G) is assumed to identify and detect the
attack and further understand the attack model. The defini-
tion of critical observability for NFSA G under cyber attacks
is given below.

Definition 2. Under cyber attacks, a partially observed
NFSA G = (X,3%, f, Xo,C) with projection P is crit-
ically observable at the kth time step if (f(zo,t*) C
C)V(f(zo,t*) C C) holds for any string s with |P(s) =
t| =k, t* = Ha(t), and 2o € Xo.

Main results. We first give the algebraic form of the
NFSA G. Consider an NFSA G with X = {z1,22,...,2n},
Yo = {o1,02,...,0m}, and C = {zc,,Tcy, ..., 2c, } C X.
Consider 6%, (i € [1,n]z) as the vector form of state z;, i.e.,
x; ~ 8%, and let the observable event o4 ~ 87, (¢ € [1,m]z).
To derive the algebraic form of system G, we first give
its observing automaton Gops = (2%, 0, f, P, X0.0bs, C),
where X obs = UR(X() is the set of initial states in Gobs-
The symbolic transition function f can be expressed as
a unique matrix F' with F = [F1, Fa,..., Fyy], called the
state transition observable matrix of system éobs' An al-
gebraic form of the dynamics for Gops can be constructed
as T(k + 1) = Fo(k)z(k), where k € N, z(k) € B™, and
o(k) € Ap. Refer to [4] for more details.

Furthermore, the logical form of set C is {85,852,
...,0nt}, and the represented by
Orsct o2, 560y Similarly, ©g ~ ©4 |\ 51 5oz seiy
For simplicity, let F := FWinm), ﬁ[k]i(O) = ﬁgg)), and

(x5);Zg0(j) = o* L.

critical observability for system G when there is no cyber
attack.

Lemma 1. An NFSA G = (X,3, f, Xo,C) is critically
observable at the kth time step if and only if for any initial
state Zop € Xq,obs Of Gobs and the corresponding observ-
able event string t = 0,04, -+-0y,_,, one of the following

inequalities holds: Fg] ok=1 < O¢ or ol ok=1 ¢ Os.

(0) z(0)
To make the state transition of the addressed system
clearer, we introduce a virtual state z. for the attacked sys-
tem G. In this way, for two adjacent states, the transition
from one state to another can still be expressed through an
observable event instead of an observable string. System G
destroyed by attacks is defined as G% = (X,Z,f, Xo,0C),
where X = X U {z.} and the transition function is f =
f® U f with the corrupted transition function f%. The
corresponding corrupted observing automaton is égbs =
(2%,%0, f, P, X0,0bs, C), and the dynamics of G%,_ is de-
scribed as T(k + 1) = F%o(k)Z(k), where k € N, z(k) €
Bt o(k) € Ap, and F? is called the corrupted state
transition observable matrix of G‘gbs. Then, for the attacked
system G%, a criterion for its critical observability is given
as follows.

notation ©¢g is

Next, we provide the criterion of

12

Theorem 1. An attacked NFSA G = (X, E,f, Xo0,C) is
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critically observable at the kth time step if and only if for
any initial state Zo € Xq obs Of ngs and the correspond-
ing observable event string t = oyq0yy -+ -0y, _;, One of the
following inequalities holds:

( ﬁva)[k] [¥]

b=l <os or (F9)

k—1
207 e z0? <O O
where ¢ = C U {ze} ~ {5;;1,522_,'_1,...,5;’41,521%} and

G =CU{me} ~ Anpr \ {65, 1,652 1, .., 6%, ).

Next, we attempt to detect whether system G is still criti-
cally observable after the cyber attack at time step k. To de-
tect the critical observability of the attacked system G, we
need to determine whether the corrupted string t® satisfies
(1). For narrative clarity, suppose the corrupted observable
strings set is ¢ = {t¢,t%,...,t¢} ~ {6fnlk’6fyfk" .. ,(anfk}.
Theorem 2. Under cyber attack, an originally critically
observed NFSA G = (X, 3, f, Xo,C) remains critically ob-
servable at time step k if and only if for any initial state
Zo € Xo,obs In Gobs and the corrupted observable event

string t¢, the following inequalities Col,, ((Fa)gc(]o)) < 04

or Cola; ((Fa)gc(]o)) < ©g hold for all z € [1, 7]z

Now, determining whether cyber attacks can make the
uncritically observed system G critically olgservable is the
final major focus. For the original system G, define the set

of observable event strings that will be attacked as ¢~> = {t? :
Jo € X2 s.t. t2 = 04504, ---O’---O‘ik72,3 € [1,p]z}, where
p € N indicates the total number of event strings that will

be attacked. When a cyber attack occurs, each event string
t;:? in set ¢ will be mapped into t? € ¢q under the attack

function Ha(-). Let ¢ = {87, : j € [1,5]z} denote the
algebraic eXpressiczn of set ¢~> and ¢, denote the expression
corresponding to ¢q.

An attacked NFSA G, = (X,X, f, Xo,C)
is critically observable at time step k if and only if for
any initial state Zo € Xg obs in Gops, the following two

conditions hold: (i) A C ¢; (ii) COIa; ((Fa)?(]o)) < 64

~ a-~ ~
or Cola (F1)!)) < ©g with ¢a = {57, : j € [1,5]z}.

Theorem 3.

Acknowledgements
Natural Science Foundation of China (Grant Nos.
62173308).

This work was supported by National
62373103,

References

1 Cassandras C G, Lafortune S. Introduction to Discrete
Event System. New York: Springer, 2008

2 Su R. Supervisor synthesis to thwart cyber attack with
bounded sensor reading alterations. Automatica, 2018, 94:
35-44

3 Pola G, de Santis E, di Benedetto M D, et al. Design of
decentralized critical observers for networks of finite state
machines: a formal method approach. Automatica, 2017,
86: 174-182

4 Tong L, Liang J. I-S detectability of partially-observed
discrete event systems: a novel matrix-based method. J
Franklin Institute, 2023, 360: 3436-3458

5 Yan Y, Deng H, Chen Z. A new look at the critical observ-
ability of finite state machines from an algebraic viewpoint.
Asian J Control, 2022, 24: 3056-3065


https://doi.org/10.1016/j.automatica.2018.04.006
https://doi.org/10.1016/j.automatica.2017.08.025
https://doi.org/10.1016/j.jfranklin.2022.11.023
https://doi.org/10.1002/asjc.2705

