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A public-key authenticated encryption with keyword search

(PAEKS) [1, 2] system overcomes the problem of an inside

adversary forging searchable ciphertexts and guessing the

keyword information from the given token. This system

allows the sender to encrypt and authenticate a keyword.

However, traditional PAEKS schemes require the sender to

specify the intended receiver in advance, losing much flexi-

bility.

In this study, we formalize a new cryptographic prim-

itive called attribute-based authenticated encryption with

keyword search (AB-AEKS), which allows fine-grained con-

trol over search permissions by embedding access policies

into secret keys. To instantiate this notion, we first provide

a generic framework for constructing AB-AEKS from a sig-

nature scheme, an attribute-based keyword search (ABKS)

scheme, and a non-interactive zero-knowledge (NIZK) proof

system. Then we give a concrete scheme from ideal lat-

tices for the provably secure AB-AEKS, which is inspired

by a fully key-homomorphic attribute-based encryption

scheme [3] and independent of the generic framework. It

is worth noting that Li et al. [4] designed the first ABKS

scheme from lattices with fine-grained control of the search-

ability. Although their construction could also resist insider

keyword guessing attacks, their syntax, security model, and

underlying assumptions differ from that of our AB-AEKS.

This scheme can be used as a building block to construct our

AB-AEKS scheme. For more related studies, please refer to

Appendix A.

AB-AEKS. For a keyword space W and policy space

F : {0, 1}l → {0, 1}, we define an AB-AEKS scheme Π =

(Setup,KeyGens,KeyGenr,AB-AEKS,Token,Test) in follow-

ing way.

Setup(1λ, 1l) → (MPK,MSK). Take as input the secu-

rity parameter λ and the number of attributes l, output a

master public key MPK and a master secret key MSK.

KeyGens(MPK,MSK, ID) → (PKs,SKs). Take as input

the master public key MPK, master secret key MSK and an

identity ID, output a pair of keys (PKs, SKs) for the sender.

KeyGenr(MPK,MSK, f)→ SKr. Take as input the mas-

ter public key MPK, master secret key MSK, and an access

policy f ∈ F , output a secret key SKr for the receiver.

AB-AEKS (MPK,PKs,SKs,x, w) → C. Take as input

the master public key MPK, sender’s key pair (PKs,SKs),

an attribute vector x ∈ {0, 1}l of length l and a keyword

w ∈ W , output a ciphertext C.

Token (MPK,SKr , w) → K. Take as input the master

public key MPK, receiver’s secret key SKr and a keyword

w ∈ W , output a keyword token K.

Test (C,K) → {0, 1}. Take as input the ciphertext C

and token K, output 1 if f(x) = 0 and C and K contain

the same keyword; otherwise, output 0.

We define two security models for AB-AEKS that are in-

distinguishable under chosen-keyword attacks (IND-CKA)

and unforgeable under insider keyword guessing attacks

(UNF-IKGA), which are illustrated in Appendix B.

Generic framework. Let Π1 = (Setup′,KeyGen′,ABKS′,

Token′,Test′) be an ABKS scheme, Π2 = (KeyGen, Sign,Ver)

be a signature scheme and Π3 = (I,P,V) be a NIZK argu-

ment for the following NP relation: R
def
= {((mpk, vk, c),

(PKs, σ)) : ∃ x, w, s.t. c ← ABKS′(mpk,x, w) ∧ Ver(vk,

PKs, σ) = 1}. The AB-AEKS scheme Π = (Setup,KeyGens,

KeyGenr,AB-AEKS,Token,Test) is described as follows.

Setup(1λ, 1l). Output MPK = (mpk, vk, ω) and MSK =

(msk, sk), where (mpk,msk) ← Setup′(1λ), (vk, sk) ←
KeyGen(1λ) and ω ← I(1λ).

KeyGens(MPK,MSK, ID). Upon input MPK = (mpk,

vk, ω), MSK = (msk, sk) and ID, output (PKs,SKs) =

(ID, σ), where σ ← Sign(sk, ID).

KeyGenr(MPK,MSK, f). Upon input MPK = (mpk,

vk, ω), MSK = (msk, sk) and f , output SKr = sk′, where

sk′ ← KeyGen′(mpk,msk, f).

AB-AEKS (MPK,PKs,SKs,x, w). Upon input MPK =

(mpk, vk, ω), (PKs,SKs) = (ID, σ), x and w, output C =

(c, π), where c ← ABKS′(mpk,x, w) and π ← P(ω, (mpk,

vk, c), (ID, σ)).

Token (MPK,SKr , w). Upon input MPK = (mpk, vk, ω),

SKr = sk′ and w, output K = k′, where k′ ← Token′(mpk,

sk′, w).

Test (C,K). Upon input C = (c, π) and K = k′, output

0/1 ← Test′(c, k′) if V(ω, (mpk, vk, c), π) = 1; otherwise,

output 0.

Clearly, the construction of AB-AEKS is correct if and

only if underlying primitives are correct.

Theorem 1. Our general AB-AEKS scheme is secure

if ABKS scheme Π1 satisfies IND-CKA, signature scheme

Π2 satisfies existentially unforgeable under chosen-message

attacks, and NIZK argument Π3 satisfies the properties
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of adaptive multi-theorem zero knowledge and knowledge

soundness.

Proof. For the details on the proof, please refer to Ap-

pendix C.

Concrete construction. We present an AB-AEKS scheme

based on the ring variant assumptions of learning with er-

rors (ring-LWE) and inhomogeneous short integer solution

(ring-ISIS) [5], which is independent of our general frame-

work. We give the construction details of the scheme and

compare the functional and storage aspects of the related

schemes with ours in Appendix D.

Setup(1λ, 1l). The initialization algorithm performs the

following operations.

(1) Run (A,RA) ← TrapGen(A,H = 1, σ, q), where

A = (A
T|G−A

T
RA) ∈ R1×m

q , A
R←− Rm−k

q , G ∈ R1×k
q

and RA ∈ R(m−k)×k
q .

(2) Select l + 1 uniformly random row vectors Â,Bi ∈
R1×m

q of ring elements for i ∈ [1, l].

(3) Choose a random polynomial u ∈ Rq, hash func-

tions H1 : {0, 1}n → Zq , H2 : {0, 1}∗ → R1×m
q , H3 :

{0, 1}∗ ×R2 →R1×m
q , and H4 : Rm

q ×R2 →Rq .

(4) Output a master public key MPK = (A, Â, {Bi}li=1,

u,H1,H2,H3,H4) and a master secret key MSK = RA.

KeyGens(MPK,MSK, ID). The key generation algorithm

for the sender performs the following operations.

(1) Compute H2(ID) and FID = (A|H2(ID)).

(2) Run TID ← DelTrap(FID,RA,H′ = 1, s′).

(3) Output a sender’s public key PKs = ID and secret

key SKs = TID.

KeyGenr(MPK,MSK, f). The key generation algorithm

for the receiver performs the following operations.

(1) Compute Bf = EVALMPK (f, (B1, . . . ,Bl)).

(2) Run Tf ← DelTrap(A|Bf ,RA, H′ = 1, s′).

(3) Output a receiver’s secret key SKr = Tf .

AB-AEKS (MPK,PKs,SKs,x, w). The encryption algo-

rithm performs the following operations.

(1) Compute a tag H1(w) and let Fw = Â+(0|H1(w)G),

where the zero vector has dimension m− k.

(2) Choose two random polynomials s
R←− Rq , b

R←− R2,

and error terms e0
R←− D

Rm−k,τ , e1
R←− D

Rk,γ , e
R←−

DR,τ , eA
R←− DRm,σ.

(3) Choose arbitrarily Si
R←− {−1, 1}m×m, compute

ei = ST
i eA for i ∈ [1, l].

(4) For i ∈ [1, l], compute C1 = FT
w s + (eT0 |eT1 )T, C2 =

u·s+e+b
⌊ q
2

⌋
,C3 = ATs+eA,Ci = (Bi + (0|xiG))Ts+ei.

(5) Compute H2(ID) and H3(ID, b), set FID,b = (A

|H2(ID)|H3(ID, b)).

(6) Run TID,b ← DelTrap(FID,b,TID,H′ = 1, s′).

(7) Let h = H4(C1, b), capture v ← SamplePre(FID,b,

TID,b,H
′ = 1, h, ζ, α, σ) such that FID,bv = h.

(8) Output a ciphertext C = (C1, C2,C3, {Ci}li=1 ,v).

Token (MPK, SKr, w). The token generation algorithm

performs the following operations.

(1) The procedure for calculating H1(w) and Fw is the

same as the above AB-AEKS algorithm.

(2) Choose randomly p
R←− DRm,σ, let t = u− Fwp.

(3) Run ϕf ← SamplePre(A|Bf ,Tf , H
′ = 1, t, ζ, α, σ)

such that (A|Bf )ϕf = t.

(4) Output a keyword token K = (ϕT
f |pT).

Test (C,K). Parse the ciphertext C related to an at-

tribute vector x and the keyword token K connected with

a policy circuit f . If f(x) 6= 0, the test algorithm returns 0.

Otherwise, it performs the following operations.

(1) Set Cf = EVALC(f, (xi,Bi,Ci)
l
i=1).

(2) Compute d = C2 − (ϕT
f |pT)(C3|Cf |C1).

Let bi = 1 if each di is closer to
⌊ q
2

⌋
than to 0; otherwise,

bi = 0. For i ∈ [1, l], we have that b =
∑l

i=1 bix
i ∈ R2.

(3) Compute H3(ID, b) and h = H4(C1, b) according to

b, let FID,b = (A|H2(ID)|H3(ID, b)), then check whether

FID,bv = h mod q and 0 < ‖v‖ 6 tζ
√
3mn are true. If

these two conditions hold, the test algorithm returns 1, else

returns 0.

Theorem 2. If the hardness of Ring-LWEn,q,m,DR,τ
and

Ring-ISISq,m,β problems holds, our proposed AB-AEKS

scheme is proved to be selective-attribute IND-CKA and

UNF-IKGA security in the random oracle model, respec-

tively.

Proof. Please see Appendix E for detailed proof.
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