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Abstract For switched cyber-physical systems with disturbances and actuator faults, we address fault
detection and isolation problems. First, the preconditions relative to subsystems are discussed in detail,
and the original subsystems are turned into an overall system. Second, the frequency ranges of faults are
considered to belong to the finite-frequency domain, and the observer, which makes the residual robust
against disturbances and sensitive to faults, is designed by combining the finite-frequency H_ technique
with the mixed Ly — Loo/Hoo technique. Third, design conditions, which guarantee that the error system is
stable and satisfies the mixed performance, are derived using the average dwell time method and Lyapunov
functionals. Finally, a traffic density dynamic model is proposed to demonstrate the validity and effectiveness
of the proposed method.
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1 Introduction

As a multi-mode system, switched systems’ models are dominated by switching signals. In recent decades,
it has been confirmed that switched systems are of great importance in various applications, such as
aircraft control systems, artificial neural networks, electric systems, and traffic density estimation [1-3].

To guarantee the stability of a system, several methods have been applied in [4-8]. According to the
dwell time method, much has been achieved in switched systems [9-12]. Because switched systems con-
tain unstable modes, methods for addressing the stability problem were presented in [13,14]. The average
dwell time (ADT) method was provided in [15-18]. In [17], by considering systems with switching tran-
sition rates, sufficient conditions for Li-gain performance were provided by combining linear co-positive
Lyapunov functions with the ADT method. In [18], the problem of a nonlinear switched system’s stability
was solved by considering the multiple discontinuous Lyapunov functions and the mode-dependent ADT
method.

On another research frontier of switched systems, it is important to design the fault detection and
isolation (FDI) method. Several types of results on observer design have been conducted [19-22], and
the Ly — Lo performance has been discussed in [23-25]. In [26], considering a switched piecewise-affine
system, a filter that is mode-dependent and region-dependent was proposed to guarantee a system’s
stability, and the finite-time Lo — Lo, performance was satisfied. In [27,28], for switched neural networks,
non-fragile Lo— L, filters were designed using mode-dependent Lyapunov functions, which were subjected
to either additive or multiplicative gain perturbations. In [29], the admissible edge-dependent average
dwell time switching method was provided, and the Lo — Lo, performance was guaranteed by considering
Lyapunov functions and unknown disturbances. In practical switched control systems, H., control has
shown effectiveness [30-32]. Based on the event-triggered strategy, an H filter was introduced to address
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the control problem of network switched systems in [33]; Hy and Lo — Lo, performance was satisfied
in [34]. In [35,36], a robust fault detection observer with an Hs, index was devised to accomplish fault
detection and estimation by comparing generated residuals with the generated threshold. Combining the
fault sensitivity with disturbance robustness, Ho,/H_ performance analysis was considered in [37, 38].
In several applications, the Lo — Lo, and the H., controls can be considered valuable methods. The
preceding literature only considered a single performance index. A helpful method considering the above
indexes is to be proposed. Moreover, combining the Ly — Lo,/ Ho, performance with the H_ performance
and then applying them to FDI for switched systems are important issues. Because of its complexity, the
cyber-physical system (CPS) is vulnerable to faults. Most existing methods for interconnected systems
suppose that only one subsystem is affected by the fault, which is considered in the full-frequency domain.
Among the above literature, the contributions of this paper are summarized as follows.

(1) The proposed method differs from the methods using a single index in [39-41] in that it is designed
based on the mixed Lo — Lo /Hs performance. Then, the ADT method, which is used to guarantee
that the system is stable, is employed to design the switching signal. Therefore, the proposed method
combines two indexes in the unified framework, which is more flexible and effective.

(2) Compared with the methods in [37,42,43], a detection scheme is provided, where fault signals are
considered to belong to a finite-frequency domain in an interconnected CPS using a switching strategy,
and sufficient conditions are proposed.

(3) Unlike previously proposed strategies in [36,44,45], the finite-frequency H_ performance is addi-
tionally constructed considering the fault sensitivity. By considering the generalized Kalman-Yakubovich-
Popov Lemma, detection conditions are provided as linear matrix inequalities (LMIs) through additional
parameters and matrices.

This paper is structured as follows. Section 2 presents system models and preliminaries. The fault
detection scheme and isolation scheme are then introduced in Sections 3 and 4, respectively. Sufficient
design conditions are established. Section 5 provides simulations to verify the feasibility of the proposed
method. Finally, conclusions are summarized in Section 6.

Notations. For ease of description, the following symbols are defined. R™ and R™*™ represent n-
dimensional and m x n dimensional Euclidean spaces, respectively. For a symmetric matrix A, A > 0
implies that it is positive definite, and Apin(A) and Apax(A) are the minimum and maximum eigenvalues
of A, respectively. The Hermitian part of A is expressed as He{A} =A + AT. The symbol ® represents
the Kronecker product.

2 System descriptions and preliminaries

N subsystems are in the interconnected CPS with unknown disturbances and faults, and the motion of
the t-th subsystem using the switching strategy at moment k is modeled as

$t(k' + 1) = At,a(k)xt(k;) + Btya(k)ut(k) + Dt’g(k)nt(k')

N
+ Ey o fr(k) — a > gijAy;(k), (1)
o

yi(k) = Comyxe(k), t=1,...,N,

where (k) € R" | w (k) € R™, n (k) € R™, and f;(k) € R™ represent the state vector, the control
input, the unknown input, and the fault signal, respectively. a denotes the coupling strength, and A is the
coupling matrix. o(k) : Rt — £ = {1,2,...,1} denotes the switching signal. For k € [ks,kst1), o(k) =1
and k; is the switching instant. A, ,x) € R"*" B, ;) € R"*"u Oy ;) € R XM Dy gy € RPXM0
and E; ;) € R"=*™ are known matrices.

The directed mode is proposed as (V,W). V = {v1,v9,...,v,} represents the set of nodes, and n is
the number of nodes. W = {(v,v;), t # j} is the set of edges, and g;; is the connectivity. When g¢;; = 1,
edges v; and v; are connected; when g;; = 0, edges v; and v; are unconnected. G is a Laplacian matrix
described as G = [g¢j], t # j. By considering the undirected graph, G is defined as a symmetric matrix.

If the Kronecker product and the interconnection of each subsystem are considered, then Eq. (1) is
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equivalent to
{ z(k +1) = Aiw(k) + Biu(k) + Din(k) + & f (k),
y(k) = Cix(k),
where
2(k) = [T (k). R (B)] " ulh) = [T K)o uh ()]

n(k) = [nF k), ... o0k )], fR) = [FE k), ..., FER)]",
Ai = In ® A o) — a(G @ (ACt g(r))) € RN Ne,
Bi = IN @ By gy € RV >N,

D; = In ® Dy o) € RNm=X N,

& = IN ® Ey o) € RNPxNns,

Ci = In ® Cy oy € RNWXN.

)

Definition 1. For a switching signal o(k) and 0 < k1 < ko, Ny (k1, k2) denotes the number of discon-
tinuities of (k) in the interval k € [k, k). If there exist the chatter bound Ny and 7, the inequality
satisfies Ny (k1, k2) < No + ka—k1 \where 7 > 0 denotes the ADT.

T

Assumption 1.

1, R,

rank [ e to (k) ] =ng + nyg + ny,
Ct,cr(k) Onyx(anrn,,)

where R; o1y = [ Dy o) Etok) |-

Assumption 2.

rank sln, — Aoy Riowm

=Nz tns+n

Ct.o(k) Onyx(nf+nn)] ’ ! "

where s satisfies ||s]| > 1.

Remark 1. From a practical perspective, Assumptions 1 and 2 are necessary and sufficient conditions
for observer design. Combining the observer matching conditions with the above two assumptions, design
methods have been developed in different types of systems with unknown input signals, such as switched
descriptor systems, multi-agent systems, and continuous systems [46-50].

Lemma 1.
rank(C;R;) = rank(R;), R; = [Di &-} .

Proof.  According to Assumption 1, we can obtain

I, 0 ] y
In,. R o *C o In
rank N Bo) | — rank to(k) “ny
Ciomy O In, Riowy| | In. —Riowm
Ct,a(k) 0 0 Inf—i-'m7
1, 0
= rank * .
| 0 —Chom) Reom)
We obtain rank(Cy , () Re,o(k)) = ng + Ny
Ct o) Bt,o (k)
rank(C;R;) = rank :
Ct o) Bt (k)
= Nrank(Cy o (k) R0 (k)
= N(ns +ny)

= rank(R;).
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Lemma 2. On the basis of Assumption 2, we obtain

[SIan - .Ai Ri

=N(ng+nr+ny,),
c; 0] (:c f 77)

which holds for all s with ||s|| > 1.
Proof.  For implicitness, we only let N = 2 and have

SINnx — .AZ Ri
rank
C; 0
5In, — At o) + ag911(ACy o)) ag12(ACy o (k) Ri a0
— rank ag21(ACta‘7(k)) SInx - At,o’(k) + agQQ(ACt,U(k)) 0 Rt,o’(k)
Ct,o(k) 0 0 0
_0 Ct,cr(k) 0 0
Inz 0 —agHA —aglgA
0 I, —agaiA —agaeA
0 0 L, 0
0 0 0 I,
= rank Y
5L, — At o(k) + ag11(ACy o)) agi2(ACy o(k)) Ry ok O
" ag21(ACy o)) sln, — Ay o(r) + aga2(ACy o)) 0 Ry o)
Chooy 0 0 0
0 ooy 0 0
slp, — At o) 0 Ri o) O
0 L, —Aioun O R; 5
= rank o to(k) BB~ 2(n, + ng +ny).
Chroy 0 0 0
0 ooty 0 0

Remark 2. Note that Lemmas 1 and 2 are used to guarantee the asymptotic convergence of error
systems. It is proven that the preconditions satisfied for the subsystems are guaranteed for the overall
system.

To facilitate the observer design, the following conditions should be considered.

(1) When f(k) = 0 and n(k) = 0, the stability of the error system is guaranteed.

(2) The residual r(k) is robust against the disturbance n(k), and the following mixed Lo — Loo/H oo
performance holds:

D A =0T (k)r(k) — 0" (k)n(k)} + o™ (k)r(k) < 0. (3)
k=0

If b = 0 is selected, the H., performance holds; if b = 1 is selected, the Lo — Lo, performance holds.
(3) The generated residual r(k) is sensitive to the fault f(k), and the following H_ performance holds:

()1 > B2 (k)1 (4)
where |w| < wy, and w; is the low-frequency domain.

Remark 3. Inequality (3) is clearly a unified framework. If parameter b = 0 is selected, it can be turned
into the H,, performance; if parameter b = 1 is selected, the Lo — Lo, performance holds. Therefore,
condition (3) is more general than the condition that considers a single control problem.

3 Fault detection scheme

In this section, an observer using the mixed Ly — Lo/Hs index and the H_ index is proposed to
generate residuals. The subsystems’ stability is considered, and LMI conditions are derived because of
the Lyapunov function and the ADT method.
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3.1 Observer design

The observer is defined as
z(k +1) = Fiz(k) + TiBiu(k) + Liy(k),
&(k) = z(k) + Hiy(k), (5)
4(k) = Ciz(k),
where F;, T;, L;, and H; are matrices that will be determined, and Z(k) is the estimation of state x(k).
Based on Assumption 1, for matrices T; and H;, the following equation is satisfied:

Inn,
C;

Let M; = [Iz\é”_"f] € RWnaetNny)xNne - Note that M'M; is nonsingular, M;" = (M M;)"*MF. Z; is
an arbitrary matrix, and the general solution to (6) is provided as

3

|:Ti Hi} = M+ - Zi(INnerNny - MzM:_)a (7)
where

Inng,
NnyXNng

K2

0

Iy,
Let e(k) = x(k) — &(k) = T;x(k) — z(k) and r(k) = y(k) — §(k) = C;e(k) denote the estimation error
and the residual signal, respectively. The error dynamic is proposed as
e(k+1)=Tiz(k+1)—2(k+1)
=T;(Aiz(k) + Biu(k) + Din(k) + € f (k)
— (Fi(&(k) — Hiy(k)) + TiBiu(k) + Liy(k))
=Fe(k) + (T A; — F; + (FiH; — Li)C;)x (k) + T;Din(k) + Ti& f (k). (8)

If T;A; — F; + (F;H; — L;)C; = 0 holds and the following equations can be derived as
F; =T Ay + (F;H; — L)Cy, Ly = F;H; — J;, 9)
then according to (8) and (9), the error dynamic is written as

{ e(k +1) = Fie(k) + TiDin(k) + T:& f (k).

3.2 Stability analysis and disturbance robustness

The sufficient conditions for stability and disturbance robustness are given in Theorem 1. Assuming that
n(k) = 0 and f(k) = 0 are satisfied, the first part is the stability analysis. Letting f(k) = 0, the second
part is provided to establish the mixed Lo — Lo /Hs performance, and the performance index can be
calculated.

Theorem 1. Given any i # j, 0 < A\; < 1, Ag > 1, there are matrices G;, symmetric positive definite
matrices P = P,ﬁ >0, Py = PnTj > 0, and scalars aj, as such that the following conditions hold:

T>T*:7n— Pm<>\2Pnj, (11)

—)\1Pm' + alHe{GiTi.Ai + WiCi} —a1G; + .AzTTZTG;T + C;TW,LT

<0, 12
* Pm—Gi—GiT ( )
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P ¢t

<0, 14
¢ i (14)

[1]

1n=—-PFPu+(1- b)CEC; + He{aa (G, TiA; + WiCi)},
12 = a2GT;D;,

13 = —aeG; + ATTYGF+CIW

= —,uQI,

Hos = Dy TG,

[l _ T
33 = Pyi — G; — GT.

(1] [1]

Proof. (1) Assuming that f(k) =0 and n(k) = 0, the Lyapunov function is chosen as
Vii(k) = e (k) Pyie(k). (15)
The difference of (15) is taken as
AVy(k) = Vii(k +1) = Vig(k) = e" (k) ((F,) " PyiFi — Pyi)e(k). (16)

Assume that AVy;(k) < 0 makes the stability condition hold. Then, 0 < Ay < 1, AVy;(k) < 0 is
proposed as

AWri(k) = Vii(k + 1) — A\ Vi (k)
= eT(k)((E) Pm'FZL' — )\1Pm-)e(k)
=eT(k)Hue(k) <0, (17)

which is equivalent to the following inequality:
()Y Py Fy — M Py < 0. (18)
Let My; = a1G;. A sufficient condition of (18) is proposed as
~MPyi + MyF; + (F) " M{; —My; + (F)"GF <o. (19)
* Py —G; — G}
On the basis of F; = T} A; + J;C; and W; = G, J;, Eq. (19) is rewritten as (13), and we obtain
AVii(k) = et (k) ((F) " PpiFi = Pyi)e(k) < (A = 1)Vi(k), (20)

ie., Vis(k +1) < \Vis(k). Suppose the condition Vi;(k) < \¥="V7;(k,) holds for the interval [k, k).
Considering that P,; < A2P,; and o(ks—1) = j, we have

Vii(ks) < XoVig(i, 1) (ks—1). (21)
After combining (20) with (21), we obtain
Vai(k) < Xy~ Vai (ko)
< )\]fiksflAQVm(ks_l)(ksq)
<AV (ko)
< )\If_kS_Q)éVm(ks,z)(ks—Q)

<o <M Vg (o) (0)
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1, Inx
< )\Qk(:-hn X2 )VIJ(O) (O) (22)
It is clear to establish the condition that

vie (k)e(k) < Vii(k) < vee” (k)e(k), (23)

where 1 = min Apin(Pyi) and y2 = max Amax(Pyi). We can obtain et (k)e(k) < %)\’f)\feT(O)e(O). It is

proposed as
In Ao

2 k V2 k(L
(&)|? < ?’fxg le(0)]? < ~-0) s [le(0)1%. (24)

On the basis of the above inequality, limj,_« |le(k)| = O is satisfied. Assuming that f(k) = 0 and
n(k) = 0, the stability of the error system is clearly guaranteed.
(2) When n(k) # 0 and f(k) =0, Eq. (10) is rewritten as

@

e(k+1) = Fie(k) + T;Din(k), (25)
r(k) = Cie(k)
Let the Lyapunov function
Vai (k) = €T (k) Pyie(k). (26)
On the basis of (26), the difference can be taken as
AVai(k) = Vai(k + 1) — Vai (k)
— T (E) T Py(Fy)e(k) + €T (6)(F)T Py TiDin(k) — ¢ (k) Pyse(k)
+n" (k)DL T Pyi(Fi)e(k) +n" (k)D T Py TiDin (k). (27)
Define J1;(k) as
Tni(k) = AVai(k) + (1 = b)r™ (k)r(k) — u*n" (k)n(k)
T
k k
_ @U] HQZ.{@”]@, 28)
n(k) n(k)
which is equivalent to
(Fy) " Pyi(Fy) — Pyi + (1 = b)CLC x
Hoi = T ‘ - ) < 0. (29)
Di TZL PniFi D,L- Tz PnszDz — K I
On the basis of (29) and Finsler’s Lemma [51], it follows that
Uy + @, Py ®@1; <0, (30)
where Wy; = [Tt e per)s @i = [Fi T0D; ], and My, =[]+ ].
A sufficient condition of (30) is provided as
Wy 4 My ®q; + @, My, —My; + O1,GY 0 31)
* Pm' - Gi - GZT
Substituting ¥1,, ®1,;, and Ma; into (31), this condition is deduced as
S11 E12 S
* Hag Hoz | <0, (32)
* * é33
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where
11 = —Pm' + (1 — b)C;TCl + He{aQGiFi},
12 = a2GTiD;,

13 = —aG; + (F;)TGT

(1> (1> [1p 1)

V)
¥
I
[
=
N}
~

On the basis of F; = T;A; + J;,C; and W; = G, J;, Eq. (32) is rewritten as (13). Note that J1;(k) <0
is satisfied, and the following inequality holds:

Y A= bt (k)r(k) — w0 (k)n(k)} < =Ves(k). (33)

k=0
Because of (14), we obtain
b (k)r(k) — Vai(k) = be™ (k)CFCie(k) — €™ (k) Pyie(k)
=eT(k)(bCFC; — Pyi)e(k) < 0. (34)

According to (33) and (34), the following inequality can be established:

D A@ = byt (R)r(k) — i T (R)n(k)} + br" (k)r(k) < 0. (35)
k=0

3.3 Fault sensitivity

Note that the sufficient conditions of H_ fault sensitivity when fault signals are considered to belong to
a finite-frequency domain are given in Theorem 2.

Theorem 2. Given any i # j, 0 < Ay < 1, and Ay > 1, there are matrices K and G;, symmetric
positive definite matrices Py; = PfTZ- >0, Prj = Pij >0, Qs = Qrfi > 0, and scalars ag, a4 such that the
following conditions hold:

sz < )\QPfj, (36)
* Pﬁ - Gi - GzT ’
Y11 Y12 Y13
* 222 223 < 0, (38)
* * 233

S11 = =M Ppi — 2cos(w)Qyi — CFC; + He{as (G TiA; + WiCi)},
Y12 = (AITFGT + CTWH K + asGiTiE;,

Y13 = —asGi + Qg + AT TG + CIW T,

Yoo = 21 + He{ KT G, Ti&; },

Yo3 = EITIGTY — KTG,,

Sgs = Pji — Gy — GT.

Proof.  When n(k) = 0, system (10) is proposed as

{ e(k+1) = Fie(k) + Ti& f (k),
r(k) = Cie(k).

The Lyapunov function is given as
Vsi(k) = €™ (k) Prie(k). (40)
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Based on the above function, the difference can be taken as
AVzi(k) = Vsi(k + 1) — Vai(k)
= (Fie(k) + Ti& f (k) Pri(Fie(k) + Tii f (k) — e (k) Prie(k). (41)

According to inequality (37), Va;(k + 1) < A1 Va;(k) is satisfied. Thus, Va;(k) < A¥ "%V, (k,). Consid-
ering that Py; < Ao Py; and o(ks_1) = j, we have

Vai(ks) < AoVag(i, 1) (Kks—1). (42)
By combining V5;(k 4+ 1) < A\ V3;(k) with (42), this function can be obtained as
Vai(k) < Xy Vai(ks)
<N N Vag e, ) (o)
<N N Vg, (1)
< )\]167]%72)\3‘/30(1%,2)(117572)
< AP T V() (0)
< 2DV ) (0). (43)
Note that
e’ (k)e(k) < Vai(k) < e’ (k)e(k), (44)
where 3 = min Amin (Pfi), 74 = max Amax(Pr;)-
According to (43), eT(k)e(k) < z—i)\’f)\f eT(0)e(0) is obtained, which can be described as

LEVIN

V4 yky g
le(k)]I* < v—gk’fki le(0)]* < ,y—i(Az) (453 e(0) %, (45)

On the basis of the above inequality, limy_,« |le(k)|| = 0 is satisfied. Assuming that f(k) belongs to a
low-frequency domain, i.e., |w| < wy, the following inequality is clearly satisfied:

Z e(k +1) — e(k))(e(k + 1) — e(k))") < (2 sin (%))Qie(k)eT(k). (46)

k=0 k=0
Inequality (46) is proposed as

o0

((e(k+1) — e(k))(e(k +1) —e(k))") < (2 — 2 cos(w;)) Ze(k)eT(k). (47)

k=0

NE

x>
Il
o

According to inequality (45) and limy_,« ||e(k)]] = 0, the following condition holds:

o0 oo

D etk +1)e" (k+1) =) e(k)e" (k).

k=0 k=0
Assuming that the zero initial condition holds, Eq. (47) is equivalent to Z;O:O S < 0, where S =
—e(k +1)eT (k) —e(k)eT(k + 1) + 2 cos(w;)e(k)eT (k). Let AWa;(k) = Vzi(k + 1) — A\ Va;(k) and
tr(Q:iS) = tr[Qri(—e(k + 1)e™ (k) — e(k)e (k + 1) + 2 cos(w;)e(k)e™ (k))]
= —e'(k+1)Qrie(k) — " (k)Qpie(k + 1) + 2 cos(wi)e™ (k)Qrie(k).
According to (48), J2i(k) can be defined as
Jai(k) = AWai(k) + B2 f T (k) f (k) = " (k)r(k) — t2(Q:S)
= (Fie(k) + TEif (k)" Pri(Fie(k) + Ti€i f (k) — Me™ (k) Prie(k)
+ B2 f T (k) f (k) = €T (R)C Cie(k) + (Fie(k) + T f (k)" Qie(k)
et (k)Qyi(Fie(k) + Ti&if (k) — 2 cos(wi)e” (k)Qyie(k)

e(h) 1 i [ e(F)
f(k) f(k)

(48)
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Assume that Jo2;(k) < 0, meaning that Hs; < 0. Equivalently,
Ui + o " QF + Qi®Poi + oy " Ppi®y; < 0, (49)

where Wy, = [~ M7ri =2 cosn)@pi -l o), @2 = [F; Ti&; ], and Q; = [ /7],

* B2

The sufficient condition of (49) is provided as

Wy + Mai®o; + Bo; T M — My, + Qi + 09" GT

0 50
* Pfi - Gi - G;r ( )
Substituting Wa;, ®o;, Q;, and Msz; = [ 4% | into (50), the following inequality holds:
S S Sis
* 222 223 < 0, (51)
* * 233

where .
Y11= =AM Ppi — 2cos8(w)Qyi — C'Ci + asHe{GiFi},

12 = (F)TGYTK + as G T:E + (F)TTE,
i3 = —asGy + Qi+ (F)TGYT,
Soo = B2 + He{ KT G T:&} + (Ti&) T T:Es,
Yoz = (T:6)"GT — KTGy,
Say = Py — G — G
On the basis of (51), we obtain
Jai(k) = AWai(k) + B2 £ (k) f (k) = rT (k)r(k) = tr(Q:S) < 0.

It can be deduced that

™M

AVsi(k) + B2 (k) f (k) — " (k)r(k) — t2(Qy:S) < 0. (52)

Note that

> {AVai(k) + B2 T (k) (k) — v (k)r(k) — tr(QiS)}
k=0

= V3i(00) — V3i(0 +BQZfT Fe) = (k)r(k Z r(Qf:5) (53)
k=0 k=0

The zero initial condition clearly holds. Obviously, V3;(0) = 0. Based on (45), lim_, ||e(k)|| = 0 and
Vai(00) = 0 are satisfied. On the basis of > ;- ;S < 0 and Qy; > 0, we obtain

> tr(QiS) = tr <Z (QiS ) (54)
k=0 k=0

According to (53) and (54), it can be deduced that J3;(k) < 0, meaning that 82> 72 ) fT(k)f(k) <
Sizor ! (k)r(k).

3.4 Detection strategy

In this subsection, the following theorem is proposed to make the proposed method hold. We calculate
matrices to complete the observer design such that conditions (3) and (4) are satisfied.

Theorem 3. Given any i # j, 0 < A\; < 1, and Ay > 1, there are matrices G;, K, symmetric positive
definite matrices F; = P;,FZ- > Q, P,; :an; >0, Py = PJ:FZ- >0, Py = P}fj >0, Qf = Qﬁ- > 0, and
scalars ay, ag, as, a4 such that inequalities (11)—(14), (36)—(38) hold.
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Proof.  Similar to Theorems 1 and 2, the process of proof is performed by setting F; = T;.A; + J;C; and
W; = G;J;, which is omitted here.
In solving the following optimization problem, performance indexes y and [ are obtained:

min g+ 3,
s.t. Egs. (11)-(14), (36)—(38).
After W, and G; are obtained, matrices J;, F;, and L; are calculated using the following equalities:
Ji =G 'W;, F; =T A;i + JiCi, Li = F,H; — J;.

Remark 4. Based on Theorem 3, the conditions of the proposed method, which guarantee the system’s
stability and performance analysis as LMIs, are proposed by introducing parameters ay, as, as, a4, G,
and K, which need to be designed beforehand under the ADT method.

As shown in the above discussion, the switched system is affected by the fault in the finite-frequency
domain and the disturbance with a known bound. To assess whether the fault occurs, the residual
evaluation function is determined as J, = ||r(k)|. Moreover, the corresponding threshold .Jy, is chosen
as Jin = SUD £ (k)=0 J when the system has no fault.

When the residual exceeds the threshold, the fault detection is clearly achieved. The detection scheme
gives the alarm rule by adopting the following detection logic, which compares the evaluation function
with the corresponding threshold:

Jr < Jin = the system with no alarm,
Jr > Jin = the system with alarm.

4 Fault isolation scheme

4.1 Observer design

System (2) is rewritten as

{ z(k+1) = Aiw(k) + Biu(k) + Din(k) + it fr (k) + Ei fr (k), (55)

where fi(k) is the t-th (t = 1,..., N) row vector of f(k), and &; is the ¢-th column component of &;.
f+(k) is a column vector that is derived after removing f:(k), and &; is the matrix obtained by removing
the t-th column of &;. The notations are provided as

T
fe(k) = {flT(k:) s R (k) fE(R) - f;{;(k)} e RWV-Dns
Ei: [51 51 i| GRNn“"Xan,

& = [& o Eie) Eirr) - & } € RNnax(N=1)n;y

Let z(k) = [x(k) fi(k)], and system (55) is rewritten as

{ Voz(k + 1) = Auz (k) + Bou(k) + Din(k) + E f.(k),
y( z

where

Ny = {Ian Oanx(Nq)nf} .
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On the basis of Assumption 1, given matrices Tj; and Hj, the following equation holds:

o N,
|:Tit Hiti| [ét‘| :INner(Nfl)nf- (57)
it

The general solution to (57) is provided as
| T B | = Mif = ZiTnn, s v-1yn, — MBI, (58)

where

_ N, o
Mit[ t] M;*(Mir{Mzt) lMgv

_ _ — — ONnx Nny
Hy = (M} — Zit(INny+(N-1)n; — M M) l ) ] .

By defining z(k) = z(k) + Hi:y(k), Eq. (56) was rewritten as

{ Z(k 4+ 1) = Ty A z(k) + TuBiu(k) + Ty Din(k) + T fr (k) + Tip A Hij(k), (59)
vz (k) = Cir (k).
According to (59), the t-th observer is designed as
{ Zi(k +1) = Ty Az (k) + TuByu(k) + Ty Ay Higi(k) — Li(5- (k) — CinZe(K)), (60)
y.(k) = CinZo(k),

where L;; is the gain matrix. B
Let e.¢(k) = z(k) — Zi(k) and 7(k) = 9.(k) — y,(k) = Cit€,(k) denote the state estimate error and the
residual signal, respectively. Then, the error dynamic is derived as

ex(k+1)=z(k+1)—z(k+1)

z
_ _ 61
= (T Ait + LisCit)eoi(k) + TiDin(k) + Tt f1 (k). (61)

Remark 5. This section provides a scheme for determining the subsystem that suffers from a fault,
and N observers are designed. If f;(k) = 0, the t-th subsystem suffers from a fault; if there exists a fault
in another subsystem, f;(k) = 0.

The following theorem is presented to facilitate the design method. There exist matrices such that the
design condition can be guaranteed.
Theorem 4. For any i 7é 7,0 < A1 <1, Ay > 1, there exist matrices Gy, K, symmetric positive definite
matrices P = P > 0, P P > 0, sz = sz > 0, Pfj = Pf] > 0, sz sz > 0, and scalars as,
ag, az, and as such that followmg mequahtles hold:

Pm < )\QPn], sz < )\QPfj, (62)
)‘1P77’L + a5He{Gltht.Azt + WltCu} —a5G1t + .A;I;TEG;I; + C};WE <0 (63)
% P, — Gy —GE ’
Qll Q12 Ql?)
* Qog Qo3 | <O, (64)

* * Q33
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—-P, CV
<o, (65)
Cit _EI
—MPpi + arHe{Gy Ty Ayt + WirCit} —arGy + ALTIGL + CIWT <0 (66)
* Pfi - Git - Gg ’
ITy; IIip II43
* Ilpo Iaz | <0, (67)
* * H33

Q1 = =Py + (1 = b)CLCit + He{ag(GutTirAit + WirCit) },
Q12 = agGit T D;,

M3 = —agGu + AETIGL + CEWE,

Q9o = —p*1,

0 = DITIGH

Q33 = Py — G — G,

Iy = =\ Py — 2 cos(wi)Q i — CiiCit + He{as(GuTiAiw + WirCit)},
o = (AL T Gy + CRWi) K + asGuTiulin,

I3 = —asGy + Qpi + ALTH G+ CiWE

Moo = B21 + He{ KTG i Tj1Eit ),

Mo = E4 T, Gy — K G,

II33 = pfi — Gt — G;Ft-

Proof.  After W;; and G are obtained, matrix L; is calculated by L;; = G;t "Wy, The proof is obtained
by the similar approaches to those of Theorem 3 and is omitted here.
The following optimization problem is solved:

min i+ B s.t. Eqs. (62)-(67).
4.2 Isolation scheme

To discuss which subsystem has the fault, residual evaluation functions are determined as .J, = ||7(k)||
and Jrx = ||7¢(k)[|. The corresponding threshold Ji, is chosen as Jyn = sup)—o J/» When the system has
no fault.

The isolation scheme gives the alarm rule by adopting the following detection logic that compares the
evaluation function of the t-th subsystem with the corresponding threshold. The logic is adopted as

Jrt < Jin = the t-th system with no alarm,
Jrt > Jin = the t-th system with alarm.

We determine that the ¢-th subsystem suffers from the fault when the residual exceeds the threshold,
i.e., Jr¢ > Jin, and the t-th subsystem has no fault when J.; < Jip.

5 Simulation examples

5.1 System model

In this subsection, the traffic density model [52,53] is used to prove the feasibility of the proposed
method. We assume that [ cells are involved in a link. The connection relationship between links is
shown in Figure 1, and we obtain the dynamic equation of each cell. The dynamic of a link is proposed as
(1), and the traffic density vector is defined as z;(k) = [x41, ..., Z¢n,]. The entire urban freeway network
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is designed as (2), where z(k) = [zT(k),..., 2% (k)] and u(k) = [ul (k),...,uk (k)] are the traffic density
vector and the traffic demand of the interconnected system, respectively.
Several model parameters of the switched system are provided as

—-05 0 0 —0.3 —0.3
Air=1]106 =02 01 |,Bi=|02|,Di=1 04 |,
0 0.2 —-0.2 0 —0.5
-04 02 O 0 —-0.2
AQ - 0 —0.4 0.2 B B2 = 0.5 5 D2 = 0.3 5
02 0 -=0.2 1.5 —0.3
04 0 0 0.5 0
CL=Cy=| ,A=10 05/,
0 —04 —-04
0 0
2 -1-10
-1 3 -1 -1
g =
-1 -1 3 —1
0 —1-1 2

On the basis of (11), let \; = 0.6 and Ao = 2.5, and we can determine that 7* = 1.7937. Hence, 7 = 2,
and Figure 2 shows the switching signal.
Let
{ 3cos(0.3k) 4 1.6k < 80,
u(k) =

3.6sin(0.5k)k > 80,

and the disturbance n:(k) is proposed as

0.035k < 150,
(k) =
0.06k > 150.
Several parameters are given as a = 0.1, b = 0.4, a; = —0.5, ap = —0.4, a3 = —0.75, ay = —0.8,
as = 0.6, ag = —0.73, ay = —0.7, and ag = 0.65, and matrices are provided as

0.504 0.5 0504 05 0504 05 0504 0.5

K _5x 1 05045 1 05045 1 050.45 1 0.50.45
10403 10403 10403 1 04 0.3 7

051 03051 03051 03051 0.3

17(:70.5><{23442.51121122.5323},

and
Z1 = ZQ = |:012><8 112} s 211 = 221 = 214 = 224 =0.05 x {015><5 115} .

5.2 State estimation and fault detection

(1) Assume that f(k) = 0, and initial values are proposed as

T
To = [1 25141625214215141.6 2} )

T
Top=—1x [3.5 1.75 2.25 1.75 3 3.5 3.5 1.75 2.25 1.75 3 3.5} .
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Figure 1 Topology of the system.

3.0

25 1

2.0

Switching signal

051 1

0 . . . . . . . . .
0 20 40 60 80 100 120 140 160 180 200

Time (step)

Figure 2 (Color online) Switching signal.

The simulation results are depicted in Figures 3(a)—(d), where the solid lines denote the actual states,
and the dashed lines denote the estimation states. Clearly, the estimation performance of the provided
method is guaranteed for a system with unknown input.

(2) Assume that the frequency range of f(k) satisfies |w| < 0.2, and the values of f(k) are chosen as
folk) = fa(k),

0.5, k < 150, 0.35, 50 < k < 100,
fi(k) = fa(k) =
0, else, 0, else.

Consider that (k) = #(k) = 0. Figure 4 shows the detection results, where the solid line denotes the
residual signal generated by the proposed method, and the dashed line denotes the threshold. The dotted
line denotes the residual generated by the method using H in [36]. When &k > 150 and 50 < k& < 100, the
residuals generated by both methods can exceed the threshold. On the basis of the proposed detection
strategy, the system is clearly affected by faults. According to Figure 4, the proposed method generates
the residual with a larger value, making the residuals more sensitive than those of the method using H ..

5.3 Fault isolation

According to the above section, faults are detected when k& > 150 and 50 < k& < 100 without knowing
which subsystem has a fault signal. Figures 5(a)—(d) show the relationship between the residual signals
and the threshold. Figures 5(a) and (d) clearly show that J,; exceeds the threshold when k& > 150 in
subsystem 1, and J,; exceeds the threshold when 50 < k& < 100 in subsystem 4. The solid lines denote J,.;
generated by the proposed method, and the dashed lines denote the threshold. Figures 5(b) and (c) show
that all residuals of subsystems 2 and 3 always fall below the thresholds, while those of subsystems 1
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(a) . . . . . . . ' .
- 2 1
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0 20 40 60 80 100 120 140 160 180 200 0 20 40 60 80 100 120 140 160 180 200
Time (step) Time (step)
) . . . 2 . . .
<00 e 0
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Time (step) Time (step)

Actual state ======" Estimation state

Figure 3 (Color online) State estimation of (a) subsystem 1, (b) subsystem 2, (¢) subsystem 3, and (d) subsystem 4.
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Figure 4 (Color online) Residuals and the generated threshold.

and 4 can exceed the threshold quickly after the fault signal. In conclusion, the fault is imposed on
subsystems 1 and 4, respectively.
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Figure 5 (Color online) Residuals and generated thresholds of (a) subsystem 1, (b) subsystem 2, (¢) subsystem 3, and (d)
subsystem 4.

6 Conclusion

In this paper, the problem of FDI for the switched CPS is addressed, and the ADT method is adopted
to guarantee stability analysis. Assuming that faults belong to a low-frequency range, the observer
is designed to guarantee that the generated residual is sensitive to faults and robust against unknown
bounded disturbances. Based on the proposed detector, an isolation strategy is provided by comparing the
t-th generated residual with the threshold. The simulation results finally demonstrated the effectiveness
of the proposed method. Compared with the method using the Hy, technique, the proposed detection
method is obviously more sensitive to faults.
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