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Appendix A Proof of Theorem 1

Proof.  Let dz(t) = z4(t) — zr(t) and duk(t) = ug(t) — ug(t). From Assumption 2 and system (1), one can obtain
er(t) = ya(t) — yx(t) = Coxp(t) + Douy(t), dzx(t + 1) = Adwr(t) + Boug(t).
With Assumption 1, one obtains
Sz (t) Abzi(t — 1) + Béuyp(t — 1)

A26:Ek (t - 2) + ABEuk(t - 2) + Béuk (t - 1)

t—1
> A'Boug(t—1—1i), t>1. (A1)
=0

From ILC strategy (7) with 2 = O, one has
Supt1(t) = ua(t) — up(t) +ur(t) — upt1(t)
dup(t) — [ur+1(t) — ug(t)]
dug(t) — Kilya(t) — gk (t)]- (A2)

Linking with (6) and (A1), Eq. (A2) becomes

Sup41(t) = du(t) — Kilya(t) — (1 — ag,t)ye(t) — k1 Bk,:&k(t) — ak,eya(t)]
Sup(t) — K1[(1 — ag,t)en(t) — ar,tBr, 1€k (t)]

Sup(t) — K1[(1 — ag,)(Cozy (t) + Douk (b)) — ak,tBr,ték (t)]

= [I = (1 = ag,)K1D]dug(t) — (1 — ag,)K1Cozx(t) + Kiak,:Br, 18k ()

t—1
= [I = (1 — ag)K1 D]oug(t) — (1 — ap)K1C D A"Boug(t — 1 — i) + K10 18k 16k (1)
i=0
(A3)
Taking norm on both sides of (A3), one has
t—1 _
[§urr1 @l < |11 = (1= an, ) K1 D[[[|Sur @) + (1 = ar,e) Y IK1CA B[||dus (t — 1 — )|
i=0
Fatg,t Bre,e 1116k ()]
Further, it is not difficult to get
t—1 ‘
E([[6ur1()I) < E(IT = (1 = ag, )KL DINE([Sur ()]]) + (1 — @) D [IKiCA’BE(|5ux (¢ — 1 —4)]))
1=0
+aB|K1EER @) (A4)
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Since ay, ¢ is Bernoulli stochastic variables, ||[I — (1 — o, )K1D|| =1 if aps =1, [|[I — (1 — ar)K1D| = ||[I — K1D|| if
oy = 0. Thus, B(]|] — (1 — ag,)K1D|) =ax1+ (1 —a) x ||[I = K1D||. Note ||[I — K1D|| < 1, one knows E(||I — (1 —
ay,+)K1D||) ;= < 1. Linking with ||£(¢)|| < &, (A4) becomes

t—1
E([[Sur1(0)I) < YE(Sur@)]]) + (1 — @) Y IK1CA’BIE(||5ug (t — 1 = 8)]) + @BlIK1 |- (A5)
1=0
According to (A5), one gets
E(||6wk+1(0)[]) E(|| 5w (0)11) apllKlg
E(|l6wk4+1 (D)) E(|| 6wk (1] aBIK1|€
. 51 . + . , (A6)
E(lldur41 D) E(||dur (D)) aplKallg,
N— —
Epi1 Ej, Mg
where the matrix ¥, is
¥ 0 0
(1-&)|K:CB| ¥ o
vy = . (A7)
(1-a)K1CA B (1 - a)||[K1CA2B] - %
From (A6), by using induction, one gets
Erp1 < OB, + Mg < V3B, 1 + (U1 + )M < -
k
< Wit B+ > WM, (A8)

i=1
where \Ifi =Wy X--- X ¥y1. Due to ¢ < 1, one knows p(¥1) < 1. This implies kl;n;o W§+1E0 = 0, 0 represents the zero
————
i
vector. Meanwhile, the matrix series Zle \I/’1 is absolute convergence according to the matrix theory. It means that
>, WiMe = U1 M. Hence, kl;rgo Epy1 < W1Me, ie. VEeT, khﬁrréo E(||dur (¢)]]) < Mgy, Msy, is the maximum element
in vector W1 M. For t € 7'\ {0}, from (A1), one obtains

t—1
lim E < i A'BJ|E —1—3i
m (6% (1) kl?éo;)” IE(][our (¢ )

t—1
< S IAIIBIMs. < Mall Bl Ms,
1=0

1
where My = 11__“‘&"” as ||A|| #1 or M4 =1+1 as ||A|| = 1. Therefore,

Jim E(llex @) < IC1 lim E(||§z(@)1) + 1D Lim E(]|dur (6)])
— 00 k— o0 k—oo

< MallClIlBI + 1D M. (A9)
Let o = (M4]|C||||B]| + ||D]|)Msu, according to Definition 1, the o-secure is achieved.

Remark 1. Theorem 1 illustrates our ILC strategy can effectively achieve the system security. Compared with the lifting
technique in [1], the partial order relation approach is used in the theoretical analysis, which can reduce the conservatism of
convergence results. As a result, the convergence condition in Theorem 1 is simpler than that in [1]. Moreover, Theorem 1
is the same as the traditional result when oy ; = 0. That is, our strategy is an extension of the traditional lifting technique.

Appendix B Proof of Theorem 2
Proof.  According to the fourth equality of (A3), one can derive

E([0ur+1(MN) < LE(16ur®)]]) + o (D), (B1)

where ¢ := E(||I — (1 — ay,)K1D||) < 1 and ¢5(t) = (1 — &)||K1C||E(||0zx (t)||) + @B|IK1||€s. The induction method of
Theorem 1 in [2] is applied in the following.
Step 1. Let t = 0, we have E(||6zx(t)]]) = 0 < bz(0), bz (0) > 0 from Assumption 1, and ¢5(0) = @B||K1]|€. According
to the Lemma 2 in [2], then sup E(]|dur(0)]]) < bu(0), by (0) > 0. The desired input uy4(t) is bounded, then E(||uy (0)]]) <
keZy
E(||6uk (0)]|) + E(J|uqa(0)]]) is also bounded. As a result, sup E(|lug(0)|]) < b.(0) + sup E(||lug(0)||) := Bw(0). Similarly, it
k€Zy keZy

is not difficult to get E(||zx(0)]]) < Bz(0).
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Step 2. For any t > 0, we assume that kseuzp E(||6zx (t)]]) < bz(t) and kseuzp E(||0ug (t)]]) < bu(t) for some bounds by (t) > 0
and by (t) > 0. Since E([luk(t)]]) < E(HMk(tJ)rH) + E([lua(®)]), one Obtainslzuzri E(llus@®I) < bu(t) + e E(lua(®l) :=
Bu(t). Further, one can get kzuzp E(||lzk (¢)]]) < Be(t) according to system (1).

Next, we prove E(||zk(t + l)ﬁ) < Bz(t+ 1) and ljeuzp E([Jug(t + 1)[]) < Bu(t + 1) for some bounds By (t 4+ 1) > 0 and

+

Bu(t + 1) > 0. From system (1) and Assumption 2, one derives that

E(0zk(t + D) < [AIE(I6zx®)]]) + [ BIE(|dur (t)])
< [[Albz(t) + [ Bllbu ()
= bu(t+1), VkeZ4. (B2)

Combing (B1) with (B2), one has

E(l0ur1(t + D) < YE(I6ur(t + D) + (1 = @KL CIEISzx (t + D) + aBlIK1 &

YE([6ur(t + D) + ¢r(t + 1), (B3)

where ¢ (t + 1) = (1 — &)||[K1C||E(||dz (¢t + 1)||) + &B||K1]|€&- According to the result of Lemma 2 in [2], one knows

sup E(||6ug(t + 1)]]) < bu(t + 1). Then, one derives sup E(|lur(t + 1)) < bu(t + 1) + sup E(JJuq(t + 1)]]) := Bu(t + 1),

keZy keZ,y keZy

and sup E(||zr(¢t + 1)||) < Be(t +1). By induction, one can conclude sup E(|lug(t)|]) < Bu(t), V¢t € T\ {{} and
keZ keZ

sup E(||lzx(t)|]) < Bz(¢), V¢ € T for some bounded By (¢) > 0 and Bz (t) > 0. Thus, one can see the result in Theorem 2

kEZy

NN

holds as By, = max By (t) and By = max By (t).
teT— teT

Furthermore, according to system (1) and the result in Theorem 2, one has

E(llyk (1) < ICINElzk (1) + IDNE(|ur (£)1)
< N ClIBx(#) + (| D[|Bu(t)
< ClIBz + |D[|Bu := By, (B4)
which means X Zsup E(|lyx(t)]]) < By. In addition, according to e (t) = yq(t) — yx (t) = Cdxy(t) + Ddug(t), one can get
sup E(\\e:(tﬂi;egl?e. Thus, Theorem 2 is proved.
k€Zy teT

Remark 2. Compared with Theorem 1 in [2], Theorem 2 provides the boundedness results under the deception and
DoS attacks, which has a wilder application. Also, the convergence condition of Theorem 2 is easier to be satisfied than
condition (5) of Theorem 1 in [2].

Appendix C Proof of Theorem 3
Proof.  From system (1), one has
ert+1(t) = ya(t) — yr+1(t)
= ya(t) = ye(t) — [yr+1(t) — y(?)]
ek(t) = Clerg (t) — zp (D). (C1)

Then, we tackle with Az (t) := xp41(t) — zx(2).

Azg(t) = Alzg41(t — 1) — 2k (t — 1)] + BK2[ya(t) — yr(t) + yr(t) — Gk(t)]

= AlAzy(t — 1) + BKaey(t) + BKa2[yx (t) — 9x (2)]- (C2)
Substituting (C2) into (C1), one has
ex+1(t) = [I — OBKaley(t) — CAAzy(t — 1) — CBK2[yx(t) — gx ()] (C3)
From (6), one knows y(t) — 9k (t) = —ou 1 Bk,:6k(t) — ag ek (t). Then (C3) becomes
er+1(t) = [[ = (1 — g t)CBKaleg(t) — CAATL(t — 1) + ag,eBr,t O B2k (1) (C4)
By using induction analysis, (C4) is rewritten as
t—1
ent1(t) = [I = (1 — ag)CBKalex(t) = > (1 — ap—1-)CA™T BKaeg (t — 1 — i)
t i=0
+Zak,t—iﬂk,t—iCAiBK2§k(t_i)~ (C5)

i=0
On both sides of (C5), one can get
E(lles+1(®I) < E(II = (1 — ak,)OBK:2|)E([lex (£)])
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t—1 t
+ 3701 - D)[CAF BK2|E(lex(t — 1 - i)[) + 3 aBlICA BK2l&. (C6)
i=0 i=0

Similarly, since oy, is Bernoulli stochastic variables, one has E(||I — (1 — oy ¢+)CBK2||) := ¢ < 1 if || — CBK2|| < 1. From
(C6), one can get

E(|lex+1(0)1]) E(llex (0)1) ) aB||CBK:||&
E(llex+1 (L)1) E([lex (DI aB o |CA B |1&
. =< \1]2 . + . 5 (07)
E(llex+1 (D) E(llex D) aBYi_g ICA B, |&
N—_—— ———
Bl B, My
where the matrix ¥o is
¢ 0 -+ 0
(1-&)|CABK: | é 0
Uy = . (C8)
(1-@)||CA'BKz|| (1 —@)||CA""'BKs]| -+ ¢

The remainder of the proof is omitted because it is the same as Theorem 1. Analogously, one knows that the o-secure can
be achieved according to Definition 1.

Appendix D Proof of Theorem 4
Proof.  From system (1) and ILC (7) with K1 = O, one has

upt1(t) = up(t) + Kalya(t +1) — 4t + 1)]

= uk(t) + Ko[(1 — ag,e+1)ya(t + 1) — (1 — age,e41)Cop (t + 1) — ag,e41 B8k, 0418k (E + 1)]

= up(t) + Ka[(1 — ag,e+1)ya(t + 1) — aki+18k,t+186( + 1)]
—(1 — ag,141)C2ClAxy (t) + Bug(t)]
[I = (1 = ag,t+1)K2CBlug(t) + @i (t), (D1)
where ¢ (t) = Ko[(1 — ag t+1)ya(t + 1) — ag t4+18k, 418k + 1) — (1 — ag g41)CAzg(1)].

According to Eq. (D1), it is easy to get
E(lluk+1 (@)D < E(I = (1 = o, ¢41) K2 CBINE(|[ur (0)1]) + Ellor (), (D2)

and E(||x (D)) < 1K2[I[(1—a)llya(t+ )]+ 68 + (1 — @) [CA|E([lzx (1)])]. One can derive E(|[] — (1 — ak 141)K2CB])) <1
if || —K2CB|| < 1. Next, the boundedness in the sense of expectation needs to be clarified. The rest of the proof is omitted
here since the results can be obtained by using the similar proof of Theorem 1 in [2].

Remark 3. Compared with [3], our strategies provide a more reasonable method to analyze the system security. And our
obtained conditions are simpler and easier to be checked. Compared with [4], the deception and DoS attacks are considered
simultaneously, which is more general in the real application.

Appendix E Illustrative example
To illustrate the validity of our results, a numerical example is presented in the following. Consider system (1) with
1 04

the single-input and single-output, and define A = 04 0.8

—05
],B [ X ],C [0.5 0.5]. Lett € T = [0,1], | = 10,

1 _
24+1(0) = 2, (0) = 1:| . In addition, & = 0.5 and 8 = 0.3 denote respectively the success probabilities of the attacks. And

let &, be the boundary of & (¢), i.e., ||€k(¢)|| < & = 1. Further, set the desired trajectory of output as y4(t) = 2sin(0.27t).

Case 1. The deception and DoS attacks occur randomly.

i) System (1) with D = 0.5. In strategy (7), define K1 = 0.5 and K2 = 0. Set the initial input ug(¢) = 0. With a simple
calculation, one knows that ||[I — DK1|| = 0.75 < 1, then the conditions of Theorems 1 and 2 hold.

1) System (1) with D = 0. In strategy (7), define K1 = 0 and K2 = 0.5. Set the initial input ug(¢) = 0. With a simple
calculation, one knows the ||I — CBK1|| = ||I — K1CB|| = 0.875 < 1, then the conditions of Theorems 3 and 4 hold.

The tracking trajectories and errors of Case 1 are shown in Figs. E1 and E2. Fig. E1 shows the tracking trajectories at
the 100th iteration. Fig. E2 shows the tracking error from the first iteration to the 150th iteration. According to Figs. E1
and E2, one knows the result of our algorithm can be satisfied since the chattering of the tracking error is small. Further,
from Fig. E2, one can see that the purple line has the smallest fluctuation. That is, the convergence effect of Theorem 1
in this paper is the best than those in Theorem 3 and Theorem 2 of [1]. The possible reason is that the control term in
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Figure E1 The tracking trajectories under deception and
DoS attacks.

Figure E2 The tracking error under deception and DoS
attacks.
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Figure E3 System trajectories of Theorems 1. Figure E4 System trajectories of Theorems 3.
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Figure E5 The situation of aj ¢ = 1 in each iteration. Figure E6 The situation of 8, ; = 1 in each iteration.

the observer is used to reduce the impact of cyber-attacks. From Figs. E3 and E4, one knows all variables’ trajectories are
bounded. Furthermore, Figs. E5 and E6 show the attack profile of ay, ; and By ;.

Case 2. The deception or DoS attacks occur individually.

i) Only DoS attack exists, i.e. By =0 or {;(t) = 0. Figs. E7 and E8 show the tracking trajectories and errors in this
situation. One knows that the tracking error ej can asymptotically tend to zero. Compared with the ILC algorithm (4)
of [1], ILC strategy in Theorem 1 has the smaller transient tracking error. Moreover, the ILC algorithm in Theorem 1 has
the faster convergence speed than that in Theorem 3. The reason is that those control terms in the observer can help to
resist the impact of the DoS attack.

#3) Only deception attack exists, i.e. Bi: = 1. Figs. E9 and E10 show the tracking trajectories and errors in this
situation. According to these figures, one has that the chattering range of the tracking error trajectories is bigger than case
1. It demonstrates that a deception attack has a worse negative impact on the system security. From Fig. E10, one can
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also see that ILC algorithm in Theorem 1 has a good tracking result.

According to the above analysis, one knows that the ILC strategy in this paper can effectively achieve the o-security. And
our algorithm can guarantee the boundedness of the trajectory of each variable of systems. Malicious attacks, especially
deception attacks, can make the tracking error fluctuate greatly. The control term in the observer can help to reduce the
impact of cyber-attacks. Additionally, the convergence conditions in this paper are simpler than those in some previous
literature. According to the above figures, one can see that the deception attack is the primary factor to affect the system
security. As a result, one has to pay attention on deception attacks in the real application.
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