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Abstract This research addresses the output tracking of networked high-order fully actuated (NHOFA)
systems under random deception attacks in the sensor to networked controller (SNC) and networked controller
to actuator (NCA) communication channels, where a Bernoulli process represents the launching success rate
of random deception attacks. A successful attack involves the output and control signals being tampered
with by the injection of false data. Herein, a predictive sliding-mode control scheme is proposed to achieve
the security tracking. In this scheme, a sliding-mode variable is introduced to defend the random deception
attacks by enhancing the robustness of closed-loop systems. An incremental HOFA (IHOFA) prediction
model is developed using a Diophantine equation as an alternative to the traditional reduced-order prediction
model. Through this IHOFA prediction model, the multistep ahead predictions of the sliding-mode variable
are constructed to optimize the tracking performance and defense of random deception attacks. By utilizing
the Lyapunov function and linear matrix inequality (LMI) approach, a sufficient and necessary condition
is proposed to ensure stability and high tracking performance of closed-loop NHOFA systems. Herein, an
experiment on the tracking control of an air-bearing spacecraft (ABS) simulator is performed to demonstrate
the effectiveness and practicability of the predictive sliding-mode control scheme.
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1 Introduction

With the wide popularity and rapid development of the Internet of Things, networked control systems
(NCSs) have attracted considerable attention and have been successfully employed in various fields, such
as motor systems [1], unmanned aerial vehicles [2], power systems [3], and other applications [4-6].
In NCS analysis and control, hardware and software limitations resulting from varied and complicated
operational scenarios, such as cyberattacks, network delays, and data losses and disorders, are yet to be
investigated. Among them, deception attacks have been extensively studied because they can exploit the
vulnerabilities within a system and maliciously tamper with data, which is a critical threat to security
and reliability; therefore, numerous studies have focused on the defense of deception attacks in NCSs.
To realize the secure control of NCSs under deception attacks, a string of effective methods have been
proposed thus far. For instance, Li et al. [7] designed an attack detector with a dynamical threshold to
realize the distributed filtering under deception attacks with the aim of establishing a sufficient criterion
for mean-square stability for estimation errors. Yoo [8] adopted an approximation based on neural
networks and attack compensators to construct an adaptive memoryless resilient control, which ensured
a robust closed-loop system with unknown deception attacks. Wu and Chang [9] utilized a dynamical
quantizer and round-robin protocol to schedule the transmission of quantized data in communication
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channels. Further, they proposed a controller based on a mode-dependent observer to maintain the
probability security of a closed-loop system under random deception attacks and quantization. Zhang et
al. [10] established a detection condition of false data injection and a heuristic computing algorithm to
present a novel moving target defense strategy so that the security of the system state and its estimations
can be protected from deception attacks. Another group [11] provided a dynamical event-triggering
protocol to relax data transmission pressure in the network channels and constructed a dynamical output
feedback controller combined with a fault detection filter and the provided dynamical event-trigger to
defend random deception attacks, such that the stochastic stability and security of closed-loop systems
can be ensured. Meanwhile, Chattopadhyay and Mitra [12] provided a secure estimation method based
on a novel learning filtering algorithm for developing a novel detector to identify and detect malicious
adversary deception attacks on sensors. Li et al. [13] calculated a state estimation via a recursive algorithm
to establish a cloud centralized controller and used the linear matrix inequality (LMI) method to obtain
the controller gains for the mean-square consensus of closed-loop systems under deception attacks. Wu
et al. [14] proposed a novel event-triggering method to transform NCSs under deception attacks into a
switching system and established a Lyapunov function-based condition to ensure the exponential mean-
square stability. High-order strict-feedback NCSs under deception attacks have also been explored by
Yang et al. [15], who suggested a new adaptive control scheme introducing a novel S-type feedback
function and a novel Lyapunov function to achieve the convergence of regulation errors to an arbitrary
small interval. Gao and Huang [16] studied a stabilization problem of high-order strict-feedback NCSs
under deception attacks and designed an adaptive control with time-variant scaled function to achieve the
asymptotic stability of closed-loop systems under deception attacks. In addition, other researchers [17-19]
have contributed extensively to the defense of other types of deception attacks for NCSs.

Among numerous methods for defending deception attacks, predictive control satisfies the desired con-
trol requirements and achieves the defense against deception attacks in the communication channels,
which has been studied in the literature. For instance, a robust predictive control combined with a dy-
namical output feedback to deal with deception attacks has been proposed [20] to convert the stability
of closed-loop systems into a solvable optimization problem by the LMI method. A research group [21]
proposed an event-triggering multistep predictive control to improve the control performance and energy
efficiency of communication, which realized stable and secure closed-loop systems. A combination of the
resilient, robust predictive control strategy with the round-robin protocol was adopted to counter decep-
tion attacks [22], which reduced the communication pressures and let the closed-loop states considering
deception attacks and round-robin protocol convergence to a given interval. Another group [23] proposed
a predictive control with a dynamical event-triggering scheme to defend deception attacks, where some
sufficient criteria were proposed to ensure mean-square asymptotic stability. Meanwhile, there are reports
on predictive control against deception attacks (see [24-26] and references therein).

The high-order fully actuated (HOFA) system method [27], a new system model for control design, has
become a commonly adopted model for physical systems because it maintains the full actuation charac-
teristic of original systems and has a clear physical background. In fact, a number of physical theorems
containing linear and angular momentum theorem, Lagrangian equation, Kirchhoff’s law are originally
second-order or high-order fully actuated, such that multiagent systems [28], combined spacecraft [29],
circuit systems [30], and other applications can be represented through the HOFA system method. The
networked high-order fully actuated (NHOFA) system is regarded as an NCS described by the HOFA
system model. It is anticipated that its analysis and control will elicit new exciting topics, and numerous
challenges related to NCSs will be re-established and resolved. Our team has obtained original results
from the literature (see [31,32]), which provides a better and solid foundation for our future, in-depth
research.

In this work, a predictive sliding-mode control scheme is proposed to achieve the security tracking of
NHOFA systems under random deception attacks, where one of the difficulties is to design a predictive
sliding-mode control with the representation of the HOFA system form and the advantages of full ac-
tuation characteristic to overcome the negative impacts of random deception attacks, and the stability
and secure tracking performance of closed-loop systems generated by the HOFA predictive sliding-mode
control are analyzed. Major contributions to address these issues are summarized as follows: First, local
HOFA feedback is designed to adjust the closed-loop system performance and regulate the prediction
model. Second, a sliding-mode variable is exploited to cope with random deception attacks by improv-
ing the robustness of closed-loop systems. Then, an incremental HOFA (IHOFA) prediction model is
established using a Diophantine equation. Through this model, the multistep sliding-mode predictions
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Figure 1 Predictive sliding-mode control of NHOFA systems under random deception attacks.

are constructed to realize the optimization of the tracking performance and defense against random de-
ception attacks. Furthermore, through the proposed scheme, the stability and tracking performance of
closed-loop NHOFA systems can be transformed into the asymptotic stability of the sliding-mode vari-
able, which enables the establishment of a sufficient and necessary condition to analyze the asymptotic
stability of the sliding-mode variable via the LMI method and the Lyapunov function. Additionally, an
experiment on the tracking control of the air-bearing spacecraft (ABS) simulator is conducted to verify
the effectiveness and practicability of the proposed scheme. The advantages of this research are as follows.

(1) An HOFA system model is presented to establish the dynamics of NCSs such that full actuation
characteristics can be used to simplify the control design and avoid drawbacks of model reduction.

(2) An IHOFA prediction model is constructed using a Diophantine equation, which utilizes an HOFA
form to design and represent the predictive control protocol for secure tracking.

(3) A sliding-mode variable is proposed to counter random deception attacks, which realizes the effective
defense by improving the robustness of closed-loop systems.

There are differences between NHOFA systems and general networked high-order systems [15,16, 33].
First, NHOFA systems can guarantee the physical meanings of the original systems due to the full
actuation characteristic, whereas common networked high-order systems [15, 16, 33] use the traditional
first-order state-space model to describe the NCS dynamics, which leads to loss of physical meanings.
Second, NHOFA systems consider the high-dimension vector and high-order difference equation of the
system model; however, general networked high-order systems [15,16,33] only consider the high-dimension
vector but neglect the high-order difference equation. Last, the control design of NHOFA systems can
directly apply full actuation characteristic of presenting a control law in HOFA form in a simple way, but
that of general networked high-order systems [15,16,33] is hard in high-order form without considering
model reduction.

Notation. |-|| is the Euclidean norm. N, > N, is the output and control prediction horizons. (¢ +
i|t — j) indicates the i-th ahead prediction of w(t) based on ¢ — j time where w(t) represents the state,
input, output, and other associated signals. ¢ denotes a time operator satisfying w(t+i) = ¢'w(t), i € Z
(see [34]). A =1—q ! is a difference operator so that Aw(t) = w(t) — w(t — 1) is the increment.

2 Problem formulation

From [31,32], NHOFA system is described by

n—1

2(t+n) =~y At +1i) + Bu(t), y(t) = Cx(t), (1)

i=0

where z, u € R", y € R™ indicate the state, input, and output vectors, A; € R**% §=10,1,...,n — 1,
B € R (' € R™*™ are given coefficients, and det(B) # 0.
Assumption 1 ([31]). The state vector of NHOFA system (1) is available.

Then predictive sliding-mode control of NHOFA systems under random deception attacks is shown
in Figure 1, where 75 and 7, indicate the communication delays in the sensor to networked controller
(SNC) and networked controller to actuator (NCA) channels, and 7 = 7, + 7. dsc(t) and dc,(t) are
regarded as random variables to represent the randomness of actually effective attacks in the SNC and
NCA channels and also can be detected and converted as the values 0 and 1 via some feasible detection
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strategies (e.g., [7]). dsc(t)/dca(t) = 1 denotes that the random deception attack successfully attacks
the SNC/NCA channel, and dsc(t)/dca(t) = 0 indicates the random deception attack in the SNC/NCA
channel is failed. Considering the complexities and uncertainties in the network, many kinds of cyber
attacks are described by random processes to represent the randomness of attack patterns, where the
Bernoulli process is one of the most common modes. Following the idea in [35], dsc(t) and d..(t) are
described by Bernoulli processes with the following probabilities:

Prob{dsc(t) = 1} = p, Prob{dsc(t) =0} =1 — p,
Prob{éca(t) = 1} = v, Prob{éc.(t) =0} =1 — v,

where u, v € [0, 1] are known constants denoting the successful rate of initiated deception attacks. In this
work, dsc(t) and dca(t) result in the false data (sc(t) and (ea(t) injected in the SNC and NCA channels to
tamper with the output and control signals; that is

yc(t) = y(t) + 5sc(t)gsc(t)a Av(t) = AUc(ﬁ) + 5ca(t)gca(t)v (2)

where y(¢) and Awv(t) are the real signals sent by the local sensor and received by the local actuator,
respectively, y.(t) and Av.(t) denote the signals of output and predictive sliding-mode control increment
received and generated by the networked controller, respectively.

Assumption 2 ([32]). (1) The clocks of all elements are synchronized; (2) there are timestamps in
the process of data transmission; (3) 7, and 75 are given positive integers and also the multiples of the
sampling period.

Assumption 3 ([12]). (s () and (ea(t) are uniformly bounded in relation to time ¢.

To cope with random deception attacks, a predictive sliding-mode control scheme for NHOFA system
(1) is provided as

u(t) = B (ua(t) + 0(0), ) = 3 Kegal +9) ®)

where ug(t) € R™ is a local HOFA feedback and K.; € R"*" i =0,1,...,n — 1 denotes the associated
HOFA feedback coefficient, and v(t) € R” is a security control item designed by predictive sliding-mode
control. Then, a closed-loop NHOFA system is implemented as

n—1

l‘(t + Tl) = - Z Aicx(t + Z) + Uc(t) + 5ca(t)<ca(t)a y(t) = Cl‘(t), yc(t) = y(t) + 5sc(t)<sc(t)a (4)

1=0

where A;c = A; — K4y @ = 0,1,...,n — 1, and v.(t) € R™ indicates the real tracking control item
designed by the networked controller. Concretely, when d.,(t) = 0, the launch of a deception attack in
the NCA channel is failed, and then Av(t) = Awvc(t) and v(t) = vc(t). When 6c,(¢) = 1, the launch of
deception attack in the NCA channel is successful, and then Av(t) = Avc(t) + dea(t)Cealt) and v(t) =
U(t - 1) + Av (t) + 6ca(t)gca(t) = Uc (t) + 5ca(t)gca(t)-
Problem 1. Given NHOFA system (1) with Assumptions 1-3, a predictive sliding-mode control scheme
(3) is provided to achieve the stability and tracking performance of closed-loop NHOFA system (4), such
that the following Conditions (1) and (2) are satisfied:

(1) For a given reference r(t), if ||r(¢)| < oo, ||y(t)| < oo, ¥Vt > 0;

(2) iyl ly(t) — r(0)]| = 0.

3 Main results

3.1 Design of the sliding-mode variable

Sliding-mode control is an effective robust control approach to address the uncertainties, including pa-
rameter perturbations and external disturbances. When launching the deception attacks successfully,
the false data injected in systems can be also equivalently regarded as the uncertainties. In this view,
the sliding-mode control can be naturally introduced to the defense and control of deception attacks.
In recent studies, there exist many representative cases on the sliding-mode control against deception
attacks (see [36-38] and references therein).
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Following this idea, the tracking error e(t) is defined as e(t) = y(t) — r(¢), then Conditions (1) and (2)
in Problem 1 are satisfied if lim;_,o0||e(¢)|| = 0. Then, a linear sliding-mode variable s(t) € R is designed
as

s(t) = E(g~He(t), (5)
where Z(¢71) = Z:'Lio &q~" is chosen as a Schur polynomial matrix, & € R!*™ represents the related

coefficient matrix, ne is a given positive integer. When s(t) = 0, a corresponding linear difference equation
is completely expressed as

[1]

s(t) = Ee(t) = ) &g "e(t) = &oelt) + &re(t — 1) + - + Enelt —ng) = 0.
=0

The unique solution of the above equation is e(t) = 0, such that Problem 1 is solved if lim;_,||s(t)|| = 0.
3.2 Design of the predictive sliding-mode controller
When there exist no attacks in the SNC and NCA channels, the nominal form of closed-loop system (4)

is given as
n—1

x(t + n) = - Z Aicx(t + 1) + 'Uc(t)v yc(t) = y(t) = Cx(t) (6)

by applying a g operator, and the nominal system (6) is equivalent to
A(g™a(t) = Blg Hve(t - 1), (7)
where A(q™!) = Z;Zol Aicq"™ "+ I, B(q~') = ¢*=". Then, a Diophantine equation is proposed as
Ei(gYAA+q 'R =1,

where Ej(¢~') and Fj(¢~!) are polynomial matrices depended on prediction horizon [ and system co-
efficient A(q™1), given as Ej(q~!) = Z;;IO erkq ", Filg™") = Y p_ furg™". Multiplying E/Aq' at (7)
obtains

EIAAI(t + Z) = EIBA’UC(t +1— 1).

Combining it with the Diophantine equation, an IHOFA prediction model is constructed as
z(t+1) = Fe(t) + GilAv(t +1 - 1), (8)

where Gi(¢7!) = Ei(¢"Y)B(¢7!) = 22;10 g1.kq* """ k. Considering the communication delays in the SNC
and NCA channels, z(t) can be predicted as

Tt =T+ Ut —75) = Fla(t — 75) + GIAD(t — 75 + 1 — 1|t — 75),
where I =1,2,..., 7+ Ny. From Il =7+ 1tol =7+ Ny,

Ft+ 10+ 1t —75) = Friq2(t — 75) + Gr1A0:(t + 7alt — 75),

B(t+ 70 + Ny|t — 75) = Fryn,2(t — 75) + Gryn, AVt + Ta + Ny — 1]t — 75),
so that the prediction of system output is given as
Gt + 710+t —75) = Ci(t + 10 + |t — 75), 9)

with! =1,2,...,N,. When!= N, +1,...,Ny, 0c(t + 7 + 1|t — 75) = Vo(t + Ta + Ny|t — 75) such that
Adc(t + 7o + 1|t — 75) = 0. Combining (9) with (5), the sliding-mode variable s(t) is predicted as

St+ma+ 1t —7) =BGt +Ta+ 1t —75) —Er(t +7a + 1),
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5(t+Ta+ Nyt —75) =EG(t + Ta + Ny|t — 75) — Er(t + 7a + Ny),
which can be compactly rewritten as

S(t+7a+ Nyt — 7o) = PLAVL(t + 7a + No|t — 70) + Poz(t — 7o) — Z4R(t + 7a + N,),

with
S(t + Ta + Nylt — 75)
S(t+7a+ Nyt — 1) = : ,
S(t+ 70+ 1t —75)
Ade(t 4+ Ta + Nyt — 75)
AVe(t + 7o + Ny|t — 1) = : ,
Ade(t + Talt — 75)
r(t +7a + Ny) =
R(t+Ta+Ny): 7Ed: ’
r(t+7.+1) =
and
i LT+Ny 0 0 i I D7'+Ny 1
Lrin,+1 0 0 D-
P, = Py = +Ny+1
0 Lin, D:ryn,
0
L 0 0 Lri1 Dria

where D,y = ZCF; 4, L1 = ECG;4;. Then, a cost function for secure tracking control performance

is defined as

J(t) = ||S(t + Ta + Nylt — 75) — Seet(t + Ta + Ny |7y, + | AValt + 7a + Nult — 75) |13,

(11)

with Sret(t+7a+Ny) = [s;Fef(t +Ta+Ny) - s?ef(t +7a+1) |7, where s,c¢(t) indicates the sliding-mode
reference, W7 and W5 are the positive definite weighted coefficient matrices. In (11), the first item pays
attention to the difference between sliding-mode prediction and sliding-mode reference, and the second
one provides a limitation of predictive control increment such that it is realistic in practical applications.

Additionally, an incremental constraint is given as

AD(t 4 7o + |t — 75) = NAD(t + Talt — 75),

where v, > 0,1 =1,2,..., N, represents the weighting coefficient; hence P; can be degenerated by

Py = PT", T = Blockdiag{yn,I,...,v1I,I}.

To obtain the optimal predictive sliding-mode control increment, let

0
0AI7C(t + 7o + Nylt — 75)

J(t) = 0.

By considering (10), the above is obtained that

PEWy(P3AV,(t + 7o + Ny|t — 72) + Po(t — 7o) — Z4R(t + 7o + Ny)
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~Sret(t + 7o + Ny)) + WaAVe(t + 7 + Nyt — 75) = 0,

such that

AVe(t + o + Nylt — ) = My Moa(t — 75) + My M3 Spet (t + 7o + Ny) + M7 MyR(t + 7o + N,), (12)
with My = PIWi Py + Wa, My = —PYWA Py, My = PEWy, My = M3Z,. On the network node, the
optimal predictive sliding-mode control increment is calculated as Adq(t + Talt — 7s) = HAVL(t + 7o +
Nyt —75) with H=1[0 -.- 0 I], given as

Abe(t + Talt — 75) = HM; ' Max(t — TS)+HM;1M35ref(t + 7o+ Ny) + HM] ' MyR(t + 7 + N,).
On the actuator node, Av.(t) is set to Av.(t) = Ad. (¢t — 7); that is
Ave(t) = HM; Moz (t — 1) + HM;lMgsref(t + N,)+HM; "MyR(t+N,). (13)

From (12), the final form of predictive sliding-mode control depends on the sliding-mode reference
sref(t). According to [39], a sliding-mode reference syet(t) is designed as

seet(t + 1) = (1 = MT)s(t) = AT f(s(t), . B),

where A\, A2 € (0,1) are known constants, T is the sampling period, f(s(t),a, ) is a power function
given as

= B,
<

Y

(s(8).0 ) = {'S'jsgws), 432

617(1 ) S

with 8 > (ﬁfT) = , 11\2ATT ,a, € (0,1), and sgn(s) is a symbolic function related to s and is generated
by
1, s> 0,
sgn(s) = ¢ 0, s=0,
—1. s<0.

Remark 1. In this paper, us(t) also plays an important role to adjust the secure tracking control
performance of closed-loop system (4) by stabilizing the following system:

n—1
o(t+n)+ Y At +i) =0,
i=0
so that how to solve the solutions of K, ; is a key problem. According to our method in [31], a guidance

is provided to obtain the completely analytical solutions of HOFA feedback coefficients K. ;.
Step 1. Solve two polynomial matrices D;(z) and Ds(z) satisfying

n—1
A(2)D1(2) = Da(z), Alz) = 2" + Z A,
Step 2. Let D;(2) = [diji(2)]; 7> © = 1,2, and €. = max{deg(d;(2)), j,l =1,2,...,7} represents the
highest degree of d;ji(2) with respect to 2, such that D;(z) = 7 D,z
Step 3. Choose a Schur matrix A, and an arbitrary matrix Z. to compute two parameter matrices W,
and V. as

V= ZDhZ Al Vo= [VTATVT - (Agfl)TvT}T, W, = ipmmg.
=0

Step 4. If det(V.) # 0, compute the coefficient matrix K. = [K.g K1 -+ Kepn_1] via Kc = WV
Else, return to Step 3 to recompute the parameter matrices W, and V..
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3.3 Analysis of stability and tracking performance

According to Subsection 3.1, the stability and tracking performance of closed-loop NHOFA system (4)
can be transformed into the asymptotic stability of sliding-mode variable s(¢). Actually, Av.(t) in (13)
is designed for nominal system (6). Combining (2) with (9), the prediction of s(t) for closed-loop form
(4) can be corrected as

$(t+Tatlt—7s) = Be(t+Tatl|t—T15)
= Z2CE(t+Ta+t—Ts) + Ebsc (t+7a)Csc (t+Ta) —Er(t+1a+1)

+ Edsc(t+Ta)Cse (t+7a) —=Er(t+Ta+1)
= Ly AV (t+Ta+1—1|t—75) + Drpyx(t—75) + Neyqw(t+7a) — Er(t+71a+1),
with
Oca(t+7a—1)a(t+7a—1)
Osc(t+7a)Gsc (t+Ta)
Thus, S(t + 7o + N[t — ) in (10) is re-summarized as

S(t+ 7o+ Nylt — 72) = PLAVL(t + 7o + Nt — 7) + Poz(t — 7) + Paw(t + 7a) — ZaR(t + 70 + Ny), (14)

w(t+Ta) = ] s Nej = |:LT+l E} -

with Py = | NTTJr N, e NEH]T. Because W5 cannot affect the closed-loop stability, let Wy = 0 and

W1 = I; then Eq. (12) can be degenerated as
PIPAV(t + 7o + Ny|t — 7)) = =Py Pox(t — 7)) + PEEGR(t + 7o + N,) + P Seet(t + 7 + Ny).
Taking the above into (14) yields

S(t+ Ta + Nylt — 75) = Sret(t + Ta + Ny) + Prw(t + 7a),
which is equivalent to
Se(t + Nyt —7) = Sret(t + Ny) + Pyw(t);
the last row of the above is represented as
s(t+1) = sper(t +1) + Nepqw(t) = (1 = MT)s(t) — AT f(-) + Nrprw(t), (15)
where f(-) represents f(s(t), «, ).
Theorem 1. System (15) realizes the asymptotic stability if and only if Q17 < 0 and QQQ—QITQQﬁlng <
0, where
\3T? —XT' N,y
*>‘2TN;F+1 N;F+1N'r+1
(16)

Qll = )\%TQ - 2)\1T, 912 - |:)\1)\2T2 - )\QT N7-+1 - )\1TN7—+1:| ; QQQ =

Proof.  For system (15), a Lyapunov function is given as
n(t) = s*(t)s(t) > 0.

Then system (15) realizes the asymptotic stability if and only if An(t +1) = n(t + 1) — n(¢) < 0, which
can be completely expressed as

At +1) =sT(t)s(t) —sT ()M Ts(t)—sT ()N Tf()+8T (1) Neprw(t)— s ()M Ts(t)+s (H)A2T2s(t)
5T (OMAT? () =T (OMTNryrw(t) = fEO)NTs(6)+ T (M AT2s(t)+ f T (ONT?f ()

— ST AT N rw(t) +w" (ONT () —w" (ONT M Ts(t)—w” ()NT, Ao Tf ()
T

s(t) 0 Q s(t)
P ONE AN -5 s = | 50 | o o <o,
w(t 12 22 w(t)

where 11, Q12 and Qg are provided in (16). According to Schur complement, [gi 3;:] < 0 can be
equivalent to 211 < 0 and g5 — 9?29111912 < 0.
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Figure 2 (Color online) (a) Hardware structure and (b) experiment platform of ABS simulator.

Table 1 Related parameters of ABS simulator

Parameter Notation Value

Mass M 19.4 kg
Moment of inertia J 0.239 kg - m?

Radius T 0.18 m

4 Application to air-bearing spacecraft simulator
4.1 Plant model

ABS simulator, given in Figure 2(a), is a common simulated device to realize the attitude joint orbit
control of spacecraft at ground (see [40-42]). It has three freedom degrees to be controlled, containing
x, y (positions in this plane), and ¢ (angle rotating about z-axis). The related parameters of the ABS
simulator are provided in Table 1.

An experimental platform of ABS simulator is established in Figure 2(b), where the information of z,
y, and 1 is obtained by using VICON infrared cameras through optical markers of ABS simulator, and
is sent to VICON server via local area network. Android controller uses the data to calculate the control
inputs for the ABS simulator. A supervisory control software on computer is performed to achieve the
monitoring and preservation of real-time information (more details are shown in [43,44]). The origin is
located at the center of the granite monolith. Based on the results in [31], a discrete-time second-order
fully actuated system model of the ABS simulator is presented as

Max(t+2) — 2Maz(t + 1) + Mx(t) = T*F,(t), (17a)
My(t+2) —2My(t + 1) + My(t) = T?F,(t), (17b)
JU(t +2) — 2J9(t + 1) + J(t) = T?Fr(t), (17¢)

where T is the sampling period. The tests show that the Ping delay of our experimental platform is
among 30-110 ms. In order to avoid the negative impacts of Ping delay and complicated computations,
T isset toT =0.2s.

4.2 Comparative simulation

System (17a) is taken as an illustration to compare with an observer-based dynamic output feedback

control (OBDOF) in [35] to illustrate the effectiveness. Following [35], choose pn = v = 0.05, and the

active times of random deception attacks are shown in Figure 3(a). When dsc(t)/dca(t) = 1, the false

data (s (t) and (ea(t), shown in Figure 3(b), are injected in the SNC and NCA channels to tamper with

the real signals. The communication delays in the SNC and NCA channels are given as 7, = 3, 75 = 2.
For the proposed work, a predictive sliding-mode control scheme for system (17a) is given as

1 1 1
Fult) = 75 Ka(t) + 75 Kona(t + 1) + —v(0), (18)
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Figure 3 (Color online) Random deception attacks in the SNC and NCA channels. (a) Successful rate of random deception
attacks; (b) random false data injected.
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Figure 4 (Color online) Comparative results between predictive sliding-mode control (18) and OBDOF control in [35].
(a) Tracking performance; (b) control input.

where K o = 19.0159, K,; = —19.2060 are computed by using the guidance in Remark 1. For predictive

control, let N, =5, N, = 3, Wy = I, Wo = 101, ' = I and choose s,(t) = Z,(¢ e, (t) with =, =

0.5—0.3¢~ ! —0.1g~2. For the sliding-mode reference, A\; = 0.1, Ay = 0.05, o = 0.5, = (%)ﬁ +0.1.
For OBDOF control in [35], system (17a) is firstly transformed into a first-order expression as

X(t+1) = A X(t) + Bo Fi(t) + Babea(t)Cea(t), x(t) = CoX(t) + dsc(t)Cse (),
where
x(t)

T
, A = 01 , By = 0 , Cp = ! .
z(t+1) —12 0.0021 0

Then an OBDOF controller is established as

AX(t+1) = Koppora1AX (t) + Kospor2Ax(t), AF,(t) = KopporsAX (t) + Koppor.a(x(t) — r(t)).

The Kospor,i, ¢ =1,...,4 is solved by an LMI as AgBDOFPAOBDOF — P <0, where P is a symmetric
and positive definite matrix and

Ay B KoBDOF,3 B> KoBDOF 4
Aospor = | Kospor,2Cy Kospor,1 0 <0.
-C, A, —CyB;Koppor,s I — Cy By KoBpoF4

Then, the comparative results are shown in Figure 4.
Figure 4(a) illustrates the predictive sliding-mode control (18) can achieve the output tracking in
steady and dynamical processes and overcome the negative effects caused by random deception attacks.
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Figure 5 (Color online) Real responses of tracking experiment for ABS simulator under random deception attacks.

Meanwhile, OBDOF control in [35] also effectively copes with the same attacks to satisfy the tracking
performance in a steady process, but it leads to unsatisfactory dynamical performance, containing over-
shoot and oscillation. The comparison of control input is given in Figure 4(b), which shows the total cost
of control input for the predictive sliding-mode control (18) is less than that of OBDOF control in [35].
Figure 4 fully demonstrates the effectiveness and advantages of the proposed predictive sliding-mode
control scheme.

4.3 Experimental verification

To further prove the practicability of a predictive sliding-mode control scheme, a tracking control exper-
iment of the ABS simulator is taken to verify the theoretical results.

For systems (17a) and (17b), the prediction horizons, prediction and attack parameters, and commu-
nication delays are chosen as the same as in Subsection 4.2, the control protocol is selected as the same
as (18). For system (17c), there is no information exchange. A local HOFA feedback is provided as

Fr(t) = %K@z}ow(t) + %Kwﬂ/)(t +1),

where Ky = 0.1673, K1 = —0.2151 are computed by using the guidance in Remark 1. The experimental
results are given in Figures 5-7 and the variation trends of sliding-mode variables are shown in Figure 8.

Figure 5 gives the real responses of the tracking control experiment for the ABS simulator under
random deception attacks, where x and y responses can achieve the tracking performance under random
deception attacks in the SNC and NCA channels with allowable errors, 1 is also be stabilized but still
exists the vibration in the steady process because of the airflow in the experimental site and the reaction
forces produced by thrusters. The control inputs of this experiment are plotted in Figure 6, which have
some jitters because the linearized model (17) omits the uncertainties and nonlinearities but control inputs
are still required to deal with them. Figure 7 provides the real motion trajectory of the ABS simulator,
and shows the ABS simulator can reach and remain at the given location, so that the practicability
of the proposed predictive sliding-mode control scheme is proved. Figure 8 shows the sliding-mode
variables converge to 0. Note that the above drawbacks will be addressed along with our future and
depth researches.
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Figure 6 (Color online) Real control inputs of tracking experiment for ABS simulator under random deception attacks.
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5 Conclusion

In this work, a predictive sliding-mode control scheme is proposed to address the security tracking of
NHOFA systems under random deception attacks. A sliding-mode variable was adopted to counter
random deception attacks by enhancing the robustness of closed-loop systems. Thereafter, an IHOFA
prediction model was developed using a Diophantine equation. Through the model, multistep sliding-
mode predictions were constructed to optimize the tracking performance and defense of random deception
attacks. Comnsequently, a sufficient and necessary condition was put forward by using the Lyapunov
function and the LMI method to ensure the stability and high tracking performance of closed-loop NHOFA
systems. Future work will focus on the secure coordinated control of NHOFA multiagent systems under
deception attacks and the secure tracking control of NHOFA systems under other types of cyberattacks.
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