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We consider the security issues in a satellite remote sens-

ing (SRS) and image processing system. Specifically, we

present a novel architecture of a secure SRS image recog-

nition system by using a radio frequency (RF) fingerprint

to identify whether a satellite user is authenticated or not.

For unauthenticated users, we address the method of adding

perturbation into their received SRS images, which can de-

grade the performance of SRS image recognition at the end

of unauthenticated users. For authenticated users, we pro-

pose a novel attention mechanism model to recognize rotat-

ing objects, which can increase the accuracy of detecting

SRS images.

Few-shot RF fingerprinting recognition algorithm. In the

first part, we focus on the RF fingerprinting recognition

when only a few RF training samples are available. In such

a scenario, the performance of most existing algorithms dra-

matically degrades. In this study, we propose a few-shot RF

fingerprinting recognition algorithm based on a matching

network model. A matching network consists of two parts:

the embedding function module and the fully-conditional

embedding (FCE) module.

We design the embedding function module by introduc-

ing an attention kernel function, which uses the Euclidean

distance to calculate the similarity between samples as

L(f(x), g(x̄)) =
√

(f(xI)− g(x̄I))2 + (f(xQ)− g(x̄Q))2,

(1)

where x and x̄ represent the data in the support and query

sets, respectively. xI and xQ represent the I-channel and

Q-channel signals, respectively. g represents the embedding

function on a support set, and f represents the embedding

function on a query set.

The loss function of a matching network model can be

represented as

Loss(x) = E
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

, (2)

where E{·} denotes the expectation.

We propose an FCE module which adopts the bidi-

rectional long short-term memory (LSTM) network to

strengthen the embedding functions g and f , respectively.

Given the sample x in the support set, we can use the em-

bedding function g to encode x as g′(x). Afterward, we use

the bidirectional LSTM model to obtain the forward output

A and the backward output A′. Finally, we can attain the

output vector g(x) as

g(x) = g′(x) +A(g′(x)) +A′(g′(x)). (3)

For the embedding function f of the query set samples,

an LSTM network model with an attention mechanism is

adopted. We can achieve the state of the final hidden layer

hk with a step size of k by the function of LSTM(x, h, c)

from (4). Also, we can calculate the attention kernel func-

tion with a bidirectional LSTM network ALSTM as

(hk, ck) = LSTM(f(x), hk−1, ck−1), (4)

ALSTM(hk−1, g(x)) = ehk−1g(x)/
∑

x

ehk−1g(x). (5)

Image perturbation algorithm. We present image pertur-

bation for unauthenticated users. For SRS image recogni-

tion, we need to consider the rotation of objects in an im-

age. Thus, a few off-the-shelf adversarial algorithms which

modify the values of pixels in the original images may have

low performance on SRS image recognition. Therefore, we

slightly change the directions of objects in the image to

achieve high robustness of SRS image recognition. Specifi-

cally, we propose a spatially transformed adversarial (STA)

algorithm for a high level of robustness in image recognition

as follows.

Let F denote the pixel difference between the original

image Q and the adversarial sample Qadv (i.e., the image

Q with perturbation). If Q
(j)
adv represents the jth pixel of

Qadv, (x
(j)
adv , y

(j)
adv) denotes the coordinate point ofQ

(j)
adv. Let

Fj = (△x(j),△y(j)) be the difference between Q and Qadv

at their jth pixel point. We can calculate the coordinate

point of Q(j) as (x(j), y(j)) = (x
(j)
adv +△x(j), y

(j)
adv +△y(j)).
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We employ a differentiable bilinear interpolation [1] to rep-

resent the values of pixels in the image as

Q
(j)
adv =

∑

i∈S(x(j),y(j))

Q(i)(1−|x(j) −x(i)|)(1−|y(j) − y(i)|),

(6)

where S(x(j), y(j)) denotes the neighborhood of (x(j), y(j)),

including top-left, top-right, bottom-left, bottom-right pix-

els. With the function of F , we can modify the direction of

the objects in the images, thereby improving the robustness

of SRS image recognition.

To achieve the function of F , we can define the objective

function as

F ∗ = argmin
F

Gadv(Q,F ) + ǫGsmo(F ), (7)

where Gadv(Q,F ) denotes the loss of object misclassifica-

tion, Gsmo(F ) indicates the loss of the smoothness of spatial

changes, and ǫ denotes the balance between two losses. We

present two types of losses as

Gadv(Q, F ) = max
i6=j

C(Qadv)i − C(Qadv)j , (8)

where C(p) represents the classification of p;

Gsmo(F ) =

all pixels
∑

i
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j∈S(i)

√

∥

∥△x(i) −△x(j)
∥

∥

2

2
+

∥

∥△y(i) −△y(j)
∥

∥

2

2
,

(9)

where Gsmo(F ) represents the total difference of coordinate

points around a pixel. The minimum loss in (9) can guaran-

tee the similar difference and direction of the points around

the pixel point i to smooth the spatial changes.

Image recognition algorithm. We present the problem of

image recognition when a satellite user is identified as au-

thenticated. This model primarily includes a convolutional

attention mechanism module.

By introducing the attention mechanism, we propose a

novel convolutional block attention module (CBAM) for im-

age recognition. A CBAMmodel comprises two independent

modules: the channel attention module and the spatial at-

tention module. Channel attention is responsible for under-

standing which input features are expected to extract, and

its mathematical representation is shown as

Mc(F ) = σ(W1(W0(F
c
avg)) +W1(W0(F

c
max))), (10)

where F c
max and F c

avg represent the maximum pooling and

mean pooling on the feature map F , respectively. W0 and

W1 are the weights of a two-layer neural network. σ repre-

sents the parameter of ReLU in the neural network. Mc(F )

represents the output of channel attention.

Spatial attention is responsible for understanding which

pixels to focus on, and its mathematical representation is

shown as

Ms(F ) = σ(G(F c
max , F

c
avg)), (11)

where G(x) represents a convolutional layer to extract the

features. Ms(F ) represents the output of spatial attention.

Experiments. For RF fingerprinting recognition, we ex-

periment by collecting RF data with universal software radio

peripherals (USRP), composed of a NI-PXIe 1085 device

and three USRP-RIO-2943 devices to simulate four satel-

lite earth stations [2]. For image recognition, we collect the

SRS images from the dataset of DOTA. These SRS images

are originally from different data sources, including Google

Earth and JL-1 satellite [3]. These DOTA images contain

various objects at different scales, orientations, and shapes,

and they are annotated by experts using 15 common object

classes.

The experiment results show that our matching network-

based algorithm can outperform the other RF fingerprinting

recognition algorithms when only a small amount of RF data

are available, e.g., in remote sensing. Also, our proposed

STA algorithm can dramatically reduce image recognition

accuracy at the unauthenticated user end. This algorithm

outperforms its benchmark algorithms in confusing unau-

thenticated users. Our proposed CBAM algorithm for im-

age recognition outperforms its benchmarks, including the

SCRDet algorithm, the R3Det algorithm, the YOLOv5 al-

gorithm, and the ROT-YOLOv5 algorithm [4], which are

the most widely used algorithms for target detection.

Conclusion. This study has proposed a secure SRS image

processing system with RF fingerprinting for user authenti-

cation. Considering the small amount of RF data, we offer a

few-shot RF fingerprinting recognition algorithm based on a

matching network. Also, we propose an image perturbation

method with the STA algorithm to confuse unauthenticated

users to reduce the accuracy of recognizing SRS images. We

design a CBAM-based image recognition algorithm for au-

thenticated users to detect rotating targets. By comparing

with a few benchmark algorithms, our proposed RF finger-

printing recognition algorithm, STA-based image perturba-

tion method, and CBAM-based image recognition algorithm

can achieve better performance.
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