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Abstract Software-defined networks (SDNs) present a novel network architecture that is widely used in
various datacenters. However, SDNs also suffer from many types of security threats, among which a dis-
tributed denial of service (DDoS) attack, which aims to drain the resources of SDN switches and controllers,
is one of the most common. Once the switch or controller is damaged, the network services can be affected.
Many defense schemes against DDoS attacks have been proposed from the perspective of attack detection;
however, such defense schemes are known to suffer from a time consuming and unpromising accuracy, which
could result in an unavailable network service before specific countermeasures are taken. To address this issue
through a systematic investigation, we propose an elaborate resource-management mechanism against DDoS
attacks in an SDN. Specifically, by considering the SDN topology, we leverage the M/M/c queuing model
to measure the resistance of an SDN to DDoS attacks. Network administrators can therefore invest a rea-
sonable number of resources into SDN switches and SDN controllers to defend against DDoS attacks while
guaranteeing the quality of service (QoS). Comprehensive analyses and empirical data-based experiments
demonstrate the effectiveness of the proposed approach.
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1 Introduction

Compared with a traditional network, a software-defined network (SDN) decouples the control plane
from the data planes. The forwarding devices, such as switches on the data plane and the controller on
the control plane, are important infrastructures, and the CPU is considered the most important resource
because the CPU determines the processing capacity. Although the data and control planes have different
responsibilities, they are closely related and communicate through the southbound protocols. OpenFlow
is the most commonly applied orthodox standard SDN-based protocol [1,2]. In addition, a flow table is
filled with specific flow rules for each switch. The controller installs, modifies, and deletes the flow rules
of the switch through the southbound protocol, whereas the switch forwards data packets according to
the flow rules [1,3].

By dividing the network into different planes, an SDN enables a programmatically efficient and dynamic
network configuration to improve the network performance and monitoring, leading to a more elastic
network management than that of a traditional network architecture. Although the centralized control
and programmable features of an SDN provide many benefits to network management, such networks
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still face several security threats [4]. SDNs have various security issues such as timing side channel
attacks [5], persona hijacking [6], and network topology poisoning attacks [7]. Some countermeasures
have been proposed to resist such attacks [6-9]. Meanwhile, the number of distributed denial of service
(DDoS) attacks, one of the most common types of attacks having a significant impact on the quality
of network services, is increasing each year and is becoming a major threat!). In addition, with the
development of network technology, DDoS attacks have different manifestations in SDN networks, such
as attacking the flow table in the switch [10], controller, and link [11]. Irrespective of its type, a DDoS
attack is essentially a competition between attackers and defenders for resources [12-14], and the party
with the greater number of resources will be the final winner. The data and control planes are usually the
targets of DDoS attacks. For instance, the processing of switches and controllers is inseparable during
the installation of a new flow rule. If any of them fails to serve efficiently, the forwarding of network
traffic will be affected, and the quality of service (QoS) can no longer be guaranteed.

Fortunately, for DDoS attacks in an SDN, prior studies have focused on massive intrusion detection and
defense methods that exploit packet signatures or network behavior. Mousavi et al. [15] claimed that a
state in which the controller cannot work normally owing to a DDoS attack is fatal to an SDN. The authors
proposed an attack detection method that exploits the entropy variation of the destination TP address.
Niyaz et al. [16] developed a DDoS detection system based on deep learning. Their implementation uses
features extracted from network traffic headers, and then identifies the attack traffic based on the training
model. Zheng et al. [17] presented an adaptive correlation analysis system for defense against a DDoS
attack, by which the switches are instructed to collect partial information by the controllers, and the
system is able to detect various types of DDoS attacks and throttle the attack traffic.

Most of these studies conducted to defend against DDoS attacks are based on attack detection, such
as in [18], and are focused on blocking attack traffic after the detection of a DDoS attack. The main
difference between their approaches is the diverse accuracy resulting from the various detection methods
applied. Although these methods are useful for defending against a DDoS attack, a high cost of detecting
such an attack is inevitable. As expected, the system may not be able to provide proper services during
DDoS attack detection. Furthermore, if a sudden DDoS attack directly defeats the system, these detection
systems cannot operate successfully or effectively.

In this paper, we propose an effective static resource investment method for defending against DDoS
attacks aimed at affecting the QoS by delaying the installation time of the flow rules. As mentioned
previously, the key issue in defeating DDoS attacks is the allocation of adequate resources. Provided a
sufficient number of resources, the service will be unaffected. The installation of the flow rules involves
switches and controllers. The CPU is one of the most important resources for the normal operation of
the switches and controllers, and we therefore consider the number of CPUs when investing in switches
and controllers. If a sufficient number of resources are invested in the switches and controllers, the time
required to install the flow rules will not exceed a certain threshold. To deduce the resource requirements
and guarantee the QoS when defending against DDoS attacks, we exploit queueing theory to conduct
a performance evaluation, which is widely used in an SDN performance analysis, such as in [19,20]. In
addition, we consider the impact of the topology on the CPU resource investment in switches because
switches in different locations undertake different traffic in a datacenter. Thus, it is rational to make
different resource investments. As a result, if the network topology of a datacenter is determined, we
can guarantee the QoS of the entire network through a reasonable resource investment based on our
mathematical model. In addition, such a static resource allocation method can ensure continuous normal
network services compared to a defense method based on attack detection.

Our contributions are as follows:

e We argue that the consumption of CPU resources must be considered to achieve a decent defense
when facing DDoS attacks aimed at affecting the flow rule installation of the switches.

e We exploit queueing theory to build a mathematical model for estimating the resource allocation
while guaranteeing the QoS of the network.

e We argue that the traffic flowing through the switches at different positions of the network topology
differs, and thus we consider the CPU investment in switches according to their positions.

e We conducted an in-depth analysis on the model along with extensive experiments to evaluate our
proposal, which was shown to be effective.

The remainder of this paper is organized as follows. Section 2 reviews prior efforts in this area. In

1) DDoS attacks in Q1 2020. https://securelist.com/ddos-attacks-in-q1-2020/96837/.
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Section 3, we then describe the features of an SDN and the mathematical knowledge used in modeling the
system. Section 4 describes the essential concept of investing resources to defend against a DDoS attack.
Section 5 presents the details of the system model. Section 6 describes the results of the performance
evaluations. Section 7 then discusses areas of future research, and Section 8 provides some concluding
remarks.

2 Related work

Our approach was inspired by members’ prior studies, which can be divided into the following three
perspectives.

2.1 DDoS attacks in SDN

The purpose of a DDoS attack is to lead to an exhaustion of resources. Switches, controllers, and links
are the main tools used in an SDN and therefore face serious threats from DDoS attacks.

Yuan et al. [10] pointed out that although switches are important forwarding nodes in an SDN, their
flow-table space is usually limited. Attackers can launch a flow table overloading attack that causes
the space to be exhausted. This is a transformed DDoS attack that can make the switch unable to
consistently achieve data packet forwarding.

Cao et al. [11] proposed adversarial path reconnaissance, an original technique that identifies target
paths and disrupts the control channel by generating low-rate TCP data traffic. They named the new
attack a CrossPath attack, which utilizes the shared links in the paths of the control and data traffic to
interrupt the SDN control channel. This leads to a failure of the normal transmission of messages in the
data and control layers, which affects the upper-layer applications.

Wang et al. [21] proposed a novel attack in which attackers inject forging packets into the SDN network,
compelling the switch to send packet_in messages and generate a resource exhaustion of the switch and
controller. This is called a data-to-control plane saturation attack, which results in an overload of the
SDN infrastructure.

Yuan et al. [22] indicated that cloud hosts can act as both attackers and victims in cybercrimes. An
attacker can rent hosts from a cloud center and launch an attack targeting the host, making the target
host unable to communicate properly.

Cao et al. [23] proposed a new attack called buffered packet hijacking, which is launched through
malicious applications by exploiting a negligence in which SDN switches process the buffered packets of
the responding buffer IDs following flow_mod messages without checking whether the match fields are
matched with the buffered packets. An attacker can leverage such an attack to disrupt a TCP three-way
handshake, which causes a saturation of the control channel.

2.2 DDoS attack defense in SDN

Compared with traditional networks, SDNs have more features that are helpful in resisting DDoS attacks.
Using an SDN to ensure the network quality, researchers have proposed several methods for defending
against DDoS attacks.

Zheng et al. [17] proposed a system for real-time attack defense based on a traffic data-information
analysis. The system is divided into collectors, detectors, and locators. The major function of the
collector is the collection of flow-related information. The detector obtains statistical information from
the collector and then detects an attack by a correlation analysis. Finally, the locator locates the attack
traffic and blocks it through the flow rules. Thus, several types of DDoS attacks can be detected.

Gillani et al. [24] proposed a resilient control network architecture (ReCON), which is a moving target
technique, as a defense against a DDoS attack. The core of this scheme is to make full use of idle
resources in the network. In the in-band mode of an SDN, ReCON can minimize the sharing of critical
links between the control plane and the data plane and exploit the under-utilized OpenFlow agent (OFA)
to elastically increase its capacity.

Zhang et al. [25] proposed SWGuard, a defense solution that detects and prioritizes abnormal control
messages based on a host-application pair to defend against control plane reflection attacks. In the
controller, a monitoring module collects the messages to be downlinked and assigns different priorities.
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Multiple priority queues are set up on the switch. The scheduler on the switch conducts the scheduling
and processing based on the different priorities of the messages.

Zhang et al. [26] proposed Poseidon, a defense method that exploits programmable switches to leverage
abstracted policies of known DDoS defense strategies and dynamically manage the underlying resource
management, providing a flexible and convenient method for implementing defense strategies.

Xie et al. [27] proposed CrossGuard, a defense system applied against CrossPath attacks, which miti-
gates congestion through protection rules that automatically activate a timeout mechanism to sustain the
control flow process by reducing the bandwidth and detecting attack flows based on the flow statistics.

Many prior studies on DDoS attack defense methods require authority to control the entire system or
extend the original switch or controller architecture. Undoubtedly, the method of expanding the original
architecture to resist an attacks faces the problem of versatility in practical applications. In addition,
it might be difficult for the system to provide the expected services when an attack occurs if the attack
defense scheme is implemented after an attack has been detected.

2.3 Queueing model in SDN

In an SDN, the processing of the data packets must go through switches and controllers, and much of
the work is done through queueing theory models for a related analysis.

Xiong et al. [19] proposed an OpenFlow network performance model based on queuing theory. They
constructed a packet-forwarding process on the switches and a packet_in process on the controller
through M/M/1 and M/G/1 queueing models, respectively, and solved the closed expression of the
average packet sojourn time and the corresponding probability density function.

Singh et al. [28] mainly discussed the impact of the buffer on the switch according to the queueing
theory. They compared the performance when the data and control plane traffic share a buffer, and the
performance when these two types of traffic are processed by the switch in a priority queue. The results
show that switching with the priority queuing buffer achieves a better performance.

Jarschel et al. [29] established an M/M/1/00 queuing theory model for the OpenFlow architecture based
on the OpenFlow switch forwarding rate and blocking probability, which can help developers assess the
sojourn time and packet loss rate of the data packets. This indicates that the processing time of the
controller affects the sojourn time of the packets.

Shen et al. [30] proposed the use of queuing theory to estimate the minimum switch flow table entries,
considering the flow distribution and path selection. They considered that the entire life cycle of a flow
table entry comprises three processes: packet_in, handling, and serving. They established different
queuing models for different processes and analyzed the impact on the flow table size.

Xiong et al. [19], Singh et al. [28], and Jarschel et al. [29] used a queuing model to construct a theoretical
model to analyze the sojourn time or packet loss of data packets of the switches or controllers. Shen
et al. [30] used queuing theory to analyze the flow table size. They did not consider that the switches
and controllers in a real network environment are often multi-CPU; therefore, the results of the single-
server queuing theory model are inaccurate. Unlike these studies, our queueing model estimates the time
required to install the flow rules, considering the influence of the number of CPUs on the performances
of the switches and controllers. Similar to Shen et al. [30], we considered the impact of the path selection
on our model.

3 Preliminary knowledge

We briefly describe the essential features of an SDN and the queueing model.

3.1 SDN

An SDN has a novel architecture for depicting, constructing, and supervising the network and decouples
the data and control planes with a flow-based forwarding strategy rather than a destination-based for-
warding strategy [2,31]. In addition, the network is programmable through protocols that interact with
the underlying data plane devices. Figure 1 presents an overview of the SDN architecture. The data
plane mainly consists of physical forwarding devices, such as switches, and the control plane where the
controller runs is responsible for controlling the entire network based on a logically centralized network
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Figure 1 (Color online) SDN architecture.

view. Networking applications lie at the top of the SDN architecture, and are developed by network
administrators for completing different types of tasks.

In the SDN paradigm, communication with applications exploits northbound APIs, which in practice
prevalently choose the REST architectural style [32]. Network administrators can manage networks
using northbound APIs. However, the control and data planes communicate with each other through
southbound APIs. OpenFlow, one of the first standards in an SDN, is currently one of the most commonly
used protocols.

The OpenFlow-enabled data plane forwards data packets according to the flow rules in the flow tables
filled with flow entries. Match fields and action sets are the most important fields for a flow entry.
The switch handles data packets based on the flow rule. If there is a match between the packets and
entries, the packets are processed based on the action set. By contrast, a packet_in message is sent
to the controller if no entries are matched. The controller receives the packet_in message, determines
the packet process, and sends a flow.mod message in reply. Subsequently, a flow rule is installed on the
switch. This process of treating new flows is reactive-based and is the current mainstream processing
method [33].

3.2 Queueing model

The queuing theory model is a theoretical analysis model that is often used to estimate the average
waiting time of a service and the length of the waiting queue. There are many different types of queuing
theory models, including the birth and death processes, M/G/1 queue, and M/M/c queue. Most queueing
theories deal with the system performance under a steady state. This means that both the arrival and
service rates satisfy a certain distribution, and the ratio of the arrival rate to the service rate should be
less than 1.

In queuing theory, the M/M/c queue is a queuing model with multiple servers [34], which indicates
that there are c¢ servers in the system. The service time obeys a negative exponential distribution with
parameter p, and the arrival rate A of the customers follows a Poisson distribution. As shown in Figure 2,
an M/M/c queue is a stochastic process whose state space is the number of all customers in the system,
including customers currently being serviced. The process state changes from i to i + 1 with a customer
arrival, whereas it changes from ¢ to ¢ + 1 with a customer departure. If the number of customers is less
than ¢, there will be idle servers. Otherwise, extra customers temporarily remain in the buffer queue.

The possibility of stat ¢ is m;. Clearly, the sum of all values of m; is 1.

dom=1, iz0 (1)
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Figure 2 State space diagram of M/M/c model.

In addition, the system has a stationary distribution if A < ¢y, which deduces the server utilization p
as

A
= —. 2
r= (2)
The probability of each state is
k
WO(CZ) , 0<k<e,
T = ) 3
' (cp)*ec @
mTo——F, c¢<k
c!

In (3), mo denotes the probability of a situation occurring in which no customers are waiting to be
served. Based on the M/M/c model, we can formalize 7y as follows:

c_lc)k cp)® 1
o= |(Z )+

k=0

-1

(4)

In addition, based on Little’s formula, the average staying time 7" of the packets is

_ 1 (cp)® m
e o} ?

4 DDoS attack defense based on resource management

First, we consider the features of the switch and controller under a non-attack scenario, which means
that all packets of benign users lie within the queue and are served by the switches and controllers. As
long as the data flow does not overload the switch and controller, they can operate normally. In general,
the QoS is adequate for users with a stable number of benign users.

When DDoS attacks arrive at the switches or controllers, a massive number of forged packets generated
by botnets are injected into the SDN network. The processing capacity of the switches and controllers
affects the installation of the flow rules. This indicates that to carry out a task and guarantee the QoS of
the network, sufficient resources must be invested. If the network topology is provided, we can roughly
estimate the upper limit of the traffic carried by each switch node. Once we know the traffic to be
processed by the switch and controller and the threshold of the entire processing time, we can determine
the number of CPUs that need to be invested.

We can estimate the appropriate number of CPUs invested in the switches and controllers through the
load of the attack packets. It can be deduced that the number of resources required to defeat an attack
is affordable because the attack load that a botnet can launch is limited. It is therefore reasonable to
expect a resource-management mechanism to defend against a DDoS attack.

5 System modeling and analysis

To model the system, we first depict the influence of the topology on the traffic distribution. Later,
a practical mathematical model was proposed based on queueing theory [35] to estimate the resource
requirements for defeating a DDoS attack. According to this model, we solve the problem of maintaining
an acceptable QoS, which is the time required to install flow rules with the least number of resources.

To ensure the practicality and feasibility of our modeling, analysis, and experiments, we make the
following reasonable assumptions.
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Table 1 Notations

Notation Definition Notation Definition
a Arrival rate of new packets on edge switch pPacketin . hroportion of packet_in in switch j
B¢ Number of paths from switch s to d pllowmed  proportion of flowmod in switch j
c Number of messages in queue Tk Probability of k messages stored in controller
fi Arrival rate of flowmod messages on switch j Tk Probability of k messages stored in switch j
'ygs’d) Probability of choosing path ¢ from s to d 0;.5’(“ Probability of switch j receiving flow.mod of traffic s to d
Aj Total arrival rate of packets on switch j teon Average waiting time on the controller
peer Service rate of controller tiotal Maximal total time for flow rule installation
flowmod gervice rate for flow.mod messages t; Average waiting time on switch j
puPacketin . Service rate for packet_in messages To Upper limit of flow rule installation time
L Service rate of switch j T Total arrival rate on the controller
n Number of edge switches in the topology y;s’d) Whether switch j is on the path from switch s to d
Utility rate ((s’d) Probability of source edge switch sending traffic to others

Link

—P Datapath

PN PN

Figure 3 (Color online) Simple network topology of data center.

e We assume that the network traffic is constant and stable regardless of whether it is under a nonattack
or attack scenario. In fact, not all packets are malicious under the attack scenarios.

e We assume that the packet arrival of the switches and controllers obeys a Poisson distribution. It
is commonly believed that the packet arrival conforms to a Poisson distribution [36]. In addition, it
is also rational to suppose that under DDoS attack scenarios, the packet arrival conforms to a Poisson
distribution [12].

e We assume that the service rate of the switches and controllers follows an exponential distribution.
In addition, we assume that the buffers of the switches and controllers are infinite.

Based on the above analyses and assumptions, it is sensible to formalize the system by exploiting an
M/M/c queuing model consisting of a Poisson arrival queuing process, an infinite buffer, and ¢ servers
whose service rates follow an exponential distribution. To the best of our knowledge, the M/M/c queuing
model is prevalent in the current SDN analyses.

For clarity, all notations mentioned in this paper are listed in Table 1.

5.1 Traffic distribution

The locations of the switches are determined in the given topology of the data center. As shown in
Figure 3, there may be multiple reachable paths from one edge switching to another, and there are also
different routing strategies [37] for the controllers.

In the network, data traffic flows from the source to the target host. According to the different routing
strategies, the switches through which the traffic flows pass are also different. We use s to represent
the edge switches connected to the source host and d to represent the edge switches connected to the
destination host, as shown in Figure 3. From s to d, 3(>% reachable paths exist. In accord with the
flow rules on the switches, the data traffic from s to d flows through one of the (5% paths each time.
Let ’yi(s’d) denote the probability of choosing path 7. If we simply consider that the probability of each
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alternative path selected is the same, we have

1
36D
plesd) (6)

o=t
i=1

In general, a host can send traffic to multiple other hosts in a network. Therefore, we consider the
source edge switch to be s, where d represents any other reachable destination-edge switch. If the number
of edge switches in the network is counted as n, then edge switch s can send traffic to other n — 1 edge
switches. This implies that the source edge switch has the same probability of sending traffic to the other
edge switches, denoted by ¢(*® . Thus, we have the following equation:

,yi(s,d) _

(s:d) —
C - n— 17

n (7)
D_ld# s =1,

d=1
The traffic forwarding must pass through the switches, and each switch may be a forwarding node on
multiple forwarding paths. Let y§s’d) denote whether switch j is on the path from s to d, and we obtain

1, if j is on path(s,d),

(s,d)
+:d) 8
Y { 0, if j is not on path(s,d). ()

We consider only the traffic that forces the switch to generate packet_in messages. The edge switch
generates the packet_in message and sends it to the controller after the traffic sent by the host reaches
the edge switch. The controller then replies to the corresponding flow_mod message of the switch after
processing. Combining (6), (7), and (8), we can obtain the probability that a switch j receives the
flow_mod message when s sends data packets to d as follows:

glsd)

s,d s,d 5,d s

7= | 20w x| ke, ©)
=1

5.2 System modeling

As mentioned earlier, the flow rule installation in an SDN network requires the cooperation of switches
and controllers. When a new flow arrives at a switch, it generates a packet_in message and sends it to
the controller. The controller processes the flow_mod message according to the routing policy. Finally,
the flow rule is installed by the switch after receiving the message. Figure 4 shows the structure of the
entire process, which mainly includes the queuing processes on the switch and controller. During the
message processing, the QoS is closely related to the performance of the CPU, and we mainly discuss the
number of CPUs on the impact of the process messages. In this subsection, we model and analyze both
the switches and controllers.

5.3 Queueing process on switches and controller

When DDoS attacks occur, the traffic enters the network from the edge switch. According to the above
assumptions, the arrival rate a. of the new flow follows a Poisson distribution. Based on Burke’s theo-
rem [38], we can know that the sum of the arrival rates of new packets on each edge switch is the arrival
rate of packet_in messages received by the controller. Thus, the arrival rate of controller 7 is

T= Zae. (10)

The service rate of the CPUs on the controller is defined as p°", whereas p°", the ratio of the arrival
rate to the service rate, which is also known as the utility rate of the controller, is shown as

T
pcon = Mcon' (11)
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Figure 4 (Color online) Model of switches and controller.

If pe°™ < 1, which means that the system is in a stable state, we can calculate the probability that
none of the packets will stay in the queue through (4). This leads us to calculate the average waiting
time ¢°°" for the data packet to be processed by the controller according to (5), which leads to

1 (Cpcon)c 0
con __ con con U
" = — (cp +p a (A= ) (12)

After processing the packet_in message, the controller delivered f1low mod messages to the correspond-
ing switches. Because normal data packets with matching flow rules can be quickly processed through a
high-speed network adapter, the impact on the CPU is minimal and can be ignored. Therefore, during
the process of installing the flow rules, the traffic on the edge switch mainly includes the traffic gener-
ating packet_in messages and the flow.mod traffic from the controller. Meanwhile, the internal switch
processes the flowmod traffic. In the previous discussion, we mentioned that the switches through which
the traffic flows vary with each routing strategy. Thus, the arrival rate of flow mod messages on switch
7 is calculated using

(S’J) if j is an edge switch,

S5

fi = n (13)
[s # d]o (S Vg as, others.
s=1d=1
Based on the analysis mentioned above, the total arrival rate of the packets on switch j is
a; + f;, if switch j is an edge switch,
N R J g (14)
fi others.
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The switch has different service rates for processing flowmod messages and generates packet_in
messages. To facilitate the model construction, we simply regard the overall service rate on the switch
as the weighted average of the two, which is defined as

= Mpacketin % ppacketin + Mﬁowmod % pﬁowmod’ (15)

the constraints of which are as follows:

packetin __ a_]

p N "
flowmod __ &
Aj

When p; = 2—7 < 1, the queueing system of the switch is under a steady state. Consequently, the

J
waiting time ¢; on switch j can be expressed as

1 (cp;)¢  mjo
e (A i) "

The packet handling process consists of two parts: switch and controller processes. To successfully
defend against a DDoS attack, the main task is to guarantee the QoS of both processes with the least
investment of resources, which in our case is the smallest number of CPUs. Based on the above analysis,
we need to determine the number of CPUs on the switch and controller and keep the total time for the
flow rule installation less than the threshold so as to achieve an acceptable QoS. The installation of the
flow rules mainly consists of three processes: generating a packet_in message on the switches, replying
to the flow_mod message from the controller to the switches after processing, and installing the flow rule
on the switches. Therefore, by combining (12) and (17), we obtain

tiotal = 2 X maxt; 4+ 0. (18)

Notably, for tiota1, to prove that the flow rule installation time within the entire network is less than the
threshold, we only need to consider the maximum ¢; that belongs to the switch with the highest amount
of traffic in the network.
To guarantee the QoS, that is, the total time must be less than a given threshold, the following
constraints must be satisfied:
total < TO;
Aj 1
W (19)
p

con
7

The independent variable in the processing time on switches and controllers is the number of CPUs,
which causes a change in the flow-rule installation time. Therefore, as long as we invest sufficient resources,
we can ensure that the QoS will not be affected by a DDoS attack.

< 1.

6 Performance evaluation

In this section, a series of experiments conducted to evaluate the performance of the proposed DDoS
defense mechanism are described. In Subsection 6.1, we list the key parameters and experimental setup
used in later experiments. We then verify the correctness of our analytical model in Subsection 6.2.
Finally, in Subsections 6.3 and 6.4, we provide a feasible and practical evaluation through a discussion of
the impacts of the arrival rate, service rate, and number of CPUs on the switches and controllers.

6.1 Key parameters and experiment setup

Key parameters. The key parameters in Table 2 were derived from the following experimental results
and solid prior efforts published in top journals and conference proceedings.
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Table 2 Value of key parameters

Feature Value
Arrival rate (p/s) 100 to 290
Service rate per CPU on switch (p/s) 3530.57
Service rate per CPU on controller (p/s) 3227.25
Attack rate (p/s) 500, 5000, 50000
To (ms) 0.957
Csw, Ccon 1 to 100

(1) Arrival rate. The waiting time is significantly affected by the arrival rate in both our model and
practice. Therefore, to compare the theoretical and experimental results or show their impact, we either
set the arrival rate from the empirical data or vary it for a comprehensive analysis.

(2) Service rate. To estimate the theoretical waiting time in a switch, we calculate the service rate
of each CPU on the switch as 3530.57 p/s depending on a reasonable assumption and later experiment
results, whereas we set the service rate of each CPU on the controller as 3227.25 p/s.

(3) Attack rate. Moore et al. [39] pointed out that the most common attack rate of a DDoS attack is
generally 500 packets per second or higher. Thus, to conduct simulations under different attack strengths,
we set the attack rate to 500, 5000, and 50000.

(4) Threshold of flow rule installation time (Tp). We set the upper limit of the flow rule installation
time to 0.957 ms, which represents the threshold to ensure the QoS when maintaining a normal function
for benign users when referring to empirical data.

(5) The numbers of CPUs on a switch and controller are (csw and ceon). To evaluate the impact of a
resource investment on the QoS, we vary the number of CPUs on the switch and controller from 1 to 100.

Experiment setup. For the preliminary experiments, we used Mininet (version 2.1.0P1)2) for the
SDN network emulation, and Ryu (version 4.15)%) as the SDN controller. We created the testbed and
virtualized the experimental environment using Mininet on a virtual machine running Ubuntu Linux
18.04 with a single CPU core and 2 GB of RAM.

6.2 Correctness of analytical model

In this subsection, we present an evaluation of the correctness of our proposed strategy based on an SDN
testbed. Specifically, we first conducted real simulations on different queuing processes, obtained the
real average waiting time according to a statistical analysis, and substituted the measured values into a
mathematical model to obtain the theoretical average waiting time.

6.2.1 Service rate and actual waiting time of generating packet_in messages in switches

When a new flow arrives at the switch, it generates a packet_in message. To measure the service rate
for generating a packet_in messages on the switch, we first install the default flow rule on the switch,
which directs the switch to generate a packet_in message if no rules match the packet. Meanwhile, we
inject data packets into the network with a fixed packet sending frequency, and time stamp the data
packets at the same time. In addition, TShark®) is used to capture the corresponding packet_in message
and record the corresponding times. Finally, we obtained the experimental results shown in Figure 5
through simple mathematical calculations, which indicate the service rate by which the switch generates
packet_in messages.

Figure 5 indicates that the service rate at which the switch generates packet_in messages changes
dynamically as the frequency of packet sending increases each time. The actual measured average waiting
time also fluctuates within a small range. Using the data in Figure 5, the average service rate and actual
average waiting time were calculated as 3996.98 p/s and 0.2507 ms, respectively.

6.2.2 Service rate and actual waiting time of processing flow_mod messages in switches

For the switch, the flow rules are installed after receiving the flow_mod message from the controller. To
measure the service rate of the switch processing flow_mod messages, we injected data packets into the

2) Mininet. https://mininet.org/.
3) Ryu. https://ryu-sdn.org/.
4) tshark. https://www.wireshark.org/docs/man-pages/tshark.html.
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Figure 5 (Color online) Service rate and actual waiting time when switches generate packet_in messages.
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Figure 6 (Color online) Service rate and actual waiting time when switches process flow_mod messages.

network such that the controller received a packet_in message from the switch and sent a flow.mod
message in return. We then use TShark to capture the flow.mod messages and record the entry time. In
addition, we capture the forwarded packet following the newly installed rule and its exit time. Thus, we
can obtain the results shown in Figure 6 by calculating the relevant data.

Although the service rate of processing flow_mod messages is also a fluctuating value, it is significantly
lower than that of the switch generating packet_in messages. Thus, it is clear that the actual average
waiting time for processing flow.mod messages is higher than that for generating packet_in messages.
According to the data from Figure 6, the average service rate of the switch processing flow mod messages
and the average waiting times is 3064.16 p/s and 0.3296 ms, respectively.

6.2.3 Service rate and actual waiting time of controller

One of the main responsibilities of the controller is to process the received and uplink messages from the
switch, and to then generate the corresponding message as a reply to the switch, such as the interaction
of packet_in and flow.mod. The controller conducts various functions as a control layer. We applied a
path calculation function on the controller to obtain the service rate of the controller. First, we inject
data packets into the network at different packet-sending frequencies through the virtual host in Mininet.
Because the process of the controller actually starts at the entry point of the function rather than the
time when the packets are received, to capture the packets, we place timestamps on both the entrance
and exit of the function that processes the packet_in message in the controller instead of using TShark.
We use TShark to capture packets in the previous experiment scenario mainly to avoid modifying the
source code of the OVS® switch during the Mininet simulation experiment. Finally, we obtained the
results shown in Figure 7.

5) OVS. http://www.openvswitch.org/.
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in the switch. waiting time for rule installation.

Using the data in Figure 7, we can calculate the average service rate and average actual waiting time
of the controller as 3227.25 p/s and 0.3104 ms, respectively. It should be noted that the service rate on
the controller is closely related to the specific services running on the controller.

6.2.4 Comparison of theoretical and actual waiting times

We previously pointed out that the service rate on the switch is the weighted average service rate of
generating packet_in messages and processing flow mod messages. During our experiment, we injected
traffic from one host; therefore, the ratio of packet_in messages to flowmod messages on the switch
should be 1 : 1. Based on these analyses, we can calculate that the weighted average service rate of the
switch is 3530.57 p/s using (15) and substitute it into (17) to obtain the theoretical average waiting time.
In addition, we determined the actual average waiting time in the switch by summing the time required
for the switch to generate packet_in messages and process flow_mod messages under each experimental
scenario. Finally, we obtained the result shown in Figure 8.

From Figure 8, we can see that the difference between the theoretical waiting time and the actual
waiting time does not exceed 0.04 ms when different types of messages are processed on the switch. On
this basis, we can add the processing time in the controller to obtain the waiting time required for the
entire flow-rule installation process, as shown in Figure 9.

The total theoretical waiting time for installing flow rules increases as the arrival rate (the load of
CPUs) increases, indicating an increasing trend in terms of the actual time, as shown in Figure 9.
The actual measurement value fluctuates because the data packet statistics obtained through the packet
capture itself have a certain time overhead. However, from the actual results, the error was approximately
0.1 ms, which is considered acceptable.

To show that such results are acceptable, we conducted corresponding statistical analyses on these
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Table 3 Average, maximal, and minimal waiting times under different situations
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Type Average (ms) Max (ms) Min (ms)
Actual packet_in 0.251 0.274 0.232
Theoretical packet_in 0.260 0.263 0.257
Actual flow.mod 0.330 0.388 0.282
Theoretical flow_mod 0.343 0.348 0.337
Actual switch 0.290 0.316 0.275
Theoretical switch 0.309 0.317 0.300
Actual controller 0.310 0.328 0.296
Theoretical controller 0.339 0.344 0.333
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Figure 10 (Color online) Average-max-min of actual and theoretical waiting times under different scenarios.

data at various arrival rates and obtained the average waiting time under different scenarios alongside
the minimum and maximum waiting times, which are listed in Table 3. To observe the difference in the
range of values more intuitively, we plotted an average-max-min chart of the data in Figure 10, ranging
from minimum to maximum and including the average point. Comparing the results, the error ranges
between the actual and theoretical waiting times under the same scenarios are extremely small, which
proves the correctness of our analysis model.

6.3 Influence of different parameters

We can see from Section 5 that the time required to install the flow rules is affected by several system
parameters. Therefore, in this section, we study the influence of different parameters to evaluate the
proposed method.

6.3.1

To study the influence of the arrival rate, we evaluated the impact on the waiting time. We modeled the
process on the switch and controller. Because they are both M/M/c models, their analysis results were
similar. We therefore only analyzed the queuing process on the switch as an example. By increasing
the arrival rate of data packets with a fixed service rate of the switch, we can observe the change in the
average waiting time, which is shown in Figure 11.

Figure 11 shows that the average waiting time in the switch increases with an increase in the arrival
rate, which means that if we have high-quality QoS requirements, they will be difficult to meet when
the arrival rate reaches a certain value. DDoS attacks can be regarded as an increase in the arrival rate.
Based on our analysis model, we know that to resist the impact of a DDoS attack, we need to invest
more resources to improve the processing capabilities of the switches and controllers.

Influence of arrival rate

6.3.2 Influence of service rate

As described in Subsection 6.3.1, we fixed the other variables and observed the change in average waiting
time as the service rate changed.
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Figure 13 (Color online) Network topology under the attack scenario.

As shown in Figure 12, when the arrival rate is fixed, if we increase the number of CPUs, that is,
enhance the service rate of the server, we can see that the waiting time initially decreases significantly.
However, as the service rate increases, the decrease in waiting time slows and stabilizes. This is because,
when the arrival rate is fixed, the number of packets to be processed within a certain period of time can
be determined. Increasing the service rate can effectively alleviate the processing pressure. However, the
number of tasks to be processed remains the same while the number of CPUs increases, which leads to
a surplus in the processing capacity of the server, and thus the waiting time will not change significantly
later on. The line chart in Figure 12 shows that the slope changes significantly at the beginning, and
then gradually becomes more gentle.

6.4 Resource investment for QoS guarantee

In this subsection, we discuss whether switches and controllers can resist DDoS attacks under different
resource investments; that is, we determine whether the total waiting time is less than a given threshold.
Here, the resources we refer to are mainly the number of CPUs on the switch and the controller.

We consider the topology shown in Figure 13 as an example. We assume that the attacker compromises
five hosts. The attack rate at which each compromised host sends attack packets to an innocent host
in the network is fixed. It is assumed that the probabilities of each alternative path selected are equal.
According to the traffic distribution analysis, we found that the switch marked as the target in Figure 13
has the most traffic. Given that the theoretical upper limit of the flow rule installation time Tg is double
the theoretical average waiting time in the switch 0.309 ms plus the theoretical average waiting time in
controller 0.339 ms, which is 0.957 ms, we analyze how the number of CPUs on the switch and controller
affects the QoS when the attack strength varies. Specifically, we evaluate whether the resource investment
of the switches and controllers can meet the conditions in (19) with attack rates of 500 p/s, 5000 p/s, and
50000 p/s. The z-axis represents csy, which is the number of CPUs on the switch, whereas the y-axis
represents Ceon, which is the number of CPUs on the controller. A value of —1 on the z-axis indicates
that the QoS cannot be satisfied, and a value of 1 indicates that the QoS can be satisfied.
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Figure 14 (Color online) Attack resistance under different attack rates.

From Figure 14, it is clear that the numbers of CPUs on the switch and controller determine whether
the QoS can be satisfied under different attack strengths and the given topology. When the attack
strength is low, a small number of resources for the switch and controller are sufficient to maintain the
QoS requirement. However, the higher the attack strength, the more resource switches and controllers
are needed to achieve a resistance to DDoS attacks.

7 Further discussion and future work

To the best of our knowledge, this study is the first to combine the M/M/c queue with the influence of
switches and controllers on the installation process of flow rules. Owing to space and time limitations,
the discussion is limited to the scheme proposed in this paper. However, there are still many issues that
require improvement and future research. We discuss some of these in this section.

First, we did not consider how to dynamically adjust and allocate resources, which are less adaptable
because the intensity of the attack is continuously changing. If resources can be allocated dynamically,
resource wastage can be effectively avoided. In a future study, we will investigate how to implement a
dynamic configuration of the network resources when considering the load of the controllers and switches
by exploiting network function virtualization.

Second, for the resources targeted by a DDoS attack, we only considered the CPU. However, many
essential resources, such as the memory and network, can easily become potential targets. In a future
study, we will work on an extension of the proposed model, apply the method to the management of
other resources, and optimize it into a more elaborate resource investment and all-around attack defense
scheme.

Finally, when we consider the impact of the CPU on the service rate, we did not consider that the

configuration of the CPU itself may differ, which means that different types of CPUs may have different
service rates. Therefore, we will consider this in more detail in the future.

In future research, we will adapt our model to overcome these limitations. In addition, we intend to
improve the resource investment mechanism by reducing the calculation complexity.
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8 Conclusion

In this study, we indicated that a flow rule installation involves the processing of switches and controllers
in a software-defined network, and that the installation time of the flow rules affects the normal for-
warding of network data packets. To address this problem, we propose a resource allocation method
that considers the impact of the network topology on the resource investment based on queueing the-
ory. By adopting the M/M/c queuing model, the CPU resources invested in switches and controllers for
ensuring that the installation time of the entire process flow rule does not exceed a given threshold can
be calculated. Consequently, an effective defense against DDoS attacks can be achieved based on the
premise of minimal resource investment. In addition, the network topology can fully help the network
administrator construct the entire network reasonably while predicting the network load. The results of
the performance evaluation show that our solution can guarantee the quality of network services through
reasonable resource investment.
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