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Dear editor,

Recently, because of the high-efficiency requirements of

modern industrial engineering, cyber-physical systems

(CPSs) have received increasing attention. A CPS often con-

tains a huge communication network, making it work more

efficiently. Owing to CPSs’ high efficiency in industrial engi-

neering, they have been extensively studied and explored in

practice. However, there are challenges to be solved in the

design of CPSs, e.g., the state estimation problem of CPSs.

Since sensor data are transmitted to the fusion center over

communication networks, the transmission causes high com-

munication costs. An event-triggered estimation algorithm

can provide an effective strategy to overcome these limi-

tations. The event-triggered state estimation has recently

attracted considerable attention [1–6]. For example, in [1],

an optimal stochastic event-triggered estimation policy has

been studied. However, the sensor network must transmit

data together in the network’s architecture. To overcome

this limitation, the authors of [2] extended the single sensor

case to the multisensor case. Because sensors usually have

energy constraints in practical cases, an event-triggered es-

timation with energy constraints was probed in [3] based

on hidden Markov models. However, secure state estima-

tion with event-triggered policy has rarely been discussed.

Inspired by [7–9], we propose a secure event-triggered esti-

mation algorithm with side information. Under certain con-

ditions, optimal state estimation in CPSs with partially ob-

served injection attacks is studied. A recursive optimal esti-

mation algorithm with a specified stochastic event-triggered

schedule is proposed, and its stability is analyzed in this

study.

Problem formulation. Consider the state estimation

problem of the following linear time-varying CPS under at-

tacks:

xk+1 = Akxk +Gkdk + wk, (1)

where xk ∈ R
n and dk ∈ R

m are the state and injection

attack signal in the process, respectively; wk ∈ R
n is a zero

mean independent and identically distributed (i.i.d.) Gaus-

sian noise with covariance Qk ∈ R
n×n, and Ak, Gk are

time-varying system matrices with appropriate dimensions.

The initial state x0 is Gaussian with E(x0) = x̂0 and covari-

ance P0.

A sensor network equipped with an event-triggered sched-

uler monitors the system described in (1). It is assumed

that an attacker can launch injection attacks on the sensors.

Hence, the observation equation can be written as follows:

yk = Ckxk +Hkek + vk, (2)

where yk ∈ R
p is the sensor output manipulated by the

attacker, ek ∈ R
l is the injection attack signal in the mea-

surement process, vk ∈ R
p is a zero mean i.i.d. Gaussian

noise with covariance Rk ∈ R
p×p, and Ck is a time-varying

system matrix with appropriate dimensions.

Following the conventions employed in [9], we assume

that rank(Hk) = l and rank(Gk) = m in this study. No-

tably, we can interpret this Gk as suspicious, malicious con-

trollers; hence, it can be known by the system. The assump-

tion on Gk is quite common (e.g., [9] and references therein).

In addition, it is unlikely to realize an optimal estimation

if Gk is unknown to the system. Although entries in Hk

will be 1 or 0 after the detection process in [7], we assume

Hk to be an arbitrary known matrix in this study because

there is no difference between processing an arbitrary Hk

and processing a matrix with only 0 or 1 entries.

Define Ik as the set of all the information available to

the remote estimator up to time k, i.e.,

Ik , {γ0, . . . , γk , γ0y0, . . . , γkyk} , (3)

where γk = 1 and γk = 0 indicate, respectively, that the

measurement yk is transmitted or not.

The following stochastic event-triggered schedule

equipped in the sensor is employed in this study:

φk(yk) = exp

{

−
1

2
yTk Ykyk

}

, (4)

*Corresponding author (email: xdzhaohit@gmail.com)

http://crossmark.crossref.org/dialog/?doi=10.1007/s11432-021-3260-0&domain=pdf&date_stamp=2022-11-14
https://doi.org/10.1007/s11432-021-3260-0
info.scichina.com
link.springer.com
https://doi.org/10.1007/s11432-021-3260-0
https://doi.org/10.1007/s11432-021-3260-0


Liu L, et al. Sci China Inf Sci June 2023 Vol. 66 169202:2

Pr (γk = 0|yk = y, Ik−1) = φk(y), (5)

Pr (γk = 1|yk = y, Ik−1) = 1− φk(y). (6)

One can see Appendix C for more detailed discussion on the

event-triggered policy.

In some real scenarios, partial data of the attack are avail-

able to the estimator (refer to Appendix B for an example).

Hence, the system can improve estimation performance with

the partial data. Therefore, we assume that some linear

combinations of attacks rk and qk can be observed using

the estimator:

rk = Dkdk , qk = Ekek, (7)

where rk and qk stand for the partially observed data of

dk and ek by the estimator, respectively, Dk is a p1 × m-

dimensional known matrix with 0 6 p1 6 m, and Ek is a

p2 × l-dimensional known matrix with 0 6 p2 6 l. Notably,

if Dk = O and Ek = O, no information about attacks can be

observed using the estimator. Thus, the proposed method

can handle the problem with no partial data.

Let F0k and F1k be orthogonal complements of DT
k

and

ET
k
. We also assume that information about δx

k
= FT

0k
dk

and δ
y

k
= FT

1k
ek is unavailable to the system because of the

random attack behavior, which means

f (δxk ) ∝ 1, f
(

δ
y

k

)

∝ 1. (8)

Estimation algorithm design. Based on the event-

triggered policy, we present the proposed estimation algo-

rithm below.

Theorem 1. Provided matrix Πk = [
Dk−1

NkCkGk−1

] has a full

column-rank, then for CPSs (1) and (2) with partially ob-

served data specified by (7) and (8), the conditional mean

x̂k and covariance Pk|k evolve according to the following

recursive form:

x̂k|k =Ak−1x̂k−1|k−1 + Pk|kM
T
k−1

× (Mk−1Pk|k−1M
T
k−1)

−1r̃k−1

+Kk(γkNkyk − q̃k −NkCkAk−1x̂k−1|k−1),

(9)

Kk =Pk|k−1(NkCk)
TΘ−1

k

+
[

Fk−1 − Pk|k−1(NkCk)
TΘ−1

k
NkCkFk−1

]

×
[

FT
k−1(NkCk)

TΘ−1

k
NkCkFk−1

]−1

FT
k−1C

T
k Θ−1

k
,

(10)

Pk|k =Pk|k−1 − Pk|k−1(NkCk)
TΘ−1

k
NkCkPk|k−1

+
[

Fk−1 − Pk|k−1(NkCk)
TΘ−1

k
NkCkFk−1

]

×
[

FT
k−1(NkCk)

TΘ−1

k
NkCkFk−1

]−1

×
[

Fk−1 − Pk|k−1(NkCk)
TΘ−1

k
NkCkFk−1

]T

.

(11)

Proof. See Appendix D.

In Theorem 1, it can be observed that the proposed filter

(a) reduces to the filter in [9] when Hk = 0 and there is no

information on dk , and (b) reduces to the classical Kalman

filter when the sensor transmits the data every time step

and all entries of dk and ek are observed. In other words,

our result is an extension of existing results.

Theorem 2. If there exists K̃k such that Ak −

K̃kNk+1Ck+1Ak is exponentially stable for every k and

Πk has a full column-rank, the covariance matrix satisfying

(11) is asymptotically bounded. The expectation of covari-

ance matrix is bounded by a sequence of P k|k, which means

E(Pk|k) 6 Pk|k, where

P k|k = [MT
k−1(Mk−1P k|k−1M

T
k−1)

−1Mk−1

+ (NkCk)
T(Vk − VkNkWkN

T
k Vk)NkCk]

−1 (12)

with

P k|k−1 = Ak−1Pk−1|k−1A
T
k−1 +Qk−1 (13)

and P 0|0 = P0|0.

Proof. See Appendix E.

Trivially, when Ak is stable, the condition is satisfied;

hence, the estimator is exponentially stable.

Simulation results are provided in Appendix F.

Conclusion. In this study, an event-based estimator with

partially observed injection attacks is investigated. Under

a specified transmission schedule and partially observed in-

jection attacks, we prove that the conditional distribution

of the state is Gaussian with a Bayesian inference approach.

Then, an event-triggered minimum mean square error es-

timation algorithm is acquired. Moreover, we show that

the proposed optimal estimator is exponentially stable un-

der certain conditions.
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