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Appendix A Preliminaries

Assumption 1. [1] The control input matrix B;, Vi € £ is constant with full column rank, that is, Rank(B;) = n,,B; = B.

Z
Then, the singular-value decomposition of B can be obtained of the form B = Z; l: 2:| Z3, where Z; € R"=X"e 7, ¢ R™uX"u,
0

Zz € Rwxnu zT 7z, =1, and Z¥ 2725 = I.
Definition 1. [2] Choose V (Z(k), r) as Lyapunov function of system (9). Define a differential operator AV (z(k),ry) as

AV(2(k),ri) = B[V (@(k + 1), riep1) = V(@R), ) | k), ra] -

Definition 2.  [3] Consider the stochastic system (9). If there exists a Lyapunov function V(z(k), ry) : R*>™" 5 R, two constants

c1 > 0 and c2 > 0, and Ko functions a3 and ag, such that

{al(\li(k)ﬂ) S V(&E(k), i) < az([|2(R)]]),
AV (Z(k), i) < —arV(Z(k), k) + c2,

for all T € R2"‘T., k > 0. Then, there exists unique strong solution of system (9), and the system is bounded in probability.

Appendix B The Proof of Lemma 1
The dynamic equation of W (k) using (7) can be derived as

3 nS(VT&(ks))z" (k + 1)
L+ IS(VT&(k)) 2 Nl2(k + 1))12

W(k+1) = W(k) — oW (k)

Then choose the following Lyapunov function
Vig (k) = te{W T (k)W (k)}.
For convenience, we denote

S(VTa(ks))
L+ IS(VTa(ka)) 12 Nl2(k + D12

Is(k) =

Then, the first difference of (B2) along (B1) and (B3) is expressed as
AV, (k) = te{WT (k + )W (k + 1) — W (k)W (k)}
= tr{a2WT(k)W(k) + 2% (k)95 (k)22 (k + 1) — 20WT (k)W (k) — 2qW 7 (k)9s (k)z(k + 1)

T 20nW T (k)9s (k)= (k + 1)}.

Moreover, according to the fact ﬁg(k)ﬂs(k)zz(k +1) < 1, and applying the Young’s inequality, one has

WL (s 24 1) < 2
W (k)W (k)

2
1~y +n,

—2nWT (k)95 (k)2(k + 1) <

200" (k)95 ()26 + 1) < W7 ()W (R) +
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Substituting (B5) into (B4), and noting that
ST Nth 5T g 1h ST T T
tr {720W (k)W(k)} = tr{ —oWT W (k) — oW (K)W (k) + oW W},
we have

AV (k) < — (a - %) W k)12 — (1 — )W )3 + b, (B6)

where 8, = o - [|[W||% + (0.5 + v)n?, and || - || is the Frobenius norm.
It can be seen from (B6) that the following inequality

AV (k) < =&[W(R) 17 + 6w, (B7)
holds as long as ﬁ <o<l,y>1l,and k =0 — ﬁ. Further, condition 41'7 < o < 1 holds, which means that 0 < kK < 1. According
to the Lyapunov theory [4], the NN weight estimation error W(k) is bounded in probability with any bounded initial NN weight

estimation W (0). |
Appendix C The Proof of Theorem 1
Choose the Lyapunov function candidate as
Vi(k) = Va (k, z(k), (k) + nVy (k), (C1)
where p > 0 is a constant parameter, and
Vi (k,2(k), (k) = &7 (k) Pr, 2(k), Vi, (k) = tr{W" (k)W (k)}.
Define P; = E;\feﬁ 75 P;, then the first difference of V3 (k) along (9) is expressed as
AVz(k) = E{Vz(k+ 1, a(k+1),r(k + 1))|x(k),r(k) = i} = Va(k,z(k), )
M N
=zT(k+1) (Z Dim D Trijpj> 2k +1) — 27 (k) P;z(k)
m=1 =1
M - ~ ~ ~ -
=3 @im (Aima’z(k) + Bimenr (k) + Him (WT(k)S(Vch(kS)) — e(@(ks)) — w(k)) ) p; (Aimi(k)
m=1
+ Bimenr (k) + Him (W (R)S(VT 2 (k) — (@ (ke)) — w(k)) ) — 27 (k) Pia(h),

By Cauchy-Schwarz inequality, we have

AVa(k) < i @Wim {iT(k’) (2AzrmpiAim) z(k) + 4(Bim€ET(k))TPi (BimeET(k?))
m=1
4 (Him (W (8)S(VTa(k2)) = (@ (ka)) — w(k)) ) Px
(Him (WT0)S(VT8(k.)) — e(@(ks)) = w(k)) ) } — &7 (k)Pz(k). (©2)

Specially, the second term on the right of inequality (C2) leads to

M T
45" @im (BimeET(k)) P; (B’imeET(k))

m=1
M — R —
<Y wim {4Er (W) BY, PiBiment (k) + pa” (k)N (k) = efp () Mmepr (k) }
m=1
M — R — _
=3 wim{e;{-T(k)MBg:nPiB,;m + pNp — My)epr (k) + pz " (k)N1mz(k) + 2p9’cT(k)N2meET(k)}4 (C3)
m=1

Moreover, according to ||S(-)|| < Smax, [[€(:)|| € €max, and ||w(k)]| < Wmax, the third term on the right of inequality (C2) leads
to

4 2; @im (Him (W RSOV (k)) = e(@(ke)) = wk)) )" Pi (i (W (R)SOVT (k) — e(he)) = w(k)) )
<12 sup {Mmax(H], PiHin) b (St W) + Eha + Wiias) - (C4)

X max
i€EL,MES

Based on inequalities (C3)-(C4), the first difference of Vz(k) can arrive at

M
INAOEDD wim{fT(k) (2AiTmPiAm 4 p]\_flm) (k) + L (k) (41;?,”131-31-,“ - Mm) et (k) + 2pr(k)N2meET(k)}
m=1



Gao X B, et al. Sci China Inf Sci 3

=T W P)3K) +12_sup_ { Anax (B, PiHim) § (S2ac W R + e + 0hhc) - (C5)
i€L,mES
From (C3) and (C5), we finally have the overall first difference AV (k) as
AV (k) = AVz (k) + pAVy, (k)
< f: w,-m{;zT(k) (247, PiAim + pN1m ) #(k) + e (k) (4B], PiBim — M ) exr (k) + 2p§cT(k)N2meET(k)}
m=1

— "R Pa(k) +12 _sup_ {Nmax(HL, PiHim) b (St WIS + €hpa + Whia ) = #&IW (R[5 + 10,
i€EL,MES

=T (k) PimE(k) + <12 5o A max (L, PiHim) } ST ;m) W (k)17 + 6ar (C6)

where

T _ P
E(k) = [ET(kr) EET(k)] , O6m = pby, +12  sup {Amax(HZ;nPiHMn)} (emax + Whax)s

i€EL,mES
Az 247 PiA;m + pNim pNam, P 0
Dim = Z Wim 7 = = —
m=1 * 4B;, PiBim — M, 00

By using the same proof technique in [5], conditions (10)-(11) can guarantee that ®;,, < 0, for all ¢ € £, m € S. Therefore, in
view of conditions (10)-(12), we have

AV(R) <, _inf i (@) IER + (12 sup {Nna (], Pillim) } Siase = 1) W (0) I3 + Sar- ©n
i€L,mES i€EL,MES

From the above inequality, there exists a small constant 7 > 0 such that AV (k) < —7V(k) + dp. Then, all signals of the
closed-loop system are bounded in probability. This complete the proof. |

Appendix D Design of Observer-Based Controller
Based on Theorem 1 and singular-value decomposition, the solvability for the event-triggered observer-based controller design
problem under deception attacks is presented.

Theorem 1. Consider the closed-loop system (9). For given 0 < p < 1, if there exists matrices Ri;m > 0, R2im > 0, P1; > 0,
Py; >0, Pi; >0, Po; >0, X1, Xa, X3, Ky, and Ly, scalars 0 < k < 1, pn >0, 1 >0,such that Vie L, m € S

M
Z wimdiag{ R1im, R2im } < diag{P1:, Pa2:}, (D1)
m=1
Ty 0 V2¥;3 0
* W 0 2Woy

<0, (D2)

* * \1133 \1134

* * * — M,
120152, — pk <0, (D3)

Uy, U
TR <o, (D4)
* =1
hold, where
XA+ Z1Knm Z1Km

\1!11:diag{PlifoXT,Pgi7X7XT}, \I}13: - = =
XA, — XA +Ly,Coy — Lp,Cy XAp + LiCr

-Z1K ZK N — Ra; N. N, _ K
N 18m , Wy, = 18 m , Way = PNm 1lim PINm R PNm , K, = m
0 0 * PNm — Raim PNm 0

Then, with bounded initial values and Assumption 1, all signals of closed-loop system (9) are bounded in probability under the
observer-based event-triggered controller (8) and the NN weight estimates W (k) (9). Moreover, the controller and observer gains
are given as

K =X "Kmy, Lm=X "Lp. (D5)

Proof: Based on Schur complement, condition (11) can be rewritten as

A11 Aiz

<0, (D6)
% Aao
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pN1m — Rim pNam
* —M,,

Then, assuming X be an arbitrary matrix, after pre- and post-multiplying diag{XPfl, Xlsfl7 1,1} and its transpose to (D6),
one has

where A11 = diag{fp.;, 7}51}, Alz = dlag{\/iplglm, 2P7,Blm}, A22 =

/_\11 1_\11

<0, (D7)
* A22

where A1y = diag{—XP; ' X7, ~XP; ' X7}, A1> = diag{v2X Aim,2X Bim}.
Noting the fact that (P; — X)P;(P; — X)T > 0, we can achieve P; — X — XT > —XlsleT. Then, a sufficient condition to
guarantee (D7) is obtained as

[\11 /_\11

< 0. D8
* A22 ( )

where Ay = diag{P; — X — X7, P, — X — xX7}.
Now, we are in the position to proof that conditions (10) and (D8) can be guaranteed by (D1)-(D2). For this purpose, let the
matrices P;, P;, Rim and X in (D8) have the following forms:

X123 25" Xa

P; = diag{ Py, P2;}, P; = diag{P1s, P2;}, Rim = diag{R1im, R2im }, X = diag{X, X}, X = Z1 o ¥ zt. (D9)
3
According to Assumption 1 and the definition of X, one immediately obtains
X z¥z;t X Z X
XBKm =2 |72 T2 2T | ZaKm =20 |7 | Ko (D10)
X3 0 0

Substituting (D9) and (D10) into (11), and denoting K,, = X1 K,, and L,, = X L,,, it is easy to obtain inequalities (D1)-(D2).
Using the similar technique, it is easy to proof that (D3)-(D4) can ensure condition (12) holds. The proof is finished. |

Appendix E Simulations
In this section, the proposed method is evaluated by a simulation example. Consider the MJS (1) with parameters
1.1 0 1.2 0 0.5 0 0.1 0.1 0.3 0.2

A = , Az = Az = ,B1 =By = Bg ,C ,Cs
0 0.5 0 —-0.3 0 —1.1 0.1 0.2 0.1 0.1

Il
~
M

The transition matrices of r(k) and 7(k) are as follows

0.1 0.8 0.1 0.4 0.4 0.2
m™= (0.3 04 03|, w= 0206 0.2
0.5 0.2 0.3 0.3 0.2 0.5

The initial conditions of the system, the observer, and the NN weight estimate are set as 2(0) = [15 15]7, 2(0) = [0 0]7, and
W(0) = 0.1, respectively. The external disturbance signal is w(k) = sin(2k), while the malicious information is assumed to be

& (&(ks)) = sin(kw/20)y/22(ks) + &2(ks) + sin(kn/10). Other parameters of event-triggered NN weight updating law are selected
as 0 = 0.01, n =0.9,1 =18, p = 0.5, Kk = 0.6. By solving the LMIs (D1)-(D4) in Theorem 2, the following gains are obtained

—1.8636 —2.4167 _1.7222
Ky = [70.5789 2‘8668] Ky = [70.5340 28851] (K3 = [70‘2887 2.8851] = | L= | ke |

Figure E1 depicts the jump modes of original system and observer simultaneously. The inter-execution intervals of the ETM are
described in Figure E2, while Figure E3 displays the curves of deception attacks and their estimation. The norm of NN estimate
weight matrix W(k) is shown in Figure E4. The state trajectories under deception attacks are plotted in Figures E5-E6. The state
curves with NN technique are shown in Figures E7-E8, which demonstrate the effectiveness of the design method.
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Figure E1 Mode evolutions of system and observer. Figure E2 Inter-execution intervals of ETM.



Gao X B, et al. Sci China Inf Sci 5

W (k)|
161 —

02 T

0 100 200 300 400 500 600 0 L - L - :
Time (K) 0 100 200 300 400 500 600

Time (k)

Fi E3 Th luti fd i ttacks and their estima- -
lgure © evotution of deception attacks an e estima Figure E4 The trajectory of NN weight estimation [|[W (k)| F.

tion.
42 41
05 x10° 5 x10°
]
0 Jb a,
"
05} i
3k [
1k h
2k k|
A5+ ﬁ'
1+ 4
2l {w
I
0 i
251 Il
B!
al A 1
35 . | | | 2 . . . | |
] 100 200 300 400 0 100 200 300 400 500 600
Time (k) Time (k)

Figure E5 System state x1(k) and its estimation under decep- Figure E6 System state z2(k) and its estimation under de-

tion attacks (without NN). ception attacks (without NN).
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Figure E7 System state x1(k) and its estimation under decep- Figure E8 System state z3(k) and its estimation under de-
tion attacks (with NN). ception attacks (with NN).
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