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Dear editor,

As an important model to analyze cyber-physical systems,

the study of discrete event systems has always been prevail-

ing [1–4]. Especially, the problem of fault prognosis becomes

a crucial subject for its applications in security and mainte-

nance [5]. In decentralized fault prognosis, the given system

can be monitored by several agents and each agent sends

its local observation to the global prognoser, which deter-

mines whether a fault alarm will be raised. The notion of

prognosability was proposed in [6] to assess the correctness

of a global decentralized prognoser, which should have “no

missed alarm” and “no false alarm”. Afterward, there have

been a lot of results on decentralized fault prognosis under

specific architectures [7–9]. However, it is necessary to pro-

vide a broader prognosability for general systems.

In this study, we investigate the decentralized fault prog-

nosis with a state-estimate-based protocol. Compared with

[8, 9], this study has the following main contributions: (1)

constructing a novel decentralized prognoser based on state

estimates, which has no requirement on diagnostic struc-

tures; (2) presenting the definition of strong prognosability,

which breaks the incompatibility of several kinds of prog-

nosability in [8, 9].

Notations. Consider a finite-state automaton A =

(X,Σ, f, x0), where X is the set of states, Σ is the set of

events, and x0 ∈ X is the initial state. f : X×Σ → X is the

deterministic state transition function, where f(x, σ) = x′

means that state x′ can be reached from x by event σ.

Σ∗ is the set of all strings over Σ and f can be extended

to X × Σ∗ → X with f(x, sσ) = f(f(x, s), σ), s ∈ Σ∗,

σ ∈ Σ. The language generated by A from state x is de-

noted as L(A, x) = {s ∈ Σ∗ : f(x, s)!}, where ! represents

“is defined”. It is usual to write L(A, x) as L(A) when

x = x0. The prefix-closure of language L is L = {s ∈ Σ∗ :

∃ t ∈ Σ∗, st ∈ L} and the post-language of s is L/s = {t ∈
Σ∗ : st ∈ L}. B = (XB ,Σ, fB, x0) is a specification automa-

ton of A if L(B) ⊆ L(A) and ∀s ∈ L(A)\L(B), f(x0, s) /∈

XB . In this case, s ∈ L(A) is a non-fault string if

f(x0, s) ∈ XB . For any state x ∈ XB, lmin(x) de-

notes the minimum length of a non-fault string from x,

i.e., lmin(x) = mins∈L(A,x)\L(B,x)|s| − 1, and lmax(x) de-

notes the maximum length of a non-fault string from x, i.e.,

lmax(x) = maxs∈L(B,x)|s|. M , K are two nonnegative in-

tegers. Define ̺K = {x ∈ XB|lmin(x) = K} as the set of

states from which a fault may occur after K steps at the ear-

liest and ψM = {x ∈ XB|lmax(x) 6 M} as the set of states

from which a fault will happen definitely within M steps.

Moreover, θi(Pi(s)) = {x ∈ XB|∃ u ∈ L(B), s.t. Pi(s) =

Pi(u) ∧ fB(u) = x} is the state estimate of string s ∈ L(B)

by agent i ∈ I.

Problem formulation. In decentralized fault prognosis,

assume that there are n local agents and I = {1, 2, . . . , n}
is the index set. For each agent i, its observable events are

denoted by Σo,i. The natural projection Pi : Σ
∗ → Σ∗

o,i is

Pi(ǫ) = ǫ and Pi(sσ) =

{

Pi(s)σ, if σ ∈ Σo,i,

Pi(s), if σ /∈ Σo,i.
(1)

In fact, each agent is a local prognoser, which sends the in-

formation obtained by observation to a coordinator. Each

prognoser i ∈ I is a function Ci : Pi(L(B)) → 2X . The co-

ordinator is also a function {Ci}i∈I : L(B) → {0, 1}, where

“0” means there is no fault alarm and “1” means a fault will

occur. The coordinator is called the decentralized prognoser.

It is significant to guarantee that the decentralized prog-

noser has “no missed alarm” and “no false alarm”. In [8],

authors obtained two criteria with guatanteed performance

bound (M,K) to assess a decentralized prognoser. (1) Any

fault can be alarmed K steps before its occurrence, i.e.,

∀ s ∈ L(A)\L(B), ∃ uv ∈ {s}, |v| > K, s.t. {Ci}i∈I(u) = 1.

(2) Once a fault alarm is raised, the fault is guaranteed to

occur within M steps, i.e., ∀ s ∈ L(B), {Ci}i∈I(s) = 1,

⇒ ∀ u ∈ L(A)/s, |u| > M , s.t. su ∈ L(A) \ L(B). Here-

after, we will also refer to (M,K) as the performance bound

of a prognosis system.

Decentralized prognosis analysis. Based on the above

preparations, we construct the decentralized prognoser

{Ci}i∈I as follows: each local prognoser Ci is defined as

∀ s ∈ L(B), Ci(Pi(s)) = θi(Pi(s)) ∩ ψM . (2)
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And then, the global decentralized prognoser is

{Ci}i∈I(s) =

{

1, if ∩i∈I Ci(Pi(s)) 6= ∅,

0, if ∩i∈I Ci(Pi(s)) = ∅.
(3)

Notice that for any local prognoser Ci(Pi(s)) =

θi(Pi(s))∩ψM , it sends the information “there exists a fault

happening definitely within M steps” to the coordinator.

Then, the coordinator combines Ci(Pi(s)), i ∈ I to deter-

mine the raising of a fault alarm. If ∩i∈ICi(Pi(s)) 6= ∅, it

means that all local prognosers have common reasons and a

fault alarm will be raised, i.e., {Ci}i∈I(s) = 1. Otherwise,

there is no fault alarm, i.e., {Ci}i∈I(s) = 0. Its construction

is different from other results. For example, in [8], the lo-

cal prognoser in a disjunctive architecture collects whether

θi(Pi(s)) ⊆ ψM , while the one in a conjunctive architec-

ture focuses on θi(Pi(s)) ∩ ̺K 6= ∅. Nonetheless, all de-

centralized prognosers should have “no missed alarm” and

“no false alarm”. Next, we present a definition of strong

prognosability and a theorem to analyze whether the global

decentralized prognoser {Ci}i∈I defined by (2) and (3) sat-

isfies (M,K)-criteria.

Definition 1. The specification automaton B is strongly

prognosable with respect to A, Σo,i, i ∈ I and (M,K) if

∀ s ∈ L(B), f(x0, s) ∈ ̺K , s.t. [∩i∈Iθi(Pi(s))] ∩ ψM 6= ∅.

Remark 1. We can discover differences between the

strong prognosability and others in terms of defini-

tions. Take (M,K)-disjunctive prognosability and (M,K)-

conjunctive prognosability in [8] for example. B is (M,K)-

disjunctively prognosable if ∀s ∈ L(B), f(x0, s) ∈ ̺K , s.t.

∃ i ∈ I, θi(Pi(s)) ⊆ ψM , which raises a fault alarm as early

as possible. And B is (M,K)-conjunctively prognosable if

∀s ∈ L(B), f(x0, s) /∈ ψM , s.t. ∃ i ∈ I, θi(Pi(s)) ∩ ̺K = ∅,

which raises a fault alarm as late as possible. Besides, the

strong prognosability extends the condition and actualizes

that the fault alarm is raised within a performance bound.

Smoothly, we have Theorem 1.

Theorem 1. A decentralized prognoser {Ci}i∈I is defined

by (2) and (3). {Ci}i∈I satisfies (M,K)-criteria if and only if

the specification automaton B is strongly prognosable with

respect to A, Σo,i, i ∈ I and (M,K).

Proof. (Necessity) By contradiction. Assume that B is not

strongly prognosable. Then, we have that ∃ s ∈ L(B),

f(x0, s) ∈ ̺K , s.t. [∩i∈Iθi(Pi(s))] ∩ ψM = ∅. It means

that for the s ∈ L(B), f(s) ∈ ̺K , {Ci}i∈I(s) = 0, i.e., there

is no fault alarm. However, for f(s) ∈ ̺K , we know that

∃ u ∈ L(A)/s, su ∈ L(A) \ L(B), |u| = K, where a fault

alarm should be raised. It is inconsistent with criterion (1).

(Sufficiency) B is strongly prognosable. First, we prove

that {Ci}i∈I satisfies criterion (1). There is no denying

that lmin(x0) > K. For any string s ∈ L(A) \ L(B),

∃ u ∈ {s} ∩ L(B), s.t. f(x0, u) ∈ ̺K . Then, we have that

[∩i∈Iθi(Pi(u))] ∩ ψM 6= ∅, i.e., {Ci}i∈I(u) = 1. It means

that {Ci}i∈I satisfies criterion (1). Second, we prove that

{Ci}i∈I satisfies criterion (2) by contradiction. Suppose

that criterion (2) is not satisfied. We have that ∃ s ∈ L(B),

u ∈ L(B)/s, s.t. {Ci}i∈I(s) = 1 and |u| > M . For

{Ci}i∈I(s) = 1, we can get that f(x0, s) ∈ [∩i∈Iθi(Pi(s))]∩
ψM 6= ∅. On the other hand, for u ∈ L(B)/s and |u| > M ,

we get that f(x0, s) /∈ ψM . The results are contradictory.

Therefore, {Ci}i∈I must satisfies criterion (2).

Example. Consider two systems in Figure 1. Assume that

I = {1, 2}, Σo,1 = {a, o}, Σo,1 = {b, o}, M = 5, K = 0. For

A1, we have ̺K = {4}, ψM = {4}, and the unique string o

reaching state 4 satisfies [∩i∈Iθi(Pi(o))] ∩ ψM = {4} 6= ∅.

For A2, we have ̺K = {3}, ψM = {2, 3}, and there

are two strings ao, bo reaching state 3. It proves that

[∩i∈Iθi(Pi(s))] ∩ ψM = {3} 6= ∅, where s = ao or s = bo.

Therefore, the two systems in Figure 1 are strongly prog-

nosable.
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Figure 1 Two systems (a) A1 and (b) A2.

Remark 2. In fact, the two systems in Figure 1 illus-

trate the difference between strong prognosability and oth-

ers in [8, 9]. For string o in A1, f(x0, o) = 4 ∈ ̺K ,

but θi(Pi(o)) = {3, 4} * ψM , i ∈ I. Therefore, A1 is

not (M,K)-disjunctively prognosable. For string o in A2,

f(x0, o) = 4 /∈ ψM , but θi(Pi(o)) = {3, 4} ∩ ̺K 6= ∅. There-

fore, A2 is not (M,K)-conjunctively prognosable. That is,

(M,K)-disjunctive prognosability and (M,K)-conjunctive

prognosability are incomparable. The case is similar to the

results in [9].

Conclusion. We analyzed the problem of decentralized

fault prognosis of partially-observed discrete event systems.

We followed (M,K) as the prognostic performance for a

given system and proposed a notion of strong prognosability,

which could be applied to more general systems than several

existing results. In the future study, we hope to extend the

approach to multiple types of faults and find out an efficient

algorithm to verification.
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