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Abstract Due to the privacy preserving capabilities and the low communication costs, federated learning

has emerged as an efficient technique for distributed deep learning/machine learning training. However, given

the typical heterogeneous data distributions in the realistic scenario, federated learning faces the challenge of

performance degradation on non-independent identically distributed (Non-IID) data across clients. There-

fore, we propose federated continual learning to improve the performance on Non-IID data by introducing the

knowledge of the other local models. Specifically, we propose a novel federated continual learning method

called FedSI, adapting the synaptic intelligence method to the federated learning scenario. Furthermore,

in order to reduce the communication overheads, we propose the bidirectional compression and error com-

pensation (BCEC) algorithm to produce the communication-efficient federated continual learning method,

called CFedSI. Specifically, the proposed BCEC algorithm compresses both the uplink and the downlink

transmission data and utilizes the error compensation locally to ensure training divergence. Experiments

show that CFedSI improves the accuracy on Non-IID data by up to 46% with KDDCUP’99 dataset, 23%

with CICIDS2017 dataset, 22% with MNIST dataset, and 8% with FashionMNIST dataset, along with the

reduced communication overheads.
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1 Introduction

Recently, the Internet of Things (IoT) technology has been extensively used in a great variety of intelligent
applications. The conventional centralized deep learning system can no longer efficiently handle large
volumes of private data from the vast IoT devices. Federated learning [1] is an efficient distributed deep
learning/machine learning training method. It allows to build the global model by exchanging local
training model parameters and ensures that the training data does not leave the local device, so as to
achieve privacy protection and reduce communication costs. Therefore, federated learning can provide a
new solution for distributed learning systems. But the applications of federated learning to the practical
environment [2–4] still face two major challenges. (1) Due to the statistical heterogeneity of the collected
data, the distributed training data may be non-independent identically distributed (Non-IID) datasets
across devices, the performances of federated learning degrade in processing Non-IID data compared with
IID data. (2) The limited communication bandwidth of intelligent devices makes it challenging to further
reduce the communication overhead of federated learning.

The performance degradation of federated learning on Non-IID data is due to the fact that training with
Non-IID data will result in the great weight divergences of the local models [5]. To tackle the Non-IID
issue of federated learning, an intuitive idea is to alleviate the weight divergences of local models [6]. In
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this paper, inspired by continual learning [7,8], we propose federated continual learning to find a common
parameter space for all the local models over local training and mitigate the local model drift, thus
boosting the performance with Non-IID data. Continual learning is the ability that trains a model over
a sequence of tasks and enables the model to learn continually. The typical approaches [8–10] aim to find
a common parameter space for the previous and current tasks, by designing the structural regularization
loss term that introduces the knowledge of the previous task. Hence, continual learning can provide a
solution for federated learning to address the Non-IID issue by regulating the local training of all the local
models over a common parameter space. Specifically, as for the proposed federated continual learning
method, we design the structural regularization loss term that introduces the knowledge of the other local
models. It allows to alleviate the weight divergences and forces the aggregated global model to be pulled
toward the global optima. Moreover, we also present the adaption of the existing continual learning
method synaptic intelligence (SI) [10] for the federated continual learning, called FedSI. Experiments
show that the performances of FedSI on Non-IID data can be improved on four public datasets from
different application domains.

In addition, considering that model compression [11] is a technique commonly used in distributed
learning to reduce communication overhead, e.g., sparsification [12], quantization [13] or low-rank decom-
position [14], it involves the communication of an update that is transformed to be more compact rather
than the communication of full update. Recent advances in federated learning combined with model
compression techniques have drawn attention of many researchers [15, 16], but these researches mainly
focus on the model compression of the uplink transmitted data from the client to the server. Besides,
the model compression techniques may introduce compression errors during local training and affect the
convergence performance of training. In this paper, combined with sparsification and quantization, we
compress both the uplink and downlink transmitted data to reduce communication overhead, and we
propose the bidirectional compression error compensation (BCEC) algorithm to ensure the convergence
performance of distributed learning. Experiments also verify the effectiveness of the proposed compression
method in reducing communication overhead.

Therefore, we propose a communication-efficient federated continual learning method for distributed
learning systems, which tackles the challenges of Non-IID data and communication overheads. The main
contributions of this paper are summarized as follows:

• We propose federated continual learning to improve the performance on Non-IID data by introducing
the knowledge of the other local models. Specifically, we propose a novel federated continual learning
method called FedSI, adapting the synaptic intelligence method to the federated learning scenario.

• We propose the bidirectional compression and error compensation algorithm to reduce the com-
munication overhead of federated continual learning. The gradient sparsification and quantization are
combined with compress the uplink and downlink transmitted data, and the bidirectional compression
errors are compensated locally to ensure the training convergence.

• We combine the proposed FedSI method with the BCEC algorithm to produce the communication-
efficient federated continual learning method, called CFedSI. Moreover, we also provide the implementa-
tion of the proposed CFedSI over wireless networks.

The remainder of this paper is organized as follows. A brief review of related studies is provided in
Section 2. In Section 3, we introduce the proposed federated continual learning method and the proposed
bidirectional compression and error compensation algorithm. The experiment settings and results are
shown in Section 4. Section 5 comes to concluding remarks.

2 Related work

2.1 Federated learning

As an efficient distributed deep learning/machine learning training method, federated learning allows
users to train a global model while keeping the training data close to the user, ensuring data privacy
preservation. McMahan et al. [1] proposed a federated averaging (FedAvg) algorithm that learns a global
model by the average aggregation of the local model updates. The experimental results on the MNIST
dataset and CIFAR-10 image dataset demonstrated that FedAvg was robust to unbalanced and Non-IID
data distributions.

Moreover, by virtue of these advantages, recent advances in federated learning also have boosted the
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applications in intrusion detection systems. Schneble et al. [2] developed a federated learning-based
intrusion detection system for medical cyber physical systems, which adopts the machine learning-based
intrusion detection. The wireless network intrusion detection system based on federated learning was
built in [3], it used stacked autoencoders to achieve anomaly detection. Zhao et al. [4] proposed a multi-
task deep neural network in federated learning to perform network anomaly detection task. Different
from our work, these studies based on federated learning did not take account of the Non-IID data across
the clients of the distributed intrusion detection system (IDS).

In addition, it has demonstrated that federated learning faces significant performance degradation in
processing Non-IID data in [5], e.g., the prediction accuracy of federated learning for MNIST dropped
by 11% and that of CIFAR-10 dropped by 51%. To improve the performance of federated learning on
Non-IID data, it created a global shared sub-dataset among all edge devices and the experiments showed
that the accuracy of CIFAR-10 dataset can be improved by 30% with only 5% globally shared data in [5].
Yao et al. [17] proposed a feature fusion method to solve the problem caused by Non-IID data, and
improved the performance of federated learning on Non-IID data by aggregating the features of the local
model and global model. Li et al. [18] proposed a more generalized version of FedAvg, called FedProx,
adding a proximal loss term to improve the stability and overall accuracy of federated learning in a highly
heterogeneous environment. But it is still an open issue for federated learning to improve the performance
on Non-IID data.

2.2 Continual learning

Continual learning, also called lifelong learning or continual lifelong learning, is the ability to learn contin-
ually on a sequence of tasks and adapt quickly to a new task without catastrophically forgetting previous
tasks [7,8]. The typical approaches for continual learning are regularization-based, using structural regu-
larizations that help the model to find a solution that is beneficial for both the previous and the current
task. Kirkpatrick et al. [9] proposed elastic weight consolidation (EWC) to overcome catastrophic for-
getting in neural networks, introducing a regularization term based on the Fisher information matrix
to punish the important parameter change between the old task and the new task. The calculation of
the Fisher information matrix needs the sum of all possible output ones and has to be executed during
a separate phase at the end of the local training process. The complexity of the number of output is
linear, limiting the application of this method in low output space. Zenke et al. [10] introduced biological
complexity into deep neural networks and proposed SI to achieve continual learning. It also introduced a
simple structural regularization term to punish changes in important parameters according to the impor-
tant measure of the previous task and avoid overwriting old memories. The importance measure along
the entire learning trajectory can be calculated online, thus it is quick to implement. In this paper, in-
spired by the regularization-based continual learning methods, we propose a new approach for federated
learning to solve the problem of the performance degradation with Non-IID data.

Recently, continual learning combined with federated learning has emerged as a new research trend.
Yoon et al. [19] proposed a novel federated continual learning framework, federated weighted inter-client
transfer. It utilized knowledge from other clients and prevented interference from irrelevant knowledge
by decomposing the network weights. In [20], a distillation-based method was proposed to tackle the
catastrophic forgetting issue in federated continual learning for the human activity recognition classifi-
cation task. However, these methods focused on the scenario where each client learns on a sequence of
tasks from a private local data stream, while our work devotes to solving the Non-IID data challenge.

2.3 Model compression

As for the gradient sparsification, it transmits only a few elements of each tensor. The TopK gradient
sparsification is commonly used in model compression, where only the largest K elements are chosen
for transmission. Liu et al. [15] proposed a gradient compression mechanism based on TopK selection
to compress the local gradients in the edge devices, thus improving the communication efficiency of the
proposed federated learning framework in Industrial IoT. In [21], the TopK sparsification of activations
and gradients significantly reduced the communication overhead of the federated learning for Healthcare
IoT devices. Sun et al. [22] proposed a general gradient sparsification framework for adaptive optimizers,
where the uploaded gradients were sparsified to reduce the communication overhead, and a general
gradient correction method was applied to maintain the correct updating process.
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In terms of the gradient quantization, it reduces the number of bits per element in the gradient tensor
(e.g., convert Float32 to Float8). Reisizadeh et al. [16] proposed a communication-efficient federated
learning method with periodic averaging and quantization, it adopted the low precision quantizer to
compress the uplink transmitted data. In order to tackle the challenge of transmitting the learned models
over the throughput limited uplink channel, the universal vector quantization for federated learning was
proposed in [23], which implements substractive dithered lattice quantization based on solid information
theory. Mills et al. [24] applied the uniform and exponential quantization for the communicated weights
and moment values of Adam to achieve communication-efficient FedAvg.

Different from our work, these references mainly focused on the model compression of the uplink
transmissions, our proposed method compresses both the uplink and the downlink transmitted data and
utilizes error compensation locally to ensure training convergence.

2.4 Federated learning over wireless network

The implementation of federated learning requires bidirectional data transmission between the local
clients and the central server. Recently, there are a number of existing studies [25–28] that focus on the
implementation of federated learning (FL) over wireless networks. Chen et al. [25] provided a framework
to implement FL algorithm over wireless networks and a comprehensive study of the connection between
the performances of the FL algorithm and the wireless factors. This paper pointed out that the influence
of unstable wireless channels was mainly reflected in packet error rate, and the packet errors could
further affect the performance. Ref. [26] proposed to utilize the non-orthogonal multiple access (NOMA)
technique in the uplink FL communication by taking into account the fading channels and adaptively
compressing the model updates in the uplink. Yang et al. [27] studied the performances of FL over
wireless communication networks and then proposed a joint energy computation and transmission resource
allocation scheme for FL. Ref. [28] developed a realistic implementation of FL over a wireless network
and studied the convergence time of FL, where the local clients of the FL system transmit the local
models to a base station over wireless links. These works focus on studying the implementation of the
federated learning baseline algorithm (FedAvg) over wireless networks. In this paper, we provide the
implementation of the proposed CFedSI over a wireless network and investigate the impact of packet
errors on our method.

3 Methodology

3.1 Distributed learning system based on federated learning

We consider a distributed learning system consisting of N local clients and a central server. The ar-
chitecture of distributed learning system is shown in Figure 1(a). Each Clienti owns a private local
training dataset Di that follows a distribution p(Di), e.g., for the distributed network intrusion detec-
tion system, Di may contain the IoT traffic data of the normal behavior and various network attacks
that collected from IoTDs. The whole training dataset of the distributed learning system is defined as
D = D1

⋃

D2

⋃

· · ·
⋃

DN and follows the distribution p(D). It is worth noting that each Clienti can
only have access to its local training dataset to train the local model Mi. Our goal is to obtain the
global model M by collaborative learning while guaranteeing local data privacy, where the global model
is required to implement effective detection on the instances that obey the distribution p(D).

In order to obtain an efficient global model, we construct the distributed learning system based on
federated learning. Federated learning is a distributed learning method with efficient communication and
privacy protection, suitable for distributed optimization of deep neural networks. The FedAvg algorithm
proposed in [1] is the baseline algorithm of federated learning. At the client side, each Clienti trains
on its local training dataset Di with the cross entropy loss, and performs E local training epoches
during communication round t. The accumulated gradient Gt

i is used to obtain the local model M t+1
i .

Subsequently, Clienti transmits the local model updates Gt
i or the local model parameters M t+1

i to the
central server. At the central server side, the global model M t+1 is obtained by the average aggregation
of all the local model, and then is broadcast to each Clienti for the local model parameter initialization
at the next round. The formulas about the process of federated learning are as follows:

Local client: M t+1
i = M t

i − αGt
i, (1)
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Central server: M t+1 = M t − α
∑

i

ciG
t
i =

∑

i

ciM
t+1
i , (2)

where α denotes the learning rate and ci represents the proportion of the local training dataset Di in the
whole dataset D.

3.2 Federated continual learning method

Due to the statistical heterogeneity of IoT devices, various IoTDs are prone to collect different types
of data in the practical IoT environment. Thus, the types of data collected by the local clients in real
distributed scenarios are usually not the same, e.g., for the distributed network intrusion detection system,
some local clients can merely collect the normal type of traffic data without any attack type of traffic
data. We map this real-world scenario to Non-IID data among the local clients. As for the Non-IID data
setting, the local training datasets contain different types of data that follow different data distributions.

However, the Non-IID training data among the local clients will bring about the local model drift in
the local training process [5]. It further leads to the great weight divergences among the local models and
makes the global model aggregated by FedAvg deviate from the global optima, illustrated in Figure 1(c).
The great weight divergences among the local models will inhibit the global model learning, which is
the root cause of the performance degradation of federated learning on Non-IID data. Based on this, an
intuitive idea to tackle the Non-IID issue is to alleviate the weight divergences of local models. In this
paper, we innovatively introduce continual learning into federated learning to find a common parameter
space for all the local models over local training and mitigate the local model drift, thus improving the
performance with Non-IID data.

Continual learning [7,8] is the ability that trains a model over a sequence of tasks and enables the model
to learn continually. The typical approaches [8–10] design the structural regularization loss term tailored
for continual learning. The loss term introduces the knowledge of the previous task, and penalizes the
current model’s parameter changes in the importance parameters that make great contributions to the
previous task. The key idea of continual learning is to find a common parameter space that is beneficial
for the previous and current tasks in the model training process. Specifically, the whole optimization loss
for continual learning is illustrated in (3). Hence, continual learning can provide a solution for federated
learning to address the Non-IID issue by regulating the local training of all the local models over common
parameter space.

L(θ) = LB(θ) + λ
∑

k

ΩA,k(θk − θA,k)
2
. (3)

Among them, the first term is the loss of the current task B, the second term is the designed structural
regularization loss term, λ is the regularization factor, θA,k is the k-th model parameter of the previous
task A, ΩA,k represents the importance factor of θA,k.

Inspired by continual learning, we propose federated continual learning to boost the performance on
Non-IID data. Specifically, by analogy with continual learning, we first design the structural regularization
loss term that introduces the knowledge of the other local models, denoted as the continual learning loss.
It aims to regulate the deviation of the local model from the other local models, thereby forcing the
aggregated global model to be pulled toward the global optima, illustrated in Figure 1(c). Meanwhile,
the local model still needs to maintain the ability to learn about their own data during the local training.
In summary, to achieve the goals of federated continual learning, we design the optimization loss function
for local training in the distributed learning system, including two loss term, shown in Figure 1(b). The
first term is the cross entropy loss calculated with the local training dataset to learn its own data, and the
second term is the proposed continual learning loss to alleviate the weight divergences of local models.
The local training loss of Clienti is formulated as

Lt
i = Lt

CE,i(Di) + λ
∑

j 6=i,j∈[N ]

∑

k

Ωt−1
j,k (M t

i,k −M t−1
j,k )

2
, (4)

where LCE denotes the cross entropy loss, λ is the regularization factor, Ωt−1
j,k represents the importance

factor of the k-th parameter of the j-th local model during the (t − 1)-th round, M t
i,k denotes the k-th

parameter of the i-th local model during the t-th round, namely the own local model parameter in the
current round, and M t−1

j,k is the k-th parameter of the j-th local model during the (t−1)-th round, namely
the other local model parameter obtained in the previous round.
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Figure 1 (Color online) Illustrations of the distributed learning system based on the proposed federated continual learning

(FedSI), including (a) the architecture of distributed learning system, (b) the local training scheme of federated continual learning,

and (c) the weight divergences of local models obtained by federated continual learning on Non-IID data.

In the case that each local client cannot communicate with each other in the distributed system, the
additional communication overheads need to be introduced in the distributed training process to achieve
federated continual learning. In the uplink transmission, each Clienti requires to transmit the local model
parameters and the local model weight importance factor matrix to the central server{M t

i ,Ω
t
i|i ∈ [N ]}.

In downlink transmission, besides the global model M t+1, the central server also needs to forward the
model parameters and the local model weight importance factor matrix of the other clients to each client
{M t+1, (M t

j ,Ω
t
j)|j 6= i, j ∈ [N ]}. Considering that local model parameters M t

i can be calculated by
the local model weight updates Gt

i and the local model weight updates are more suitable for model
compression, we transmit Gt

i instead of M t
i in the uplink and downlink transmission.

To implement the federated continual learning, the local model weight importance matrix Ω should be
calculated in a proper way. In this paper, we present the adaption of the synaptic intelligence method to
the federated learning scenario, called FedSI. As the continual learning method, synaptic intelligence [13]
is applied to calculate the local model weight importance matrix Ω. The implementing procedure is
presented as follows.

First, we take into account the change in local training loss caused by the infinitesimal parameter

update at round t. The change in the local training loss Lt
i can be estimated by the gradient gti =

∂Lt
i

∂Mt
i

and is written as

Lt
i(M

t
i + δti)− Lt

i(M
t
i ) ≈

∑

k

gti,kδ
t
i,k, (5)

where δti,k represents the k-th parameter of the local model update in round t, δti,k = M ′t
i,k, g

t
i,kdenotes

the k-th parameter of the gradient in round t, and gti,kδ
t
i,k represents the contribution of each parameter

update to the change in the local training loss Lt
i.

Then, by adding up all infinitesimal changes in all iterations of local training, the total amount of the
local training loss change in the whole parameter space can be obtained by

∆Lt
i =

∑

k

∑

e

∫

te

gti,kM
′t
i,kdt =

∑

k

−wt
i,k, (6)

where wt
i,k denotes the contribution of the specific parameter to the total local training loss change. We

introduce the minus sign in front of wt
i,k, as we are typically interested in the loss decline.

At last, considering that the importance of each parameter of the local model is determined by how
much it contributed to the decline of the local training loss, wt

i,k can be regarded as the estimated value

of the local model weight importance factor Ωt
i,k. In this paper, the local weight importance factor can



Zhang Z, et al. Sci China Inf Sci February 2023 Vol. 66 122102:7

be written as

Ωt
i,k = max

(

wt
i,k

(∆t
i,k)

2
+ ξ

, 0

)

, (7)

where ∆t
i,k denotes the change of the k-th parameter, (∆t

i,k)
2 is used to ensure that the proposed continual

learning loss term is consistent with the unit of the cross entropy loss, and ξ is the damping factor that
avoids the denominator to be zero.

Particularly, unlike the calculation of Ω in the original version of synaptic intelligence, we force all the
negative values to be zero for the purpose of ensuring the value of the continual learning loss term to be
positive. Besides, since the participants in federated learning perform the local training task with the
same dataset during each round, the calculation of Ω in the proposed federated continual learning does
not need to be accumulated online like the original version of synaptic intelligence.

3.3 Bidirectional compression and error compensation algorithm

In this paper, we propose the BCEC algorithm to reduce the communication overhead. Specifically, the
proposed BCEC algorithm compresses both the uplink and the downlink transmitted data and utilizes er-
ror compensation locally to ensure training divergence. Considering that the proposed federated continual
learning method brings in extra communication overhead, BCEC can compress the extra transmitted data
to produce the communication-efficient federated continual learning method, called CFedSI. The adopted
compression algorithm involves two compression strategies in distributed optimization, including gradi-
ent sparsification and quantization. In gradient sparsification, the gradient vector is sparsified before
transmission by choosing parts of the gradient elements. We adopt TopK gradient sparsification [12],
denoted as Topk, where the largest K elements of the gradient vector are selected for transmission. The
sparsification ratio is determined as the ratio of the transmitted K elements to the length of the vector.
As for quantization, the precision of gradient vector is reduced by mapping each component of the gradi-
ent vector to s quantization levels, and we take randomized quantization [13] as the quantizer, denoted
as Qs. In order to reduce the uplink communication overhead, we utilize the composition of randomized
quantization and TopK sparsification to compress the local model weight updates. The compressed local
weight updates Ĝt

i can be obtained by

Ĝt
i = Qs(Topk(ε

t
i +Gt

i)), (8)

where εti is the accumulated compression error of Clienti for compensation in round t and Gt
i denotes the

local weight updates of Clientsi in round t. In addition, considering that the uplink transmission includes
not only the local weight updates but also the local model weight importance matrix, we also sparsify
the local model weight importance matrix Ωt

i by using the TopK index of Ĝt
i denoted as Mask

Ĝt
i

, and

then take the randomized quantization on it. The compressed local model weight importance matrix Ω̂t
i

is calculated by
Ω̂t

i = Qs(Ω
t
i ·Mask

Ĝt
i
). (9)

Thus, for the uplink transmission, each local client sends the compressed local model weight updates
and the compressed local model weight importance matrix {Ĝt

i, Ω̂
t
i} to the central server. Compared with

the transmission of uncompressed data, the overhead of uplink communication can be greatly reduced.
As for the downlink communication, the central server needs to transmit the global weight updates to
each local client. Since the TopK indexes of all the sparsified local weight updates are usually irregular
and different from each other, the length of the global weight updates obtained by average aggregation of
sparsified local weight updates is bound to be greater than K. To further reduce downlink communication
overhead, the proposed compression algorithm also applies the TopK sparsification to compress the
aggregated global weight update, the compressed global weight updates Ĝt+1 can be calculated by

Ĝt+1 = Topk

(

∑

i

ciĜ
t
i

)

. (10)

The whole process of the proposed bidirectional compression is shown in Figure 2, including the
uplink compression and the downlink compression. In addition, considering that the compression of
model weight updates brings some errors, the errors accumulate gradually and affect the convergence
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Figure 2 (Color online) Illustration of the bidirectional compression process in the proposed BCEC algorithm.

performance of local training as the iteration goes on. To ensure the local training divergence, we
calculate the compression error of the model weight updates, store the error locally in each round, and
then compensate the compression errors in the next round. In the first step, we take into account
the uplink compression errors introduced by the compression of the local model weight updates, the
accumulated compression error εt+1

i is obtained by

εt+1
i = (εti +Gt

i)− Ĝt
i. (11)

And then, the downlink compression errors can be calculated at the local client side by using the TopK
index of the received global weight update Ĝt+1 denoted as Mask

Ĝt+1 , and then can be accumulated to
the whole compression errors,

εt+1
i = εt+1

i + (Ĝt
i − Ĝt

i ·Mask
Ĝt+1). (12)

Lastly, we compensate for the compression error in the next training round. We combine the proposed
FedSI method with the BCEC algorithm to produce the communication-efficient federated continual
learning method, called CFedSI. The implementation procedure of the proposed CFedSI method is sum-
marized in Algorithm 1. In step 3, the complexity of the calculation of continual learning loss by (4) is
O(N |M |), where N is the number of local clients and |M | is the number of the model parameters. The
calculation of the weight importance matrix Ωt

i is based on the intermediate variable of the local training

and does not require a separate calculation phase. In step 4, acquiring Ĝt
i involves the sort of the local

model parameters, the complexity is O(|M | log |M |). The calculation of Ω̂t
i is based on the mask of Ĝt

i

and is operated in an elementwise manner, the complexity is O(1). For step 8, the downlink compression
also needs the sort of the global model parameters, the complexity is O(|M | log |M |). The calculation of
the compression errors in the uplink and downlink based on (11) and (12) can be operated between the
matrixes in an elementwise manner, the complexity is O(1). Hence, the computation efficiency of the
proposed CFedSI method ensures its effectiveness and feasibility.

Algorithm 1 The proposed FedSI method combined with the BCEC algorithm (CFedSI)

1: For communication round t = 0 to T − 1 do:

2: At client:

3: Each Clienti executes the local training with Lt
i using (4) to obtain the local weight updates Gt

i , and calculate the local model

weight importance matrix Ωt
i based on (5)–(7);

4: Acquire the compressed local weight updates Ĝt
i based on (8), and store the uplink compression error ε

t+1

i
calculated by (11);

5: Obtain the compressed local model weight importance matrix Ω̂t
i by (9);

6: Send Ĝt
i and Ω̂t

i to the center;

7: At central sever:

8: Receive the uplink transmitted data of the local clients, and then calculate the compressed global weight updates Ĝt+1 by (10);

9: Send Ĝt+1 and forward {Ĝt
j , Ω̂

t
j |j 6= i, j ∈ [N ]} to each Clienti;

10: At client:

11: Receive the transmitted data, and then calculate the error compensation ε
t+1

i
by accumulating the downlink compression error

based on (12) and update the local model with the received Ĝt+1 for the next round;

12: End

3.4 Implementation of the proposed CFedSI over wireless network

The implementation of the proposed CFedSI method requires bidirectional data transmissions between
the local clients and the central server. In this paper, we employ the proposed CFedSI in the wireless
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communication network. Due to the unreliable nature of the wireless channel, the data transmissions
will contain erroneous symbols, which will subsequently affect the performance of the proposed CFedSI.
Thus, we focus on studying the impact of packet errors on our methods.

We adopt a typical wireless network for the FL system proposed in [25]. In consideration of a cellular
network with one BS and N users, the BS plays a role as the central server to aggregate all the local
models and then deliver the global model to each user, and each user acts as the local client to realize
the local model training. For the uplink, the orthogonal frequency division multiple access (OFDMA)
technology is adopted. Each user occupies one resource block (RB) for transmitting data to the BS,
including the compressed local model weight updates and the compressed local model weight importance
matrix, denoted as DU

i = {Ĝt
i, Ω̂

t
i}. The achievable uplink data rate for user i is given by

RU
i =

R
∑

n=1

ri,nB
UEhi

(

log2

(

1 +
Pihi

In +BUN0

))

, (13)

where

ri,n =

{

1, RBn is allocated to user i,

0, otherwise,

and
∑R

n=1 ri,n = 1. BU is the uplink bandwidth, Pi is the transmission power of user i, hi = oid
−2
i is

the channel gain between the BS and user i with di being the distance between them and oi being the
Rayleigh fading parameter, N0 is the additive noise power density, and In is the interference caused by
the users that are located in other service and use RBn.

For the downlink, the BS transmits the compressed global weight updates to each user i, along with
the compressed local model weight updates and the compressed local model weight importance matrix
from the other users. The downlink transmission data of user i can be defined as DD

i . The achievable
downlink data rate for user i is

RD
i = BDEhi

(

log2

(

1 +
PBhi

ID +BDN0

))

, (14)

where BD is the downlink bandwidth, PB is the transmission of BS, ID is the interference caused by
other BSs.

Due to the unstable wireless channel, the packet errors are prone to occur in the uplink transmission.
The cyclic redundancy check (CRC) mechanism is used to check for data errors in the uplink packets
received by BS. This paper also assumes that the uplink transmission data will be transmitted as a single
packet, and the packet error rate of user i sending DU

i to BS is given by [25]

ei =

R
∑

n=1

ri,nEhi

(

1− exp

(

−
m(In +BUN0)

Pihi

))

, (15)

where m is the waterfall threshold.
When the BS receives the uplink transmission data from users that contain erroneous symbols, the

central server will not use the errored data for the global model aggregation, but directly use the remaining
correct local models to update the global model. This paper also assumes that the BS will not ask the
corresponding users to resend their local models when the received local models contain data errors.
Thus, in consideration of the packet errors, the global model obtained in the wireless network can be
expressed as

M̃ t+1 =
∑

i

Ii(ciM
t+1
i ), (16)

where

Ii =

{

1, with probability 1− ei,

0, with probability ei.

From (16), the global model explicitly absorbs the influence of the wireless transmission on the basis of
(2). According to [25], the packet errors will further affect the convergence of global models and bring
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in the convergence gap between the global model obtained in a wireless network and that obtained in an
ideal scenario without packet errors. The convergence gap caused by wireless factor is given by [23]

GAP = E(L(M̃ t)− L(M t)), (17)

where L(·) represents the local training loss function in the t-th round, M̃ t denotes the global model
obtained by rejecting the aggregation of the local models with packet errors, calculated by (16), M t is
the global model obtained by aggregating all local models without any packet error under ideal conditions,
calculated by (2), and E(·) represents the expectation with respect to packet error rate.

4 Experiments and analysis

4.1 Dataset

In order to evaluate the performance of the proposed federated continual learning method in distributed
IDS, we conducted experiments on several public datasets from two application domains, including the
network intrusion detection datasets and the image recognition datasets.

In the field of network intrusion detection, we conducted experiments on KDDCUP’99 (KDD) dataset1)

and CICIDS2017 dataset2). KDD dataset is one of the most popular intrusion detection datasets, and it
consists of a connection vector of 41 features [29]. We choose the three most frequent categories in KDD
as the experimental data, including Dos smurf, Dos neptune, and Normal. CICIDS2017 dataset is an
open-source network intrusion detection dataset collected by the Canadian Institute for Network Security
in 2017 [30]. It contains more network attack types and provides massive real PCAP files data. Based
on the original flow feature extraction proposed in [30], we extract 256-dimensional header features of
five network traffic types, including Benign, DDos, Dos Hulk, PortScan, and FTP Patator. To avoid the
problem of data imbalance in the multi-classification training, we perform a random downsampling on
the four most frequent flow types, allowing the Benign type to remain 60000 flows and the other three
attacks to remain 50000 flows. In addition, we select 80% from the CICIDS2017 dataset as the training
dataset and the remaining 20% as the test dataset. More details about the dataset settings can be found
in [31]. In our experiments, the test dataset contains the test data of all the training classes and is used
to evaluate the performance of the global model.

As for the image recognition learning task, we conducted experiments on MNIST dataset3) and Fash-
ionMNIST dataset4), which are widely used for evaluating the performance of FL system [32, 33]. Fash-
ionMNIST dataset is an extended version of the MNIST dataset. The two datasets both have 70000
images of size 28×28 and are split into 60000 images as the training dataset and the remaining 10000
as the test dataset. There are 10 categories in the training dataset with 6000 images per class. The 10
categories in MNIST dataset are from number 0 to number 9, while the FashionMNIST dataset owns
different categories, including T-shirt, Dress, and Ankle boot.

We evaluate the proposed federated continual learning methods on two training data distributions
among the clients of the distributed system: IID and Non-IID. For IID setting, each client has all types
of traffic data and is randomly assigned a uniform distribution over all the training classes. For Non-IID
setting, the data is sorted by class and divided to create the extreme cases: n-class Non-IID, denoted as
Non-IID(n), where the sorted data of each class is divided into n partitions and each client is randomly
assigned n partitions from n classes. For example, with regard to the KDD dataset, we set three scenarios:
IID, Non-IID(2), and Non-IID(1). IID setting means each client includes all three training classes’ data,
Non-IID(2) stands for each client containing two training classes’ data, and Non-IID(1) represents each
client contains only one training class’s data and each client owns a different training class.

4.2 Experimental setting

Considering that the KDD dataset has 41-dimensional features, the intrusion detection model based on
convolutional neural network (CNN) adopts the 1D convolutional layer and 1D max-pooling layer for
the KDD dataset. The number of convolutional filters in order is 16 and 32. In addition, we extract

1) http://kdd.ics.uci.edu/databases/kddcup99/kddcup99.

2) https://www.unb.ca/cic/datasets/ids-2017.html.

3) http://yann.lecun.com/exdb/mnist/.

4) https://github.com/zalandoresearch/fashion-mnist.

http://kdd.ics.uci.edu/databases/kddcup99/kddcup99
https://www.unb.ca/cic/datasets/ids-2017.html
http://yann.lecun.com/exdb/mnist/
https://github.com/zalandoresearch/fashion-mnist
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256-dimensional header features from the CICIDS2017 dataset and the header features can be resized
into 16×16, so the CNN adopts the 2D convolutional layer and 2D max-pooling layer for CICIDS2017
dataset, and the number of convolutional filters in order is 32 and 128. For the two datasets, the kernel
size of each convolutional layer is fixed to 3 and its stride is set to 1, the pooling size is 4 and its stride
is 2. As for the MNIST dataset and FashionMNIST dataset, we also adopt the commonly used CNN
model as the local training model, with the 2D convolutional layers and 2D max-pooling layers. The
number of convolutional filters in order are 10 and 20 on the MNIST dataset, and are 16 and 32 on the
FashionMNIST dataset. The convolutional kernel size is fixed to 5 and the pooling size is 2 on both
datasets.

We compare the proposed FedSI and CFedSI (FedSI combined with the proposed BCEC algorithm)
with the existing federated learning methods, including FedAvg [1] and FedProx [18]. The implementa-
tions of the comparison methods are based on the descriptions in their papers. Moreover, in order to
evaluate the effectiveness of the proposed FedSI, we also apply the classical continual learning algorithm
EWC [9] to the federated continual learning, called FedEWC. FedEWC adopts the same experimental
settings as the proposed FedSI, except that the calculation way of model weight importance factor matrix
is based on EWC. As regards the implementation of FedSI, the regularization factor λ is set to 1.0. As
for the implementation of the proposed BCEC algorithm, the sparsification ratio is fixed to 0.5 on the
four dataset, the quantization level is set to 64 on the KDD dataset and is set to 32 on the other datasets.

In this paper, we adopt the classification accuracy and F-measure as the indicators to evaluate the
performance of the proposed CFedSI method on different application domains. The network intrusion
detection task is essentially a multi-classification problem, recognizing the traffic patterns of the benign
type and different attack types. Hence, the classification accuracy and F-measure can be chosen to
assess the effectiveness of the distributed IDS for securing the system. Besides, we adopt the size of
the uplink and downlink transmission data as the indicators to evaluate the communication overhead
of the proposed CFedSI method. We also introduce the compression rate as the indicator to assess the
compression effectiveness of the proposed BCEC algorithm. The compression rate is the rate of the
communication overhead of CFedSI to that of FedAvg (baseline).

We have released the source codes about the implementations of the proposed CFedSI method online5).
We use Python3.6 as the programming language and Pytorch as the deep learning framework. In our
experiments, the training process and the inference process of the deep neural networks are accelerated
by GeForce GTX 2080 TI GPUs.

4.3 Results and discussion

4.3.1 Performance evaluation

(1) Impact of Non-IID data on federated learning. To investigate the impact of Non-IID data
on federated learning, we carry out the experiments of implementing FedAvg (the baseline of federated
learning) under IID data setting and different Non-IID data settings in the distributed system and
evaluate the accuracies of the obtained global model on the test dataset. The experimental results on
the KDD dataset and CICIDS2017 dataset are shown in Table 1, the results on the MNIST dataset and
FashionMNIST dataset are given in Table 2.

As for the KDD dataset, Table 1 shows that FedAvg has high accuracies more than 88% on IID
data and Non-IID(2) data, it proves that FedAvg as the baseline of federated learning performs well
on IID distributed data and also has a certain ability to deal with Non-IID distributed data. However,
as the skewness of distributed training data increases, the test accuracy of FedAvg on Non-IID(1) data
significantly drops to 41.72%, it demonstrates the limitations of FedAvg in training on Non-IID data,
especially on the highly-skewed distributed data. The performance degradation of FedAvg on Non-
IID data of KDD dataset also means the decrease in the effectiveness of the distributed IDS based on
FedAvg. In particular, we quantify the detection accuracies of the network attacks and the normal type
using FedAvg on IID data and Non-IID(1) data shown in Figure 3(a). It can be seen that FedAvg
on Non-IID(1) is unable to detect Dos smurf attack with the detection accuracy of 0%, indicating that
the distributed IDS based on FedAvg with Non-IID(1) data will lose its protection against Dos smurf
attack and compromise the network security. With respect to the CICIDS2017 dataset, Table 1 shows
that FedAvg has a high accuracy rate of over 80% on IID data and Non-IID(4) data, but the test

5) https://github.com/zhangzhao156/Communication-efficient-federated-continual-learning.

https://github.com/zhangzhao156/Communication-efficient-federated-continual-learning
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Table 1 Test accuracies (%) of different federated learning methods with IID data and Non-IID data of KDD dataset and

CICIDS2017 dataset

Dataset Scenario FedAvg (baseline) FedProx FedEWC FedSI CFedSI

IID 88.18 85.00 88.17 88.17 88.00

KDD Non-IID(2) 88.17 88.00 88.00 88.14 88.00

Non-IID(1) 41.72 41.00 88.08 88.11 88.10

IID 86.54 72.92 60.65 87.10 85.99

Non-IID(4) 81.25 51.09 57.45 83.50 83.63

CICIDS2017 Non-IID(3) 52.01 52.55 73.16 74.90 73.26

Non-IID(2) 64.16 62.02 69.26 69.82 68.06

Non-IID(1) 43.91 40.38 56.81 68.92 67.52

Table 2 Test accuracies (%) of different federated learning methods with IID data and Non-IID data of MNIST dataset and

FashionMNIST dataset

Dataset Scenario FedAvg (baseline) FedProx FedEWC FedSI CFedSI

IID 95.32 95.33 95.34 95.67 94.91

MNIST Non-IID(3) 81.15 69.49 81.6 85.53 84.43

Non-IID(2) 77.62 69.65 76.58 87.16 88.94

Non-IID(1) 65.3 69.09 65.14 87.57 87.27

IID 83.93 83.72 83.51 83.38 82.84

FashionMNIST Non-IID(3) 64.04 68.54 68.13 72.13 71.03

Non-IID(2) 65.3 64.23 56.02 70.06 69.21

Non-IID(1) 57.02 61.03 59.93 65.16 65.89

(a) (b)

(c)

Detection accuracy (%) Detection accuracy (%)

Detection accuracy (%)

Figure 3 (Color online) The detection accuracies of the network attacks and the normal type using (a) FedAvg, (b) FedSI, and

(c) CFedSI on IID data and Non-IID(1) of KDD dataset.

accuracies of FedAvg have significantly reduced under Non-IID(3), Non-IID(2), and Non-IID(1) data
settings. Likewise, for the image recognition task, FedAvg also faces performance degradation on Non-
IID data. Table 2 shows that FedAvg has high accuracies under IID data setting, reaching 95.32% on the
MNIST dataset and 83.93% on the FashionMNIST dataset. But the accuracy of FedAvg also decreases
gradually with the increase of the skewness of distributed training data, especially on Non-IID(1) data, it
falls by 30% on the MNIST dataset and 27% on the FashionMNIST dataset. As a result, Non-IID data is
shown to have a negative impact on federated learning, and the performances of FedAvg still have plenty
of room for improvement in processing Non-IID data.
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(2) Performances on Non-IID data. We evaluate the performances of the proposed FedSI and
CFedSI (FedSI combined with the proposed BCEC algorithm) methods, and we also compare it with
FedAvg, FedProx, and FedEWC. Tables 1 and 2 also provide the experimental results on the four datasets.

According to Table 1, the proposed FedSI and CFedSI improve the accuracies by 46% on Non-IID(1)
data of the KDD dataset compared with FedAvg, which demonstrates that FedSI and CFedSI can effec-
tively enhance the performance of federated learning on Non-IID data. Specifically, we also provide the
detection accuracies of the network attacks and the normal type using FedSI and CFedSI on IID data
and Non-IID(1) data in Figures 3(b) and (c). Results demonstrate that, different from FedAvg on Non-
IID(1), FedSI and CFedSI on Non-IID(1) data can achieve the same detection accuracies of Dos smurf
attack with that on IID data. It means that the distributed IDS based on FedSI and CFedSI can offer
better protection against Dos smurf attack than the distributed IDS based on FedAvg and ensure the
network security. Besides, it should be noted that the proposed CFedSI method achieves the bidirectional
compression and error compensation algorithm on the basis of the FedSI method, which reduces the com-
munication overhead significantly. It can be seen from Table 1 that the performances of CFedSI degrade
slightly compared with FedSI, but the accuracies of CFedSI on both IID data and Non-IID data are still
all above 88%. It implies that the proposed BCEC algorithm does not significantly affect the performance
while reducing the communication overhead. FedEWC as the federated continual learning method also
has good performance on Non-IID(1) data, with the accuracy rate above 88%, shown in Table 1. This
demonstrates the advantages of federated continual learning in dealing with Non-IID data once again.
But the proposed FedSI method still has a slight edge over FedEWC on Non-IID data. In addition, it is
worth mentioning that FedProx as the extended version of FedAvg introduces the proximal loss term in
local training, but the performances of FedProx do not be improved compared with FedAvg on Non-IID
data, indicating that FedProx is not suitable for processing the Non-IID data in the distributed IDS.

Likewise, as shown in Table 1, the proposed FedSI and CFedSI have significantly improved the per-
formances on all the Non-IID data settings compared with FedAvg, with the accuracy improvement of
2%–25%. Especially FedSI outperforms than FedAvg even on IID data. There are trivial changes in per-
formance between CFedSI and FedSI, it proves the effectiveness of the proposed methods in improving
the performances on Non-IID data. In addition, it can be found in Table 1 that, even though FedEWC
also develops the performances on Non-IID(3), Non-IID(2), and Non-IID(1) data, the performances of
FedEWC are inferior to that of FedAvg on Non-IID(4) data. It implies that FedEWC is not robust
enough for distributed IDS with Non-IID data. Considering that the distributed IDS owns more clients
for the CICIDS2017 dataset, it is more difficult for the local models trained on skewed data to aggregate.
In addition, the performance of FedSI decreases as the skewness of distributed training data increases.

Besides, for the image recognition task, the proposed FedSI and CFedSI improve the accuracies on Non-
IID data by 4%–22% on the MNIST dataset and 5%–8% on the FashionMNIST dataset. Additionally,
the performances of CFedSI are close to those of FedSI, which proves once again that the proposed BCEC
algorithm does not significantly affect the performance while reducing the communication overhead. From
Table 2, FedProx and FedEWC improve the performances on Non-IID(1) data compared with FedAvg,
but are inferior to FedAvg om Non-IID(2) data. It means that FedProx and FedEWC are not robust
enough for Non-IID data with MNIST dataset and FashionMNIST dataset.

(3) Convergence on Non-IID data. In our experimental settings, Non-IID(1) is the most extreme
case of Non-IID distributed training data, which stands for the highly-skewed distributed training data.
If the federated learning method can obtain a superior performance on Non-IID(1) data, then it can reach
better performance under the other Non-IID data settings. As a result, the following experiments focus
on evaluating the performances on Non-IID(1) data in this paper. Here we show the test loss curves of
the proposed federated continual learning methods and the compared methods with Non-IID(1) data of
the four datasets in Figure 4.

From Figures 4(a) and (b), the test loss curves of the proposed FedSI and CFedSI decline faster
than those of FedAvg, FedProx, and FedEWC on the KDD dataset and CICIDS2017 dataset, as the
communication round increases. Especially for the MNIST dataset and FashionMNIST dataset, FedSI
and CFedS can significantly speed up the convergence rate, their convergence speeds are quick and the
required communication rounds are less than 30, shown in Figures 4(c) and (d). It is due to the fact
that the proposed Federated continual learning method makes the weight divergences of local models
become smaller and then makes the test loss of the global model converge more easily with the increase
of communication rounds, thus improving the performance of the global model on Non-IID data. In
addition, it can be seen that FedSI has a faster convergence speed than CFedSI. Since CFedSI compresses
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Figure 4 (Color online) Test loss over communication rounds of the proposed federated continual learning method and the

compared federated learning methods with Non-IID data of (a) KDD dataset, (b) CICIDS2017 dataset, (c) MNIST dataset, and

(d) FashionMNIST dataset.

the transmitted gradients, the incomplete gradient information affects the convergence of the model. But
this effect is acceptable, for the KDD dataset, CFedSI converges faster than FedEWC, which does not
adopt compression. It is worth mentioning that FedAvg and FedProx have difficulty in the convergence
and the test loss does not decline in the later stage on the CICIDS2017 dataset. Even if the transmission
is repeated for many communication rounds especially in the case of a large number of local models that
need to be aggregated, the performance of the global model obtained by FedAvg cannot be significantly
developed.

Specially, we further analyze the training convergence performance of CFedSI on Non-IID data and
compare it with FedAvg (baseline), Figure 5 shows the local training loss curve of each client in distributed
IDS on the KDD dataset. In Figure 5, the abscissa represents the communication rounds, and the
horizontal grid between two adjacent communication rounds represents the local training iterations,
where the number of the local training epochs is 5.

From Figure 5, as the communication rounds T increase, each client’s training loss curve of FedAvg
and CFedSI presents the overall downward trend with significant jagged fluctuation. During each com-
munication round, each client executes the local training iterations to obtain its local model, thereby,
each client’s local training loss declines. After the last training iteration, the local training models are
transmitted to a central server to obtain the global model by average aggregation. And then, each client
updates its local model parameter with the newly obtained global model. Due to the Non-IID distributed
training data, the local training models have great weight divergences, the newly acquired global model
does not necessarily adapt to these local training datasets. Hence, at the start of the next communication
round, the local training loss of each client increases on the basis of the local training loss at the end of the
current round. Therefore, the training loss curve of each client appears jagged. It can be observed from
Figure 5(a) that after 14 communication rounds, the training loss curve of each client tends to conver-
gence but still with obvious jagged fluctuations and the jagged fluctuation of FedAvg cannot be alleviated
anymore. It indicates that the global model obtained by FedAvg in the later stage of distributed training
is still not very suitable for the local datasets (the local training tasks), which is also the reason that
the performance of FedAvg on Non-IID data cannot be significantly improved with more communication
rounds. On the contrary, Figure 5(b) shows that after 14 communication rounds the training loss curves
of the proposed CFedSI flatten out and the jagged fluctuation of CFedSI becomes smaller and smaller.
Different from FedAvg, the local training loss of the proposed CFedSI contains the cross entropy loss
and the regularization loss introduced by continual learning. The less local training loss means that the
local model can not only better learn about local training data but also reduce the local model weight
divergences with the other local models, that is, the global model is more suitable for the local datasets.
Moreover, the decrease of the jagged fluctuation also indicates that the global model gradually learns to
the distribution of all local training data, eventually resulting in the performance improvement of the
global model on Non-IID data.

(4) Impact of the local epochs E and the communication rounds T . Considering that the
local epochs E and the communication rounds T are two key parameter settings for distributed learning,
we investigate the impact of the local epochs E and the communication rounds T on the four datasets.
The experimental results are shown in Figure 6.

According to Figure 6(a), the increase of T brings the significant improvement in test accuracy on
the KDD dataset, especially the accuracy with T = 20 is higher 66% than that with T = 5 when
E = 1. Meanwhile, it can be observed that the increase of E does not bring significant improvement
of accuracy on the KDD dataset. As for the CICIDS2017 dataset, Figure 6(b) shows that the increase
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Figure 5 (Color online) Training loss over communication rounds of (a) FedAvg and (b) the proposed CFedSI with Non-IID data

of KDD dataset.

of E brings a significant improvement in accuracy, e.g., when E increases from 1 to 5, the accuracy
increases by 41% in the case of T = 20. This is different from the results on the KDD dataset because
the local training tasks are more complex on the CICIDS2017 dataset, which has a large number of
high-dimensional traffic data for training and needs more local training epochs to obtain a better local
model. In addition, it can be seen from Figures 6(b) and (c) that the increase of T does not improve the
test accuracy in the case of E = 1, indicating that when the local training model is not well trained, the
global model cannot be improved on Non-IID data no matter how many the communication rounds are
conducted. Moreover, for the CICIDS2017 dataset, the increase of T also has little impact on the test
accuracy in the case of E = 10, indicating that when the local model is trained well, higher accuracy
can be achieved with fewer communication rounds. In a word, it is worth mentioning that increasing of
E and T can improve the performance and correspondingly consumes more local computing resources
and communication bandwidth. Therefore, it is necessary to choose the appropriate values of E and
T according to the actual distributed training task to find the performance-overhead trade-off. In this
paper, based on these experimental results, E is fixed to 5 and T is set to 20 for the KDD dataset and
CICIDS2017 dataset, E is set to 5 and T is set to 50 for the MNIST dataset and FashionMNIST dataset.

4.3.2 Overhead

Besides the performance evaluation, we also discuss the overheads of the proposed CFedSI method in the
distributed IDS, including communication overhead, time overhead, and storage overhead.

(1) Communication overhead. Considering that the performance of the proposed BCEC algorithm
is mainly affected by the sparsification ratio ρ and the quantization level s, we evaluate the performances
of CFedSI with different sparsification ratios and quantization levels under Non-IID(1) data. Table 3
presents the performance and the communication overhead in each round of CFedSI with different values
of ρ and s on the KDD dataset and the CICIDS2017 dataset, and Table 4 shows the results on the MNIST
dataset and FashionMNIST dataset. Moreover, we also provide the compression rates of CFedSI with
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Figure 6 (Color online) Test accuracy of the proposed federated continual learning method with different local training epochs

E and communication rounds T on Non-IID data of (a) KDD dataset, (b) CICIDS2017 dataset, (c) MNIST dataset, and

(d) FashionMNIST dataset.

different values of ρ and s. The compression rate is the rate of the communication overhead of CFedSI
to that of FedAvg (baseline).

As can be seen from Tables 3 and 4, the lower sparsification ratio corresponds to the lower value of
test accuracy and Fw-score and the less communication overhead in the uplink and downlink. Since the
sparsification ratio ρ denotes the ratio of the transmitted K elements to the length of the vector, the less
transmitted information about the local model weight updates results in less communication overhead
but the performance degradation. Besides, results also show that, the lower quantization level stands
for the high degree of compression, along with the lower corresponding communication overhead and
the worse performances. Hence, it can be concluded that there is a trade-off between performance and
communication overhead.

Furthermore, it can be found that the compression rates of CFedSI’ uplink communication overheads
on the four datasets are all less than 0.4× compared with that of FedAvg. Due to the limited uplink
bandwidth of the local client, reducing the uplink communication overhead is necessary for FL systems.
It verifies the effectiveness of the proposed BCEC algorithm in reducing communication overhead. In
addition, it can be seen from Table 4 that CFedSI with ρ = 0.5 and s = 32 requires the uplink communica-
tion of 162 kB on the MNIST dataset and 215 kB on the FashionMNIST dataset, and the corresponding
compression ratio exceeds 1, indicating that our method requires greater downlink transmission over-
head than FedAvg. This is because CFedSI requires the extra communication overheads to introduce
the knowledge of the other local models and then achieve federated continual learning. The downlink
bandwidth is usually large in FL systems, thereby the increase in downlink overhead is acceptable. It is
worth mentioning that, given ρ and s, CFedSI has the same compression rate on the MNIST dataset and
the FashionMNIST dataset, shown in Table 4. For the reason that the compression rate is determined by
the compression ratio, the quantization level, the number of local clients, and the number of local clients
on MNIST and FashionMNIST datasets are the same. In addition, the local model parameters on the
FashionMNIST dataset are more than those on the MNIST dataset, thereby it requires greater uplink
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Table 3 Performance (accuracy (%) and Fw-score) and communication overhead in each round of CFedSI with different sparsifi-

cation ratios ρ and quantization levels s on KDD dataset and CICIDS2017 dataset. The compression rate is within brackets

KDD dataset CICIDS2017 dataset

Compression setting Performance Communication overhead Performance Communication overhead

Acc. Fw Uplink Downlink Acc. Fw Uplink Downlink

ρ = 1.0 88.14 0.89 153.43 (0.19×) 319.66 (0.39×) 71.13 0.68 44.95 (0.16×) 184.30 (0.64×)

ρ = 0.7 88.00 0.89 107.40 (0.13×) 223.76 (0.27×) 67.73 0.62 31.47 (0.11×) 129.01 (0.45×)

s = 32 ρ = 0.5 88.00 0.89 76.72 (0.09×) 159.83 (0.20×) 67.52 0.62 22.48 (0.08×) 92.15 (0.32×)

ρ = 0.3 87.00 0.89 43.03 (0.05×) 95.90 (0.12×) 60.39 0.54 13.49 (0.05×) 55.29 (0.19×)

ρ = 0.1 84.00 0.86 15.34 (0.02×) 31.97 (0.04×) 53.74 0.47 4.50 (0.02×) 18.43 (0.06×)

s = 64 88.10 0.89 76.72 (0.09×) 159.83 (0.20×) 70.14 0.65 26.97 (0.09×) 110.13 (0.38×)

ρ = 0.5
s = 32 88.07 0.89 63.93 (0.08×) 134.26 (0.16×) 67.52 0.62 22.48 (0.08×) 92.15 (0.32×)

s = 16 80.91 0.82 51.14 (0.06×) 108.68 (0.13×) 59.91 0.54 17.98 (0.06×) 74.17 (0.26×)

s = 8 73.85 0.74 38.36 (0.05×) 83.11 (0.10×) 58.00 0.52 13.49 (0.05×) 56.19 (0.20×)

Table 4 Performance (accuracy (%) and Fw-score) and communication (s) overhead in each round of CFedSI with different

sparsification ratios ρ and quantization levels s on MNIST dataset and FashionMNIST dataset

MNIST dataset Fashion MNIST dataset

Compression setting Performance Communication overhead Performance Communication overhead

Acc. Fw Uplink Downlink Acc. Fw Uplink Downlink

ρ = 1.0 85.55 0.85 26.66 (0.31×) 325.25 (3.81×) 67.26 0.67 35.32 (0.31×) 430.96 (3.81×)

ρ = 0.7 86.16 0.86 18.66 (0.22×) 227.66 (2.67×) 65.48 0.66 24.73 (0.22×) 301.66 (2.67×)

s = 32 ρ = 0.5 87.27 0.87 13.33 (0.16×) 162.63 (1.91×) 65.89 0.66 17.66 (0.16×) 215.48 (1.91×)

ρ = 0.3 84.95 0.85 8.00 (0.09×) 97.58 (1.14×) 64.74 0.65 10.60 (0.09×) 129.28 (1.14×)

ρ = 0.1 82.75 0.83 2.67 (0.03×) 32.53 (0.38×) 64.21 0.65 3.53 (0.03×) 43.08 (0.38×)

s = 64 86.15 0.86 16.00 (0.19×) 186.62 (2.19×) 66.52 0.66 21.19 (0.19×) 247.27 (2.19×)

ρ = 0.5
s = 32 87.27 0.87 13.33 (0.16×) 162.63 (1.91×) 65.89 0.66 17.66 (0.16×) 215.48 (1.91×)

s = 16 87.42 0.87 10.66 (0.13×) 138.63 (1.63×) 66.01 0.66 14.13 (0.13×) 183.69 (1.63×)

s = 8 87.29 0.87 8.00 (0.09×) 114.64 (1.34×) 66.92 0.67 10.60 (0.09×) 151.90 (1.34×)

and downlink communication overheads on the FashionMNIST dataset.
(2) Time overhead. Considering that the differences between the proposed federated continual

learning methods and the compared methods are mainly reflected in the local training stage, we evaluate
the local training time consumption of each method to evaluate the computational complexity on the
four datasets. The experimental results are shown in Table 5. From Table 5, FedAvg as the baseline
of federated learning takes the shortest local training time, since the local client trains its local model
with just only cross-entropy loss and then the local model parameters are directly transmitted without
any compressions. FedProx takes a little longer local training time than FedAvg on both datasets,
because the local client trains its local model with the cross-entropy loss and the proximal term, where
the proximal term needs to calculate the discrepancies between the global model parameters and the
local model parameters. It is worth mentioning that FedEWC spends the longest local training time
on the four datasets, which indicates FedEWC is not time-efficient. FedEWC and FedSI belong to the
federated continual learning methods, the difference between them is in the calculation way of model
weight importance factor matrix. FedEWC utilizes EWC to calculate the importance factor, which relies
on a point estimate of the diagonal of the Fisher information metric at the final parameter values and has
to be computed during a separate phase at the end of the local training process, while the proposed FedSI
adapts to synaptic intelligence and the important factor can be calculated by utilizing the intermediate
variable of the local training without a separate calculation phase. Thus, the proposed FedSI is more
time-efficient than FedEWC. In addition, CFedSI takes less than 0.5 s longer than FedSI, indicating that
the algorithm of BCEC proposed by us is not complicated and easy to implement. Finally, the local
training time on the MNIST dataset and the FashionMNIST dataset are very close and shorter than the
training time on the CICIDS2017 dataset and the KDD dataset, because the amount of training data in
the MNIST dataset and the FashionMNIST dataset are the same, which are much less than the training
sample size on the KDD dataset CICIDS2017 dataset. It means that the amount of local training data
also affects the local training time.
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Table 5 The local training time consumption (s) of the proposed methods and the compared methods on KDD dataset, CI-

CIDS2017 dataset, MNIST dataset, and FashionMNIST dataset

Dataset FedAvg FedProx FedEWC FedSI CFedSI

KDD 10.7665 15.6396 45.2763 25.2451 25.4040

CICIDS2017 5.6413 5.8163 30.4792 9.9397 10.3226

MNIST 1.8278 2.0661 15.0805 2.7576 2.8200

FashionMNIST 2.1203 2.2147 17.1241 2.7048 2.7172

With error compensation

Without error compensation

Figure 7 (Color online) The performance effect of the error

compensation in the proposed BCEC method.

Figure 8 (Color online) The simulation results of the conver-

gence gap due to wireless factors.

(3) Storage overhead. The proposed BCEC algorithm involves the error compensation in the process
of local training so that the additional storage space is required to store the error compensation εi for
each Clienti, where the error compensation εi has the same size of the model parameter. Considering that
all the local models adopt the simple deep neural network with limited parameters in the experiments,
it seems that the storage overhead is acceptable. Moreover, the error compensation is beneficial to boost
the performance of the federated continual learning method combined with the compression algorithm.
We compare CFedSI and that of CFedSI without error compensation in terms of the performances on
Non-IID data, the results on Non-IID(1) data are shown in Figure 7. According to Figure 7, CFedSI
with error compensation has higher accuracies than CFedSI without error compensation on the four
datasets, indicating that the error compensation improves the performances of CFedSI. Especially for the
KDD dataset and CICIDS2017 dataset, CFedSI without error compensation also presents with a larger
standard deviation, which means that the compression errors affect the training convergence performance
of CFedSI and result in a large fluctuation in accuracy. Thus, it is appropriate to utilize the extra storage
overhead for error compensation in exchange for performance improvement.

4.3.3 Simulation results with wireless communication

In this subsection, we present the simulation results of the proposed CFedSI method with wireless commu-
nication. The parameters used in simulations are given as follows. All the users are uniformly distributed
in a circular network area with a radius 500 m and one BS is located at its center. The uplink bandwidth
is BU = 1 MHz, the downlink bandwidth is BD = 20 MHz, and the additive noise power density is
N0 = −174 dBm/Hz. All the users have the same transmission power Pi = 0.01 W, and the transmission
power of the BS is PB = 1 W. We assume the RBs are adequate, each user is allocated a specific RB. In
the experiment, we investigate the impact of packet error rate on the performance of the proposed CFedSI
and FedSI and compare them with FedAvg and FedProx. FedEWC is not considered here, because the
local training time of FedEWC is too long shown in Table 5. It will bring long delays, which is not
applicable to practical scenarios.

Figure 8 shows the simulation results of the convergence gap caused by wireless communication errors
for each method on the four datasets, the y axis is the value of E(L(M̃ t) − L(M t)). As shown in
Figure 8, there exists a convergence gap for our proposed methods and the compared methods on the
four datasets. Owing to the uncertainty of the wireless channel, once the received packets contain
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errors, the corresponding local models are directly rejected to join the aggregation of the global model,
which will inevitably affect the convergence of the global model. The simulation results also verify this
theoretical analysis. Remarkably, the convergence gap of the CFedSI and FedSI is significantly smaller
than that of FedAvg and FedProx on the MNIST dataset and the FashionMNIST dataset, indicating
that the performances of CFedSI and FedSI are less affected by the wireless factors compared with those
of FedAvg and FedProx.

5 Conclusion

In this paper, we propose a communication-efficient federated continual learning method (called CFedSI)
to improve the performance of federated learning on Non-IID data. Specifically, a method called FedSI is
proposed to implement federated continual learning. Extensive experiments show that the proposed FedSI
method outperforms the comparative federated learning methods on Non-IID data. And then, we propose
the bidirectional compression and error compensation algorithm to reduce the communication overhead
of federated continual learning. In detail, the gradient sparsification and quantization are combined
to compress the uplink and downlink transmitted data, and the bidirectional compression errors are
compensated locally to ensure the training convergence. Our experiments also verify the effectiveness
of the proposed bidirectional compression and error compensation algorithm in reducing communication
overhead.
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