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Dear editor,
An intrusion prevention system (IPS) [1] is an important
security function that detects and filters out the detected
anomaly data traffic in networks. Currently, network function virtualization (NFV) [2] is able to virtualize IPSes
as virtualized IPS (VIPS) [3] by encapsulating security
functions in software-based middleboxes that can be elastically scaled to deal with traffic volume variations [4, 5].
Moreover, an emerging software-defined networking (SDN)
paradigm [6] consists of a programmable controller and several belonging switches, where the controller communicates
with the switches using southbound protocols to gather network statistics and to program the network. Thus, SDN is
allowed to facilitate the central control to scale middleboxes
and to redistribute the data traffic to the scaled middleboxes [7].
Furthermore, the problem lies in how to achieve an efficient scaling of middleboxes for VIPS in SDN, which is challenging due to two key factors: (a) the middleboxes must be
accurately scaled out/in with high resource usage, to keep
up with the pace of dynamic traffic volumes while exactly
meeting rigorous IPS performance requirements [8]; and
(b) the traffic should be carefully distributed to the scaled
middleboxes in order to minimize the overhead of flow detection state sharing [9]. To achieve this, a flow distribution
scheme that avoids flow division is needed. A more detailed
statement of this problem is presented in Appendix A.
In this study, a novel VIPS framework called ESBox is
proposed, which enables efficient scaling of middleboxes for
VIPS in SDN. ESBox is composed of two key modules, i.e.,
middlebox scaler (MS) and flow distributor (FT), which
overcome the two challenges for efficient scaling, respectively. The MS module periodically gathers traffic statistics
from the SDN switches with the aid of an SDN controller.
According to the gathered statistics and IPS performance re-

quirements specified by an administrator, this module computes the minimal number of middleboxes to be scaled out
or in. Then, based on the computed result, this module adds
or removes the middleboxes using the available computing
resources anywhere in the network. The FT module devotes
to distributing the flows among the traffic to the scaled middleboxes through installing forwarding rules into the SDN
switches. This module uses a flow distribution algorithm for
reducing flow division and the group table in SDN switches
for load balance.
ESBox architecture. Figure 1 shows the ESBox architecture and its two component modules in the control plane,
and the related devices in the data plane. Each module is
implemented as an SDN application running atop the SDN
controller. Specifically, the MS module is in charge of scaling the middleboxes according to the real-time traffic volumes and IPS performance requirements, and the FT module is used to distribute flows among the traffic to the scaled
middlebox. These two modules will be described detailedly
later. In addition, the middlebox is a Docker1) container
that encapsulates a Snort2) tool, which is for signature based
intrusion prevention. The Snort tool is configured in an inline mode to handle the received traffic. Specifically, it filters
the malicious traffic and reports the alerts to the SDN controller via the Unix domain socket3) . Otherwise, it sends
the legitimate traffic to its original destination. SDN switch
is responsible for reporting the current network information
to the MS module and redirecting traffic according to the
forwarding rules installed by the FT module.
Middlebox scaler. Firstly, this module needs to compute
the optimal number of the middlebox to scale according to
traffic volumes. The traffic processing of ESBox is modeled
as several M/M/1/K queueing systems, the reasons are presented in Appendix B. To formulate the dynamic traffic, we
let TM = {λab |a, b ∈ U } be the traffic matrix (TM) at the
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present time, where U is the set of the users, and λab is
the packet arrival rate for the origin–destination pair user
a to user b. Two metrics that are widely considered in IPS
performance measurement [1] are as follows. (1) Processing
time of prevention (PTP) describes the time lapse between
the launch of the attack packet and being filtered by the IPS.
(2) Prevention rate (PR) refers to the proportion of the packets completely processed by IPS in the total transmitted
packets. We let PTP and PR be the IPS performance constraint, which is the maximal threshold specified by an administrator. Moreover, the processing time of a middlebox
follows an exponential distribution with parameter µ, and
K is the queue capacity of a middlebox. To guarantee high
resource utilization, the middleboxes should be invested to
a minimum. Thus, with the system model, our goal is to
compute the minimal total number of middleboxes n.
Based on the queueing theory, the packet process time
and the packet loss rate in our system can be expressed as
follows, respectively:
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where ρ = λ
, representing the server utilization of the
µ
queueing system, dn is the network delay, and λt =
P
a,b∈U λab represents the total packet arrive rate by accumulating the elements in TM.
Based on Eqs. (1) and (2), the computation of the minimum number of middleboxes can be transformed into an
optimization problem, which is formulated as follows:
mini.
s.t.

n

(3a)

φ(n) 6 PTP,

(3b)

ψ(n) 6 PR,

(3c)

n = 0, 1, . . . , Nmax ,

(3d)
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where Nmax is the maximum number of middleboxes that
can be invested in our system. This problem can be easily
computed by iterating on the values of n.
Afterwards, let MDM = {nab |a, b ∈ U } denote the number of middleboxes demanded by the flow from user a to user
b. For adapting to the traffic volume, nab is in proportion to
ab
× n. And MDM and n will be
λab , thus we have nab = λλt
output to the next module (i.e., flow distributor) for further
distribution instruction. In addition, the MS module calls
the docker daemon commands to implement the scaling of
middlebox.
Flow distributor. This module is devoted to distributing the flows in TM to the n scaled middleboxes based on
MDM from the MS module. A bad flow distribution algorithm will lead to unnecessary flow divisions that increase
the sharing of flow detection state meaninglessly. Motivated
by the examples described in Appendix C.1, we find that the
unnecessary flow divisions are avoidable. Thus, we regard
Proposition 1 as the principle for avoiding the unnecessary
flow divisions, which is also proofed in Appendix C.1.
Proposition 1. The larger flows are prioritized over the
smaller flows during the flow distribution. Further, provided
that a middlebox can accommodate the flow, we distribute
the flow directly to the middlebox rather than divide the
flow.
Following Proposition 1, we present the flow distribution algorithm (Algorithm C.1) for reducing the number of
flow divisions. We use FDS to store the flow distribution
scheme, where each distribution is represented as [ab, i, ci ];
this means we will allocate the ci capacity of Mi to the flow
with the origin–destination pair of ab. Lines 1 to 9 conduct
the initialization of F and C, where F is the set of flows to
which the middleboxes have not yet been allocated, and C is
the set of the available capacity of the middleboxes. Lines 10
to 30 are the loops to impose FDS with the constraint of
F 6= ∅; this means the loop continues until all the flows are
middlebox allocated. Lines 11 to 19 handle the flows that
cannot be accommodated by any middlebox capacity in C,
thus requiring necessary divisions. Each such flow is divided
into several parts to reach the middlebox capacity. Lines 21
to 29 handle the flows sharing the middlebox capacity, which
may yield unnecessary divisions based on Proposition 1.
Line 20 sorts F in descending order according to the flow
volumes to give priority to larger flows (we use merge-sort
in this study). Subsequently, lines 22 to 29 search C to
obtain the middlebox capacity that can accommodate the
entire flow and allocate it to the flow. In addition, flows
that cannot be accommodated by any element in C remain
and will be handled in the next loop.
Moreover, based on the flow distribution scheme FDS,
the FT installs group table rules into the SDN switches for
traffic redirection while achieving load balance.
Conclusion. To solve the problem of efficient scaling of
middleboxes for VIPS, ESBox is proposed. ESBox consists of two modules: a middlebox scaler module to gather
network information and IPS performance requirements to
compute the optimal number of middleboxes to be scaled
with high resource utilization and IPS performance guarantee, and a flow distributor module that redistributes flows to
the scaled middleboxes while ensure minimizing flow detection state sharing and load balance. Moreover, ESBox was
implemented, and the evaluation results (see Appendix D)
revealed that it scaled out/in middleboxes adapted to the
traffic volumes, while achieving the goal of high resource
utilization (compared to the related studies in Appendix E),
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IPS performance guarantee, and minimizing flow detection
state sharing, with a minor impact on the traffic throughput.
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